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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Application 

Vendor: about-me_project 

Product: about-me 

Affected Version(s): * Up to (including) 1.0.12 

Incorrect 

Authorizati

on 

06-Sep-2022 9.8 

Broken Access 

Control vulnerability 

in Alessio Caiazza's 

About Me plugin <= 

1.0.12 at WordPress. 

CVE ID : CVE-2022-

36387 

https://word

press.org/plu

gins/about-

me/, 

https://patchs

tack.com/data

base/vulnerab

ility/about-

me/wordpres

s-about-me-

plugin-1-0-12-

broken-

access-

control-

vulnerability/

_s_id=cve 

A-ABO-ABOU-

190922/1 

Vendor: about-rentals_project 

Product: about-rentals 

Affected Version(s): * Up to (including) 1.5 

Missing 

Authorizati

on 

06-Sep-2022 9.8 

Missing Access 

Control vulnerability 

in About Rentals. Inc. 

About Rentals plugin 

<= 1.5 at WordPress. 

CVE ID : CVE-2022-

36427 

https://patchs

tack.com/data

base/vulnerab

ility/about-

rentals/word

press-about-

rentals-

plugin-1-5-

missing-

access-

control-

vulnerability/

_s_id=cve, 

https://word

press.org/plu

A-ABO-ABOU-

190922/2 
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gins/about-

rentals/ 

Vendor: access_code_feeder_project 

Product: access_code_feeder 

Affected Version(s): * Up to (including) 1.0.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Sep-2022 8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Alexey Trofimov's 

Access Code Feeder 

plugin <= 1.0.3 at 

WordPress. 

CVE ID : CVE-2022-

38059 

https://patchs

tack.com/data

base/vulnerab

ility/access-

code-

feeder/wordp

ress-access-

code-feeder-

plugin-1-0-3-

cross-site-

request-

forgery-csrf-

vulnerability/

_s_id=cve, 

https://word

press.org/plu

gins/access-

code-feeder/ 

A-ACC-ACCE-

190922/3 

Vendor: accommodation-system_project 

Product: accommodation-system 

Affected Version(s): * Up to (including) 1.0.1 

Missing 

Authorizati

on 

06-Sep-2022 9.8 

Missing Access 

Control vulnerability 

in PHP Crafts 

Accommodation 

System plugin <= 

1.0.1 at WordPress. 

CVE ID : CVE-2022-

37344 

https://patchs

tack.com/data

base/vulnerab

ility/accommo

dation-

system/word

press-

accommodati

on-system-

plugin-1-0-1-

missing-

access-

control-

vulnerability/

_s_id=cve, 

A-ACC-ACCO-

190922/4 
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https://word

press.org/plu

gins/accomm

odation-

system/ 

Vendor: activitywatch 

Product: activitywatch 

Affected Version(s): * Up to (excluding) 0.12.0 

Authentica

tion 

Bypass by 

Spoofing 

07-Sep-2022 9.6 

ActivityWatch open-

source automated 

time tracker. 

Versions prior to 

0.12.0b2 are 

vulnerable to DNS 

rebinding attacks. 

This vulnerability 

impacts everyone 

running 

ActivityWatch and 

gives the attacker 

full access to the 

ActivityWatch REST 

API. Users should 

upgrade to v0.12.0b2 

or later to receive a 

patch. As a 

workaround, block 

DNS lookups that 

resolve to 127.0.0.1. 

CVE ID : CVE-2022-

31149 

https://github

.com/Activity

Watch/activit

ywatch/securi

ty/advisories/

GHSA-v9fg-

6g9j-h4x4 

A-ACT-ACTI-

190922/5 

Affected Version(s): 0.12.0 

Authentica

tion 

Bypass by 

Spoofing 

07-Sep-2022 9.6 

ActivityWatch open-

source automated 

time tracker. 

Versions prior to 

0.12.0b2 are 

vulnerable to DNS 

rebinding attacks. 

This vulnerability 

impacts everyone 

running 

https://github

.com/Activity

Watch/activit

ywatch/securi

ty/advisories/

GHSA-v9fg-

6g9j-h4x4 

A-ACT-ACTI-

190922/6 
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ActivityWatch and 

gives the attacker 

full access to the 

ActivityWatch REST 

API. Users should 

upgrade to v0.12.0b2 

or later to receive a 

patch. As a 

workaround, block 

DNS lookups that 

resolve to 127.0.0.1. 

CVE ID : CVE-2022-

31149 

Vendor: add2fav_project 

Product: add2fav 

Affected Version(s): * Up to (including) 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Sep-2022 4.8 

Authenticated 

(admin+) Stored 

Cross-Site Scripting 

(XSS) vulnerability in 

Christian Salazar's 

add2fav plugin <= 

1.0 at WordPress. 

CVE ID : CVE-2022-

37404 

https://patchs

tack.com/data

base/vulnerab

ility/add2fav/

wordpress-

add2fav-

plugin-1-0-

authenticated-

stored-cross-

site-scripting-

xss-

vulnerability/

_s_id=cve, 

https://word

press.org/plu

gins/add2fav/ 

A-ADD-ADD2-

190922/7 

Vendor: add_user_role_project 

Product: add_user_role 

Affected Version(s): * Up to (including) 0.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

09-Sep-2022 4.8 

Authenticated 

(admin+) Stored 

Cross-Site Scripting 

(XSS) vulnerability in 

Nikhil Vaghela's Add 

https://patchs

tack.com/data

base/vulnerab

ility/add-

user-

role/wordpre

A-ADD-ADD_-

190922/8 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 5 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Generation 

('Cross-site 

Scripting') 

User Role plugin <= 

0.0.1 at WordPress. 

CVE ID : CVE-2022-

37403 

ss-add-user-

role-plugin-0-

0-1-

authenticated-

stored-cross-

site-scripting-

xss-

vulnerability/

_s_id=cve, 

https://word

press.org/plu

gins/add-

user-role/ 

Vendor: aeb 

Product: cruddl 

Affected Version(s): From (including) 1.1.0 Up to (excluding) 2.7.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

08-Sep-2022 8.8 

cruddl is software 

for creating a 

GraphQL API for a 

database, using the 

GraphQL SDL to 

model a schema. If 

cruddl starting with 

version 1.1.0 and 

prior to versions 

2.7.0 and 3.0.2 is 

used to generate a 

schema that uses 

`@flexSearchFulltext

`, users of that 

schema may be able 

to inject arbitrary 

AQL queries that will 

be forwarded to and 

executed by 

ArangoDB. Schemas 

that do not use 

`@flexSearchFulltext

` are not affected. 

The attacker needs 

to have `READ` 

permission to at 

least one root entity 

https://github

.com/AEB-

labs/cruddl/p

ull/253, 

https://github

.com/AEB-

labs/cruddl/c

ommit/13b92

33733ed6fc82

2718a07bc90

a80cd349269

8, 

https://github

.com/AEB-

labs/cruddl/s

ecurity/advis

ories/GHSA-

qm4w-4995-

vg7f 

A-AEB-CRUD-

190922/9 
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type that has 

`@flexSearchFulltext

` enabled. The issue 

has been fixed in 

version 3.0.2 and in 

version 2.7.0 of 

cruddl. As a 

workaround, users 

can temporarily 

remove 

`@flexSearchFulltext

` from their schemas. 

CVE ID : CVE-2022-

36084 

Affected Version(s): From (including) 3.0.0 Up to (excluding) 3.0.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

08-Sep-2022 8.8 

cruddl is software 

for creating a 

GraphQL API for a 

database, using the 

GraphQL SDL to 

model a schema. If 

cruddl starting with 

version 1.1.0 and 

prior to versions 

2.7.0 and 3.0.2 is 

used to generate a 

schema that uses 

`@flexSearchFulltext

`, users of that 

schema may be able 

to inject arbitrary 

AQL queries that will 

be forwarded to and 

executed by 

ArangoDB. Schemas 

that do not use 

`@flexSearchFulltext

` are not affected. 

The attacker needs 

to have `READ` 

permission to at 

least one root entity 

type that has 

https://github

.com/AEB-

labs/cruddl/p

ull/253, 

https://github

.com/AEB-

labs/cruddl/c

ommit/13b92

33733ed6fc82

2718a07bc90

a80cd349269

8, 

https://github

.com/AEB-

labs/cruddl/s

ecurity/advis

ories/GHSA-

qm4w-4995-

vg7f 

A-AEB-CRUD-

190922/10 
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`@flexSearchFulltext

` enabled. The issue 

has been fixed in 

version 3.0.2 and in 

version 2.7.0 of 

cruddl. As a 

workaround, users 

can temporarily 

remove 

`@flexSearchFulltext

` from their schemas. 

CVE ID : CVE-2022-

36084 

Vendor: aenrich 

Product: a\+hrd 

Affected Version(s): From (including) 5.0 Up to (excluding) 5.4.1125v112 

Improper 

Input 

Validation 

09-Sep-2022 8.1 

aEnrich a+HRD 5.x 

Learning 

Management Key 

Performance 

Indicator System has 

a local file inclusion 

(LFI) vulnerability 

that occurs due to 

missing input 

validation in v5.x 

CVE ID : CVE-2022-

28741 

https://www.

aenrich.com.t

w 

A-AEN-A\+H-

190922/11 

N/A 09-Sep-2022 7.5 

aEnrich eHRD 

Learning 

Management Key 

Performance 

Indicator System 5+ 

exposes Sensitive 

Information to an 

Unauthorized Actor. 

CVE ID : CVE-2022-

28740 

https://www.

aenrich.com.t

w 

A-AEN-A\+H-

190922/12 

N/A 09-Sep-2022 7.5 
aEnrich eHRD 

Learning 

Management Key 

https://www.

aenrich.com.t

w 

A-AEN-A\+H-

190922/13 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 8 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Performance 

Indicator System 5+ 

has Improper Access 

Control. The web 

application does not 

validate user session 

when accessing 

many application 

pages. This can allow 

an attacker to gain 

unauthenticated 

access to sensitive 

functionalities in the 

application 

CVE ID : CVE-2022-

28742 

Affected Version(s): From (including) 5.5 Up to (excluding) 5.5.1098v156 

Improper 

Input 

Validation 

09-Sep-2022 8.1 

aEnrich a+HRD 5.x 

Learning 

Management Key 

Performance 

Indicator System has 

a local file inclusion 

(LFI) vulnerability 

that occurs due to 

missing input 

validation in v5.x 

CVE ID : CVE-2022-

28741 

https://www.

aenrich.com.t

w 

A-AEN-A\+H-

190922/14 

N/A 09-Sep-2022 7.5 

aEnrich eHRD 

Learning 

Management Key 

Performance 

Indicator System 5+ 

exposes Sensitive 

Information to an 

Unauthorized Actor. 

CVE ID : CVE-2022-

28740 

https://www.

aenrich.com.t

w 

A-AEN-A\+H-

190922/15 
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N/A 09-Sep-2022 7.5 

aEnrich eHRD 

Learning 

Management Key 

Performance 

Indicator System 5+ 

has Improper Access 

Control. The web 

application does not 

validate user session 

when accessing 

many application 

pages. This can allow 

an attacker to gain 

unauthenticated 

access to sensitive 

functionalities in the 

application 

CVE ID : CVE-2022-

28742 

https://www.

aenrich.com.t

w 

A-AEN-A\+H-

190922/16 

Affected Version(s): From (including) 5.6 Up to (excluding) 5.6.1067v110 

Improper 

Input 

Validation 

09-Sep-2022 8.1 

aEnrich a+HRD 5.x 

Learning 

Management Key 

Performance 

Indicator System has 

a local file inclusion 

(LFI) vulnerability 

that occurs due to 

missing input 

validation in v5.x 

CVE ID : CVE-2022-

28741 

https://www.

aenrich.com.t

w 

A-AEN-A\+H-

190922/17 

N/A 09-Sep-2022 7.5 

aEnrich eHRD 

Learning 

Management Key 

Performance 

Indicator System 5+ 

exposes Sensitive 

Information to an 

Unauthorized Actor. 

CVE ID : CVE-2022-

28740 

https://www.

aenrich.com.t

w 

A-AEN-A\+H-

190922/18 
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N/A 09-Sep-2022 7.5 

aEnrich eHRD 

Learning 

Management Key 

Performance 

Indicator System 5+ 

has Improper Access 

Control. The web 

application does not 

validate user session 

when accessing 

many application 

pages. This can allow 

an attacker to gain 

unauthenticated 

access to sensitive 

functionalities in the 

application 

CVE ID : CVE-2022-

28742 

https://www.

aenrich.com.t

w 

A-AEN-A\+H-

190922/19 

Affected Version(s): From (including) 6.0 Up to (excluding) 7.0 

Improper 

Input 

Validation 

09-Sep-2022 8.1 

aEnrich a+HRD 5.x 

Learning 

Management Key 

Performance 

Indicator System has 

a local file inclusion 

(LFI) vulnerability 

that occurs due to 

missing input 

validation in v5.x 

CVE ID : CVE-2022-

28741 

https://www.

aenrich.com.t

w 

A-AEN-A\+H-

190922/20 

N/A 09-Sep-2022 7.5 

aEnrich eHRD 

Learning 

Management Key 

Performance 

Indicator System 5+ 

exposes Sensitive 

Information to an 

Unauthorized Actor. 

CVE ID : CVE-2022-

28740 

https://www.

aenrich.com.t

w 

A-AEN-A\+H-

190922/21 
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N/A 09-Sep-2022 7.5 

aEnrich eHRD 

Learning 

Management Key 

Performance 

Indicator System 5+ 

has Improper Access 

Control. The web 

application does not 

validate user session 

when accessing 

many application 

pages. This can allow 

an attacker to gain 

unauthenticated 

access to sensitive 

functionalities in the 

application 

CVE ID : CVE-2022-

28742 

https://www.

aenrich.com.t

w 

A-AEN-A\+H-

190922/22 

Vendor: aioseo 

Product: all_in_one_seo 

Affected Version(s): * Up to (including) 4.2.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Sep-2022 8.8 

Multiple Cross-Site 

Request Forgery 

(CSRF) 

vulnerabilities in All 

in One SEO plugin <= 

4.2.3.1 at WordPress. 

CVE ID : CVE-2022-

38093 

https://word

press.org/plu

gins/all-in-

one-seo-

pack/#develo

pers, 

https://patchs

tack.com/data

base/vulnerab

ility/all-in-

one-seo-

pack/wordpre

ss-all-in-one-

seo-plugin-4-

2-3-1-

multiple-

cross-site-

request-

forgery-csrf-

A-AIO-ALL_-

190922/23 
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vulnerabilities

/_s_id=cve 

Vendor: algolplus 

Product: advanced_order_export 

Affected Version(s): * Up to (including) 3.3.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Sep-2022 4.8 

Authenticated (shop 

manager+) Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

AlgolPlus Advanced 

Order Export For 

WooCommerce 

plugin <= 3.3.1 at 

WordPress. 

CVE ID : CVE-2022-

35275 

https://patchs

tack.com/data

base/vulnerab

ility/woo-

order-export-

lite/wordpres

s-advanced-

order-export-

for-

woocommerc

e-plugin-3-3-

1-reflected-

cross-site-

scripting-xss-

vulnerability/

_s_id=cve, 

https://word

press.org/plu

gins/woo-

order-export-

lite/ 

A-ALG-ADVA-

190922/24 

Vendor: Apache 

Product: airflow 

Affected Version(s): * Up to (excluding) 2.3.4 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

02-Sep-2022 4.7 

In Apache Airflow 

prior to 2.3.4, an 

insecure umask was 

configured for 

numerous Airflow 

components when 

running with the `--

daemon` flag which 

could result in a race 

condition giving 

world-writable files 

in the Airflow home 

https://lists.a

pache.org/thr

ead/zn8mbbb

1j2od5nc9zhr

vb7rpsrg1vvz

v 

A-APA-AIRF-

190922/25 
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directory and 

allowing local users 

to expose arbitrary 

file contents via the 

webserver. 

CVE ID : CVE-2022-

38170 

Affected Version(s): From (including) 2.2.4 Up to (including) 2.3.3 

Session 

Fixation 
02-Sep-2022 9.8 

In Apache Airflow 

versions 2.2.4 

through 2.3.3, the 

`database` 

webserver session 

backend was 

susceptible to 

session fixation. 

CVE ID : CVE-2022-

38054 

https://lists.a

pache.org/thr

ead/rsd3h89x

dp16rg0ltovx

3m7q3ypkxsb

b 

A-APA-AIRF-

190922/26 

Product: calcite 

Affected Version(s): * Up to (excluding) 1.32.0 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

11-Sep-2022 9.8 

In Apache Calcite 

prior to version 

1.32.0 the SQL 

operators 

EXISTS_NODE, 

EXTRACT_XML, 

XML_TRANSFORM 

and 

EXTRACT_VALUE do 

not restrict XML 

External Entity 

references in their 

configuration, which 

makes them 

vulnerable to a 

potential XML 

External Entity (XXE) 

attack. Therefore any 

client exposing these 

operators, typically 

by using Oracle 

dialect (the first 

https://lists.a

pache.org/thr

ead/ohdnhlg

m6jvt3srw8l7

spkm2d5vwm

082 

A-APA-CALC-

190922/27 
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three) or MySQL 

dialect (the last one), 

is affected by this 

vulnerability (the 

extent of it will 

depend on the user 

under which the 

application is 

running). From 

Apache Calcite 1.32.0 

onwards, Document 

Type Declarations 

and XML External 

Entity resolution are 

disabled on the 

impacted operators. 

CVE ID : CVE-2022-

39135 

Product: iotdb 

Affected Version(s): 0.13.0 

Session 

Fixation 
05-Sep-2022 8.8 

Apache IoTDB 

version 0.13.0 is 

vulnerable by 

session id attack. 

Users should 

upgrade to version 

0.13.1 which 

addresses this issue. 

CVE ID : CVE-2022-

38369 

https://lists.a

pache.org/thr

ead/7nk03yw

vx3t3yjbcxzt7

zy4nyc89y9b

0 

A-APA-IOTD-

190922/28 

Missing 

Authorizati

on 

05-Sep-2022 7.5 

Apache IoTDB 

grafana-connector 

version 0.13.0 

contains an interface 

without 

authorization, which 

may expose the 

internal structure of 

database. Users 

should upgrade to 

version 0.13.1 which 

addresses this issue. 

https://lists.a

pache.org/thr

ead/kcpqgstv

gf8sxy9ktxm1

836nlwc8xy3j 

A-APA-IOTD-

190922/29 
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CVE ID : CVE-2022-

38370 

Product: james 

Affected Version(s): * Up to (including) 3.6.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

08-Sep-2022 7.5 

Apache James prior 

to release 3.6.3 and 

3.7.1 is vulnerable to 

a buffering attack 

relying on the use of 

the STARTTLS 

command. Fix of 

CVE-2021-38542, 

which solved similar 

problem fron Apache 

James 3.6.1, is 

subject to a parser 

differential and do 

not take into account 

concurrent requests. 

CVE ID : CVE-2022-

28220 

https://james.

apache.org/ja

mes/update/2

022/08/26/ja

mes-

3.7.1.html 

A-APA-JAME-

190922/30 

Affected Version(s): 3.7.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

08-Sep-2022 7.5 

Apache James prior 

to release 3.6.3 and 

3.7.1 is vulnerable to 

a buffering attack 

relying on the use of 

the STARTTLS 

command. Fix of 

CVE-2021-38542, 

which solved similar 

problem fron Apache 

James 3.6.1, is 

subject to a parser 

differential and do 

not take into account 

concurrent requests. 

CVE ID : CVE-2022-

28220 

https://james.

apache.org/ja

mes/update/2

022/08/26/ja

mes-

3.7.1.html 

A-APA-JAME-

190922/31 

Product: ofbiz 

Affected Version(s): * Up to (excluding) 18.12.06 
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Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

02-Sep-2022 9.8 

Apache OFBiz uses 

the Birt project 

plugin 

(https://eclipse.gith

ub.io/birt-website/) 

to create data 

visualizations and 

reports. By 

leveraging a bug in 

Birt 

(https://bugs.eclipse

.org/bugs/show_bug.

cgi?id=538142) it is 

possible to perform a 

remote code 

execution (RCE) 

attack in Apache 

OFBiz, release 

18.12.05 and earlier. 

CVE ID : CVE-2022-

25371 

https://lists.a

pache.org/thr

ead/bvp3sczq

q863lxr1wh7

wjvdtjbkcwsp

q, 

http://www.o

penwall.com/l

ists/oss-

security/2022

/09/02/7, 

http://www.o

penwall.com/l

ists/oss-

security/2022

/09/03/1 

A-APA-OFBI-

190922/32 

Deserializa

tion of 

Untrusted 

Data 

02-Sep-2022 9.8 

The Solr plugin of 

Apache OFBiz is 

configured by default 

to automatically 

make a RMI request 

on localhost, port 

1099. In version 

18.12.05 and earlier, 

by hosting a 

malicious RMI server 

on localhost, an 

attacker may exploit 

this behavior, at 

server start-up or on 

a server restart, in 

order to run 

arbitrary code. 

Upgrade to at least 

18.12.06 or apply 

patches at 

https://issues.apach

https://lists.a

pache.org/thr

ead/ytzrjc16p

f357zntwk8tj

by13kbx9105, 

http://www.o

penwall.com/l

ists/oss-

security/2022

/09/02/6 

A-APA-OFBI-

190922/33 
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e.org/jira/browse/O

FBIZ-12646. 

CVE ID : CVE-2022-

29063 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

02-Sep-2022 7.5 

In Apache OFBiz, 

versions 18.12.05 

and earlier, an 

attacker acting as an 

anonymous user of 

the ecommerce 

plugin, can insert a 

malicious content in 

a message “Subject” 

field from the 

"Contact us" page. 

Then a party 

manager needs to list 

the communications 

in the party 

component to 

activate the SSTI. A 

RCE is then possible. 

CVE ID : CVE-2022-

25813 

https://lists.a

pache.org/thr

ead/vmj5s0qb

59t0lvzf3vol3

z1sc3sgyb2b, 

http://www.o

penwall.com/l

ists/oss-

security/2022

/09/02/4 

A-APA-OFBI-

190922/34 

N/A 02-Sep-2022 7.5 

Apache OFBiz up to 

version 18.12.05 is 

vulnerable to 

Regular Expression 

Denial of Service 

(ReDoS) in the way it 

handles URLs 

provided by external, 

unauthenticated 

users. Upgrade to 

18.12.06 or apply 

patches at 

https://issues.apach

e.org/jira/browse/O

FBIZ-12599 

CVE ID : CVE-2022-

29158 

https://lists.a

pache.org/thr

ead/7k92rg1o

4ql2yw3o0vtt

kcl2jhq7j928, 

http://www.o

penwall.com/l

ists/oss-

security/2022

/09/02/5 

A-APA-OFBI-

190922/35 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Sep-2022 5.4 

Apache OFBiz uses 

the Birt plugin 

(https://eclipse.gith

ub.io/birt-website/) 

to create data 

visualizations and 

reports. In Apache 

OFBiz release 

18.12.05, and earlier 

versions, by 

leveraging a 

vulnerability in Birt 

(https://bugs.eclipse

.org/bugs/show_bug.

cgi?id=538142), an 

unauthenticated 

malicious user could 

perform a stored XSS 

attack in order to 

inject a malicious 

payload and execute 

it using the stored 

XSS. 

CVE ID : CVE-2022-

25370 

https://lists.a

pache.org/thr

ead/vrvzokvx

qtc4t6d7g8xg

z89xpxcvjofh 

A-APA-OFBI-

190922/36 

Product: shenyu 

Affected Version(s): 2.4.2 

Improper 

Privilege 

Manageme

nt 

01-Sep-2022 8.8 

Apache ShenYu 

Admin has insecure 

permissions, which 

may allow low-

privilege 

administrators to 

modify high-

privilege 

administrator's 

passwords. This 

issue affects Apache 

ShenYu 2.4.2 and 

2.4.3. 

CVE ID : CVE-2022-

37435 

https://lists.a

pache.org/thr

ead/ndblyxr2f

drvjtgbs1bogx

gv2cgk7t28 

A-APA-SHEN-

190922/37 
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Affected Version(s): 2.4.3 

Improper 

Privilege 

Manageme

nt 

01-Sep-2022 8.8 

Apache ShenYu 

Admin has insecure 

permissions, which 

may allow low-

privilege 

administrators to 

modify high-

privilege 

administrator's 

passwords. This 

issue affects Apache 

ShenYu 2.4.2 and 

2.4.3. 

CVE ID : CVE-2022-

37435 

https://lists.a

pache.org/thr

ead/ndblyxr2f

drvjtgbs1bogx

gv2cgk7t28 

A-APA-SHEN-

190922/38 

Vendor: apasionados 

Product: export_post_info 

Affected Version(s): * Up to (including) 1.1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Sep-2022 4.8 

Authenticated 

(admin+) Stored 

Cross-Site Scripting 

(XSS) vulnerability in 

Apasionados Export 

Post Info plugin <= 

1.1.0 at WordPress. 

CVE ID : CVE-2022-

38068 

https://word

press.org/plu

gins/export-

post-

info/#develop

ers, 

https://patchs

tack.com/data

base/vulnerab

ility/export-

post-

info/wordpre

ss-export-

post-info-

plugin-1-1-0-

authenticated-

stored-cross-

site-scripting-

xss-

vulnerability/

_s_id=cve 

A-APA-EXPO-

190922/39 

Vendor: appsmith 
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Product: appsmith 

Affected Version(s): * Up to (including) 1.7.14 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Sep-2022 8.9 

Server-side 

JavaScript injection 

in Appsmith through 

1.7.14 allows remote 

attackers to execute 

arbitrary JavaScript 

code from the server 

via the currentItem 

property of the list 

widget, e.g., to 

perform DoS attacks 

or achieve an 

information leak. 

CVE ID : CVE-2022-

39824 

N/A 
A-APP-APPS-

190922/40 

Affected Version(s): 1.7.11 

Server-

Side 

Request 

Forgery 

(SSRF) 

12-Sep-2022 8.8 

Appsmith v1.7.11 

was discovered to 

allow attackers to 

execute an 

authenticated 

Server-Side Request 

Forgery (SSRF) via 

redirecting incoming 

requests to the AWS 

internal metadata 

endpoint. 

CVE ID : CVE-2022-

38298 

https://github

.com/appsmit

horg/appsmit

h/pull/15782 

A-APP-APPS-

190922/41 

N/A 12-Sep-2022 4.3 

An issue in the 

Elasticsearch plugin 

of Appsmith v1.7.11 

allows attackers to 

connect disallowed 

hosts to the 

AWS/GCP internal 

metadata endpoint. 

CVE ID : CVE-2022-

38299 

https://github

.com/appsmit

horg/appsmit

h/pull/15834 

A-APP-APPS-

190922/42 
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Vendor: appwrite 

Product: appwrite 

Affected Version(s): * Up to (including) 0.15.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Sep-2022 5.4 

Cross-site Scripting 

(XSS) - Stored in 

GitHub repository 

appwrite/appwrite 

prior to 1.0.0-RC1. 

CVE ID : CVE-2022-

2925 

https://huntr.

dev/bounties/

a3b4148f-

165f-4583-

abed-

5568696d99d

c, 

https://github

.com/appwrit

e/appwrite/c

ommit/b5b4d

92623c13fa8e

5c71736db46

1e81fb7a7ade 

A-APP-APPW-

190922/43 

Vendor: archerydms 

Product: archery 

Affected Version(s): From (including) 1.4.0 Up to (including) 1.8.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Sep-2022 9.8 

Archery v1.4.0 to 

v1.8.5 was 

discovered to 

contain a SQL 

injection 

vulnerability via the 

ThreadIDs 

parameter in the 

create_kill_session 

interface. 

CVE ID : CVE-2022-

38540 

N/A 
A-ARC-ARCH-

190922/44 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

13-Sep-2022 9.8 

Archery v1.4.0 to 

v1.8.5 was 

discovered to 

contain a SQL 

injection 

vulnerability via the 

ThreadIDs 

parameter in the 

kill_session interface. 

N/A 
A-ARC-ARCH-

190922/45 
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('SQL 

Injection') 

CVE ID : CVE-2022-

38542 

Affected Version(s): From (including) 1.4.5 Up to (including) 1.8.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Sep-2022 9.8 

Archery v1.4.5 to 

v1.8.5 was 

discovered to 

contain multiple SQL 

injection 

vulnerabilities via 

the start_file, 

end_file, start_time, 

and stop_time 

parameters in the 

binlog2sql interface. 

CVE ID : CVE-2022-

38537 

N/A 
A-ARC-ARCH-

190922/46 

Affected Version(s): From (including) 1.7.0 Up to (including) 1.8.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Sep-2022 9.8 

Archery v1.7.0 to 

v1.8.5 was 

discovered to 

contain a SQL 

injection 

vulnerability via the 

checksum parameter 

in the report module. 

CVE ID : CVE-2022-

38538 

N/A 
A-ARC-ARCH-

190922/47 

Affected Version(s): From (including) 1.7.5 Up to (including) 1.8.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Sep-2022 9.8 

Archery v1.7.5 to 

v1.8.5 was 

discovered to 

contain a SQL 

injection 

vulnerability via the 

where parameter at 

/archive/apply. 

CVE ID : CVE-2022-

38539 

N/A 
A-ARC-ARCH-

190922/48 

Affected Version(s): From (including) 1.8.3 Up to (including) 1.8.5 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

13-Sep-2022 9.8 

Archery v1.8.3 to 

v1.8.5 was 

discovered to 

contain multiple SQL 

injection 

vulnerabilities via 

the start_time and 

stop_time 

parameters in the 

my2sql interface. 

CVE ID : CVE-2022-

38541 

N/A 
A-ARC-ARCH-

190922/49 

Vendor: Ark-web 

Product: a-form 

Affected Version(s): * Up to (excluding) 3.9.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-Sep-2022 6.1 

Cross-site scripting 

vulnerability in 

Movable Type plugin 

A-Form versions 

prior to 4.1.1 (for 

Movable Type 7 

Series) and versions 

prior to 3.9.1 (for 

Movable Type 6 

Series) allows a 

remote 

unauthenticated 

attacker to inject an 

arbitrary script. 

CVE ID : CVE-2022-

38972 

https://www.

ark-

web.jp/blog/a

rchives/2022

/09/a-series-

411-391.html, 

https://www.

ark-

web.jp/movab

letype/blog/2

022/09/a-

series-411-

391.html 

A-ARK-A-FO-

190922/50 

Affected Version(s): * Up to (excluding) 4.1.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-Sep-2022 6.1 

Cross-site scripting 

vulnerability in 

Movable Type plugin 

A-Form versions 

prior to 4.1.1 (for 

Movable Type 7 

Series) and versions 

prior to 3.9.1 (for 

Movable Type 6 

https://www.

ark-

web.jp/blog/a

rchives/2022

/09/a-series-

411-391.html, 

https://www.

ark-

web.jp/movab

A-ARK-A-FO-

190922/51 
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Series) allows a 

remote 

unauthenticated 

attacker to inject an 

arbitrary script. 

CVE ID : CVE-2022-

38972 

letype/blog/2

022/09/a-

series-411-

391.html 

Vendor: ARM 

Product: bifrost 

Affected Version(s): From (including) r0p0 Up to (including) r38p0 

Use After 

Free 
01-Sep-2022 6.5 

An issue was 

discovered in the 

Arm Mali GPU Kernel 

Driver. A non-

privileged user can 

make improper GPU 

processing 

operations to gain 

access to already 

freed memory, write 

a limited amount 

outside of buffer 

bounds, or to 

disclose details of 

memory mappings. 

This affects Midgard 

r4p0 through r32p0, 

Bifrost r0p0 through 

r38p0 and r39p0 

before r38p1, and 

Valhall r19p0 

through r38p0 and 

r39p0 before r38p1. 

CVE ID : CVE-2022-

36449 

https://devel

oper.arm.com

/Arm%20Sec

urity%20Cent

er/Mali%20G

PU%20Driver

%20Vulnerabi

lities 

A-ARM-BIFR-

190922/52 

Affected Version(s): r39p0 

Use After 

Free 
01-Sep-2022 6.5 

An issue was 

discovered in the 

Arm Mali GPU Kernel 

Driver. A non-

privileged user can 

https://devel

oper.arm.com

/Arm%20Sec

urity%20Cent

er/Mali%20G

A-ARM-BIFR-

190922/53 
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make improper GPU 

processing 

operations to gain 

access to already 

freed memory, write 

a limited amount 

outside of buffer 

bounds, or to 

disclose details of 

memory mappings. 

This affects Midgard 

r4p0 through r32p0, 

Bifrost r0p0 through 

r38p0 and r39p0 

before r38p1, and 

Valhall r19p0 

through r38p0 and 

r39p0 before r38p1. 

CVE ID : CVE-2022-

36449 

PU%20Driver

%20Vulnerabi

lities 

Product: midgard 

Affected Version(s): From (including) r4p0 Up to (including) r32p0 

Use After 

Free 
01-Sep-2022 6.5 

An issue was 

discovered in the 

Arm Mali GPU Kernel 

Driver. A non-

privileged user can 

make improper GPU 

processing 

operations to gain 

access to already 

freed memory, write 

a limited amount 

outside of buffer 

bounds, or to 

disclose details of 

memory mappings. 

This affects Midgard 

r4p0 through r32p0, 

Bifrost r0p0 through 

r38p0 and r39p0 

before r38p1, and 

Valhall r19p0 

https://devel

oper.arm.com

/Arm%20Sec

urity%20Cent

er/Mali%20G

PU%20Driver

%20Vulnerabi

lities 

A-ARM-MIDG-

190922/54 
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through r38p0 and 

r39p0 before r38p1. 

CVE ID : CVE-2022-

36449 

Product: valhall 

Affected Version(s): r39p0 

Use After 

Free 
01-Sep-2022 6.5 

An issue was 

discovered in the 

Arm Mali GPU Kernel 

Driver. A non-

privileged user can 

make improper GPU 

processing 

operations to gain 

access to already 

freed memory, write 

a limited amount 

outside of buffer 

bounds, or to 

disclose details of 

memory mappings. 

This affects Midgard 

r4p0 through r32p0, 

Bifrost r0p0 through 

r38p0 and r39p0 

before r38p1, and 

Valhall r19p0 

through r38p0 and 

r39p0 before r38p1. 

CVE ID : CVE-2022-

36449 

https://devel

oper.arm.com

/Arm%20Sec

urity%20Cent

er/Mali%20G

PU%20Driver

%20Vulnerabi

lities 

A-ARM-VALH-

190922/55 

Affected Version(s): From (including) r19p0 Up to (including) r38p0 

Use After 

Free 
01-Sep-2022 6.5 

An issue was 

discovered in the 

Arm Mali GPU Kernel 

Driver. A non-

privileged user can 

make improper GPU 

processing 

operations to gain 

access to already 

freed memory, write 

https://devel

oper.arm.com

/Arm%20Sec

urity%20Cent

er/Mali%20G

PU%20Driver

%20Vulnerabi

lities 

A-ARM-VALH-

190922/56 
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a limited amount 

outside of buffer 

bounds, or to 

disclose details of 

memory mappings. 

This affects Midgard 

r4p0 through r32p0, 

Bifrost r0p0 through 

r38p0 and r39p0 

before r38p1, and 

Valhall r19p0 

through r38p0 and 

r39p0 before r38p1. 

CVE ID : CVE-2022-

36449 

Vendor: assimp 

Product: assimp 

Affected Version(s): 5.2.5 

Out-of-

bounds 

Read 

06-Sep-2022 6.5 

Open Asset Import 

Library (assimp) 

commit 3c253ca was 

discovered to 

contain a 

segmentation 

violation via the 

component 

Assimp::XFileImport

er::CreateMeshes. 

CVE ID : CVE-2022-

38528 

N/A 
A-ASS-ASSI-

190922/57 

Vendor: banner_cycler_project 

Product: banner_cycler 

Affected Version(s): * Up to (including) 1.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

The Banner Cycler 

plugin for 

WordPress is 

vulnerable to Cross-

Site Request Forgery 

in versions up to, and 

including 1.4. This is 

due to missing nonce 

https://plugin

s.trac.wordpre

ss.org/browse

r/banner-

cycler/trunk/

admin/admin.

php#L131 

A-BAN-BANN-

190922/58 
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protection on the 

pabc_admin_slides_p

ostback() function 

found in the 

~/admin/admin.php 

file. This makes it 

possible for 

unauthenticated 

attackers to inject 

malicious web 

scripts into the page, 

granted they can 

trick a site’s 

administrator into 

performing an action 

such as clicking on a 

link. 

CVE ID : CVE-2022-

2233 

Vendor: beardev 

Product: joomsport 

Affected Version(s): * Up to (including) 5.2.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Sep-2022 4.9 

The JoomSport – for 

Sports: Team & 

League, Football, 

Hockey & more 

plugin for 

WordPress is 

vulnerable to SQL 

Injection via the 

'orderby' parameter 

on the joomsport-

events-form page in 

versions up to, and 

including, 5.2.5 due 

to insufficient 

escaping on the user 

supplied parameter 

and lack of sufficient 

preparation on the 

existing SQL query. 

This makes it 

https://plugin

s.trac.wordpre

ss.org/change

set?sfp_email=

&sfph_mail=&

reponame=&o

ld=2767877%

40joomsport-

sports-league-

results-

management&

new=2767877

%40joomspor

t-sports-

league-

results-

management&

sfp_email=&sf

ph_mail= 

A-BEA-JOOM-

190922/59 
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possible for 

authenticated 

attackers, with 

administrative 

privileges, to append 

additional SQL 

queries into already 

existing queries that 

can be used to 

extract sensitive 

information from the 

database. 

CVE ID : CVE-2022-

2717 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Sep-2022 4.9 

The JoomSport – for 

Sports: Team & 

League, Football, 

Hockey & more 

plugin for 

WordPress is 

vulnerable to SQL 

Injection via the 

'orderby' parameter 

on the joomsport-

page-extrafields page 

in versions up to, and 

including, 5.2.5 due 

to insufficient 

escaping on the user 

supplied parameter 

and lack of sufficient 

preparation on the 

existing SQL query. 

This makes it 

possible for 

authenticated 

attackers, with 

administrative 

privileges, to append 

additional SQL 

queries into already 

existing queries that 

can be used to 

https://plugin

s.trac.wordpre

ss.org/change

set?sfp_email=

&sfph_mail=&

reponame=&o

ld=2767877%

40joomsport-

sports-league-

results-

management&

new=2767877

%40joomspor

t-sports-

league-

results-

management&

sfp_email=&sf

ph_mail= 

A-BEA-JOOM-

190922/60 
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extract sensitive 

information from the 

database. 

CVE ID : CVE-2022-

2718 

Vendor: berocket 

Product: stockists_manager_for_woocommerce 

Affected Version(s): * Up to (including) 1.0.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 6.1 

The Stockists 

Manager for 

Woocommerce 

plugin for 

WordPress is 

vulnerable to Cross-

Site Request Forgery 

in versions up to, and 

including, 1.0.2.1. 

This is due to 

missing nonce 

validation on the 

stockist_settings_mai

n() function. This 

makes it possible for 

unauthenticated 

attackers to modify 

the plugin's settings 

and inject malicious 

web scripts via a 

forged request 

granted they can 

trick a site 

administrator into 

performing an action 

such as clicking on a 

link. 

CVE ID : CVE-2022-

2518 

N/A 
A-BER-STOC-

190922/61 

Vendor: better_delete_revision_project 

Product: better_delete_revision 

Affected Version(s): * Up to (including) 1.6.1 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Sep-2022 4.8 

Authenticated 

(admin+) Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Galerio & Urda's 

Better Delete 

Revision plugin <= 

1.6.1 at WordPress. 

CVE ID : CVE-2022-

37412 

https://patchs

tack.com/data

base/vulnerab

ility/better-

delete-

revision/word

press-better-

delete-

revision-

plugin-1-6-1-

authenticated-

reflected-

cross-site-

scripting-xss-

vulnerability/

_s_id=cve, 

https://word

press.org/plu

gins/better-

delete-

revision/ 

A-BET-BETT-

190922/62 

Vendor: better_font_awesome_project 

Product: better_font_awesome 

Affected Version(s): * Up to (including) 2.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Sep-2022 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Mickey Kay's Better 

Font Awesome 

plugin <= 2.0.1 at 

WordPress. 

CVE ID : CVE-2022-

37405 

https://word

press.org/plu

gins/better-

font-

awesome/#de

velopers, 

https://patchs

tack.com/data

base/vulnerab

ility/better-

font-

awesome/wor

dpress-better-

font-

awesome-

plugin-2-0-1-

cross-site-

request-

forgery-csrf-

A-BET-BETT-

190922/63 
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vulnerability/

_s_id=cve 

Vendor: binary_project 

Product: binary 

Affected Version(s): * Up to (excluding) 0.7.1 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 7.5 

Binary provides 

encoding/decoding 

in Borsh and other 

formats. The 

vulnerability is a 

memory allocation 

vulnerability that can 

be exploited to 

allocate slices in 

memory with 

(arbitrary) excessive 

size value, which can 

either exhaust 

available memory or 

crash the whole 

program. When 

using 

`github.com/gagliard

etto/binary` to parse 

unchecked (or wrong 

type of) data from 

untrusted sources of 

input (e.g. the 

blockchain) into 

slices, it's possible to 

allocate memory 

with excessive size. 

When 

`dec.Decode(&val)` 

method is used to 

parse data into a 

structure that is or 

contains slices of 

values, the length of 

the slice was 

previously read 

directly from the 

data itself without 

https://github

.com/gagliard

etto/binary/s

ecurity/advis

ories/GHSA-

4p6f-m4f9-

ch88, 

https://github

.com/gagliard

etto/binary/p

ull/7 

A-BIN-BINA-

190922/64 
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any checks on the 

size of it, and then a 

slice was allocated. 

This could lead to an 

overflow and an 

allocation of memory 

with excessive size 

value. Users should 

upgrade to `v0.7.1` 

or higher. A 

workaround is not to 

rely on the 

`dec.Decode(&val)` 

function to parse the 

data, but to use a 

custom 

`UnmarshalWithDec

oder()` method that 

reads and checks the 

length of any slice. 

CVE ID : CVE-2022-

36078 

Vendor: Bitdefender 

Product: gravityzone 

Affected Version(s): * Up to (excluding) 6.27.2-2 

Deserializa

tion of 

Untrusted 

Data 

05-Sep-2022 9.8 

Deserialization of 

Untrusted Data 

vulnerability in the 

message processing 

component of 

Bitdefender 

GravityZone Console 

allows an attacker to 

pass unsafe 

commands to the 

environment. This 

issue affects: 

Bitdefender 

GravityZone Console 

On-Premise versions 

prior to 6.29.2-1. 

Bitdefender 

https://www.

bitdefender.co

m/support/se

curity-

advisories/de

serialization-

of-untrusted-

data-in-

gravityzone-

console-va-

10573 

A-BIT-GRAV-

190922/65 
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GravityZone Cloud 

Console versions 

prior to 6.27.2-2. 

CVE ID : CVE-2022-

2830 

Affected Version(s): * Up to (excluding) 6.29.2-1 

Deserializa

tion of 

Untrusted 

Data 

05-Sep-2022 9.8 

Deserialization of 

Untrusted Data 

vulnerability in the 

message processing 

component of 

Bitdefender 

GravityZone Console 

allows an attacker to 

pass unsafe 

commands to the 

environment. This 

issue affects: 

Bitdefender 

GravityZone Console 

On-Premise versions 

prior to 6.29.2-1. 

Bitdefender 

GravityZone Cloud 

Console versions 

prior to 6.27.2-2. 

CVE ID : CVE-2022-

2830 

https://www.

bitdefender.co

m/support/se

curity-

advisories/de

serialization-

of-untrusted-

data-in-

gravityzone-

console-va-

10573 

A-BIT-GRAV-

190922/66 

Vendor: Blackboard 

Product: blackboard_learn 

Affected Version(s): 1.10.1 

Incorrect 

Authorizati

on 

05-Sep-2022 6.5 

Blackboard Learn 

1.10.1 allows remote 

authenticated users 

to read unintended 

files by entering 

student credentials 

and then directly 

visiting a certain 

webapps/bbcms/exe

cute/ URL. 

N/A 
A-BLA-BLAC-

190922/67 
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CVE ID : CVE-2022-

39196 

Vendor: blink1 

Product: blink1control2 

Affected Version(s): * Up to (including) 2.2.7 

Inadequate 

Encryption 

Strength 

07-Sep-2022 7.5 

The Blink1Control2 

application <= 2.2.7 

uses weak password 

encryption and an 

insecure method of 

storage. 

CVE ID : CVE-2022-

35513 

N/A 
A-BLI-BLIN-

190922/68 

Vendor: Blogengine 

Product: blogengine.net 

Affected Version(s): 3.3.8.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Sep-2022 4.8 

BlogEngine v3.3.8.0 

was discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability in the 

component 

/blogengine/api/pos

ts. This vulnerability 

allows attackers to 

execute arbitrary 

web scripts or HTML 

via a crafted payload 

injected into the 

Description field. 

CVE ID : CVE-2022-

36600 

N/A 
A-BLO-BLOG-

190922/69 

Vendor: Bluez 

Product: bluez 

Affected Version(s): * Up to (excluding) 5.59 

N/A 02-Sep-2022 8.8 

BlueZ before 5.59 

allows physically 

proximate attackers 

to obtain sensitive 

https://bugs.l

aunchpad.net

/ubuntu/+sou

A-BLU-BLUE-

190922/70 
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information because 

profiles/audio/avrcp

.c does not validate 

params_len. 

CVE ID : CVE-2022-

39176 

rce/bluez/+b

ug/1977968 

N/A 02-Sep-2022 8.8 

BlueZ before 5.59 

allows physically 

proximate attackers 

to cause a denial of 

service because 

malformed and 

invalid capabilities 

can be processed in 

profiles/audio/avdtp

.c. 

CVE ID : CVE-2022-

39177 

https://bugs.l

aunchpad.net

/ubuntu/+sou

rce/bluez/+b

ug/1977968 

A-BLU-BLUE-

190922/71 

Vendor: bpcbt 

Product: smartvista_cardgen 

Affected Version(s): 3.28.0 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

09-Sep-2022 7.5 

An issue in the IGB 

Files and 

OutfileService 

features of 

SmartVista Cardgen 

v3.28.0 allows 

attackers to list and 

download arbitrary 

files via modifying 

the PATH parameter. 

CVE ID : CVE-2022-

38614 

http://bpcbt.c

om 

A-BPC-SMAR-

190922/72 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

09-Sep-2022 6.5 

A Path Traversal 

vulnerability in 

SmartVista Cardgen 

v3.28.0 allows 

authenticated 

attackers to read 

arbitrary files in the 

system. 

N/A 
A-BPC-SMAR-

190922/73 
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('Path 

Traversal') 

CVE ID : CVE-2022-

38613 

Product: smartvista_front-end 

Affected Version(s): * Up to (including) 2.2.22 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Sep-2022 8.8 

SmartVista SVFE2 

v2.2.22 was 

discovered to 

contain multiple SQL 

injection 

vulnerabilities via 

the UserForm:j_id88, 

UserForm:j_id90, 

and UserForm:j_id92 

parameters at 

/SVFE2/pages/feegr

oups/service_group.j

sf. 

CVE ID : CVE-2022-

38615 

N/A 
A-BPC-SMAR-

190922/74 

Vendor: callrail 

Product: callrail_phone_call_tracking 

Affected Version(s): * Up to (including) 0.4.9 

Cross-Site 

Request 

Forgery 

(CSRF) 

01-Sep-2022 6.1 

Cross-Site Request 

Forgery (CSRF) 

vulnerability leading 

to Stored Cross-Site 

Scripting (XSS) in 

CallRail, Inc. CallRail 

Phone Call Tracking 

plugin <= 0.4.9 at 

WordPress. 

CVE ID : CVE-2022-

36796 

https://word

press.org/plu

gins/callrail-

phone-call-

tracking/ 

A-CAL-CALL-

190922/75 

Vendor: Canto 

Product: canto 

Affected Version(s): * Up to (including) 11.1.3 

Server-

Side 

Request 

09-Sep-2022 9.8 
A Server-Side 

Request Forgery 

issue in Canto 

N/A 
A-CAN-CANT-

190922/76 
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Forgery 

(SSRF) 

Cumulus through 

11.1.3 allows 

attackers to 

enumerate the 

internal network, 

overload network 

resources, and 

possibly have 

unspecified other 

impact via the server 

parameter to the 

/cwc/login login 

form. 

CVE ID : CVE-2022-

40305 

Vendor: captcha_code_project 

Product: captcha_code 

Affected Version(s): * Up to (including) 2.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Sep-2022 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in Vinoj 

Cardoza's Captcha 

Code plugin <= 2.7 at 

WordPress. 

CVE ID : CVE-2022-

37411 

https://patchs

tack.com/data

base/vulnerab

ility/captcha-

code-

authentication

/wordpress-

captcha-code-

plugin-2-7-

cross-site-

request-

forgery-csrf-

vulnerability-

leading-to-

plugin-

settings-

update/_s_id=

cve 

A-CAP-CAPT-

190922/77 

Vendor: cerber 

Product: wp_cerber_security\,_anti-spam_\&_malware_scan 

Affected Version(s): * Up to (including) 9.0 

Exposure 

of Sensitive 
06-Sep-2022 5.3 The WP Cerber 

Security plugin for 

https://plugin

s.trac.wordpre

A-CER-WP_C-

190922/78 
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Informatio

n to an 

Unauthoriz

ed Actor 

WordPress is 

vulnerable to 

security protection 

bypass in versions 

up to, and including 

9.0, that makes user 

enumeration 

possible. This is due 

to improper 

validation on the 

value supplied 

through the 'author' 

parameter found in 

the ~/cerber-

load.php file. In 

vulnerable versions, 

the plugin only 

blocks requests if the 

value supplied is 

numeric, making it 

possible for 

attackers to supply 

additional non-

numeric characters 

to bypass the 

protection. The non-

numeric characters 

are stripped and the 

user requested is 

displayed. This can 

be used by 

unauthenticated 

attackers to gather 

information about 

users that can 

targeted in further 

attacks. 

CVE ID : CVE-2022-

2939 

ss.org/change

set/2772930/

wp-

cerber/trunk/

cerber-

load.php 

Vendor: chatwoot 

Product: chatwoot 

Affected Version(s): * Up to (excluding) 2.8.0 
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Improper 

Authorizati

on 

06-Sep-2022 7.1 

Improper 

Authorization in 

GitHub repository 

chatwoot/chatwoot 

prior to 2.8. 

CVE ID : CVE-2022-

2901 

https://github

.com/chatwoo

t/chatwoot/c

ommit/329e8

c37c8ebc1b36

29c0c3830b0

e3070a3adc2

a, 

https://huntr.

dev/bounties/

cf46e0a6-

f1b5-4959-

a952-

be9e4bac03fe 

A-CHA-CHAT-

190922/79 

Vendor: church_management_system_project 

Product: church_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Sep-2022 7.2 

Church Management 

System v1.0 was 

discovered to 

contain a SQL 

injection 

vulnerability via the 

id parameter at 

/admin/edit_event.p

hp. 

CVE ID : CVE-2022-

38605 

N/A 
A-CHU-CHUR-

190922/80 

Vendor: circuitverse 

Product: circuitverse 

Affected Version(s): - 

Deserializa

tion of 

Untrusted 

Data 

06-Sep-2022 7.8 

CircuitVerse is an 

open-source 

platform which 

allows users to 

construct digital 

logic circuits online. 

A remote code 

execution (RCE) 

vulnerability in 

CircuitVerse allows 

https://github

.com/CircuitV

erse/CircuitVe

rse/commit/7

b3023a99499

a7675f10f2c1

d9effdf10c35f

b6e, 

https://github

.com/CircuitV

A-CIR-CIRC-

190922/81 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 41 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

attackers to execute 

arbitrary code via 

specially crafted 

JSON payloads. This 

issue may lead to 

Remote Code 

Execution (RCE). A 

patch is available in 

commit number 

7b3023a99499a767

5f10f2c1d9effdf10c3

5fb6e. There are 

currently no known 

workarounds. 

CVE ID : CVE-2022-

36038 

erse/CircuitVe

rse/security/a

dvisories/GHS

A-8c8q-4h7g-

4rp3 

Vendor: Cisco 

Product: sd-wan_vmanage 

Affected Version(s): * Up to (excluding) 20.6.4 

Exposure 

of 

Resource 

to Wrong 

Sphere 

08-Sep-2022 8.8 

A vulnerability in the 

binding 

configuration of 

Cisco SD-WAN 

vManage Software 

containers could 

allow an 

unauthenticated, 

adjacent attacker 

who has access to 

the VPN0 logical 

network to also 

access the messaging 

service ports on an 

affected system. This 

vulnerability exists 

because the 

messaging server 

container ports on 

an affected system 

lack sufficient 

protection 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-

vmanage-

msg-serv-

AqTup7vs 

A-CIS-SD-W-

190922/82 
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mechanisms. An 

attacker could 

exploit this 

vulnerability by 

connecting to the 

messaging service 

ports of the affected 

system. To exploit 

this vulnerability, the 

attacker must be 

able to send network 

traffic to interfaces 

within the VPN0 

logical network. This 

network may be 

restricted to protect 

logical or physical 

adjacent networks, 

depending on device 

deployment 

configuration. A 

successful exploit 

could allow the 

attacker to view and 

inject messages into 

the messaging 

service, which can 

cause configuration 

changes or cause the 

system to reload. 

CVE ID : CVE-2022-

20696 

Affected Version(s): From (including) 20.7 Up to (excluding) 20.9.1 

Exposure 

of 

Resource 

to Wrong 

Sphere 

08-Sep-2022 8.8 

A vulnerability in the 

binding 

configuration of 

Cisco SD-WAN 

vManage Software 

containers could 

allow an 

unauthenticated, 

adjacent attacker 

who has access to 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-

vmanage-

msg-serv-

AqTup7vs 

A-CIS-SD-W-

190922/83 
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the VPN0 logical 

network to also 

access the messaging 

service ports on an 

affected system. This 

vulnerability exists 

because the 

messaging server 

container ports on 

an affected system 

lack sufficient 

protection 

mechanisms. An 

attacker could 

exploit this 

vulnerability by 

connecting to the 

messaging service 

ports of the affected 

system. To exploit 

this vulnerability, the 

attacker must be 

able to send network 

traffic to interfaces 

within the VPN0 

logical network. This 

network may be 

restricted to protect 

logical or physical 

adjacent networks, 

depending on device 

deployment 

configuration. A 

successful exploit 

could allow the 

attacker to view and 

inject messages into 

the messaging 

service, which can 

cause configuration 

changes or cause the 

system to reload. 
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CVE ID : CVE-2022-

20696 

Product: webex_teams 

Affected Version(s): * Up to (excluding) 42.7 

N/A 08-Sep-2022 5.3 

A vulnerability in the 

messaging interface 

of Cisco Webex App, 

formerly Webex 

Teams, could allow 

an unauthenticated, 

remote attacker to 

manipulate links or 

other content within 

the messaging 

interface. This 

vulnerability exists 

because the affected 

software does not 

properly handle 

character rendering. 

An attacker could 

exploit this 

vulnerability by 

sending messages 

within the 

application interface. 

A successful exploit 

could allow the 

attacker to modify 

the display of links 

or other content 

within the interface, 

potentially allowing 

the attacker to 

conduct phishing or 

spoofing attacks. 

CVE ID : CVE-2022-

20863 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-

webex-app-

qrtO6YC2 

A-CIS-WEBE-

190922/84 

Vendor: clinics_patient_management_system_project 

Product: clinics_patient_management_system 

Affected Version(s): 1.0 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

05-Sep-2022 9.8 

A vulnerability was 

found in 

SourceCodester 

Clinics Patient 

Management System 

1.0. It has been rated 

as critical. Affected 

by this issue is some 

unknown 

functionality of the 

file 

medicine_details.php

. The manipulation of 

the argument 

medicine leads to sql 

injection. The attack 

may be launched 

remotely. The exploit 

has been disclosed to 

the public and may 

be used. VDB-

207854 is the 

identifier assigned to 

this vulnerability. 

CVE ID : CVE-2022-

3122 

N/A 
A-CLI-CLIN-

190922/85 

Vendor: clinic\'s_patient_management_system_project 

Product: clinic\'s_patient_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

05-Sep-2022 9.8 

A vulnerability 

classified as critical 

was found in 

SourceCodester 

Clinics Patient 

Management System. 

Affected by this 

vulnerability is an 

unknown 

functionality of the 

file index.php of the 

component Login. 

The manipulation of 

N/A 
A-CLI-CLIN-

190922/86 
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the argument 

user_name leads to 

sql injection. The 

attack can be 

launched remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. The associated 

identifier of this 

vulnerability is VDB-

207847. 

CVE ID : CVE-2022-

3120 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Sep-2022 9.8 

Clinic's Patient 

Management System 

v1.0 was discovered 

to contain a SQL 

injection 

vulnerability via the 

id parameter at 

/pms/update_patien

t.php. 

CVE ID : CVE-2022-

36609 

N/A 
A-CLI-CLIN-

190922/87 

Vendor: Clusterlabs 

Product: pcs 

Affected Version(s): From (including) 0.10.5 Up to (including) 0.11.3 

Incorrect 

Default 

Permission

s 

06-Sep-2022 7.8 

A vulnerability was 

found in the PCS 

project. This issue 

occurs due to 

incorrect 

permissions on a 

Unix socket used for 

internal 

communication 

between PCS 

daemons. A privilege 

escalation could 

happen by obtaining 

an authentication 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2116815 

A-CLU-PCS-

190922/88 
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token for a hacluster 

user. With the 

"hacluster" token, 

this flaw allows an 

attacker to have 

complete control 

over the cluster 

managed by PCS. 

CVE ID : CVE-2022-

2735 

Vendor: coleds 

Product: simple_seo 

Affected Version(s): * Up to (including) 1.7.91 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

The Simple SEO 

plugin for 

WordPress is 

vulnerable to 

attribute-based 

stored Cross-Site 

Scripting in versions 

up to, and including 

1.7.91, due to 

insufficient 

sanitization or 

escaping on the SEO 

social and standard 

title parameters. 

This can be exploited 

by authenticated 

users with 

Contributor and 

above permissions to 

inject arbitrary web 

scripts into 

posts/pages that 

execute whenever an 

administrator access 

the page. 

CVE ID : CVE-2022-

1628 

https://plugin

s.trac.wordpre

ss.org/change

set?sfp_email=

&sfph_mail=&

reponame=&o

ld=2754807%

40cds-simple-

seo&new=275

4807%40cds-

simple-

seo&sfp_email

=&sfph_mail= 

A-COL-SIMP-

190922/89 

Vendor: connekthq 
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Product: ajax_load_more 

Affected Version(s): * Up to (including) 5.5.3 

Deserializa

tion of 

Untrusted 

Data 

06-Sep-2022 8.8 

The WordPress 

Infinite Scroll – Ajax 

Load More plugin for 

WordPress is 

vulnerable to 

deserialization of 

untrusted input via 

the 

'alm_repeaters_expo

rt' parameter in 

versions up to, and 

including 5.5.3. This 

makes it possible for 

unauthenticated 

users to call files 

using a PHAR 

wrapper, granted 

they can trick a site 

administrator into 

performing an action 

such as clicking on a 

link, that will 

deserialize and call 

arbitrary PHP 

Objects that can be 

used to perform a 

variety of malicious 

actions granted a 

POP chain is also 

present. It also 

requires that the 

attacker is successful 

in uploading a file 

with the serialized 

payload. 

CVE ID : CVE-2022-

2433 

https://plugin

s.trac.wordpre

ss.org/change

set/2772627/

ajax-load-

more/trunk/a

dmin/admin.p

hp 

A-CON-AJAX-

190922/90 

Externally 

Controlled 

Reference 

to a 

06-Sep-2022 4.9 

The WordPress 

Infinite Scroll – Ajax 

Load More plugin for 

Wordpress is 

N/A 
A-CON-AJAX-

190922/91 
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Resource 

in Another 

Sphere 

vulnerable to 

arbitrary file reading 

in versions up to, and 

including, 5.5.3 due 

to insufficient file 

path validation on 

the 

alm_repeaters_expor

t() function. This 

makes it possible for 

authenticated 

attackers, with 

administrative 

privileges, to 

download arbitrary 

files hosted on the 

server that may 

contain sensitive 

content, such as the 

wp-config.php file. 

CVE ID : CVE-2022-

2943 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

06-Sep-2022 2.7 

The WordPress 

Infinite Scroll – Ajax 

Load More plugin for 

WordPress is 

vulnerable to 

Directory Traversal 

in versions up to, and 

including, 5.5.3 via 

the 'type' parameter 

found in the 

alm_get_layout() 

function. This makes 

it possible for 

authenticated 

attackers, with 

administrative 

permissions, to read 

the contents of 

arbitrary files on the 

server, which can 

N/A 
A-CON-AJAX-

190922/92 
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contain sensitive 

information. 

CVE ID : CVE-2022-

2945 

Vendor: contact_form_by_mega_forms_project 

Product: contact_form_by_mega_forms 

Affected Version(s): * Up to (including) 1.2.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Sep-2022 5.4 

Authenticated 

(subscriber+) Stored 

Cross-Site Scripting 

(XSS) vulnerability in 

Ali Khallad's Contact 

Form By Mega Forms 

plugin <= 1.2.4 at 

WordPress. 

CVE ID : CVE-2022-

40191 

https://word

press.org/plu

gins/mega-

forms/#devel

opers, 

https://patchs

tack.com/data

base/vulnerab

ility/mega-

forms/wordpr

ess-contact-

form-by-

mega-forms-

plugin-1-2-4-

authenticated-

stored-cross-

site-scripting-

xss-

vulnerability/

_s_id=cve 

A-CON-CONT-

190922/93 

Vendor: Cotonti 

Product: cotonti_siena 

Affected Version(s): 0.9.20 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Sep-2022 4.8 

Cotonti Siena 0.9.20 

allows admins to 

conduct stored XSS 

attacks via a forum 

post. 

CVE ID : CVE-2022-

39839 

N/A 
A-COT-COTO-

190922/94 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Sep-2022 4.8 

Cotonti Siena 0.9.20 

allows admins to 

conduct stored XSS 

attacks via a direct 

message (DM). 

CVE ID : CVE-2022-

39840 

N/A 
A-COT-COTO-

190922/95 

Vendor: crime_reporting_system_project 

Product: crime_reporting_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

Persistent cross-site 

scripting (XSS) in 

Crime Reporting 

System 1.0 allows a 

remote attacker to 

introduce arbitary 

Javascript via 

manipulation of an 

unsanitized POST 

parameter 

CVE ID : CVE-2022-

37253 

N/A 
A-CRI-CRIM-

190922/96 

Vendor: culture_object_project 

Product: culture_object 

Affected Version(s): * Up to (including) 4.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Sep-2022 4.8 

Authenticated 

(admin+) Stored 

Cross-Site Scripting 

(XSS) vulnerability in 

Liam Gladdy / 

Thirty8 Digital 

Culture Object plugin 

<= 4.0.1 at 

WordPress. 

CVE ID : CVE-2022-

36356 

https://patchs

tack.com/data

base/vulnerab

ility/culture-

object/wordp

ress-culture-

object-plugin-

4-0-1-

authenticated-

stored-cross-

site-scripting-

xss-

vulnerability/

_s_id=cve, 

A-CUL-CULT-

190922/97 
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https://word

press.org/plu

gins/culture-

object/#devel

opers 

Vendor: cuppacms 

Product: cuppacms 

Affected Version(s): 1.0 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

12-Sep-2022 9.8 

Cuppa CMS v1.0 was 

discovered to 

contain an arbitrary 

file upload 

vulnerability via the 

File Manager. 

CVE ID : CVE-2022-

38296 

N/A 
A-CUP-CUPP-

190922/98 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-Sep-2022 6.1 

Cuppa CMS v1.0 was 

discovered to 

contain a cross-site 

scripting 

vulnerability at 

/table_manager/vie

w/cu_user_groups. 

This vulnerability 

allows attackers to 

execute arbitrary 

web scripts or HTML 

via a crafted payload 

injected into the 

Name field under the 

Add New Group 

function. 

CVE ID : CVE-2022-

38295 

N/A 
A-CUP-CUPP-

190922/99 

Vendor: cynet 

Product: cynet_360 

Affected Version(s): * Up to (excluding) 4.5.6 

Improper 

Authentica

tion 

08-Sep-2022 5.3 
Cynet 360 Web 

Portal before v4.5 

was discovered to 

https://www.

cynet.com/pla

tform/ 

A-CYN-CYNE-

190922/100 
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allow attackers to 

access a list of 

excluded files and 

profiles via a crafted 

GET request sent to 

/WebApp/SettingsE

xclusion/GetExclusio

nsProfiles. 

CVE ID : CVE-2022-

27967 

Improper 

Authentica

tion 

08-Sep-2022 5.3 

Cynet 360 Web 

Portal before v4.5 

was discovered to 

allow attackers to 

access a list of 

monitored files and 

profiles via a crafted 

GET request sent to 

/WebApp/SettingsFi

leMonitor/GetFileMo

nitorProfiles. 

CVE ID : CVE-2022-

27968 

https://www.

cynet.com/pla

tform/ 

A-CYN-CYNE-

190922/101 

Improper 

Authentica

tion 

08-Sep-2022 5.3 

Cynet 360 Web 

Portal before v4.5 

was discovered to 

allow attackers to 

access a list of decoy 

users via a crafted 

GET request sent to 

/WebApp/Deception

User/GetAllDeceptio

nUsers. 

CVE ID : CVE-2022-

27969 

https://www.

cynet.com/pla

tform/ 

A-CYN-CYNE-

190922/102 

Vendor: databasir 

Product: databasir 

Affected Version(s): * Up to (excluding) 1.0.7 

Server-

Side 

Request 

02-Sep-2022 7.5 
Databasir is a 

database metadata 

management 

https://github

.com/vran-

dev/databasir

A-DAT-DATA-

190922/103 
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Forgery 

(SSRF) 

platform. Databasir 

<= 1.06 has Server-

Side Request Forgery 

(SSRF) vulnerability. 

The SSRF is triggered 

by a sending a 

**single** HTTP 

POST request to 

create a 

databaseType. By 

supplying a 

`jdbcDriverFileUrl` 

that returns a non 

`200` response code, 

the url is executed, 

the response is 

logged (both in 

terminal and in 

database) and is 

included in the 

response. This would 

allow an attackers to 

obtain the real IP 

address and scan 

Intranet information. 

This issue was fixed 

in version 1.0.7. 

CVE ID : CVE-2022-

31196 

/security/advi

sories/GHSA-

qvg8-427f-

852q, 

https://github

.com/vran-

dev/databasir

/commit/226

c20e0c91240

37671a91d6b

3e5083bd246

2058 

Vendor: davs2_project 

Product: davs2 

Affected Version(s): 1.6.205 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 5.5 

PKUVCL davs2 

v1.6.205 was 

discovered to 

contain a global 

buffer overflow via 

the function 

parse_sequence_hea

der() at 

source/common/hea

der.cc:269. 

N/A 
A-DAV-DAVS-

190922/104 
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CVE ID : CVE-2022-

36647 

Vendor: ddmal 

Product: mei2volpiano 

Affected Version(s): * Up to (including) 0.8.2 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

07-Sep-2022 7.5 

DDMAL 

MEI2Volpiano 0.8.2 

is vulnerable to XML 

External Entity 

(XXE), leading to a 

Denial of Service. 

This occurs due to 

the usage of the 

unsafe 'xml.etree' 

library to parse 

untrusted XML input. 

CVE ID : CVE-2022-

37189 

https://github

.com/DDMAL

/MEI2Volpian

o/blob/987b7

0fff991235e6

82405f90138

8af0f414eaa8

/mei2volpian

o/mei2volpia

no.py#L59 

A-DDM-MEI2-

190922/105 

Vendor: Dedecms 

Product: dedecms 

Affected Version(s): 5.7.97 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Sep-2022 6.1 

DedeCMS V5.7.97 

was discovered to 

contain multiple 

cross-site scripting 

(XSS) vulnerabilities 

at /dede/co_do.php 

via the dopost, rpok, 

and aid parameters. 

CVE ID : CVE-2022-

36583 

N/A 
A-DED-DEDE-

190922/106 

Vendor: Dell 

Product: alienware_update 

Affected Version(s): * Up to (excluding) 4.6.0 

Improper 

Privilege 

Manageme

nt 

02-Sep-2022 7.8 

Dell Command 

Update, Dell Update 

and Alienware 

Update versions 

prior to 4.6.0 

https://www.

dell.com/supp

ort/kbdoc/00

0202198 

A-DEL-ALIE-

190922/107 
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contains a Local 

Privilege Escalation 

Vulnerability in the 

custom catalog 

configuration. A local 

malicious user may 

potentially exploit 

this vulnerability in 

order to elevate their 

privileges. 

CVE ID : CVE-2022-

34382 

Product: cloudlink 

Affected Version(s): * Up to (excluding) 7.1.3 

Improper 

Authentica

tion 

01-Sep-2022 9.8 

Dell EMC CloudLink 

7.1.2 and all prior 

versions contain an 

Authentication 

Bypass Vulnerability. 

A remote attacker, 

with the knowledge 

of the active 

directory usernames, 

could potentially 

exploit this 

vulnerability to gain 

unauthorized access 

to the system. 

CVE ID : CVE-2022-

34379 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00020205

7/dsa-2022-

207-dell-emc-

cloudlink-

security-

update-for-

an-ad-users-

login-without-

password-

vulnerability 

A-DEL-CLOU-

190922/108 

Affected Version(s): * Up to (excluding) 7.1.4 

Improper 

Authentica

tion 

01-Sep-2022 8.2 

Dell CloudLink 7.1.3 

and all earlier 

versions contain an 

Authentication 

Bypass Using an 

Alternate Path or 

Channel 

Vulnerability. A high 

privileged local 

attacker may 

potentially exploit 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00020205

8/dsa-2022-

210-dell-emc-

cloudlink-

security-

update-for-

multiple-

A-DEL-CLOU-

190922/109 
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this vulnerability 

leading to 

authentication 

bypass and access 

the CloudLink 

system console. This 

is critical severity 

vulnerability as it 

allows attacker to 

take control of the 

system. 

CVE ID : CVE-2022-

34380 

security-

vulnerabilities 

Product: command_update 

Affected Version(s): * Up to (excluding) 4.6.0 

Improper 

Privilege 

Manageme

nt 

02-Sep-2022 7.8 

Dell Command 

Update, Dell Update 

and Alienware 

Update versions 

prior to 4.6.0 

contains a Local 

Privilege Escalation 

Vulnerability in the 

custom catalog 

configuration. A local 

malicious user may 

potentially exploit 

this vulnerability in 

order to elevate their 

privileges. 

CVE ID : CVE-2022-

34382 

https://www.

dell.com/supp

ort/kbdoc/00

0202198 

A-DEL-COMM-

190922/110 

Product: powerprotect_cyber_recovery 

Affected Version(s): * Up to (excluding) 19.11.0.2 

Improper 

Authentica

tion 

01-Sep-2022 9.1 

Dell PowerProtect 

Cyber Recovery 

versions before 

19.11.0.2 contain an 

authentication 

bypass vulnerability. 

A remote 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00020197

0/dsa-2022-

196-dell-emc-

cyber-

A-DEL-POWE-

190922/111 
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unauthenticated 

attacker may 

potentially access 

and interact with the 

docker registry API 

leading to an 

authentication 

bypass. The attacker 

may potentially alter 

the docker images 

leading to a loss of 

integrity and 

confidentiality 

CVE ID : CVE-2022-

34372 

recovery-

security-

update-for-

multiple-

vulnerabilities 

Product: update 

Affected Version(s): * Up to (excluding) 4.6.0 

Improper 

Privilege 

Manageme

nt 

02-Sep-2022 7.8 

Dell Command 

Update, Dell Update 

and Alienware 

Update versions 

prior to 4.6.0 

contains a Local 

Privilege Escalation 

Vulnerability in the 

custom catalog 

configuration. A local 

malicious user may 

potentially exploit 

this vulnerability in 

order to elevate their 

privileges. 

CVE ID : CVE-2022-

34382 

https://www.

dell.com/supp

ort/kbdoc/00

0202198 

A-DEL-UPDA-

190922/112 

Vendor: diagrams 

Product: drawio 

Affected Version(s): * Up to (excluding) 20.2.8 

N/A 02-Sep-2022 7.5 
Improper Access 

Control in GitHub 

repository 

https://huntr.

dev/bounties/

5f3bc4b6-

1d53-46b7-

A-DIA-DRAW-

190922/113 
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jgraph/drawio prior 

to 20.2.8. 

CVE ID : CVE-2022-

3065 

a23d-

70f5faaf0c76, 

https://github

.com/jgraph/

drawio/comm

it/59887e45b

36f06c8dd49

19a32bacd99

4d9f084da 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Sep-2022 5.4 

Cross-site Scripting 

(XSS) - Stored in 

GitHub repository 

jgraph/drawio prior 

to 20.2.8. 

CVE ID : CVE-2022-

3127 

https://huntr.

dev/bounties/

6cea89d1-

39dc-4023-

82fa-

821f566b841

a, 

https://github

.com/jgraph/

drawio/comm

it/59887e45b

36f06c8dd49

19a32bacd99

4d9f084da 

A-DIA-DRAW-

190922/114 

Affected Version(s): * Up to (excluding) 20.3.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Sep-2022 6.1 

Cross-site Scripting 

(XSS) - Generic in 

GitHub repository 

jgraph/drawio prior 

to 20.3.0. 

CVE ID : CVE-2022-

3138 

https://huntr.

dev/bounties/

1816a207-

6abf-408c-

b19a-

e497e24172b

3, 

https://github

.com/jgraph/

drawio/comm

it/b5dfeb238

369d664fb06

a95e2179236

b0e75f366 

A-DIA-DRAW-

190922/115 

Improper 

Neutralizat

ion of 

Input 

During 

08-Sep-2022 6.1 
Cross-site Scripting 

(XSS) - Generic in 

GitHub repository 

https://huntr.

dev/bounties/

1f730015-

b4d0-4f84-

8cac-

A-DIA-DRAW-

190922/116 
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Web Page 

Generation 

('Cross-site 

Scripting') 

jgraph/drawio prior 

to 20.3.0. 

CVE ID : CVE-2022-

3148 

9cf1e57a091a

, 

https://github

.com/jgraph/

drawio/comm

it/b5dfeb238

369d664fb06

a95e2179236

b0e75f366 

Vendor: discourse 

Product: discourse 

Affected Version(s): * Up to (including) 2.8.7 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

02-Sep-2022 7.2 

Discourse through 

2.8.7 allows admins 

to send invitations to 

arbitrary email 

addresses at an 

unlimited rate. 

CVE ID : CVE-2022-

37458 

N/A 
A-DIS-DISC-

190922/117 

Product: discourse-chat 

Affected Version(s): * Up to (excluding) 0.9 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 4.8 

Discourse-Chat is an 

asynchronous 

messaging plugin for 

the Discourse open-

source discussion 

platform. Users of 

Discourse Chat can 

be affected by admin 

users inserting 

HTML into chat titles 

and descriptions, 

causing a Cross-Site 

Scripting (XSS) 

attack. Version 0.9 

contains a patch for 

this issue. 

CVE ID : CVE-2022-

36057 

https://github

.com/discours

e/discourse-

chat/security/

advisories/GH

SA-3vf2-wrjx-

p6xj, 

https://github

.com/discours

e/discourse-

chat/pull/120

5 

A-DIS-DISC-

190922/118 
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Vendor: Docker 

Product: docker 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 8.8 

OS Command 

Injection 

vulnerability in 

Hitachi RAID 

Manager Storage 

Replication Adapter 

allows remote 

authenticated users 

to execute arbitrary 

OS commands. This 

issue affects: Hitachi 

RAID Manager 

Storage Replication 

Adapter 02.01.04 

versions prior to 

02.03.02 on 

Windows; 02.05.00 

versions prior to 

02.05.01 on 

Windows and 

Docker. 

CVE ID : CVE-2022-

34883 

https://www.

hitachi.co.jp/p

roducts/it/sto

rage-

solutions/glob

al/sec_info/20

22/2022_307.

html 

A-DOC-DOCK-

190922/119 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

06-Sep-2022 6.5 

Information 

Exposure Through 

an Error Message 

vulnerability in 

Hitachi RAID 

Manager Storage 

Replication Adapter 

allows remote 

authenticated users 

to gain sensitive 

information. This 

issue affects: Hitachi 

RAID Manager 

Storage Replication 

Adapter 02.01.04 

versions prior to 

https://www.

hitachi.co.jp/p

roducts/it/sto

rage-

solutions/glob

al/sec_info/20

22/2022_307.

html 

A-DOC-DOCK-

190922/120 
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02.03.02 on 

Windows; 02.05.00 

versions prior to 

02.05.01 on 

Windows and 

Docker. 

CVE ID : CVE-2022-

34882 

Vendor: Dokuwiki 

Product: dokuwiki 

Affected Version(s): * Up to (excluding) 2022-07-31a 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Sep-2022 6.1 

Cross-site Scripting 

(XSS) - Reflected in 

GitHub repository 

splitbrain/dokuwiki 

prior to 2022-07-

31a. 

CVE ID : CVE-2022-

3123 

https://github

.com/splitbrai

n/dokuwiki/c

ommit/63e9a

247c072008a

031f9db39fa4

96f6aca489b6

, 

https://huntr.

dev/bounties/

d72a979b-

57db-4201-

9500-

66b49a5c134

5 

A-DOK-DOKU-

190922/121 

Vendor: easy_org_chart_project 

Product: easy_org_chart 

Affected Version(s): * Up to (including) 3.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Sep-2022 5.4 

Authenticated 

(contributor+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

PluginlySpeaking 

Easy Org Chart 

plugin <= 3.1 at 

WordPress. 

CVE ID : CVE-2022-

36355 

https://word

press.org/plu

gins/easy-org-

chart/, 

https://patchs

tack.com/data

base/vulnerab

ility/easy-org-

chart/wordpr

ess-easy-org-

chart-plugin-

3-1-

A-EAS-EASY-

190922/122 
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authenticated-

stored-cross-

site-scripting-

xss-

vulnerability 

Vendor: Eclipse 

Product: milo 

Affected Version(s): * Up to (excluding) 0.6.8 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

08-Sep-2022 7.5 

The package 

org.eclipse.milo:sdk-

server before 0.6.8 

are vulnerable to 

Denial of Service 

(DoS) when 

bypassing the 

limitations for 

excessive memory 

consumption by 

sending multiple 

CloseSession 

requests with the 

deleteSubscription 

parameter equal to 

False. 

CVE ID : CVE-2022-

25897 

https://github

.com/eclipse/

milo/issues/1

030, 

https://github

.com/eclipse/

milo/commit/

4534381760d

7d9f0bf00cbf

6a8449bb0d1

3c6ce5, 

https://securi

ty.snyk.io/vul

n/SNYK-JAVA-

ORGECLIPSE

MILO-

2990191, 

https://github

.com/eclipse/

milo/pull/103

1 

A-ECL-MILO-

190922/123 

Vendor: eigen\&wijzer_ouderapp_project 

Product: eigen\&wijzer_ouderapp 

Affected Version(s): * Up to (excluding) 1.1.22 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

07-Sep-2022 7.5 

WeDayCare B.V 

Ouderapp before 

v1.1.22 allows 

attackers to alter the 

ID value within 

intercepted calls to 

gain access to data of 

other parents and 

children. 

N/A 
A-EIG-EIGE-

190922/124 
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CVE ID : CVE-2022-

36539 

Vendor: elrond 

Product: elrond_go 

Affected Version(s): * Up to (excluding) 1.3.34 

Improper 

Input 

Validation 

06-Sep-2022 7.5 

Elrond go is the go 

implementation for 

the Elrond Network 

protocol. In versions 

prior to 1.3.34, 

anyone who uses 

elrond-go to process 

blocks (historical or 

actual) could 

encounter a 

`MultiESDTNFTTran

sfer` transaction like 

this: 

`MultiESDTNFTTran

sfer` with a missing 

function name. Basic 

functionality like p2p 

messaging, storage, 

API requests and 

such are unaffected. 

Version 1.3.34 

contains a fix for this 

issue. There are no 

known workarounds. 

CVE ID : CVE-2022-

36058 

https://github

.com/ElrondN

etwork/elron

d-

go/commit/cb

487fd7be2a20

77638eb34ae

771a73630c8

70c7, 

https://github

.com/ElrondN

etwork/elron

d-

go/security/a

dvisories/GHS

A-qf7j-25g9-

r63f 

A-ELR-ELRO-

190922/125 

Affected Version(s): * Up to (excluding) 1.3.35 

Improper 

Initializatio

n 

06-Sep-2022 9.8 

Elrond go is the go 

implementation for 

the Elrond Network 

protocol. In versions 

prior to 1.3.35, read 

only calls between 

contracts can 

generate smart 

contracts results. For 

example, if contract 

https://github

.com/ElrondN

etwork/elron

d-

go/security/a

dvisories/GHS

A-mv8x-

668m-53fg 

A-ELR-ELRO-

190922/126 
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A calls in read only 

mode contract B and 

the called function 

will make changes 

upon the contract's B 

state, the state will 

be altered for 

contract B as if the 

call was not made in 

the read-only mode. 

This can lead to 

some effects not 

designed by the 

original smart 

contracts 

programmers. This 

issue was patched in 

version 1.3.35. There 

are no known 

workarounds. 

CVE ID : CVE-2022-

36061 

Vendor: ems_project 

Product: ems 

Affected Version(s): 6.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Sep-2022 7.5 

SQL injection 

vulnerability exists 

in the school 

information query 

interface 

(repschoolproj.php) 

of the EMS 6.2 

system of the Office 

of the Thai Basic 

Education 

Commission, which 

can lead to data 

leakage. 

CVE ID : CVE-2022-

37185 

N/A 
A-EMS-EMS-

190922/127 

Vendor: erp_system_project_project 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 66 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Product: erp_system_project 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

04-Sep-2022 9.8 

A vulnerability was 

found in 

Sourcecodehero ERP 

System Project. It has 

been rated as critical. 

This issue affects 

some unknown 

processing of the file 

/pages/processlogin.

php. The 

manipulation of the 

argument user leads 

to sql injection. The 

attack may be 

initiated remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. The identifier 

VDB-207845 was 

assigned to this 

vulnerability. 

CVE ID : CVE-2022-

3118 

N/A 
A-ERP-ERP_-

190922/128 

Vendor: Eset 

Product: endpoint_encryption 

Affected Version(s): * Up to (excluding) 5.1.2.26 

Out-of-

bounds 

Write 

06-Sep-2022 6.5 

The vulnerability in 

the driver dlpfde.sys 

enables a user logged 

into the system to 

perform system calls 

leading to kernel 

stack overflow, 

resulting in a system 

crash, for instance, a 

BSOD. 

CVE ID : CVE-2022-

2402 

https://suppo

rt.eset.com/en

/ca8298-

vulnerability-

fixed-in-eset-

endpoint-

encryption-

and-eset-full-

disk-

encryption-

for-windows 

A-ESE-ENDP-

190922/129 
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Product: full_disk_encryption 

Affected Version(s): * Up to (excluding) 1.3.2.32 

Out-of-

bounds 

Write 

06-Sep-2022 6.5 

The vulnerability in 

the driver dlpfde.sys 

enables a user logged 

into the system to 

perform system calls 

leading to kernel 

stack overflow, 

resulting in a system 

crash, for instance, a 

BSOD. 

CVE ID : CVE-2022-

2402 

https://suppo

rt.eset.com/en

/ca8298-

vulnerability-

fixed-in-eset-

endpoint-

encryption-

and-eset-full-

disk-

encryption-

for-windows 

A-ESE-FULL-

190922/130 

Vendor: expense_management_system_project 

Product: expense_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Sep-2022 7.2 

Expense 

Management System 

v1.0 was discovered 

to contain a SQL 

injection 

vulnerability via the 

id parameter at 

/Home/debit_credit_

p. 

CVE ID : CVE-2022-

36754 

N/A 
A-EXP-EXPE-

190922/131 

Vendor: F-secure 

Product: atlant 

Affected Version(s): - 

N/A 06-Sep-2022 7.5 

A Denial-of-Service 

(DoS) vulnerability 

was discovered in 

the fsicapd 

component used in 

WithSecure products 

whereby the service 

may crash while 

https://www.

withsecure.co

m/en/support

/security-

advisories, 

https://www.

withsecure.co

A-F-S-ATLA-

190922/132 
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parsing the scanning 

request. 

CVE ID : CVE-2022-

28885 

m/en/experti

se/people 

Product: internet_gatekeeper 

Affected Version(s): - 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

06-Sep-2022 7.5 

A Denial-of-Service 

vulnerability was 

discovered in the F-

Secure and 

WithSecure products 

where aerdl.dll may 

go into an infinite 

loop when 

unpacking PE files. It 

is possible that this 

can crash the 

scanning engine. 

CVE ID : CVE-2022-

28884 

https://www.

withsecure.co

m/en/support

/security-

advisories, 

https://www.

withsecure.co

m/en/experti

se/people 

A-F-S-INTE-

190922/133 

Product: linux_security 

Affected Version(s): - 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

06-Sep-2022 7.5 

A Denial-of-Service 

vulnerability was 

discovered in the F-

Secure and 

WithSecure products 

where aerdl.dll may 

go into an infinite 

loop when 

unpacking PE files. It 

is possible that this 

can crash the 

scanning engine. 

CVE ID : CVE-2022-

28884 

https://www.

withsecure.co

m/en/support

/security-

advisories, 

https://www.

withsecure.co

m/en/experti

se/people 

A-F-S-LINU-

190922/134 

N/A 06-Sep-2022 7.5 

A Denial-of-Service 

(DoS) vulnerability 

was discovered in 

the fsicapd 

component used in 

https://www.

withsecure.co

m/en/support

/security-

advisories, 

A-F-S-LINU-

190922/135 
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WithSecure products 

whereby the service 

may crash while 

parsing the scanning 

request. 

CVE ID : CVE-2022-

28885 

https://www.

withsecure.co

m/en/experti

se/people 

Vendor: fastflow 

Product: fastflow 

Affected Version(s): * Up to (excluding) 1.2.13 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Sep-2022 5.5 

The Fast Flow 

WordPress plugin 

before 1.2.13 does 

not sanitise and 

escape some of its 

Widget settings, 

which could allow 

high privilege users 

such as admin to 

perform Stored 

Cross-Site Scripting 

attacks even when 

the unfiltered_html 

capability is 

disallowed (for 

example in multisite 

setup) 

CVE ID : CVE-2022-

2775 

N/A 
A-FAS-FAST-

190922/136 

Vendor: fastlinemedia 

Product: beaver_builder 

Affected Version(s): * Up to (including) 2.5.4.3 

N/A 06-Sep-2022 9.8 

Broken Access 

Control vulnerability 

in Beaver Builder 

plugin <= 2.5.4.3 at 

WordPress. 

CVE ID : CVE-2022-

36425 

https://patchs

tack.com/data

base/vulnerab

ility/beaver-

builder-lite-

version/word

press-beaver-

builder-

plugin-2-5-4-

A-FAS-BEAV-

190922/137 
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3-broken-

access-

control-

vulnerability/

_s_id=cve, 

https://word

press.org/plu

gins/beaver-

builder-lite-

version/#dev

elopers 

Affected Version(s): * Up to (including) 2.5.5.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

The Beaver Builder – 

WordPress Page 

Builder for 

WordPress is 

vulnerable to Stored 

Cross-Site Scripting 

via the 'Caption - On 

Hover' value 

associated with 

images in versions 

up to, and including, 

2.5.5.2 due to 

insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

authenticated 

attackers with access 

to the Beaver Builder 

editor to inject 

arbitrary web scripts 

in pages that will 

execute whenever a 

user accesses an 

injected page. 

CVE ID : CVE-2022-

2517 

N/A 
A-FAS-BEAV-

190922/138 

Improper 

Neutralizat

ion of 

Input 

06-Sep-2022 5.4 

The Beaver Builder – 

WordPress Page 

Builder for 

WordPress is 

https://www.

wpbeaverbuil

A-FAS-BEAV-

190922/139 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

vulnerable to Stored 

Cross-Site Scripting 

via the 'caption' 

parameter added to 

images via the media 

uploader in versions 

up to, and including, 

2.5.5.2 due to 

insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

authenticated 

attackers with access 

to the Beaver Builder 

editor and the ability 

to upload media files 

to inject arbitrary 

web scripts in pages 

that will execute 

whenever a user 

accesses an injected 

page. 

CVE ID : CVE-2022-

2695 

der.com/chan

ge-logs/ 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

The Beaver Builder – 

WordPress Page 

Builder for 

WordPress is 

vulnerable to Stored 

Cross-Site Scripting 

via the 'Text Editor' 

block in versions up 

to, and including, 

2.5.5.2 due to 

insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

authenticated 

attackers with access 

to the Beaver Builder 

editor to inject 

https://www.

wpbeaverbuil

der.com/chan

ge-logs/ 

A-FAS-BEAV-

190922/140 
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arbitrary web scripts 

in pages that will 

execute whenever a 

user accesses an 

injected page. 

CVE ID : CVE-2022-

2716 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

The Beaver Builder – 

WordPress Page 

Builder for 

WordPress is 

vulnerable to Stored 

Cross-Site Scripting 

via the 'Image URL' 

value found in the 

Media block in 

versions up to, and 

including, 2.5.5.2 due 

to insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

authenticated 

attackers with access 

to the Beaver Builder 

editor to inject 

arbitrary web scripts 

in pages that will 

execute whenever a 

user accesses an 

injected page. 

CVE ID : CVE-2022-

2934 

https://www.

wpbeaverbuil

der.com/chan

ge-logs/ 

A-FAS-BEAV-

190922/141 

Vendor: fluxcd 

Product: flux2 

Affected Version(s): From (including) 0.0.17 Up to (excluding) 0.32.0 

Allocation 

of 

Resources 

Without 

07-Sep-2022 7.5 

Flux2 is a tool for 

keeping Kubernetes 

clusters in sync with 

sources of 

configuration, and 

Flux's helm-

https://github

.com/fluxcd/fl

ux2/security/

advisories/GH

A-FLU-FLUX-

190922/142 
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Limits or 

Throttling 

controller is a 

Kubernetes operator 

that allows one to 

declaratively manage 

Helm chart releases. 

Helm controller is 

tightly integrated 

with the Helm SDK. A 

vulnerability found 

in the Helm SDK that 

affects flux2 v0.0.17 

until v0.32.0 and 

helm-controller 

v0.0.4 until v0.23.0 

allows for specific 

data inputs to cause 

high memory 

consumption. In 

some platforms, this 

could cause the 

controller to panic 

and stop processing 

reconciliations. In a 

shared cluster multi-

tenancy 

environment, a 

tenant could create a 

HelmRelease that 

makes the controller 

panic, denying all 

other tenants from 

their Helm releases 

being reconciled. 

Patches are available 

in flux2 v0.32.0 and 

helm-controller 

v0.23.0. 

CVE ID : CVE-2022-

36049 

SA-p2g7-

xwvr-rrw3 

Product: helm-controller 

Affected Version(s): From (including) 0.0.4 Up to (excluding) 0.23.0 
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Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

07-Sep-2022 7.5 

Flux2 is a tool for 

keeping Kubernetes 

clusters in sync with 

sources of 

configuration, and 

Flux's helm-

controller is a 

Kubernetes operator 

that allows one to 

declaratively manage 

Helm chart releases. 

Helm controller is 

tightly integrated 

with the Helm SDK. A 

vulnerability found 

in the Helm SDK that 

affects flux2 v0.0.17 

until v0.32.0 and 

helm-controller 

v0.0.4 until v0.23.0 

allows for specific 

data inputs to cause 

high memory 

consumption. In 

some platforms, this 

could cause the 

controller to panic 

and stop processing 

reconciliations. In a 

shared cluster multi-

tenancy 

environment, a 

tenant could create a 

HelmRelease that 

makes the controller 

panic, denying all 

other tenants from 

their Helm releases 

being reconciled. 

Patches are available 

in flux2 v0.32.0 and 

helm-controller 

v0.23.0. 

https://github

.com/fluxcd/fl

ux2/security/

advisories/GH

SA-p2g7-

xwvr-rrw3 

A-FLU-HELM-

190922/143 
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CVE ID : CVE-2022-

36049 

Vendor: Fortinet 

Product: fortiap 

Affected Version(s): 7.2.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Sep-2022 7.8 

An improper 

neutralization of 

special elements 

[CWE-89] used in an 

OS command 

vulnerability [CWE-

78] in the command 

line interpreter of 

FortiAP 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0, 

FortiAP-S 6.0.0 

through 6.4.7, 

FortiAP-W2 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0 

and FortiAP-U 5.4.0 

through 6.2.3 may 

allow an 

authenticated 

attacker to execute 

unauthorized 

commands via 

specifically crafted 

arguments to 

existing commands. 

CVE ID : CVE-2022-

29058 

https://fortig

uard.com/psir

t/FG-IR-21-

163 

A-FOR-FORT-

190922/144 

Affected Version(s): From (including) 6.0.0 Up to (including) 6.0.6 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

06-Sep-2022 7.8 

An improper 

neutralization of 

special elements 

[CWE-89] used in an 

OS command 

vulnerability [CWE-

78] in the command 

line interpreter of 

https://fortig

uard.com/psir

t/FG-IR-21-

163 

A-FOR-FORT-

190922/145 
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('SQL 

Injection') 

FortiAP 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0, 

FortiAP-S 6.0.0 

through 6.4.7, 

FortiAP-W2 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0 

and FortiAP-U 5.4.0 

through 6.2.3 may 

allow an 

authenticated 

attacker to execute 

unauthorized 

commands via 

specifically crafted 

arguments to 

existing commands. 

CVE ID : CVE-2022-

29058 

Affected Version(s): From (including) 6.4.3 Up to (excluding) 6.4.8 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Sep-2022 7.8 

An improper 

neutralization of 

special elements 

[CWE-89] used in an 

OS command 

vulnerability [CWE-

78] in the command 

line interpreter of 

FortiAP 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0, 

FortiAP-S 6.0.0 

through 6.4.7, 

FortiAP-W2 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0 

and FortiAP-U 5.4.0 

through 6.2.3 may 

allow an 

authenticated 

attacker to execute 

unauthorized 

https://fortig

uard.com/psir

t/FG-IR-21-

163 

A-FOR-FORT-

190922/146 
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commands via 

specifically crafted 

arguments to 

existing commands. 

CVE ID : CVE-2022-

29058 

Affected Version(s): From (including) 7.0.0 Up to (excluding) 7.0.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Sep-2022 7.8 

An improper 

neutralization of 

special elements 

[CWE-89] used in an 

OS command 

vulnerability [CWE-

78] in the command 

line interpreter of 

FortiAP 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0, 

FortiAP-S 6.0.0 

through 6.4.7, 

FortiAP-W2 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0 

and FortiAP-U 5.4.0 

through 6.2.3 may 

allow an 

authenticated 

attacker to execute 

unauthorized 

commands via 

specifically crafted 

arguments to 

existing commands. 

CVE ID : CVE-2022-

29058 

https://fortig

uard.com/psir

t/FG-IR-21-

163 

A-FOR-FORT-

190922/147 

Product: fortiap-s 

Affected Version(s): From (including) 6.0.0 Up to (including) 6.0.6 

Improper 

Neutralizat

ion of 

Special 

Elements 

06-Sep-2022 7.8 

An improper 

neutralization of 

special elements 

[CWE-89] used in an 

OS command 

https://fortig

uard.com/psir

t/FG-IR-21-

163 

A-FOR-FORT-

190922/148 
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used in an 

SQL 

Command 

('SQL 

Injection') 

vulnerability [CWE-

78] in the command 

line interpreter of 

FortiAP 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0, 

FortiAP-S 6.0.0 

through 6.4.7, 

FortiAP-W2 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0 

and FortiAP-U 5.4.0 

through 6.2.3 may 

allow an 

authenticated 

attacker to execute 

unauthorized 

commands via 

specifically crafted 

arguments to 

existing commands. 

CVE ID : CVE-2022-

29058 

Affected Version(s): From (including) 6.2.0 Up to (including) 6.2.6 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Sep-2022 7.8 

An improper 

neutralization of 

special elements 

[CWE-89] used in an 

OS command 

vulnerability [CWE-

78] in the command 

line interpreter of 

FortiAP 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0, 

FortiAP-S 6.0.0 

through 6.4.7, 

FortiAP-W2 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0 

and FortiAP-U 5.4.0 

through 6.2.3 may 

allow an 

https://fortig

uard.com/psir

t/FG-IR-21-

163 

A-FOR-FORT-

190922/149 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 79 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

attacker to execute 

unauthorized 

commands via 

specifically crafted 

arguments to 

existing commands. 

CVE ID : CVE-2022-

29058 

Affected Version(s): From (including) 6.4.0 Up to (excluding) 6.4.8 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Sep-2022 7.8 

An improper 

neutralization of 

special elements 

[CWE-89] used in an 

OS command 

vulnerability [CWE-

78] in the command 

line interpreter of 

FortiAP 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0, 

FortiAP-S 6.0.0 

through 6.4.7, 

FortiAP-W2 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0 

and FortiAP-U 5.4.0 

through 6.2.3 may 

allow an 

authenticated 

attacker to execute 

unauthorized 

commands via 

specifically crafted 

arguments to 

existing commands. 

CVE ID : CVE-2022-

29058 

https://fortig

uard.com/psir

t/FG-IR-21-

163 

A-FOR-FORT-

190922/150 

Product: fortiap-u 

Affected Version(s): From (including) 5.4.0 Up to (including) 5.4.6 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Sep-2022 7.8 

An improper 

neutralization of 

special elements 

[CWE-89] used in an 

OS command 

vulnerability [CWE-

78] in the command 

line interpreter of 

FortiAP 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0, 

FortiAP-S 6.0.0 

through 6.4.7, 

FortiAP-W2 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0 

and FortiAP-U 5.4.0 

through 6.2.3 may 

allow an 

authenticated 

attacker to execute 

unauthorized 

commands via 

specifically crafted 

arguments to 

existing commands. 

CVE ID : CVE-2022-

29058 

https://fortig

uard.com/psir

t/FG-IR-21-

163 

A-FOR-FORT-

190922/151 

Affected Version(s): From (including) 6.0.0 Up to (including) 6.0.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Sep-2022 7.8 

An improper 

neutralization of 

special elements 

[CWE-89] used in an 

OS command 

vulnerability [CWE-

78] in the command 

line interpreter of 

FortiAP 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0, 

FortiAP-S 6.0.0 

through 6.4.7, 

FortiAP-W2 6.0.0 

https://fortig

uard.com/psir

t/FG-IR-21-

163 

A-FOR-FORT-

190922/152 
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through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0 

and FortiAP-U 5.4.0 

through 6.2.3 may 

allow an 

authenticated 

attacker to execute 

unauthorized 

commands via 

specifically crafted 

arguments to 

existing commands. 

CVE ID : CVE-2022-

29058 

Affected Version(s): From (including) 6.2.0 Up to (excluding) 6.2.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Sep-2022 7.8 

An improper 

neutralization of 

special elements 

[CWE-89] used in an 

OS command 

vulnerability [CWE-

78] in the command 

line interpreter of 

FortiAP 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0, 

FortiAP-S 6.0.0 

through 6.4.7, 

FortiAP-W2 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0 

and FortiAP-U 5.4.0 

through 6.2.3 may 

allow an 

authenticated 

attacker to execute 

unauthorized 

commands via 

specifically crafted 

arguments to 

existing commands. 

https://fortig

uard.com/psir

t/FG-IR-21-

163 

A-FOR-FORT-

190922/153 
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CVE ID : CVE-2022-

29058 

Product: fortiap-w2 

Affected Version(s): 7.2.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Sep-2022 7.8 

An improper 

neutralization of 

special elements 

[CWE-89] used in an 

OS command 

vulnerability [CWE-

78] in the command 

line interpreter of 

FortiAP 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0, 

FortiAP-S 6.0.0 

through 6.4.7, 

FortiAP-W2 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0 

and FortiAP-U 5.4.0 

through 6.2.3 may 

allow an 

authenticated 

attacker to execute 

unauthorized 

commands via 

specifically crafted 

arguments to 

existing commands. 

CVE ID : CVE-2022-

29058 

https://fortig

uard.com/psir

t/FG-IR-21-

163 

A-FOR-FORT-

190922/154 

Affected Version(s): From (including) 6.0.0 Up to (including) 6.0.6 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

06-Sep-2022 7.8 

An improper 

neutralization of 

special elements 

[CWE-89] used in an 

OS command 

vulnerability [CWE-

78] in the command 

line interpreter of 

FortiAP 6.0.0 

https://fortig

uard.com/psir

t/FG-IR-21-

163 

A-FOR-FORT-

190922/155 
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('SQL 

Injection') 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0, 

FortiAP-S 6.0.0 

through 6.4.7, 

FortiAP-W2 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0 

and FortiAP-U 5.4.0 

through 6.2.3 may 

allow an 

authenticated 

attacker to execute 

unauthorized 

commands via 

specifically crafted 

arguments to 

existing commands. 

CVE ID : CVE-2022-

29058 

Affected Version(s): From (including) 7.0.0 Up to (excluding) 7.0.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Sep-2022 7.8 

An improper 

neutralization of 

special elements 

[CWE-89] used in an 

OS command 

vulnerability [CWE-

78] in the command 

line interpreter of 

FortiAP 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0, 

FortiAP-S 6.0.0 

through 6.4.7, 

FortiAP-W2 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0 

and FortiAP-U 5.4.0 

through 6.2.3 may 

allow an 

authenticated 

attacker to execute 

unauthorized 

commands via 

https://fortig

uard.com/psir

t/FG-IR-21-

163 

A-FOR-FORT-

190922/156 
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specifically crafted 

arguments to 

existing commands. 

CVE ID : CVE-2022-

29058 

Affected Version(s): From (including) 6.2.0 Up to (including) 6.2.6 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Sep-2022 7.8 

An improper 

neutralization of 

special elements 

[CWE-89] used in an 

OS command 

vulnerability [CWE-

78] in the command 

line interpreter of 

FortiAP 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0, 

FortiAP-S 6.0.0 

through 6.4.7, 

FortiAP-W2 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0 

and FortiAP-U 5.4.0 

through 6.2.3 may 

allow an 

authenticated 

attacker to execute 

unauthorized 

commands via 

specifically crafted 

arguments to 

existing commands. 

CVE ID : CVE-2022-

29058 

https://fortig

uard.com/psir

t/FG-IR-21-

163 

A-FOR-FORT-

190922/157 

Affected Version(s): From (including) 6.4.0 Up to (excluding) 6.4.8 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

06-Sep-2022 7.8 

An improper 

neutralization of 

special elements 

[CWE-89] used in an 

OS command 

vulnerability [CWE-

78] in the command 

https://fortig

uard.com/psir

t/FG-IR-21-

163 

A-FOR-FORT-

190922/158 
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Command 

('SQL 

Injection') 

line interpreter of 

FortiAP 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0, 

FortiAP-S 6.0.0 

through 6.4.7, 

FortiAP-W2 6.0.0 

through 6.4.7, 7.0.0 

through 7.0.3, 7.2.0 

and FortiAP-U 5.4.0 

through 6.2.3 may 

allow an 

authenticated 

attacker to execute 

unauthorized 

commands via 

specifically crafted 

arguments to 

existing commands. 

CVE ID : CVE-2022-

29058 

Product: fortimail 

Affected Version(s): * Up to (excluding) 7.2.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 6.1 

An improper 

neutralization of 

input during web 

page generation 

vulnerability [CWE-

79] in the Webmail 

of FortiMail before 

7.2.0 may allow an 

unauthenticated 

attacker to trigger a 

cross-site scripting 

(XSS) attack via 

sending specially 

crafted mail 

messages. 

CVE ID : CVE-2022-

26114 

https://fortig

uard.com/psir

t/FG-IR-21-

045 

A-FOR-FORT-

190922/159 

Product: fortisoar 
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Affected Version(s): 7.2.0 

N/A 06-Sep-2022 8.8 

An improper 

neutralization of 

special elements 

used in a template 

engine vulnerability 

[CWE-1336] in 

FortiSOAR 

management 

interface 7.2.0, 7.0.0 

through 7.0.3, 6.4.0 

through 6.4.4 may 

allow a remote and 

authenticated 

attacker to execute 

arbitrary code via a 

crafted payload. 

CVE ID : CVE-2022-

35847 

https://fortig

uard.com/psir

t/FG-IR-22-

306 

A-FOR-FORT-

190922/160 

Improper 

Privilege 

Manageme

nt 

06-Sep-2022 7.8 

An improper 

privilege 

management 

vulnerability [CWE-

269] in Fortinet 

FortiSOAR before 

7.2.1 allows a GUI 

user who has already 

found a way to 

modify system files 

(via another, 

unrelated and 

hypothetical exploit) 

to execute arbitrary 

Python commands as 

root. 

CVE ID : CVE-2022-

30298 

https://fortig

uard.com/psir

t/FG-IR-22-

152 

A-FOR-FORT-

190922/161 

Improper 

Neutralizat

ion of 

Special 

Elements 

09-Sep-2022 7.2 

An improper 

neutralization of 

special elements 

used in an OS 

command ('OS 

https://fortig

uard.com/psir

t/FG-IR-22-

156 

A-FOR-FORT-

190922/162 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 87 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

Command Injection') 

vulnerability [CWE-

78] in Fortinet 

FortiSOAR before 

7.2.1 allows an 

authenticated 

attacker to execute 

unauthorized code 

or commands via 

crafted HTTP GET 

requests. 

CVE ID : CVE-2022-

29061 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

06-Sep-2022 6.5 

Multiple relative 

path traversal 

vulnerabilities 

[CWE-23] in Fortinet 

FortiSOAR before 

7.2.1 allows an 

authenticated 

attacker to write to 

the underlying 

filesystem with nginx 

permissions via 

crafted HTTP 

requests. 

CVE ID : CVE-2022-

29062 

https://fortig

uard.com/psir

t/FG-IR-22-

154 

A-FOR-FORT-

190922/163 

Affected Version(s): From (including) 6.4.0 Up to (including) 6.4.4 

N/A 06-Sep-2022 8.8 

An improper 

neutralization of 

special elements 

used in a template 

engine vulnerability 

[CWE-1336] in 

FortiSOAR 

management 

interface 7.2.0, 7.0.0 

through 7.0.3, 6.4.0 

through 6.4.4 may 

allow a remote and 

authenticated 

https://fortig

uard.com/psir

t/FG-IR-22-

306 

A-FOR-FORT-

190922/164 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 88 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attacker to execute 

arbitrary code via a 

crafted payload. 

CVE ID : CVE-2022-

35847 

Improper 

Privilege 

Manageme

nt 

06-Sep-2022 7.8 

An improper 

privilege 

management 

vulnerability [CWE-

269] in Fortinet 

FortiSOAR before 

7.2.1 allows a GUI 

user who has already 

found a way to 

modify system files 

(via another, 

unrelated and 

hypothetical exploit) 

to execute arbitrary 

Python commands as 

root. 

CVE ID : CVE-2022-

30298 

https://fortig

uard.com/psir

t/FG-IR-22-

152 

A-FOR-FORT-

190922/165 

Affected Version(s): From (including) 6.4.1 Up to (including) 6.4.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

09-Sep-2022 7.2 

An improper 

neutralization of 

special elements 

used in an OS 

command ('OS 

Command Injection') 

vulnerability [CWE-

78] in Fortinet 

FortiSOAR before 

7.2.1 allows an 

authenticated 

attacker to execute 

unauthorized code 

or commands via 

crafted HTTP GET 

requests. 

CVE ID : CVE-2022-

29061 

https://fortig

uard.com/psir

t/FG-IR-22-

156 

A-FOR-FORT-

190922/166 
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Affected Version(s): From (including) 7.0.0 Up to (excluding) 7.0.3 

Improper 

Privilege 

Manageme

nt 

06-Sep-2022 7.8 

An improper 

privilege 

management 

vulnerability [CWE-

269] in Fortinet 

FortiSOAR before 

7.2.1 allows a GUI 

user who has already 

found a way to 

modify system files 

(via another, 

unrelated and 

hypothetical exploit) 

to execute arbitrary 

Python commands as 

root. 

CVE ID : CVE-2022-

30298 

https://fortig

uard.com/psir

t/FG-IR-22-

152 

A-FOR-FORT-

190922/167 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

09-Sep-2022 7.2 

An improper 

neutralization of 

special elements 

used in an OS 

command ('OS 

Command Injection') 

vulnerability [CWE-

78] in Fortinet 

FortiSOAR before 

7.2.1 allows an 

authenticated 

attacker to execute 

unauthorized code 

or commands via 

crafted HTTP GET 

requests. 

CVE ID : CVE-2022-

29061 

https://fortig

uard.com/psir

t/FG-IR-22-

156 

A-FOR-FORT-

190922/168 

Improper 

Limitation 

of a 

Pathname 

to a 

06-Sep-2022 6.5 

Multiple relative 

path traversal 

vulnerabilities 

[CWE-23] in Fortinet 

FortiSOAR before 

https://fortig

uard.com/psir

t/FG-IR-22-

154 

A-FOR-FORT-

190922/169 
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Restricted 

Directory 

('Path 

Traversal') 

7.2.1 allows an 

authenticated 

attacker to write to 

the underlying 

filesystem with nginx 

permissions via 

crafted HTTP 

requests. 

CVE ID : CVE-2022-

29062 

Affected Version(s): From (including) 7.0.0 Up to (including) 7.0.3 

N/A 06-Sep-2022 8.8 

An improper 

neutralization of 

special elements 

used in a template 

engine vulnerability 

[CWE-1336] in 

FortiSOAR 

management 

interface 7.2.0, 7.0.0 

through 7.0.3, 6.4.0 

through 6.4.4 may 

allow a remote and 

authenticated 

attacker to execute 

arbitrary code via a 

crafted payload. 

CVE ID : CVE-2022-

35847 

https://fortig

uard.com/psir

t/FG-IR-22-

306 

A-FOR-FORT-

190922/170 

Vendor: freshworks 

Product: freshservice_agent 

Affected Version(s): * Up to (excluding) 2.11.0 

Improper 

Validation 

of Integrity 

Check 

Value 

12-Sep-2022 8.1 

FreshService 

Windows Agent < 

2.11.0 and 

FreshService macOS 

Agent < 4.2.0 and 

FreshService Linux 

Agent < 3.3.0. are 

vulnerable to Broken 

integrity checking 

https://comm

unity.freshwo

rks.com/prod

uct-

updates/fresh

service-

release-notes-

april-2022-

23982#Securi

A-FRE-FRES-

190922/171 
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via the FreshAgent 

client and scheduled 

update service. 

CVE ID : CVE-2022-

36174 

ty+updates:+

Discovery+Pr

obe+and+Disc

overy+Agent 

Affected Version(s): * Up to (excluding) 2.12.0 

Improper 

Certificate 

Validation 

12-Sep-2022 8.1 

FreshService macOS 

Agent < 4.4.0 and 

FreshServce Linux 

Agent < 3.4.0 are 

vulnerable to TLS 

Man-in-The-Middle 

via the FreshAgent 

client and scheduled 

update service. 

CVE ID : CVE-2022-

36173 

https://comm

unity.freshwo

rks.com/prod

uct-

updates/fresh

service-

release-notes-

april-2022-

23982#Securi

ty+updates:+

Discovery+Pr

obe+and+Disc

overy+Agent 

A-FRE-FRES-

190922/172 

Affected Version(s): * Up to (excluding) 3.3.0 

Improper 

Validation 

of Integrity 

Check 

Value 

12-Sep-2022 8.1 

FreshService 

Windows Agent < 

2.11.0 and 

FreshService macOS 

Agent < 4.2.0 and 

FreshService Linux 

Agent < 3.3.0. are 

vulnerable to Broken 

integrity checking 

via the FreshAgent 

client and scheduled 

update service. 

CVE ID : CVE-2022-

36174 

https://comm

unity.freshwo

rks.com/prod

uct-

updates/fresh

service-

release-notes-

april-2022-

23982#Securi

ty+updates:+

Discovery+Pr

obe+and+Disc

overy+Agent 

A-FRE-FRES-

190922/173 

Affected Version(s): * Up to (excluding) 3.4.0 

Improper 

Certificate 

Validation 

12-Sep-2022 8.1 

FreshService macOS 

Agent < 4.4.0 and 

FreshServce Linux 

Agent < 3.4.0 are 

vulnerable to TLS 

Man-in-The-Middle 

https://comm

unity.freshwo

rks.com/prod

uct-

updates/fresh

service-

A-FRE-FRES-

190922/174 
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via the FreshAgent 

client and scheduled 

update service. 

CVE ID : CVE-2022-

36173 

release-notes-

april-2022-

23982#Securi

ty+updates:+

Discovery+Pr

obe+and+Disc

overy+Agent 

Affected Version(s): * Up to (excluding) 4.2.0 

Improper 

Validation 

of Integrity 

Check 

Value 

12-Sep-2022 8.1 

FreshService 

Windows Agent < 

2.11.0 and 

FreshService macOS 

Agent < 4.2.0 and 

FreshService Linux 

Agent < 3.3.0. are 

vulnerable to Broken 

integrity checking 

via the FreshAgent 

client and scheduled 

update service. 

CVE ID : CVE-2022-

36174 

https://comm

unity.freshwo

rks.com/prod

uct-

updates/fresh

service-

release-notes-

april-2022-

23982#Securi

ty+updates:+

Discovery+Pr

obe+and+Disc

overy+Agent 

A-FRE-FRES-

190922/175 

Affected Version(s): * Up to (excluding) 4.4.0 

Improper 

Certificate 

Validation 

12-Sep-2022 8.1 

FreshService macOS 

Agent < 4.4.0 and 

FreshServce Linux 

Agent < 3.4.0 are 

vulnerable to TLS 

Man-in-The-Middle 

via the FreshAgent 

client and scheduled 

update service. 

CVE ID : CVE-2022-

36173 

https://comm

unity.freshwo

rks.com/prod

uct-

updates/fresh

service-

release-notes-

april-2022-

23982#Securi

ty+updates:+

Discovery+Pr

obe+and+Disc

overy+Agent 

A-FRE-FRES-

190922/176 

Product: freshservice_probe 

Affected Version(s): * Up to (excluding) 4.11.0 

Improper 

Certificate 

Validation 

12-Sep-2022 8.1 
FreshService macOS 

Agent < 4.4.0 and 

FreshServce Linux 

https://comm

unity.freshwo

rks.com/prod

A-FRE-FRES-

190922/177 
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Agent < 3.4.0 are 

vulnerable to TLS 

Man-in-The-Middle 

via the FreshAgent 

client and scheduled 

update service. 

CVE ID : CVE-2022-

36173 

uct-

updates/fresh

service-

release-notes-

april-2022-

23982#Securi

ty+updates:+

Discovery+Pr

obe+and+Disc

overy+Agent 

Vendor: ftcms 

Product: ftcms 

Affected Version(s): 2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

07-Sep-2022 8.8 

In ftcms 2.1, there is 

a Cross Site Request 

Forgery (CSRF) 

vulnerability in the 

PHP page, which 

causes the attacker 

to forge a link to 

trick him to click on 

a malicious link or 

visit a page 

containing attack 

code, and send a 

request to the server 

(corresponding to 

the identity 

authentication 

information) as the 

victim without the 

victim's knowledge. 

CVE ID : CVE-2022-

37730 

N/A 
A-FTC-FTCM-

190922/178 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

07-Sep-2022 6.1 

ftcms 2.1 poster.PHP 

has a XSS 

vulnerability. The 

attacker inserts 

malicious JavaScript 

code into the web 

page, causing the 

user / administrator 

N/A 
A-FTC-FTCM-

190922/179 
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('Cross-site 

Scripting') 

to trigger malicious 

code when accessing. 

CVE ID : CVE-2022-

37731 

Vendor: garage_management_system_project 

Product: garage_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Sep-2022 8.8 

Garage Management 

System v1.0 was 

discovered to 

contain a SQL 

injection 

vulnerability via the 

id parameter at 

/print.php. 

CVE ID : CVE-2022-

36636 

N/A 
A-GAR-GARA-

190922/180 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Sep-2022 7.2 

Garage Management 

System v1.0 was 

discovered to 

contain a SQL 

injection 

vulnerability via the 

id parameter at 

/garage/editcategor

y.php. 

CVE ID : CVE-2022-

38606 

N/A 
A-GAR-GARA-

190922/181 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Sep-2022 7.2 

Garage Management 

System v1.0 was 

discovered to 

contain a SQL 

injection 

vulnerability via the 

id parameter at 

/garage/editclient.p

hp. 

CVE ID : CVE-2022-

38610 

N/A 
A-GAR-GARA-

190922/182 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Sep-2022 5.4 

Garage Management 

System v1.0 was 

discovered to 

contain a persistent 

cross-site scripting 

(XSS) vulnerability 

via the brand_name 

parameter at 

/brand.php. 

CVE ID : CVE-2022-

36637 

N/A 
A-GAR-GARA-

190922/183 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Sep-2022 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability in 

/client.php of Garage 

Management System 

v1.0 allows attackers 

to execute arbitrary 

web scripts or HTML 

via a crafted payload 

injected into the 

name parameter. 

CVE ID : CVE-2022-

36639 

N/A 
A-GAR-GARA-

190922/184 

N/A 02-Sep-2022 5.3 

An access control 

issue in the 

component print.php 

of Garage 

Management System 

v1.0 allows 

unauthenticated 

attackers to access 

data for all existing 

orders. 

CVE ID : CVE-2022-

36638 

N/A 
A-GAR-GARA-

190922/185 

Vendor: getgophish 

Product: gophish 

Affected Version(s): * Up to (excluding) 0.12.0 

URL 

Redirectio
11-Sep-2022 5.4 This affects the 

package 

https://github

.com/gophish

A-GET-GOPH-

190922/186 
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n to 

Untrusted 

Site ('Open 

Redirect') 

github.com/gophish

/gophish before 

0.12.0. The Open 

Redirect 

vulnerability exists 

in the next query 

parameter. The 

application uses 

url.Parse(r.FormValu

e("next")) to extract 

path and eventually 

redirect user to a 

relative URL, but if 

next parameter 

starts with multiple 

backslashes like 

\\\\\\example.com, 

browser will redirect 

user to 

http://example.com. 

CVE ID : CVE-2022-

25295 

/gophish/pull

/2262 

Vendor: getresponse 

Product: getresponse 

Affected Version(s): * Up to (including) 5.5.20 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Sep-2022 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

GetResponse plugin 

<= 5.5.20 at 

WordPress. 

CVE ID : CVE-2022-

35277 

https://patchs

tack.com/data

base/vulnerab

ility/getrespo

nse-

integration/w

ordpress-

getresponse-

plugin-5-5-18-

cross-site-

request-

forgery-csrf-

vulnerability-

leading-to-

api-key-

update/_s_id=

cve, 

A-GET-GETR-

190922/187 
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https://word

press.org/plu

gins/getrespo

nse-

integration/ 

Vendor: gluu 

Product: oxauth 

Affected Version(s): * Up to (excluding) 4.4.1 

Server-

Side 

Request 

Forgery 

(SSRF) 

06-Sep-2022 9.8 

Gluu Oxauth before 

v4.4.1 allows 

attackers to execute 

blind SSRF (Server-

Side Request 

Forgery) attacks via 

a crafted request_uri 

parameter. 

CVE ID : CVE-2022-

36663 

https://gluu.o

rg/gluu-4-4-

1/ 

A-GLU-OXAU-

190922/188 

Vendor: GNU 

Product: binutils 

Affected Version(s): 2.39 

Reachable 

Assertion 
01-Sep-2022 5.5 

Assertion fail in the 

display_debug_name

s() function in 

binutils/dwarf.c may 

lead to program 

crash and denial of 

service. 

CVE ID : CVE-2022-

38126 

https://sourc

eware.org/bu

gzilla/show_b

ug.cgi?id=292

89 

A-GNU-BINU-

190922/189 

NULL 

Pointer 

Dereferenc

e 

01-Sep-2022 5.5 

A NULL pointer 

dereference in the 

read_and_display_att

r_value() function in 

binutils/dwarf.c may 

lead to program 

crash when parsing 

corrupt DWARF data. 

CVE ID : CVE-2022-

38127 

https://sourc

eware.org/bu

gzilla/show_b

ug.cgi?id=292

90 

A-GNU-BINU-

190922/190 
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Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

01-Sep-2022 5.5 

An infinite loop may 

be triggered in 

display_debug_abbre

v() function in 

binutils/dwarf.c 

while opening a 

crafted ELF, which 

may lead to denial of 

service by a local 

attacker. 

CVE ID : CVE-2022-

38128 

https://sourc

eware.org/bu

gzilla/show_b

ug.cgi?id=293

70 

A-GNU-BINU-

190922/191 

Product: fribidi 

Affected Version(s): * Up to (excluding) 1.0.12 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

A stack-based buffer 

overflow flaw was 

found in the Fribidi 

package. This flaw 

allows an attacker to 

pass a specially 

crafted file to the 

Fribidi application, 

which leads to a 

possible memory 

leak or a denial of 

service. 

CVE ID : CVE-2022-

25308 

https://github

.com/fribidi/f

ribidi/issues/

181 

A-GNU-FRIB-

190922/192 

Out-of-

bounds 

Write 

06-Sep-2022 5.5 

A heap-based buffer 

overflow flaw was 

found in the Fribidi 

package and affects 

the 

fribidi_cap_rtl_to_uni

code() function of 

the fribidi-char-sets-

cap-rtl.c file. This 

flaw allows an 

attacker to pass a 

specially crafted file 

to the Fribidi 

application with the 

https://github

.com/fribidi/f

ribidi/commit

/f22593b82b

5d1668d1997

dbccd10a9c31

ffea3b3 

A-GNU-FRIB-

190922/193 
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'--caprtl' option, 

leading to a crash 

and causing a denial 

of service. 

CVE ID : CVE-2022-

25309 

N/A 06-Sep-2022 5.5 

A segmentation fault 

(SEGV) flaw was 

found in the Fribidi 

package and affects 

the 

fribidi_remove_bidi_

marks() function of 

the lib/fribidi.c file. 

This flaw allows an 

attacker to pass a 

specially crafted file 

to Fribidi, leading to 

a crash and causing a 

denial of service. 

CVE ID : CVE-2022-

25310 

https://github

.com/fribidi/f

ribidi/pull/18

6 

A-GNU-FRIB-

190922/194 

Product: pspp 

Affected Version(s): 1.6.2 

Out-of-

bounds 

Write 

05-Sep-2022 7.8 

An issue was 

discovered in PSPP 

1.6.2. There is a 

heap-based buffer 

overflow at the 

function 

read_bytes_internal 

in utilities/pspp-

dump-sav.c, which 

allows attackers to 

cause a denial of 

service (application 

crash) or possibly 

have unspecified 

other impact. This 

issue is different 

from CVE-2018-

20230. 

https://savan

nah.gnu.org/b

ugs/?62977 

A-GNU-PSPP-

190922/195 
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CVE ID : CVE-2022-

39831 

Out-of-

bounds 

Write 

05-Sep-2022 7.8 

An issue was 

discovered in PSPP 

1.6.2. There is a 

heap-based buffer 

overflow at the 

function read_string 

in utilities/pspp-

dump-sav.c, which 

allows attackers to 

cause a denial of 

service (application 

crash) or possibly 

have unspecified 

other impact. 

CVE ID : CVE-2022-

39832 

https://savan

nah.gnu.org/b

ugs/index.php

?63000 

A-GNU-PSPP-

190922/196 

Vendor: Golang 

Product: go 

Affected Version(s): * Up to (excluding) 1.18.6 

N/A 06-Sep-2022 7.5 

In net/http in Go 

before 1.18.6 and 

1.19.x before 1.19.1, 

attackers can cause a 

denial of service 

because an HTTP/2 

connection can hang 

during closing if 

shutdown were 

preempted by a fatal 

error. 

CVE ID : CVE-2022-

27664 

https://group

s.google.com/

g/golang-

announce/c/x

49AQzIVX-s 

A-GOL-GO-

190922/197 

Affected Version(s): 1.19.0 

N/A 06-Sep-2022 7.5 

In net/http in Go 

before 1.18.6 and 

1.19.x before 1.19.1, 

attackers can cause a 

denial of service 

because an HTTP/2 

https://group

s.google.com/

g/golang-

announce/c/x

49AQzIVX-s 

A-GOL-GO-

190922/198 
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connection can hang 

during closing if 

shutdown were 

preempted by a fatal 

error. 

CVE ID : CVE-2022-

27664 

Vendor: gpac 

Product: gpac 

Affected Version(s): * Up to (excluding) 2.1.0-dev 

Buffer 

Over-read 
12-Sep-2022 7.8 

Buffer Over-read in 

GitHub repository 

gpac/gpac prior to 

2.1.0-DEV. 

CVE ID : CVE-2022-

3178 

https://github

.com/gpac/gp

ac/commit/7

75107785168

03b7f7402d7

423c6d6bef50

254c3, 

https://huntr.

dev/bounties/

f022fc50-

3dfd-450a-

ab47-

3d75d2bf44c

0 

A-GPA-GPAC-

190922/199 

Affected Version(s): * Up to (excluding) 2022-07-12 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

GPAC v2.1-DEV-

rev232-gfcaa01ebb-

master was 

discovered to 

contain a stack 

overflow when 

processing 

ISOM_IOD. 

CVE ID : CVE-2022-

38530 

https://github

.com/gpac/gp

ac/issues/221

6 

A-GPA-GPAC-

190922/200 

Vendor: grafana 

Product: grafana-image-renderer 

Affected Version(s): * Up to (excluding) 3.6.1 
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Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

02-Sep-2022 8.1 

Grafana Image 

Renderer is a 

Grafana backend 

plugin that handles 

rendering of panels 

& dashboards to 

PNGs using a 

headless browser 

(Chromium/Chrome

). An internal 

security review 

identified an 

unauthorized file 

disclosure 

vulnerability. It is 

possible for a 

malicious user to 

retrieve 

unauthorized files 

under some network 

conditions or via a 

fake datasource (if 

user has admin 

permissions in 

Grafana). All Grafana 

installations should 

be upgraded to 

version 3.6.1 as soon 

as possible. As a 

workaround it is 

possible to [disable 

HTTP remote 

rendering](https://g

rafana.com/docs/gra

fana/latest/setup-

grafana/configure-

grafana/#plugingraf

ana-image-

renderer). 

CVE ID : CVE-2022-

31176 

https://github

.com/grafana/

grafana-

image-

renderer/secu

rity/advisorie

s/GHSA-2cfh-

233g-m4c5, 

https://github

.com/grafana/

grafana-

image-

renderer/pull

/364 

A-GRA-GRAF-

190922/201 

Vendor: graphql-java_project 

Product: graphql-java 
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Affected Version(s): * Up to (excluding) 19.0 

Uncontroll

ed 

Resource 

Consumpti

on 

12-Sep-2022 7.5 

graphql-java 

before19.0 is 

vulnerable to Denial 

of Service. An 

attacker can send a 

malicious GraphQL 

query that consumes 

CPU resources. The 

fixed versions are 

19.0 and later, 18.3, 

and 17.4. 

CVE ID : CVE-2022-

37734 

https://github

.com/graphql-

java/graphql-

java/pull/289

2, 

https://github

.com/graphql-

java/graphql-

java/issues/2

888, 

https://github

.com/graphql-

java/graphql-

java/discussio

ns/2958, 

https://github

.com/graphql-

java/graphql-

java/releases 

A-GRA-GRAP-

190922/202 

Vendor: gravitl 

Product: netmaker 

Affected Version(s): * Up to (excluding) 0.15.1 

Incorrect 

Authorizati

on 

09-Sep-2022 8.8 

Netmaker makes 

networks with 

WireGuard. Prior to 

version 0.15.1, 

Improper 

Authorization 

functions lead to 

non-privileged users 

running privileged 

API calls. If someone 

adds users to the 

Netmaker platform 

who do not have 

admin privileges, 

they can use their 

auth tokens to run 

admin-level 

functions via the API. 

This problem has 

https://github

.com/gravitl/

netmaker/sec

urity/advisori

es/GHSA-

ggf6-638m-

vqmg 

A-GRA-NETM-

190922/203 
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been patched in 

v0.15.1. 

CVE ID : CVE-2022-

36110 

Vendor: growthbook 

Product: growthbook 

Affected Version(s): * Up to (excluding) 1.6.0 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

06-Sep-2022 7.5 

GrowthBook is an 

open-source 

platform for feature 

flagging and A/B 

testing. With some 

self-hosted 

configurations in 

versions prior to 

2022-08-29, 

attackers can 

register new 

accounts and upload 

files to arbitrary 

directories within 

the container. If the 

attacker uploads a 

Python script to the 

right location, they 

can execute arbitrary 

code within the 

container. To be 

affected, ALL of the 

following must be 

true: Self-hosted 

deployment 

(GrowthBook Cloud 

is unaffected); using 

local file uploads (as 

opposed to S3 or 

Google Cloud 

Storage); NODE_ENV 

set to a non-

production value and 

JWT_SECRET set to 

an easily guessable 

https://github

.com/growthb

ook/growthbo

ok/pull/487, 

https://github

.com/growthb

ook/growthbo

ok/security/a

dvisories/GHS

A-j24q-55xh-

wm4r, 

https://github

.com/growthb

ook/growthbo

ok/commit/1

a5edff8786d1

41161bf880c

2fd9ccbe2850

a264 

A-GRO-GROW-

190922/204 
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string like `dev`. This 

issue is patched in 

commit 

1a5edff8786d14116

1bf880c2fd9ccbe285

0a264 (2022-08-29). 

As a workaround, set 

`JWT_SECRET` 

environment 

variable to a long 

random string. This 

will stop arbitrary 

file uploads, but the 

only way to stop 

attackers from 

registering accounts 

is by updating to the 

latest build. 

CVE ID : CVE-2022-

36065 

Vendor: gvectors 

Product: wpforo_forum 

Affected Version(s): * Up to (including) 2.0.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Sep-2022 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

gVectors Team 

wpForo Forum 

plugin <= 2.0.5 at 

WordPress. 

CVE ID : CVE-2022-

38144 

https://word

press.org/plu

gins/wpforo/

#developers, 

https://patchs

tack.com/data

base/vulnerab

ility/wpforo/

wordpress-

wpforo-

forum-plugin-

2-0-5-cross-

site-request-

forgery-csrf-

vulnerability/

_s_id=cve 

A-GVE-WPFO-

190922/205 

Vendor: hashicorp 

Product: boundary 
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Affected Version(s): * Up to (excluding) 0.10.2 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

01-Sep-2022 9.9 

HashiCorp Boundary 

up to 0.10.1 did not 

properly perform 

data integrity checks 

to ensure the 

resources were 

associated with the 

correct scopes, 

allowing potential 

privilege escalation 

for authorized users 

of another scope. 

Fixed in Boundary 

0.10.2. 

CVE ID : CVE-2022-

36130 

https://discus

s.hashicorp.co

m/t/hcsec-

2022017-

boundary-

allowed-

access-to-

host-sets-and-

credential-

sources-for-

authorized-

users-of-

another-

scope/43493, 

https://discus

s.hashicorp.co

m 

A-HAS-BOUN-

190922/206 

Vendor: hauk_project 

Product: hauk 

Affected Version(s): 1.6.1 

Use of 

Hard-

coded 

Credentials 

08-Sep-2022 7.5 

bilde2910 Hauk 

v1.6.1 requires a 

hardcoded password 

which by default is 

blank. This 

hardcoded password 

is hashed but stored 

within the config.php 

file server-side as 

well as in clear-text 

on the android client 

device by default. 

CVE ID : CVE-2022-

37857 

N/A 
A-HAU-HAUK-

190922/207 

Vendor: haystacksoftware 

Product: arq_backup 

Affected Version(s): * Up to (including) 7.19.5.0 

Insufficient

ly 
09-Sep-2022 4.9 Arq Backup 7.19.5.0 

and below stores 

https://www.

arqbackup.co

A-HAY-ARQ_-

190922/208 
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Protected 

Credentials 

backup encryption 

passwords using 

reversible 

encryption. This 

issue allows 

attackers with 

administrative 

privileges to recover 

cleartext passwords. 

CVE ID : CVE-2022-

36617 

m/download/

arqbackup/ar

q7windows_r

elease_notes.h

tml 

Vendor: helm 

Product: helm 

Affected Version(s): From (including) 3.0.0 Up to (excluding) 3.9.4 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

07-Sep-2022 7.5 

Flux2 is a tool for 

keeping Kubernetes 

clusters in sync with 

sources of 

configuration, and 

Flux's helm-

controller is a 

Kubernetes operator 

that allows one to 

declaratively manage 

Helm chart releases. 

Helm controller is 

tightly integrated 

with the Helm SDK. A 

vulnerability found 

in the Helm SDK that 

affects flux2 v0.0.17 

until v0.32.0 and 

helm-controller 

v0.0.4 until v0.23.0 

allows for specific 

data inputs to cause 

high memory 

consumption. In 

some platforms, this 

could cause the 

controller to panic 

and stop processing 

https://github

.com/fluxcd/fl

ux2/security/

advisories/GH

SA-p2g7-

xwvr-rrw3 

A-HEL-HELM-

190922/209 
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reconciliations. In a 

shared cluster multi-

tenancy 

environment, a 

tenant could create a 

HelmRelease that 

makes the controller 

panic, denying all 

other tenants from 

their Helm releases 

being reconciled. 

Patches are available 

in flux2 v0.32.0 and 

helm-controller 

v0.23.0. 

CVE ID : CVE-2022-

36049 

Uncontroll

ed 

Resource 

Consumpti

on 

01-Sep-2022 6.5 

Helm is a tool for 

managing Charts. 

Charts are packages 

of pre-configured 

Kubernetes 

resources. Fuzz 

testing, provided by 

the CNCF, identified 

input to functions in 

the _strvals_ package 

that can cause an out 

of memory panic. 

The _strvals_ 

package contains a 

parser that turns 

strings in to Go 

structures. The 

_strvals_ package 

converts these 

strings into 

structures Go can 

work with. Some 

string inputs can 

cause array data 

structures to be 

created causing an 

https://github

.com/helm/he

lm/security/a

dvisories/GHS

A-7hfp-qfw3-

5jxh 

A-HEL-HELM-

190922/210 
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out of memory panic. 

Applications that use 

the _strvals_ package 

in the Helm SDK to 

parse user supplied 

input can suffer a 

Denial of Service 

when that input 

causes a panic that 

cannot be recovered 

from. The Helm 

Client will panic with 

input to `--set`, `--set-

string`, and other 

value setting flags 

that causes an out of 

memory panic. Helm 

is not a long running 

service so the panic 

will not affect future 

uses of the Helm 

client. This issue has 

been resolved in 

3.9.4. SDK users can 

validate strings 

supplied by users 

won't create large 

arrays causing 

significant memory 

usage before passing 

them to the _strvals_ 

functions. 

CVE ID : CVE-2022-

36055 

Vendor: Hitachi 

Product: raid_manager_storage_replication_adapter 

Affected Version(s): 02.05.00 

Improper 

Neutralizat

ion of 

Special 

Elements 

06-Sep-2022 8.8 

OS Command 

Injection 

vulnerability in 

Hitachi RAID 

Manager Storage 

https://www.

hitachi.co.jp/p

roducts/it/sto

rage-

solutions/glob

A-HIT-RAID-

190922/211 
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used in an 

OS 

Command 

('OS 

Command 

Injection') 

Replication Adapter 

allows remote 

authenticated users 

to execute arbitrary 

OS commands. This 

issue affects: Hitachi 

RAID Manager 

Storage Replication 

Adapter 02.01.04 

versions prior to 

02.03.02 on 

Windows; 02.05.00 

versions prior to 

02.05.01 on 

Windows and 

Docker. 

CVE ID : CVE-2022-

34883 

al/sec_info/20

22/2022_307.

html 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

06-Sep-2022 6.5 

Information 

Exposure Through 

an Error Message 

vulnerability in 

Hitachi RAID 

Manager Storage 

Replication Adapter 

allows remote 

authenticated users 

to gain sensitive 

information. This 

issue affects: Hitachi 

RAID Manager 

Storage Replication 

Adapter 02.01.04 

versions prior to 

02.03.02 on 

Windows; 02.05.00 

versions prior to 

02.05.01 on 

Windows and 

Docker. 

CVE ID : CVE-2022-

34882 

https://www.

hitachi.co.jp/p

roducts/it/sto

rage-

solutions/glob

al/sec_info/20

22/2022_307.

html 

A-HIT-RAID-

190922/212 
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Affected Version(s): From (including) 02.01.04 Up to (excluding) 02.03.02 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 8.8 

OS Command 

Injection 

vulnerability in 

Hitachi RAID 

Manager Storage 

Replication Adapter 

allows remote 

authenticated users 

to execute arbitrary 

OS commands. This 

issue affects: Hitachi 

RAID Manager 

Storage Replication 

Adapter 02.01.04 

versions prior to 

02.03.02 on 

Windows; 02.05.00 

versions prior to 

02.05.01 on 

Windows and 

Docker. 

CVE ID : CVE-2022-

34883 

https://www.

hitachi.co.jp/p

roducts/it/sto

rage-

solutions/glob

al/sec_info/20

22/2022_307.

html 

A-HIT-RAID-

190922/213 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

06-Sep-2022 6.5 

Information 

Exposure Through 

an Error Message 

vulnerability in 

Hitachi RAID 

Manager Storage 

Replication Adapter 

allows remote 

authenticated users 

to gain sensitive 

information. This 

issue affects: Hitachi 

RAID Manager 

Storage Replication 

Adapter 02.01.04 

versions prior to 

02.03.02 on 

Windows; 02.05.00 

versions prior to 

https://www.

hitachi.co.jp/p

roducts/it/sto

rage-

solutions/glob

al/sec_info/20

22/2022_307.

html 

A-HIT-RAID-

190922/214 
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02.05.01 on 

Windows and 

Docker. 

CVE ID : CVE-2022-

34882 

Vendor: hotel_management_system_project 

Product: hotel_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-Sep-2022 5.4 

Multiple persistent 

cross-site scripting 

(XSS) vulnerabilities 

in index.php in 

tramyardg Hotel 

Management System 

1.0 allow remote 

attackers to inject 

arbitrary web script 

or HTML via multiple 

parameters such as 

"fullname". 

CVE ID : CVE-2022-

36254 

N/A 
A-HOT-HOTE-

190922/215 

Vendor: HP 

Product: aruba_virtual_intranet_access 

Affected Version(s): * Up to (excluding) 4.3.0 

N/A 06-Sep-2022 5.9 

A vulnerability in the 

Aruba Virtual 

Intranet Access (VIA) 

client for Microsoft 

Windows operating 

system client 

communications that 

could allow for an 

attacker in a 

privileged network 

position to intercept 

sensitive information 

in Aruba Virtual 

Intranet Access (VIA) 

client for Microsoft 

Windows operating 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

011.txt 

A-HP-ARUB-

190922/216 
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system versions: 

4.3.0 build 2208101 

and below. Aruba 

has released 

upgrades for Virtual 

Intranet Access (VIA) 

Client that address 

this security 

vulnerability. 

CVE ID : CVE-2022-

23678 

Vendor: IBM 

Product: cognos_analytics 

Affected Version(s): 11.1.7 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

01-Sep-2022 8.1 

IBM Cognos 

Analytics 11.1.7, 

11.2.0, and 11.2.1 is 

vulnerable to an XML 

External Entity 

Injection (XXE) 

attack when 

processing XML data. 

A remote attacker 

could exploit this 

vulnerability to 

expose sensitive 

information or 

consume memory 

resources. IBM X-

Force ID: 233571. 

CVE ID : CVE-2022-

36773 

https://www.i

bm.com/supp

ort/pages/no

de/6615285, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

33571 

A-IBM-COGN-

190922/217 

Uncontroll

ed 

Resource 

Consumpti

on 

01-Sep-2022 7.5 

IBM Cognos 

Analytics 11.1.7, 

11.2.0, and 11.2.1 is 

vulnerable to a 

denial of service via 

email flooding 

caused by sending a 

specially-crafted 

request. A remote 

attacker could 

https://www.i

bm.com/supp

ort/pages/no

de/6615285, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

27591 

A-IBM-COGN-

190922/218 
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exploit this 

vulnerability to 

cause the server to 

consume all available 

CPU resources. IBM 

X-Force ID: 227591. 

CVE ID : CVE-2022-

30614 

Affected Version(s): From (including) 11.1.0 Up to (excluding) 11.1.7 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

01-Sep-2022 8.1 

IBM Cognos 

Analytics 11.1.7, 

11.2.0, and 11.2.1 is 

vulnerable to an XML 

External Entity 

Injection (XXE) 

attack when 

processing XML data. 

A remote attacker 

could exploit this 

vulnerability to 

expose sensitive 

information or 

consume memory 

resources. IBM X-

Force ID: 233571. 

CVE ID : CVE-2022-

36773 

https://www.i

bm.com/supp

ort/pages/no

de/6615285, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

33571 

A-IBM-COGN-

190922/219 

Uncontroll

ed 

Resource 

Consumpti

on 

01-Sep-2022 7.5 

IBM Cognos 

Analytics 11.1.7, 

11.2.0, and 11.2.1 is 

vulnerable to a 

denial of service via 

email flooding 

caused by sending a 

specially-crafted 

request. A remote 

attacker could 

exploit this 

vulnerability to 

cause the server to 

consume all available 

https://www.i

bm.com/supp

ort/pages/no

de/6615285, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

27591 

A-IBM-COGN-

190922/220 
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CPU resources. IBM 

X-Force ID: 227591. 

CVE ID : CVE-2022-

30614 

Affected Version(s): From (including) 11.2.0 Up to (excluding) 11.2.3 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

01-Sep-2022 8.1 

IBM Cognos 

Analytics 11.1.7, 

11.2.0, and 11.2.1 is 

vulnerable to an XML 

External Entity 

Injection (XXE) 

attack when 

processing XML data. 

A remote attacker 

could exploit this 

vulnerability to 

expose sensitive 

information or 

consume memory 

resources. IBM X-

Force ID: 233571. 

CVE ID : CVE-2022-

36773 

https://www.i

bm.com/supp

ort/pages/no

de/6615285, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

33571 

A-IBM-COGN-

190922/221 

Uncontroll

ed 

Resource 

Consumpti

on 

01-Sep-2022 7.5 

IBM Cognos 

Analytics 11.1.7, 

11.2.0, and 11.2.1 is 

vulnerable to a 

denial of service via 

email flooding 

caused by sending a 

specially-crafted 

request. A remote 

attacker could 

exploit this 

vulnerability to 

cause the server to 

consume all available 

CPU resources. IBM 

X-Force ID: 227591. 

CVE ID : CVE-2022-

30614 

https://www.i

bm.com/supp

ort/pages/no

de/6615285, 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

27591 

A-IBM-COGN-

190922/222 
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Product: planning_analytics_workspace 

Affected Version(s): 2.0 

Exposure 

of 

Resource 

to Wrong 

Sphere 

08-Sep-2022 3.3 

IBM Planning 

Analytics Local 2.0 

allows web pages to 

be stored locally 

which can be read by 

another user on the 

system. IBM X-Force 

ID: 217371. 

CVE ID : CVE-2022-

22314 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

17371, 

https://www.i

bm.com/supp

ort/pages/no

de/6615289 

A-IBM-PLAN-

190922/223 

Product: websphere_application_server 

Affected Version(s): From (including) 17.0.0.3 Up to (excluding) 22.0.0.9 

Improper 

Input 

Validation 

09-Sep-2022 5.4 

IBM WebSphere 

Application Server 

7.0, 8.0, 8.5, and 9.0 

and IBM WebSphere 

Application Server 

Liberty 17.0.0.3 

through 22.0.0.9 are 

vulnerable to HTTP 

header injection, 

caused by improper 

validation. This could 

allow an attacker to 

conduct various 

attacks against the 

vulnerable system, 

including cache 

poisoning and cross-

site scripting. IBM X-

Force ID: 229429. 

CVE ID : CVE-2022-

34165 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

29429, 

https://www.i

bm.com/supp

ort/pages/no

de/6618747 

A-IBM-WEBS-

190922/224 

Affected Version(s): From (including) 7.0.0.0 Up to (including) 7.0.0.45 

Improper 

Input 

Validation 

09-Sep-2022 5.4 

IBM WebSphere 

Application Server 

7.0, 8.0, 8.5, and 9.0 

and IBM WebSphere 

Application Server 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

29429, 

A-IBM-WEBS-

190922/225 
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Liberty 17.0.0.3 

through 22.0.0.9 are 

vulnerable to HTTP 

header injection, 

caused by improper 

validation. This could 

allow an attacker to 

conduct various 

attacks against the 

vulnerable system, 

including cache 

poisoning and cross-

site scripting. IBM X-

Force ID: 229429. 

CVE ID : CVE-2022-

34165 

https://www.i

bm.com/supp

ort/pages/no

de/6618747 

Affected Version(s): From (including) 8.0.0.0 Up to (including) 8.0.0.15 

Improper 

Input 

Validation 

09-Sep-2022 5.4 

IBM WebSphere 

Application Server 

7.0, 8.0, 8.5, and 9.0 

and IBM WebSphere 

Application Server 

Liberty 17.0.0.3 

through 22.0.0.9 are 

vulnerable to HTTP 

header injection, 

caused by improper 

validation. This could 

allow an attacker to 

conduct various 

attacks against the 

vulnerable system, 

including cache 

poisoning and cross-

site scripting. IBM X-

Force ID: 229429. 

CVE ID : CVE-2022-

34165 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

29429, 

https://www.i

bm.com/supp

ort/pages/no

de/6618747 

A-IBM-WEBS-

190922/226 

Affected Version(s): From (including) 8.5.0.0 Up to (including) 8.5.5.22 

Improper 

Input 

Validation 

09-Sep-2022 5.4 
IBM WebSphere 

Application Server 

7.0, 8.0, 8.5, and 9.0 

https://excha

nge.xforce.ibm

cloud.com/vul

A-IBM-WEBS-

190922/227 
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and IBM WebSphere 

Application Server 

Liberty 17.0.0.3 

through 22.0.0.9 are 

vulnerable to HTTP 

header injection, 

caused by improper 

validation. This could 

allow an attacker to 

conduct various 

attacks against the 

vulnerable system, 

including cache 

poisoning and cross-

site scripting. IBM X-

Force ID: 229429. 

CVE ID : CVE-2022-

34165 

nerabilities/2

29429, 

https://www.i

bm.com/supp

ort/pages/no

de/6618747 

Affected Version(s): From (including) 9.0.0.0 Up to (including) 9.0.5.13 

Improper 

Input 

Validation 

09-Sep-2022 5.4 

IBM WebSphere 

Application Server 

7.0, 8.0, 8.5, and 9.0 

and IBM WebSphere 

Application Server 

Liberty 17.0.0.3 

through 22.0.0.9 are 

vulnerable to HTTP 

header injection, 

caused by improper 

validation. This could 

allow an attacker to 

conduct various 

attacks against the 

vulnerable system, 

including cache 

poisoning and cross-

site scripting. IBM X-

Force ID: 229429. 

CVE ID : CVE-2022-

34165 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

29429, 

https://www.i

bm.com/supp

ort/pages/no

de/6618747 

A-IBM-WEBS-

190922/228 

Vendor: ihatetobudget_project 

Product: ihatetobudget 
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Affected Version(s): 1.5.7 

Weak 

Password 

Requireme

nts 

08-Sep-2022 9.8 

Bminusl 

IHateToBudget 

v1.5.7 employs a 

weak password 

policy which allows 

attackers to 

potentially gain 

unauthorized access 

to the application via 

brute-force attacks. 

Additionally, user 

passwords are 

hashed without a salt 

or pepper making it 

much easier for tools 

like hashcat to crack 

the hashes. 

CVE ID : CVE-2022-

37163 

N/A 
A-IHA-IHAT-

190922/229 

Vendor: ikus-soft 

Product: rdiffweb 

Affected Version(s): * Up to (excluding) 2.4.1 

Improper 

Restriction 

of 

Rendered 

UI Layers 

or Frames 

08-Sep-2022 8.8 

Improper Restriction 

of Rendered UI 

Layers or Frames in 

GitHub repository 

ikus060/rdiffweb 

prior to 2.4.1. 

CVE ID : CVE-2022-

3167 

https://huntr.

dev/bounties/

e5c2625b-

34cc-4805-

8223-

80f2689e4e5c

, 

https://github

.com/ikus060

/rdiffweb/co

mmit/7294bb

7466532762c

93d711211e5

958940c1b42

8 

A-IKU-RDIF-

190922/230 

Vendor: influxdata 

Product: influxdb 

Affected Version(s): * Up to (excluding) 1.8.0 
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Incorrect 

Default 

Permission

s 

02-Sep-2022 9.8 

** DISPUTED ** 

influxData influxDB 

before v1.8.10 

contains no 

authentication 

mechanism or 

controls, allowing 

unauthenticated 

attackers to execute 

arbitrary commands. 

NOTE: the CVE ID 

assignment is 

disputed because the 

vendor's 

documentation 

states "If InfluxDB is 

being deployed on a 

publicly accessible 

endpoint, we 

strongly recommend 

authentication be 

enabled. Otherwise 

the data will be 

publicly available to 

any unauthenticated 

user. The default 

settings do NOT 

enable 

authentication and 

authorization." 

CVE ID : CVE-2022-

36640 

https://portal.

influxdata.co

m/downloads

/, 

https://dl.infl

uxdata.com/in

fluxdb/releas

es/influxdb_1.

8.10_amd64.d

eb 

A-INF-INFL-

190922/231 

Vendor: inkdrop 

Product: markdown_nice 

Affected Version(s): 1.8.22 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

09-Sep-2022 5.4 

A cross-site scripting 

(XSS) vulnerability in 

Markdown-Nice 

v1.8.22 allows 

attackers to execute 

arbitrary web scripts 

or HTML via a 

N/A 
A-INK-MARK-

190922/232 
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('Cross-site 

Scripting') 

crafted payload 

injected into the 

Community Posting 

field. 

CVE ID : CVE-2022-

38639 

Vendor: instawp 

Product: string_locator 

Affected Version(s): * Up to (including) 2.5.0 

Deserializa

tion of 

Untrusted 

Data 

06-Sep-2022 8.8 

The String Locator 

plugin for 

WordPress is 

vulnerable to 

deserialization of 

untrusted input via 

the 'string-locator-

path' parameter in 

versions up to, and 

including 2.5.0. This 

makes it possible for 

unauthenticated 

users to call files 

using a PHAR 

wrapper, granted 

they can trick a site 

administrator into 

performing an action 

such as clicking on a 

link, that will 

deserialize and call 

arbitrary PHP 

Objects that can be 

used to perform a 

variety of malicious 

actions granted a 

POP chain is also 

present. It also 

requires that the 

attacker is successful 

in uploading a file 

with the serialized 

payload. 

https://plugin

s.trac.wordpre

ss.org/change

set?sfp_email=

&sfph_mail=&

reponame=&o

ld=2759486%

40string-

locator&new=

2759486%40

string-

locator&sfp_e

mail=&sfph_m

ail= 

A-INS-STRI-

190922/233 
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CVE ID : CVE-2022-

2434 

Vendor: interview_management_system_project 

Product: interview_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

08-Sep-2022 7.2 

Interview 

Management System 

v1.0 was discovered 

to contain a SQL 

injection 

vulnerability via the 

id parameter at 

/interview/editQues

tion.php. 

CVE ID : CVE-2022-

38255 

N/A 
A-INT-INTE-

190922/234 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

08-Sep-2022 7.2 

Interview 

Management System 

v1.0 was discovered 

to contain a SQL 

injection 

vulnerability via the 

component 

/interview/delete.ph

p?action=questionde

lete&id=. 

CVE ID : CVE-2022-

38260 

N/A 
A-INT-INTE-

190922/235 

Vendor: inventorymanagementsystem_project 

Product: inventorymanagementsystem 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

12-Sep-2022 7.5 

A SQL injection 

vulnerability in 

SupplierDAO.java in 

sazanrjb 

InventoryManageme

ntSystem 1.0 allows 

attackers to execute 

arbitrary SQL 

commands via the 

N/A 
A-INV-INVE-

190922/236 
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('SQL 

Injection') 

parameters such as 

"searchTxt". 

CVE ID : CVE-2022-

36255 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Sep-2022 7.5 

A SQL injection 

vulnerability in 

Stocks.java in 

sazanrjb 

InventoryManageme

ntSystem 1.0 allows 

attackers to execute 

arbitrary SQL 

commands via the 

parameters such as 

"productcode". 

CVE ID : CVE-2022-

36256 

N/A 
A-INV-INVE-

190922/237 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Sep-2022 7.5 

A SQL injection 

vulnerability in 

UserDAO.java in 

sazanrjb 

InventoryManageme

ntSystem 1.0 allows 

attackers to execute 

arbitrary SQL 

commands via the 

parameters such as 

"users", "pass", etc. 

CVE ID : CVE-2022-

36257 

N/A 
A-INV-INVE-

190922/238 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Sep-2022 7.5 

A SQL injection 

vulnerability in 

CustomerDAO.java in 

sazanrjb 

InventoryManageme

ntSystem 1.0 allows 

attackers to execute 

arbitrary SQL 

commands via the 

parameters such as 

"searchTxt". 

N/A 
A-INV-INVE-

190922/239 
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CVE ID : CVE-2022-

36258 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Sep-2022 7.5 

A SQL injection 

vulnerability in 

ConnectionFactory.ja

va in sazanrjb 

InventoryManageme

ntSystem 1.0 allows 

attackers to execute 

arbitrary SQL 

commands via the 

parameters such as 

"username", 

"password", etc. 

CVE ID : CVE-2022-

36259 

N/A 
A-INV-INVE-

190922/240 

Vendor: Iobit 

Product: malware_fighter 

Affected Version(s): 9.2 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

06-Sep-2022 6.7 

IObit Malware 

Fighter v9.2 for 

Microsoft Windows 

lacks tamper 

protection, allowing 

authenticated 

attackers with 

Administrator 

privileges to modify 

processes within the 

application and 

escalate privileges to 

SYSTEM via a crafted 

executable. 

CVE ID : CVE-2022-

37771 

N/A 
A-IOB-MALW-

190922/241 

Vendor: jflyfox 

Product: jfinal_cms 

Affected Version(s): 5.1.0 

Improper 

Neutralizat
09-Sep-2022 7.2 JFinal CMS 5.1.0 is 

vulnerable to SQL 
N/A 

A-JFL-JFIN-

190922/242 
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ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

Injection via 

/admin/article/list. 

CVE ID : CVE-2022-

38272 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Sep-2022 7.2 

JFinal CMS 5.1.0 is 

vulnerable to SQL 

Injection via 

/admin/article/list_a

pprove. 

CVE ID : CVE-2022-

38273 

N/A 
A-JFL-JFIN-

190922/243 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Sep-2022 7.2 

JFinal CMS 5.1.0 is 

vulnerable to SQL 

Injection via 

/admin/comment/li

st. 

CVE ID : CVE-2022-

38274 

N/A 
A-JFL-JFIN-

190922/244 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Sep-2022 7.2 

JFinal CMS 5.1.0 is 

vulnerable to SQL 

Injection via 

/admin/contact/list. 

CVE ID : CVE-2022-

38275 

N/A 
A-JFL-JFIN-

190922/245 

Improper 

Neutralizat

ion of 

Special 

Elements 

09-Sep-2022 7.2 
JFinal CMS 5.1.0 is 

vulnerable to SQL 

Injection via 

N/A 
A-JFL-JFIN-

190922/246 
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used in an 

SQL 

Command 

('SQL 

Injection') 

/admin/foldernotice

/list. 

CVE ID : CVE-2022-

38276 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Sep-2022 7.2 

JFinal CMS 5.1.0 is 

vulnerable to SQL 

Injection via 

/admin/folderrollpic

ture/list. 

CVE ID : CVE-2022-

38277 

N/A 
A-JFL-JFIN-

190922/247 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Sep-2022 7.2 

JFinal CMS 5.1.0 is 

vulnerable to SQL 

Injection via 

/admin/friendlylink

/list. 

CVE ID : CVE-2022-

38278 

N/A 
A-JFL-JFIN-

190922/248 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Sep-2022 7.2 

JFinal CMS 5.1.0 is 

vulnerable to SQL 

Injection via 

/admin/imagealbum

/list. 

CVE ID : CVE-2022-

38279 

N/A 
A-JFL-JFIN-

190922/249 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

09-Sep-2022 7.2 

JFinal CMS 5.1.0 is 

vulnerable to SQL 

Injection via 

/admin/image/list. 

CVE ID : CVE-2022-

38280 

N/A 
A-JFL-JFIN-

190922/250 
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('SQL 

Injection') 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Sep-2022 7.2 

JFinal CMS 5.1.0 is 

vulnerable to SQL 

Injection via 

/admin/site/list. 

CVE ID : CVE-2022-

38281 

N/A 
A-JFL-JFIN-

190922/251 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Sep-2022 7.2 

JFinal CMS 5.1.0 is 

vulnerable to SQL 

Injection via 

/admin/videoalbum

/list. 

CVE ID : CVE-2022-

38282 

N/A 
A-JFL-JFIN-

190922/252 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Sep-2022 7.2 

JFinal CMS 5.1.0 is 

vulnerable to SQL 

Injection via 

/admin/video/list. 

CVE ID : CVE-2022-

38283 

N/A 
A-JFL-JFIN-

190922/253 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Sep-2022 7.2 

JFinal CMS 5.1.0 is 

vulnerable to SQL 

Injection via 

/system/department

/list. 

CVE ID : CVE-2022-

38284 

N/A 
A-JFL-JFIN-

190922/254 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Sep-2022 7.2 

JFinal CMS 5.1.0 is 

vulnerable to SQL 

Injection via 

/system/menu/list. 

CVE ID : CVE-2022-

38285 

N/A 
A-JFL-JFIN-

190922/255 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Sep-2022 7.2 

JFinal CMS 5.1.0 is 

vulnerable to SQL 

Injection via 

/system/role/list. 

CVE ID : CVE-2022-

38286 

N/A 
A-JFL-JFIN-

190922/256 

Vendor: jib_project 

Product: jib 

Affected Version(s): * Up to (excluding) 0.22.0 

N/A 08-Sep-2022 9.8 

The package 

com.google.cloud.too

ls:jib-core before 

0.22.0 are vulnerable 

to Remote Code 

Execution (RCE) via 

the isDockerInstalled 

function, due to 

attempting to 

execute input. 

CVE ID : CVE-2022-

25914 

https://github

.com/GoogleC

ontainerTools

/jib/pull/374

4, 

https://securi

ty.snyk.io/vul

n/SNYK-JAVA-

COMGOOGLEC

LOUDTOOLS-

2968871, 

https://github

.com/GoogleC

ontainerTools

/jib/commit/

67fa40bc2c48

4da05463339

14ea07a89fe4

4eaaf 

A-JIB-JIB-

190922/257 
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Vendor: Jitsi 

Product: jitsi 

Affected Version(s): 2.10.5550 

Improper 

Restriction 

of 

Rendered 

UI Layers 

or Frames 

08-Sep-2022 6.1 

** DISPUTED ** Jitsi-

2.10.5550 was 

discovered to 

contain a 

vulnerability in its 

web UI which allows 

attackers to perform 

a clickjacking attack 

via a crafted HTTP 

request. NOTE: this 

is disputed by the 

vendor. 

CVE ID : CVE-2022-

36736 

N/A 
A-JIT-JITS-

190922/258 

Vendor: jose_project 

Product: jose 

Affected Version(s): From (including) 1.0.0 Up to (excluding) 1.28.2 

Uncontroll

ed 

Resource 

Consumpti

on 

07-Sep-2022 5.3 

JOSE is "JSON Web 

Almost Everything" - 

JWA, JWS, JWE, JWT, 

JWK, JWKS with no 

dependencies using 

runtime's native 

crypto in Node.js, 

Browser, Cloudflare 

Workers, Electron, 

and Deno. The 

PBKDF2-based JWE 

key management 

algorithms expect a 

JOSE Header 

Parameter named 

`p2c` PBES2 Count, 

which determines 

how many PBKDF2 

iterations must be 

executed in order to 

derive a CEK 

https://github

.com/panva/j

ose/security/

advisories/GH

SA-jv3g-j58f-

9mq9, 

https://github

.com/panva/j

ose/commit/0

3d6d013bf6e

070e85adfe57

31f526978e3e

8e4d 

A-JOS-JOSE-

190922/259 
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wrapping key. The 

purpose of this 

parameter is to 

intentionally slow 

down the key 

derivation function 

in order to make 

password brute-

force and dictionary 

attacks more 

expensive. This 

makes the PBES2 

algorithms 

unsuitable for 

situations where the 

JWE is coming from 

an untrusted source: 

an adversary can 

intentionally pick an 

extremely high 

PBES2 Count value, 

that will initiate a 

CPU-bound 

computation that 

may take an 

unreasonable 

amount of time to 

finish. Under certain 

conditions, it is 

possible to have the 

user's environment 

consume 

unreasonable 

amount of CPU time. 

The impact is limited 

only to users 

utilizing the JWE 

decryption APIs with 

symmetric secrets to 

decrypt JWEs from 

untrusted parties 

who do not limit the 

accepted JWE Key 

Management 
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Algorithms (`alg` 

Header Parameter) 

using the 

`keyManagementAlg

orithms` (or 

`algorithms` in v1.x) 

decryption option or 

through other 

means. The `v1.28.2`, 

`v2.0.6`, `v3.20.4`, 

and `v4.9.2` releases 

limit the maximum 

PBKDF2 iteration 

count to `10000` by 

default. It is possible 

to adjust this limit 

with a newly 

introduced 

`maxPBES2Count` 

decryption option. If 

users are unable to 

upgrade their 

required library 

version, they have 

two options 

depending on 

whether they expect 

to receive JWEs 

using any of the 

three PBKDF2-based 

JWE key 

management 

algorithms. They can 

use the 

`keyManagementAlg

orithms` decryption 

option to disable 

accepting PBKDF2 

altogether, or they 

can inspect the JOSE 

Header prior to 

using the decryption 

API and limit the 

PBKDF2 iteration 
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count (`p2c` Header 

Parameter). 

CVE ID : CVE-2022-

36083 

Affected Version(s): From (including) 2.0.0 Up to (excluding) 2.0.6 

Uncontroll

ed 

Resource 

Consumpti

on 

07-Sep-2022 5.3 

JOSE is "JSON Web 

Almost Everything" - 

JWA, JWS, JWE, JWT, 

JWK, JWKS with no 

dependencies using 

runtime's native 

crypto in Node.js, 

Browser, Cloudflare 

Workers, Electron, 

and Deno. The 

PBKDF2-based JWE 

key management 

algorithms expect a 

JOSE Header 

Parameter named 

`p2c` PBES2 Count, 

which determines 

how many PBKDF2 

iterations must be 

executed in order to 

derive a CEK 

wrapping key. The 

purpose of this 

parameter is to 

intentionally slow 

down the key 

derivation function 

in order to make 

password brute-

force and dictionary 

attacks more 

expensive. This 

makes the PBES2 

algorithms 

unsuitable for 

situations where the 

JWE is coming from 

an untrusted source: 

https://github

.com/panva/j

ose/security/

advisories/GH

SA-jv3g-j58f-

9mq9, 

https://github

.com/panva/j

ose/commit/0

3d6d013bf6e

070e85adfe57

31f526978e3e

8e4d 

A-JOS-JOSE-

190922/260 
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an adversary can 

intentionally pick an 

extremely high 

PBES2 Count value, 

that will initiate a 

CPU-bound 

computation that 

may take an 

unreasonable 

amount of time to 

finish. Under certain 

conditions, it is 

possible to have the 

user's environment 

consume 

unreasonable 

amount of CPU time. 

The impact is limited 

only to users 

utilizing the JWE 

decryption APIs with 

symmetric secrets to 

decrypt JWEs from 

untrusted parties 

who do not limit the 

accepted JWE Key 

Management 

Algorithms (`alg` 

Header Parameter) 

using the 

`keyManagementAlg

orithms` (or 

`algorithms` in v1.x) 

decryption option or 

through other 

means. The `v1.28.2`, 

`v2.0.6`, `v3.20.4`, 

and `v4.9.2` releases 

limit the maximum 

PBKDF2 iteration 

count to `10000` by 

default. It is possible 

to adjust this limit 

with a newly 
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introduced 

`maxPBES2Count` 

decryption option. If 

users are unable to 

upgrade their 

required library 

version, they have 

two options 

depending on 

whether they expect 

to receive JWEs 

using any of the 

three PBKDF2-based 

JWE key 

management 

algorithms. They can 

use the 

`keyManagementAlg

orithms` decryption 

option to disable 

accepting PBKDF2 

altogether, or they 

can inspect the JOSE 

Header prior to 

using the decryption 

API and limit the 

PBKDF2 iteration 

count (`p2c` Header 

Parameter). 

CVE ID : CVE-2022-

36083 

Affected Version(s): From (including) 3.0.0 Up to (excluding) 3.20.4 

Uncontroll

ed 

Resource 

Consumpti

on 

07-Sep-2022 5.3 

JOSE is "JSON Web 

Almost Everything" - 

JWA, JWS, JWE, JWT, 

JWK, JWKS with no 

dependencies using 

runtime's native 

crypto in Node.js, 

Browser, Cloudflare 

Workers, Electron, 

and Deno. The 

PBKDF2-based JWE 

https://github

.com/panva/j

ose/security/

advisories/GH

SA-jv3g-j58f-

9mq9, 

https://github

.com/panva/j

ose/commit/0

3d6d013bf6e

070e85adfe57

A-JOS-JOSE-

190922/261 
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key management 

algorithms expect a 

JOSE Header 

Parameter named 

`p2c` PBES2 Count, 

which determines 

how many PBKDF2 

iterations must be 

executed in order to 

derive a CEK 

wrapping key. The 

purpose of this 

parameter is to 

intentionally slow 

down the key 

derivation function 

in order to make 

password brute-

force and dictionary 

attacks more 

expensive. This 

makes the PBES2 

algorithms 

unsuitable for 

situations where the 

JWE is coming from 

an untrusted source: 

an adversary can 

intentionally pick an 

extremely high 

PBES2 Count value, 

that will initiate a 

CPU-bound 

computation that 

may take an 

unreasonable 

amount of time to 

finish. Under certain 

conditions, it is 

possible to have the 

user's environment 

consume 

unreasonable 

amount of CPU time. 

31f526978e3e

8e4d 
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The impact is limited 

only to users 

utilizing the JWE 

decryption APIs with 

symmetric secrets to 

decrypt JWEs from 

untrusted parties 

who do not limit the 

accepted JWE Key 

Management 

Algorithms (`alg` 

Header Parameter) 

using the 

`keyManagementAlg

orithms` (or 

`algorithms` in v1.x) 

decryption option or 

through other 

means. The `v1.28.2`, 

`v2.0.6`, `v3.20.4`, 

and `v4.9.2` releases 

limit the maximum 

PBKDF2 iteration 

count to `10000` by 

default. It is possible 

to adjust this limit 

with a newly 

introduced 

`maxPBES2Count` 

decryption option. If 

users are unable to 

upgrade their 

required library 

version, they have 

two options 

depending on 

whether they expect 

to receive JWEs 

using any of the 

three PBKDF2-based 

JWE key 

management 

algorithms. They can 

use the 
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`keyManagementAlg

orithms` decryption 

option to disable 

accepting PBKDF2 

altogether, or they 

can inspect the JOSE 

Header prior to 

using the decryption 

API and limit the 

PBKDF2 iteration 

count (`p2c` Header 

Parameter). 

CVE ID : CVE-2022-

36083 

Affected Version(s): From (including) 4.0.0 Up to (excluding) 4.9.2 

Uncontroll

ed 

Resource 

Consumpti

on 

07-Sep-2022 5.3 

JOSE is "JSON Web 

Almost Everything" - 

JWA, JWS, JWE, JWT, 

JWK, JWKS with no 

dependencies using 

runtime's native 

crypto in Node.js, 

Browser, Cloudflare 

Workers, Electron, 

and Deno. The 

PBKDF2-based JWE 

key management 

algorithms expect a 

JOSE Header 

Parameter named 

`p2c` PBES2 Count, 

which determines 

how many PBKDF2 

iterations must be 

executed in order to 

derive a CEK 

wrapping key. The 

purpose of this 

parameter is to 

intentionally slow 

down the key 

derivation function 

in order to make 

https://github

.com/panva/j

ose/security/

advisories/GH

SA-jv3g-j58f-

9mq9, 

https://github

.com/panva/j

ose/commit/0

3d6d013bf6e

070e85adfe57

31f526978e3e

8e4d 

A-JOS-JOSE-

190922/262 
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password brute-

force and dictionary 

attacks more 

expensive. This 

makes the PBES2 

algorithms 

unsuitable for 

situations where the 

JWE is coming from 

an untrusted source: 

an adversary can 

intentionally pick an 

extremely high 

PBES2 Count value, 

that will initiate a 

CPU-bound 

computation that 

may take an 

unreasonable 

amount of time to 

finish. Under certain 

conditions, it is 

possible to have the 

user's environment 

consume 

unreasonable 

amount of CPU time. 

The impact is limited 

only to users 

utilizing the JWE 

decryption APIs with 

symmetric secrets to 

decrypt JWEs from 

untrusted parties 

who do not limit the 

accepted JWE Key 

Management 

Algorithms (`alg` 

Header Parameter) 

using the 

`keyManagementAlg

orithms` (or 

`algorithms` in v1.x) 

decryption option or 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 139 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

through other 

means. The `v1.28.2`, 

`v2.0.6`, `v3.20.4`, 

and `v4.9.2` releases 

limit the maximum 

PBKDF2 iteration 

count to `10000` by 

default. It is possible 

to adjust this limit 

with a newly 

introduced 

`maxPBES2Count` 

decryption option. If 

users are unable to 

upgrade their 

required library 

version, they have 

two options 

depending on 

whether they expect 

to receive JWEs 

using any of the 

three PBKDF2-based 

JWE key 

management 

algorithms. They can 

use the 

`keyManagementAlg

orithms` decryption 

option to disable 

accepting PBKDF2 

altogether, or they 

can inspect the JOSE 

Header prior to 

using the decryption 

API and limit the 

PBKDF2 iteration 

count (`p2c` Header 

Parameter). 

CVE ID : CVE-2022-

36083 

Vendor: keking 

Product: kkfileview 
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Affected Version(s): 4.0.0 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Sep-2022 6.5 

kkFileView v4.0.0 

was discovered to 

contain an arbitrary 

file deletion 

vulnerability via the 

fileName parameter 

at 

/controller/FileCont

roller.java. 

CVE ID : CVE-2022-

36593 

N/A 
A-KEK-KKFI-

190922/263 

Vendor: libdwarf_project 

Product: libdwarf 

Affected Version(s): 0.4.1 

Double 

Free 
02-Sep-2022 8.8 

libdwarf 0.4.1 has a 

double free in 

_dwarf_exec_frame_i

nstr in 

dwarf_frame.c. 

CVE ID : CVE-2022-

39170 

https://github

.com/davea42

/libdwarf-

code/commit/

60303eb80ec

c7747bf2977

6d545e2a5c5

a76f6f8 

A-LIB-LIBD-

190922/264 

Vendor: library_management_system_project 

Product: library_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Sep-2022 9.8 

In Library 

Management System 

1.0 the /card/in-

card.php file id_no 

parameters are 

vulnerable to SQL 

injection. 

CVE ID : CVE-2022-

37794 

N/A 
A-LIB-LIBR-

190922/265 

Vendor: lightspeedhq 

Product: ecwid_ecommerce_shopping_cart 

Affected Version(s): * Up to (including) 6.10.23 
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Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 4.3 

The Ecwid 

Ecommerce 

Shopping Cart plugin 

for WordPress is 

vulnerable to Cross-

Site Request Forgery 

in versions up to, and 

including, 6.10.23. 

This is due to 

missing or incorrect 

nonce validation on 

the 

ecwid_update_plugin

_params function. 

This makes it 

possible for 

unauthenticated 

attackers to update 

plugin options 

granted they can 

trick a site 

administrator into 

performing an action 

such as clicking on a 

link. 

CVE ID : CVE-2022-

2432 

https://plugin

s.trac.wordpre

ss.org/change

set?sfp_email=

&sfph_mail=&

reponame=&n

ew=2755658

%40ecwid-

shopping-

cart%2Ftrunk

&old=275411

4%40ecwid-

shopping-

cart%2Ftrunk

&sfp_email=&

sfph_mail= 

A-LIG-ECWI-

190922/266 

Vendor: Lighttpd 

Product: lighttpd 

Affected Version(s): 1.4.65 

NULL 

Pointer 

Dereferenc

e 

12-Sep-2022 7.5 

In lighttpd 1.4.65, 

mod_wstunnel does 

not initialize a 

handler function 

pointer if an invalid 

HTTP request 

(websocket 

handshake) is 

received. It leads to 

null pointer 

dereference which 

crashes the server. It 

N/A 
A-LIG-LIGH-

190922/267 
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could be used by an 

external attacker to 

cause denial of 

service condition. 

CVE ID : CVE-2022-

37797 

Vendor: link_optimizer_lite_project 

Product: link_optimizer_lite 

Affected Version(s): * Up to (including) 1.4.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

The Link Optimizer 

Lite plugin for 

WordPress is 

vulnerable to Cross-

Site Request Forgery 

to Cross-Site 

Scripting in versions 

up to, and including 

1.4.5. This is due to 

missing nonce 

validation on the 

admin_page function 

found in the 

~/admin.php file. 

This makes it 

possible for 

unauthenticated 

attackers to modify 

the plugin's settings 

and inject malicious 

web scripts via a 

forged request 

granted they can 

trick a site 

administrator into 

performing an action 

such as clicking on a 

link. 

CVE ID : CVE-2022-

2540 

https://plugin

s.trac.wordpre

ss.org/browse

r/link-

optimizer-

lite/1.4.5/ad

min.php#L20 

A-LIN-LINK-

190922/268 

Vendor: Linuxfoundation 

Product: indy-node 
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Affected Version(s): * Up to (including) 1.12.4 

Improper 

Authentica

tion 

06-Sep-2022 8.8 

Indy Node is the 

server portion of a 

distributed ledger 

purpose-built for 

decentralized 

identity. In versions 

1.12.4 and prior, the 

`pool-upgrade` 

request handler in 

Indy-Node allows an 

improperly 

authenticated 

attacker to remotely 

execute code on 

nodes within the 

network. The `pool-

upgrade` request 

handler in Indy-Node 

1.12.5 has been 

updated to properly 

authenticate pool-

upgrade transactions 

before any 

processing is 

performed by the 

request handler. The 

transactions are 

further sanitized to 

prevent remote code 

execution. As a 

workaround, 

endorsers should not 

create DIDs for 

untrusted users. A 

vulnerable ledger 

should configure 

`auth_rules` to 

prevent new DIDs 

from being written 

to the ledger until 

the network can be 

upgraded. 

https://github

.com/hyperle

dger/indy-

node/commit

/fe507474f77

084faef45391

01e2bbb4d50

8a97f5, 

https://github

.com/hyperle

dger/indy-

node/security

/advisories/G

HSA-r6v9-

p59m-gj2p 

A-LIN-INDY-

190922/269 
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CVE ID : CVE-2022-

31020 

Vendor: lotus_1-2-3_project 

Product: lotus_1-2-3 

Affected Version(s): 1.0.0 

Out-of-

bounds 

Write 

05-Sep-2022 7.8 

123elf Lotus 1-2-3 

before 1.0.0rc3 for 

Linux, and Lotus 1-2-

3 R3 for UNIX and 

other platforms 

through 9.8.2, allow 

attackers to execute 

arbitrary code via a 

crafted worksheet. 

This occurs because 

of a stack-based 

buffer overflow in 

the cell format 

processing routines, 

as demonstrated by a 

certain function call 

from process_fmt() 

that can be reached 

via a w3r_format 

element in a wk3 

document. 

CVE ID : CVE-2022-

39843 

N/A 
A-LOT-LOTU-

190922/270 

Vendor: managewp 

Product: broken_link_checker 

Affected Version(s): * Up to (including) 1.11.16 

Deserializa

tion of 

Untrusted 

Data 

06-Sep-2022 7.2 

The Broken Link 

Checker plugin for 

WordPress is 

vulnerable to 

deserialization of 

untrusted input via 

the '$log_file' value 

in versions up to, and 

including 1.11.16. 

This makes it 

https://plugin

s.trac.wordpre

ss.org/change

set/2757773/

broken-link-

checker/trunk

/core/core.ph

p?old=260591

4&old_path=b

roken-link-

A-MAN-BROK-

190922/271 
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possible for 

authenticated 

attackers with 

administrative 

privileges and above 

to call files using a 

PHAR wrapper that 

will deserialize the 

data and call 

arbitrary PHP 

Objects that can be 

used to perform a 

variety of malicious 

actions granted a 

POP chain is also 

present. It also 

requires that the 

attacker is successful 

in uploading a file 

with the serialized 

payload. 

CVE ID : CVE-2022-

2438 

checker%2Ftr

unk%2Fcore

%2Fcore.php 

Vendor: mangadex-downloader_project 

Product: mangadex-downloader 

Affected Version(s): From (including) 1.3.0 Up to (excluding) 1.7.2 

N/A 07-Sep-2022 5.3 

mangadex-

downloader is a 

command-line tool 

to download manga 

from MangaDex. 

When using 

`file:<location>` 

command and 

`<location>` is a web 

URL location (http, 

https), mangadex-

downloader between 

versions 1.3.0 and 

1.7.2 will try to open 

and read a file in 

local disk for each 

https://github

.com/mansuf/

mangadex-

downloader/c

ommit/439cc

2825198ebc1

2b3310c95c3

9a8c7710c9b

42, 

https://github

.com/mansuf/

mangadex-

downloader/s

ecurity/advis

ories/GHSA-

A-MAN-MANG-

190922/272 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 146 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

line of website 

contents. Version 

1.7.2 contains a 

patch for this issue. 

CVE ID : CVE-2022-

36082 

r9x7-2xmr-

v8fw 

Vendor: Matrix 

Product: synapse 

Affected Version(s): * Up to (excluding) 1.62.0 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

02-Sep-2022 7.5 

Synapse is an open-

source Matrix 

homeserver written 

and maintained by 

the Matrix.org 

Foundation. The 

Matrix specification 

specifies a list of 

[event authorization 

rules](https://spec.

matrix.org/v1.2/roo

ms/v9/#authorizati

on-rules) which 

must be checked 

when determining if 

an event should be 

accepted into a 

room. In versions of 

Synapse up to and 

including version 

1.61.0, some of these 

rules are not 

correctly applied. An 

attacker could craft 

events which would 

be accepted by 

Synapse but not a 

spec-conformant 

server, potentially 

causing divergence 

in the room state 

between servers. 

Administrators of 

https://github

.com/matrix-

org/synapse/

pull/13087, 

https://github

.com/matrix-

org/synapse/

pull/13088, 

https://github

.com/matrix-

org/synapse/

security/advis

ories/GHSA-

jhjh-776m-

4765 

A-MAT-SYNA-

190922/273 
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homeservers with 

federation enabled 

are advised to 

upgrade to version 

1.62.0 or higher. 

Federation can be 

disabled by setting 

[`federation_domain_

whitelist`](https://m

atrix-

org.github.io/synaps

e/latest/usage/confi

guration/config_doc

umentation.html#fed

eration_domain_whit

elist) to an empty list 

(`[]`) as a 

workaround. 

CVE ID : CVE-2022-

31152 

Vendor: mattermost 

Product: mattermost_server 

Affected Version(s): * Up to (excluding) 7.1.0 

Uncontroll

ed 

Resource 

Consumpti

on 

09-Sep-2022 6.5 

Mattermost version 

7.0.x and earlier fails 

to sufficiently limit 

the in-memory sizes 

of concurrently 

uploaded JPEG 

images, which allows 

authenticated users 

to cause resource 

exhaustion on 

specific system 

configurations, 

resulting in server-

side Denial of 

Service. 

CVE ID : CVE-2022-

3147 

https://matte

rmost.com/se

curity-

updates/ 

A-MAT-MATT-

190922/274 

Vendor: Mediawiki 
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Product: mediawiki 

Affected Version(s): * Up to (including) 1.38.2 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 4.9 

An issue was 

discovered in the 

MediaWiki through 

1.38.2. The 

community 

configuration pages 

for the 

GrowthExperiments 

extension could 

cause a site to 

become unavailable 

due to insufficient 

validation when 

certain actions 

(including page 

moves) were 

performed. 

CVE ID : CVE-2022-

39194 

N/A 
A-MED-MEDI-

190922/275 

Vendor: mi 

Product: mi_browser 

Affected Version(s): 13.10.0-gn 

N/A 06-Sep-2022 8.8 

Xaomi Mi Browser 

v13.10.0-gn contains 

a vulnerability which 

allows attackers to 

execute arbitrary 

code via user 

interaction with a 

crafted URL. 

CVE ID : CVE-2022-

36757 

N/A 
A-MI-MI_B-

190922/276 

Vendor: miniblog.core_project 

Product: miniblog.core 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

02-Sep-2022 4.8 
Miniblog.Core v1.0 

was discovered to 

contain a cross-site 

N/A 
A-MIN-MINI-

190922/277 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

scripting (XSS) 

vulnerability in the 

component 

/blog/edit. This 

vulnerability allows 

attackers to execute 

arbitrary web scripts 

or HTML via a 

crafted payload 

injected into the 

Excerpt field. 

CVE ID : CVE-2022-

37679 

Vendor: mp3-jplayer_project 

Product: mp3-jplayer 

Affected Version(s): * Up to (including) 2.7.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

01-Sep-2022 8.8 

Multiple Cross-Site 

Request Forgery 

(CSRF) 

vulnerabilities in 

Simon Ward MP3 

jPlayer plugin <= 

2.7.3 at WordPress. 

CVE ID : CVE-2022-

36373 

https://word

press.org/plu

gins/mp3-

jplayer/, 

https://patchs

tack.com/data

base/vulnerab

ility/mp3-

jplayer/word

press-mp3-

jplayer-

plugin-2-7-3-

multiple-

cross-site-

request-

forgery-csrf-

vulnerabilities 

A-MP3-MP3--

190922/278 

Vendor: msi 

Product: micro-star_international_feature_navigator 

Affected Version(s): 1.0.1808.0901 

N/A 12-Sep-2022 7.1 

An issue in the 

Feature Navigator of 

Micro-Star 

International MSI 

Feature Nagivator 

N/A 
A-MSI-MICR-

190922/279 
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v1.0.1808.0901 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted image or 

video file. 

CVE ID : CVE-2022-

34108 

N/A 12-Sep-2022 7.1 

An issue in Micro-

Star International 

MSI Feature 

Navigator 

v1.0.1808.0901 

allows attackers to 

write arbitrary files 

to the directory 

\PromoPhoto\, 

regardless of file 

type or size. 

CVE ID : CVE-2022-

34109 

N/A 
A-MSI-MICR-

190922/280 

N/A 12-Sep-2022 5.5 

An issue in Micro-

Star International 

MSI Feature 

Navigator 

v1.0.1808.0901 

allows attackers to 

download arbitrary 

files regardless of file 

type or size. 

CVE ID : CVE-2022-

34110 

N/A 
A-MSI-MICR-

190922/281 

Vendor: mybatis 

Product: mapper 

Affected Version(s): From (including) 4.0.0 Up to (including) 4.2.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

02-Sep-2022 9.8 

Mapper v4.0.0 to 

v4.2.0 was 

discovered to 

contain a SQL 

injection 

vulnerability via the 

N/A 
A-MYB-MAPP-

190922/282 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 151 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SQL 

Command 

('SQL 

Injection') 

ids parameter at the 

selectByIds function. 

CVE ID : CVE-2022-

36594 

Vendor: mypopups 

Product: pop-up 

Affected Version(s): * Up to (including) 1.1.5 

Improper 

Privilege 

Manageme

nt 

09-Sep-2022 8.8 

Privilege Escalation 

(subscriber+) 

vulnerability in Pop-

up plugin <= 1.1.5 at 

WordPress. 

CVE ID : CVE-2022-

38070 

https://patchs

tack.com/data

base/vulnerab

ility/pop-up-

pop-

up/wordpress

-pop-up-

plugin-1-1-5-

privilege-

escalation-

vulnerability/

_s_id=cve, 

https://word

press.org/plu

gins/pop-up-

pop-

up/#develope

rs 

A-MYP-POP--

190922/283 

Vendor: Nagios 

Product: nagios_xi 

Affected Version(s): * Up to (excluding) 5.8.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Sep-2022 6.1 

Nagios XI before 

v5.8.7 was 

discovered to 

contain multiple 

cross-site scripting 

(XSS) vulnerabilities 

at auditlog.php. 

CVE ID : CVE-2022-

38248 

https://www.

nagios.com/d

ownloads/nag

ios-xi/change-

log/#5.8.7 

A-NAG-NAGI-

190922/284 

Improper 

Neutralizat

ion of 

07-Sep-2022 6.1 
Nagios XI before 

v5.8.7 was 

discovered to 

https://www.

nagios.com/d

ownloads/nag

A-NAG-NAGI-

190922/285 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

contain a cross-site 

scripting (XSS) 

vulnerability via the 

ajax.php script in 

CCM 3.1.5. 

CVE ID : CVE-2022-

38254 

ios-xi/change-

log/#5.8.7 

Affected Version(s): 5.8.6 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

07-Sep-2022 9.8 

Nagios XI v5.8.6 was 

discovered to 

contain a SQL 

injection 

vulnerability via the 

mib_name parameter 

at the Manage MIBs 

page. 

CVE ID : CVE-2022-

38250 

https://www.

nagios.com/d

ownloads/nag

ios-xi/change-

log/#5.8.7 

A-NAG-NAGI-

190922/286 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Sep-2022 6.1 

Nagios XI v5.8.6 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via the 

MTR component in 

version 1.0.4. 

CVE ID : CVE-2022-

38249 

https://www.

nagios.com/d

ownloads/nag

ios-xi/change-

log/#5.8.7 

A-NAG-NAGI-

190922/287 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Sep-2022 4.8 

Nagios XI v5.8.6 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via the 

System Settings page 

under the Admin 

panel. 

CVE ID : CVE-2022-

38247 

https://www.

nagios.com/d

ownloads/nag

ios-xi/change-

log/#5.8.7 

A-NAG-NAGI-

190922/288 

Improper 

Neutralizat

ion of 

Input 

07-Sep-2022 4.8 

Nagios XI v5.8.6 was 

discovered to 

contain a cross-site 

scripting (XSS) 

https://www.

nagios.com/d

ownloads/nag

A-NAG-NAGI-

190922/289 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

vulnerability via the 

System Performance 

Settings page under 

the Admin panel. 

CVE ID : CVE-2022-

38251 

ios-xi/change-

log/#5.8.7 

Vendor: Netgate 

Product: pfblockerng 

Affected Version(s): * Up to (including) 2.1.4_26 

N/A 05-Sep-2022 9.8 

pfSense pfBlockerNG 

through 2.1.4_26 

allows remote 

attackers to execute 

arbitrary OS 

commands as root 

via shell 

metacharacters in 

the HTTP Host 

header. NOTE: 3.x is 

unaffected. 

CVE ID : CVE-2022-

31814 

https://docs.n

etgate.com/pf

sense/en/late

st/packages/p

fblocker.html 

A-NET-PFBL-

190922/290 

Vendor: netic 

Product: user_export_for_jira 

Affected Version(s): * Up to (excluding) 2.0.6 

Missing 

Authorizati

on 

05-Sep-2022 5.3 

The Netic User 

Export add-on before 

2.0.6 for Atlassian 

Jira does not perform 

authorization checks. 

This might allow an 

unauthenticated user 

to export all users 

from Jira by making 

an HTTP request to 

the affected 

endpoint. 

CVE ID : CVE-2022-

38367 

https://marke

tplace.atlassia

n.com/apps/1

220535/user-

export-for-jira 

A-NET-USER-

190922/291 

Vendor: Nextcloud 
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Product: password_policy 

Affected Version(s): * Up to (excluding) 22.2.10 

Inadequate 

Encryption 

Strength 

06-Sep-2022 2.7 

Nextcloud Password 

Policy is an app that 

enables a Nextcloud 

server admin to 

define certain rules 

for passwords. Prior 

to versions 22.2.10, 

23.0.7, and 24.0.3 the 

random password 

generator may, in 

very rare cases, 

generate common 

passwords that the 

validator itself would 

block. Upgrade 

Nextcloud Server to 

22.2.10, 23.0.7 or 

24.0.3 to receive a 

patch for the issue in 

Password Policy. 

There are no known 

workarounds 

available. 

CVE ID : CVE-2022-

35931 

https://github

.com/nextclou

d/security-

advisories/sec

urity/advisori

es/GHSA-

c7mw-9q4r-

8qwr, 

https://github

.com/nextclou

d/password_p

olicy/pull/36

3 

A-NEX-PASS-

190922/292 

Affected Version(s): From (including) 23.0.0 Up to (excluding) 23.0.7 

Inadequate 

Encryption 

Strength 

06-Sep-2022 2.7 

Nextcloud Password 

Policy is an app that 

enables a Nextcloud 

server admin to 

define certain rules 

for passwords. Prior 

to versions 22.2.10, 

23.0.7, and 24.0.3 the 

random password 

generator may, in 

very rare cases, 

generate common 

passwords that the 

validator itself would 

https://github

.com/nextclou

d/security-

advisories/sec

urity/advisori

es/GHSA-

c7mw-9q4r-

8qwr, 

https://github

.com/nextclou

d/password_p

olicy/pull/36

3 

A-NEX-PASS-

190922/293 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 155 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

block. Upgrade 

Nextcloud Server to 

22.2.10, 23.0.7 or 

24.0.3 to receive a 

patch for the issue in 

Password Policy. 

There are no known 

workarounds 

available. 

CVE ID : CVE-2022-

35931 

Affected Version(s): From (including) 24.0.0 Up to (excluding) 24.0.3 

Inadequate 

Encryption 

Strength 

06-Sep-2022 2.7 

Nextcloud Password 

Policy is an app that 

enables a Nextcloud 

server admin to 

define certain rules 

for passwords. Prior 

to versions 22.2.10, 

23.0.7, and 24.0.3 the 

random password 

generator may, in 

very rare cases, 

generate common 

passwords that the 

validator itself would 

block. Upgrade 

Nextcloud Server to 

22.2.10, 23.0.7 or 

24.0.3 to receive a 

patch for the issue in 

Password Policy. 

There are no known 

workarounds 

available. 

CVE ID : CVE-2022-

35931 

https://github

.com/nextclou

d/security-

advisories/sec

urity/advisori

es/GHSA-

c7mw-9q4r-

8qwr, 

https://github

.com/nextclou

d/password_p

olicy/pull/36

3 

A-NEX-PASS-

190922/294 

Vendor: nodebb 

Product: nodebb 

Affected Version(s): * Up to (excluding) 1.17.2 
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Cross-Site 

Request 

Forgery 

(CSRF) 

02-Sep-2022 7.5 

NodeBB Forum 

Software is powered 

by Node.js and 

supports either 

Redis, MongoDB, or a 

PostgreSQL 

database. Due to an 

unnecessarily strict 

conditional in the 

code handling the 

first step of the SSO 

process, the pre-

existing logic that 

added (and later 

checked) a nonce 

was inadvertently 

rendered opt-in 

instead of opt-out. 

This re-exposed a 

vulnerability in that 

a specially crafted 

Man-in-the-Middle 

(MITM) attack could 

theoretically take 

over another user 

account during the 

single sign-on 

process. The issue 

has been fully 

patched in version 

1.17.2. 

CVE ID : CVE-2022-

36076 

https://github

.com/NodeBB

/NodeBB/sec

urity/advisori

es/GHSA-

xmgg-fx9p-

prq6, 

https://github

.com/NodeBB

/NodeBB/com

mit/a2400f6b

aff44cb29964

87bcd0cc6e2a

cc74b3d4 

A-NOD-NODE-

190922/295 

Vendor: novel-plus_project 

Product: novel-plus 

Affected Version(s): 3.6.2 

Use of 

Hard-

coded 

Credentials 

01-Sep-2022 9.8 

Novel-Plus v3.6.2 

was discovered to 

contain a hard-coded 

JWT key located in 

the project config 

file. This 

N/A 
A-NOV-NOVE-

190922/296 
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vulnerability allows 

attackers to create a 

custom user session. 

CVE ID : CVE-2022-

36672 

Download 

of Code 

Without 

Integrity 

Check 

01-Sep-2022 7.5 

Novel-Plus v3.6.2 

was discovered to 

contain an arbitrary 

file download 

vulnerability via the 

background file 

download API. 

CVE ID : CVE-2022-

36671 

N/A 
A-NOV-NOVE-

190922/297 

Vendor: Nvidia 

Product: data_plane_development_kit 

Affected Version(s): From (including) 19.11_1.0.0 Up to (excluding) 20.11_5.0.0 

Improper 

Input 

Validation 

01-Sep-2022 6.5 

NVIDIA’s 

distribution of the 

Data Plane 

Development Kit 

(MLNX_DPDK) 

contains a 

vulnerability in the 

network stack, 

where error 

recovery is not 

handled properly, 

which can allow a 

remote attacker to 

cause denial of 

service and some 

impact to data 

integrity and 

confidentiality. 

CVE ID : CVE-2022-

28199 

https://nvidia

.custhelp.com

/app/answers

/detail/a_id/5

389 

A-NVI-DATA-

190922/298 

Vendor: oauthlib_project 

Product: oauthlib 

Affected Version(s): From (including) 3.1.1 Up to (excluding) 3.2.1 
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URL 

Redirectio

n to 

Untrusted 

Site ('Open 

Redirect') 

09-Sep-2022 6.5 

OAuthLib is an 

implementation of 

the OAuth request-

signing logic for 

Python 3.6+. In 

OAuthLib versions 

3.1.1 until 3.2.1, an 

attacker providing 

malicious redirect 

uri can cause denial 

of service. An 

attacker can also 

leverage usage of 

`uri_validate` 

functions depending 

where it is used. 

OAuthLib 

applications using 

OAuth2.0 provider 

support or use 

directly `uri_validate` 

are affected by this 

issue. Version 3.2.1 

contains a patch. 

There are no known 

workarounds. 

CVE ID : CVE-2022-

36087 

https://github

.com/oauthlib

/oauthlib/sec

urity/advisori

es/GHSA-

3pgj-pg6c-

r5p7, 

https://github

.com/oauthlib

/oauthlib/co

mmit/2e40b4

12c844ecc467

3c3fa3f72181

f228bdbacd 

A-OAU-OAUT-

190922/299 

Vendor: okta 

Product: active_directory_agent 

Affected Version(s): 3.10.0 

Unquoted 

Search 

Path or 

Element 

06-Sep-2022 4.2 

Okta Active 

Directory Agent 

versions 3.8.0 

through 3.11.0 

installed the Okta AD 

Agent Update Service 

using an unquoted 

path. Note: To 

remediate this 

vulnerability, you 

must uninstall Okta 

https://help.o

kta.com/en-

us/Content/T

opics/Directo

ry/ad-agent-

update.htm, 

https://trust.o

kta.com/secur

ity-

advisories/ok

ta-active-

A-OKT-ACTI-

190922/300 
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Active Directory 

Agent and reinstall 

Okta Active 

Directory Agent 

3.12.0 or greater per 

the documentation. 

CVE ID : CVE-2022-

1697 

directory-

agent-cve-

2022-1697, 

https://suppo

rt.okta.com/h

elp/s/article/

Security-

Notice-CVE-

2022-1697-

FAQ 

Affected Version(s): 3.11.0 

Unquoted 

Search 

Path or 

Element 

06-Sep-2022 4.2 

Okta Active 

Directory Agent 

versions 3.8.0 

through 3.11.0 

installed the Okta AD 

Agent Update Service 

using an unquoted 

path. Note: To 

remediate this 

vulnerability, you 

must uninstall Okta 

Active Directory 

Agent and reinstall 

Okta Active 

Directory Agent 

3.12.0 or greater per 

the documentation. 

CVE ID : CVE-2022-

1697 

https://help.o

kta.com/en-

us/Content/T

opics/Directo

ry/ad-agent-

update.htm, 

https://trust.o

kta.com/secur

ity-

advisories/ok

ta-active-

directory-

agent-cve-

2022-1697, 

https://suppo

rt.okta.com/h

elp/s/article/

Security-

Notice-CVE-

2022-1697-

FAQ 

A-OKT-ACTI-

190922/301 

Affected Version(s): 3.8.0 

Unquoted 

Search 

Path or 

Element 

06-Sep-2022 4.2 

Okta Active 

Directory Agent 

versions 3.8.0 

through 3.11.0 

installed the Okta AD 

Agent Update Service 

using an unquoted 

path. Note: To 

remediate this 

vulnerability, you 

https://help.o

kta.com/en-

us/Content/T

opics/Directo

ry/ad-agent-

update.htm, 

https://trust.o

kta.com/secur

ity-

advisories/ok

A-OKT-ACTI-

190922/302 
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must uninstall Okta 

Active Directory 

Agent and reinstall 

Okta Active 

Directory Agent 

3.12.0 or greater per 

the documentation. 

CVE ID : CVE-2022-

1697 

ta-active-

directory-

agent-cve-

2022-1697, 

https://suppo

rt.okta.com/h

elp/s/article/

Security-

Notice-CVE-

2022-1697-

FAQ 

Affected Version(s): 3.9.0 

Unquoted 

Search 

Path or 

Element 

06-Sep-2022 4.2 

Okta Active 

Directory Agent 

versions 3.8.0 

through 3.11.0 

installed the Okta AD 

Agent Update Service 

using an unquoted 

path. Note: To 

remediate this 

vulnerability, you 

must uninstall Okta 

Active Directory 

Agent and reinstall 

Okta Active 

Directory Agent 

3.12.0 or greater per 

the documentation. 

CVE ID : CVE-2022-

1697 

https://help.o

kta.com/en-

us/Content/T

opics/Directo

ry/ad-agent-

update.htm, 

https://trust.o

kta.com/secur

ity-

advisories/ok

ta-active-

directory-

agent-cve-

2022-1697, 

https://suppo

rt.okta.com/h

elp/s/article/

Security-

Notice-CVE-

2022-1697-

FAQ 

A-OKT-ACTI-

190922/303 

Vendor: online_driving_school_project_project 

Product: online_driving_school_project 

Affected Version(s): - 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

07-Sep-2022 9.8 

A vulnerability was 

found in 

codeprojects Online 

Driving School. It has 

been rated as critical. 

Affected by this issue 

N/A 
A-ONL-ONLI-

190922/304 
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is some unknown 

functionality of the 

file 

/registration.php. 

The manipulation 

leads to unrestricted 

upload. The attack 

may be launched 

remotely. The exploit 

has been disclosed to 

the public and may 

be used. The 

identifier of this 

vulnerability is VDB-

207872. 

CVE ID : CVE-2022-

3129 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

07-Sep-2022 9.8 

A vulnerability 

classified as critical 

has been found in 

codeprojects Online 

Driving School. This 

affects an unknown 

part of the file 

/login.php. The 

manipulation of the 

argument username 

leads to sql injection. 

It is possible to 

initiate the attack 

remotely. The exploit 

has been disclosed to 

the public and may 

be used. The 

identifier VDB-

207873 was 

assigned to this 

vulnerability. 

CVE ID : CVE-2022-

3130 

N/A 
A-ONL-ONLI-

190922/305 

Vendor: online_employee_leave_management_system_project 

Product: online_employee_leave_management_system 
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Affected Version(s): 1.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

05-Sep-2022 8.8 

A vulnerability was 

found in 

SourceCodester 

Online Employee 

Leave Management 

System 1.0. It has 

been declared as 

problematic. 

Affected by this 

vulnerability is an 

unknown 

functionality of the 

file 

/admin/addemploye

e.php. The 

manipulation leads 

to cross-site request 

forgery. The attack 

can be launched 

remotely. The 

identifier VDB-

207853 was 

assigned to this 

vulnerability. 

CVE ID : CVE-2022-

3121 

N/A 
A-ONL-ONLI-

190922/306 

Vendor: online_food_ordering_system_project 

Product: online_food_ordering_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Sep-2022 9.8 

Online Food 

Ordering System 

v1.0 was discovered 

to contain a SQL 

injection 

vulnerability via the 

component 

/dishes.php?res_id=. 

CVE ID : CVE-2022-

36759 

N/A 
A-ONL-ONLI-

190922/307 

Vendor: online_leave_management_system_project 
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Product: online_leave_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Sep-2022 7.2 

Online Leave 

Management System 

v1.0 was discovered 

to contain a SQL 

injection 

vulnerability via the 

id parameter at 

/maintenance/mana

ge_department.php. 

CVE ID : CVE-2022-

38302 

N/A 
A-ONL-ONLI-

190922/308 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Sep-2022 7.2 

Online Leave 

Management System 

v1.0 was discovered 

to contain a SQL 

injection 

vulnerability via the 

id parameter at 

/employees/manage

_leave_type.php. 

CVE ID : CVE-2022-

38303 

N/A 
A-ONL-ONLI-

190922/309 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Sep-2022 7.2 

Online Leave 

Management System 

v1.0 was discovered 

to contain a SQL 

injection 

vulnerability via the 

id parameter at 

/maintenance/mana

ge_leave_type.php. 

CVE ID : CVE-2022-

38304 

N/A 
A-ONL-ONLI-

190922/310 

Vendor: ontrack_project 

Product: ontrack 

Affected Version(s): 3.4 

Weak 

Password 
08-Sep-2022 9.8 Inoda OnTrack v3.4 

employs a weak 
N/A 

A-ONT-ONTR-

190922/311 
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Requireme

nts 

password policy 

which allows 

attackers to 

potentially gain 

unauthorized access 

to the application via 

brute-force attacks. 

Additionally, user 

passwords are 

hashed without a salt 

or pepper making it 

much easier for tools 

like hashcat to crack 

the hashes. 

CVE ID : CVE-2022-

37164 

Vendor: openharmony 

Product: openharmony 

Affected Version(s): * Up to (including) 3.1.2 

Out-of-

bounds 

Write 

09-Sep-2022 6.5 

OpenHarmony-

v3.1.2 and prior 

versions have an 

incorrect 

configuration of the 

cJSON library, which 

leads a Stack 

overflow 

vulnerability during 

recursive parsing. 

LAN attackers can 

lead a DoS attack to 

all network devices. 

CVE ID : CVE-2022-

36423 

N/A 
A-OPE-OPEN-

190922/312 

Improper 

Authentica

tion 

09-Sep-2022 5.5 

OpenHarmony-

v3.1.2 and prior 

versions have a 

permission bypass 

vulnerability. Local 

attackers can bypass 

permission control 

N/A 
A-OPE-OPEN-

190922/313 
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and get sensitive 

information. 

CVE ID : CVE-2022-

38064 

Affected Version(s): 3.1.1 

Improper 

Authentica

tion 

09-Sep-2022 8.8 

OpenHarmony-

v3.1.1 and prior 

versions have a 

permission bypass 

vulnerability. LAN 

attackers can bypass 

permission control 

and get control of 

camera service. 

CVE ID : CVE-2022-

38700 

N/A 
A-OPE-OPEN-

190922/314 

Affected Version(s): From (including) 3.0 Up to (including) 3.0.5 

Out-of-

bounds 

Write 

09-Sep-2022 3.3 

OpenHarmony-

v3.1.2 and prior 

versions have a heap 

overflow 

vulnerability. Local 

attackers can trigger 

a heap overflow and 

get network 

sensitive 

information. 

CVE ID : CVE-2022-

38701 

N/A 
A-OPE-OPEN-

190922/315 

Affected Version(s): From (including) 3.1 Up to (including) 3.1.2 

Improper 

Authentica

tion 

09-Sep-2022 5.5 

OpenHarmony-

v3.1.2 and prior 

versions have a 

permission bypass 

vulnerability. LAN 

attackers can bypass 

the distributed 

permission 

control.To take 

advantage of this 

weakness, attackers 

N/A 
A-OPE-OPEN-

190922/316 
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need another 

vulnerability to 

obtain system. 

CVE ID : CVE-2022-

38081 

Out-of-

bounds 

Write 

09-Sep-2022 3.3 

OpenHarmony-

v3.1.2 and prior 

versions have a heap 

overflow 

vulnerability. Local 

attackers can trigger 

a heap overflow and 

get network 

sensitive 

information. 

CVE ID : CVE-2022-

38701 

N/A 
A-OPE-OPEN-

190922/317 

Vendor: Openkm 

Product: openkm 

Affected Version(s): 6.3.11 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Sep-2022 5.4 

OpenKM 6.3.11 

allows stored XSS 

related to the 

javascript&colon; 

substring in an A 

element. 

CVE ID : CVE-2022-

40317 

https://github

.com/openkm

/document-

management-

system/pull/3

36 

A-OPE-OPEN-

190922/318 

Vendor: openpolicyagent 

Product: open_policy_agent 

Affected Version(s): From (including) 0.40.0 Up to (excluding) 0.43.1 

N/A 08-Sep-2022 9.8 

Open Policy Agent 

(OPA) is an open 

source, general-

purpose policy 

engine. The Rego 

compiler provides a 

(deprecated) 

`WithUnsafeBuiltins` 

https://github

.com/open-

policy-

agent/opa/pu

ll/4540, 

https://github

.com/open-

policy-

A-OPE-OPEN-

190922/319 
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function, which 

allows users to 

provide a set of built-

in functions that 

should be deemed 

unsafe â€” and as 

such rejected â€” by 

the compiler if 

encountered in the 

policy compilation 

stage. A bypass of 

this protection has 

been found, where 

the use of the `with` 

keyword to mock 

such a built-in 

function (a feature 

introduced in OPA 

v0.40.0), isnâ€™t 

taken into account 

by 

`WithUnsafeBuiltins`. 

Multiple conditions 

need to be met in 

order to create an 

adverse effect. 

Version 0.43.1 

contains a patch for 

this issue. As a 

workaround, avoid 

using the 

`WithUnsafeBuiltins` 

function and use the 

`capabilities` feature 

instead. 

CVE ID : CVE-2022-

36085 

agent/opa/pu

ll/4616, 

https://github

.com/open-

policy-

agent/opa/co

mmit/3e8c75

4ed007b2239

3cf65e48751a

d9f6457fee8 

Vendor: openremote 

Product: openremote 

Affected Version(s): * Up to (including) 1.0.4 

N/A 06-Sep-2022 9.8 An issue was 

discovered in 
N/A 

A-OPE-OPEN-

190922/320 
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OpenRemote 

through 1.0.4 allows 

attackers to execute 

arbitrary code via a 

crafted Groovy rule. 

CVE ID : CVE-2022-

31860 

Vendor: Openstack 

Product: barbican 

Affected Version(s): * Up to (excluding) 14.0.0 

Incorrect 

Authorizati

on 

06-Sep-2022 8.1 

An authorization 

flaw was found in 

openstack-barbican. 

The default policy 

rules for the secret 

metadata API 

allowed any 

authenticated user to 

add, modify, or 

delete metadata 

from any secret 

regardless of 

ownership. This flaw 

allows an attacker on 

the network to 

modify or delete 

protected data, 

causing a denial of 

service by 

consuming protected 

resources. 

CVE ID : CVE-2022-

23451 

https://revie

w.opendev.or

g/c/openstac

k/barbican/+

/811236, 

https://storyb

oard.openstac

k.org/#!/stor

y/2009253 

A-OPE-BARB-

190922/321 

Incorrect 

Authorizati

on 

01-Sep-2022 4.9 

An authorization 

flaw was found in 

openstack-barbican, 

where anyone with 

an admin role could 

add secrets to a 

different project 

container. This flaw 

allows an attacker on 

https://revie

w.opendev.or

g/c/openstac

k/barbican/+

/814200 

A-OPE-BARB-

190922/322 
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the network to 

consume protected 

resources and cause 

a denial of service. 

CVE ID : CVE-2022-

23452 

Product: keystone 

Affected Version(s): - 

Operation 

on a 

Resource 

after 

Expiration 

or Release 

01-Sep-2022 7.2 

A flaw was found in 

OpenStack. The 

application 

credential tokens can 

be used even after 

they have expired. 

This flaw allows an 

authenticated 

remote attacker to 

obtain access despite 

the defender's efforts 

to remove access. 

CVE ID : CVE-2022-

2447 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2105419, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

2447 

A-OPE-KEYS-

190922/323 

Vendor: Opensuse 

Product: backports_sle 

Affected Version(s): 15.0 

Improper 

Access 

Control 

07-Sep-2022 7.8 

A Improper Access 

Control vulnerability 

in the systemd 

service of cana in 

openSUSE Backports 

SLE-15-SP3, 

openSUSE Backports 

SLE-15-SP4 allows 

local users to hijack 

the UNIX domain 

socket This issue 

affects: openSUSE 

Backports SLE-15-

SP3 canna versions 

prior to canna-3.7p3-

bp153.2.3.1. 

https://bugzil

la.suse.com/s

how_bug.cgi?i

d=1199280 

A-OPE-BACK-

190922/324 
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openSUSE Backports 

SLE-15-SP4 canna 

versions prior to 

3.7p3-bp154.3.3.1. 

openSUSE Factory 

was also affected. 

Instead of fixing the 

package it was 

deleted there. 

CVE ID : CVE-2022-

21950 

Product: canna 

Affected Version(s): * Up to (excluding) 3.7p3-bp153.2.3.1 

Improper 

Access 

Control 

07-Sep-2022 7.8 

A Improper Access 

Control vulnerability 

in the systemd 

service of cana in 

openSUSE Backports 

SLE-15-SP3, 

openSUSE Backports 

SLE-15-SP4 allows 

local users to hijack 

the UNIX domain 

socket This issue 

affects: openSUSE 

Backports SLE-15-

SP3 canna versions 

prior to canna-3.7p3-

bp153.2.3.1. 

openSUSE Backports 

SLE-15-SP4 canna 

versions prior to 

3.7p3-bp154.3.3.1. 

openSUSE Factory 

was also affected. 

Instead of fixing the 

package it was 

deleted there. 

CVE ID : CVE-2022-

21950 

https://bugzil

la.suse.com/s

how_bug.cgi?i

d=1199280 

A-OPE-CANN-

190922/325 

Affected Version(s): * Up to (excluding) 3.7p3-bp154.3.3.1 
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Improper 

Access 

Control 

07-Sep-2022 7.8 

A Improper Access 

Control vulnerability 

in the systemd 

service of cana in 

openSUSE Backports 

SLE-15-SP3, 

openSUSE Backports 

SLE-15-SP4 allows 

local users to hijack 

the UNIX domain 

socket This issue 

affects: openSUSE 

Backports SLE-15-

SP3 canna versions 

prior to canna-3.7p3-

bp153.2.3.1. 

openSUSE Backports 

SLE-15-SP4 canna 

versions prior to 

3.7p3-bp154.3.3.1. 

openSUSE Factory 

was also affected. 

Instead of fixing the 

package it was 

deleted there. 

CVE ID : CVE-2022-

21950 

https://bugzil

la.suse.com/s

how_bug.cgi?i

d=1199280 

A-OPE-CANN-

190922/326 

Affected Version(s): 3.7p3 

Improper 

Access 

Control 

07-Sep-2022 7.8 

A Improper Access 

Control vulnerability 

in the systemd 

service of cana in 

openSUSE Backports 

SLE-15-SP3, 

openSUSE Backports 

SLE-15-SP4 allows 

local users to hijack 

the UNIX domain 

socket This issue 

affects: openSUSE 

Backports SLE-15-

SP3 canna versions 

prior to canna-3.7p3-

https://bugzil

la.suse.com/s

how_bug.cgi?i

d=1199280 

A-OPE-CANN-

190922/327 
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bp153.2.3.1. 

openSUSE Backports 

SLE-15-SP4 canna 

versions prior to 

3.7p3-bp154.3.3.1. 

openSUSE Factory 

was also affected. 

Instead of fixing the 

package it was 

deleted there. 

CVE ID : CVE-2022-

21950 

Product: factory 

Affected Version(s): - 

Improper 

Access 

Control 

07-Sep-2022 7.8 

A Improper Access 

Control vulnerability 

in the systemd 

service of cana in 

openSUSE Backports 

SLE-15-SP3, 

openSUSE Backports 

SLE-15-SP4 allows 

local users to hijack 

the UNIX domain 

socket This issue 

affects: openSUSE 

Backports SLE-15-

SP3 canna versions 

prior to canna-3.7p3-

bp153.2.3.1. 

openSUSE Backports 

SLE-15-SP4 canna 

versions prior to 

3.7p3-bp154.3.3.1. 

openSUSE Factory 

was also affected. 

Instead of fixing the 

package it was 

deleted there. 

CVE ID : CVE-2022-

21950 

https://bugzil

la.suse.com/s

how_bug.cgi?i

d=1199280 

A-OPE-FACT-

190922/328 

Affected Version(s): * Up to (excluding) 22.05.2-3.3 
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Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

07-Sep-2022 7 

A Incorrect Default 

Permissions 

vulnerability in the 

packaging of the 

slurm testsuite of 

openSUSE Factory 

allows local 

attackers with 

control over the 

slurm user to 

escalate to root. This 

issue affects: 

openSUSE Factory 

slurm versions prior 

to 22.05.2-3.3. 

CVE ID : CVE-2022-

31251 

https://bugzil

la.suse.com/s

how_bug.cgi?i

d=1201674 

A-OPE-FACT-

190922/329 

Vendor: Otrs 

Product: otrs 

Affected Version(s): From (including) 6.0.0 Up to (including) 6.0.32 

Improper 

Control of 

Dynamicall

y-Managed 

Code 

Resources 

05-Sep-2022 8.8 

Attacker might be 

able to execute 

malicious Perl code 

in the Template 

toolkit, by having the 

admin installing an 

unverified 3th party 

package 

CVE ID : CVE-2022-

39051 

https://otrs.c

om/release-

notes/otrs-

security-

advisory-

2022-12/ 

A-OTR-OTRS-

190922/330 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Sep-2022 4.8 

An attacker who is 

logged into OTRS as 

an admin user may 

manipulate the URL 

to cause execution of 

JavaScript in the 

context of OTRS. 

CVE ID : CVE-2022-

39049 

https://otrs.c

om/release-

notes/otrs-

security-

advisory-

2022-10/ 

A-OTR-OTRS-

190922/331 

Improper 

Neutralizat
05-Sep-2022 4.8 An attacker who is 

logged into OTRS as 

https://otrs.c

om/release-

A-OTR-OTRS-

190922/332 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

an admin user may 

manipulate customer 

URL field to store 

JavaScript code to be 

run later by any 

other agent when 

clicking the customer 

URL link. Then the 

stored JavaScript is 

executed in the 

context of OTRS. The 

same issue applies 

for the usage of 

external data sources 

e.g. database or ldap 

CVE ID : CVE-2022-

39050 

notes/otrs-

security-

advisory-

2022-11/ 

Affected Version(s): From (including) 7.0.0 Up to (excluding) 7.0.37 

Improper 

Control of 

Dynamicall

y-Managed 

Code 

Resources 

05-Sep-2022 8.8 

Attacker might be 

able to execute 

malicious Perl code 

in the Template 

toolkit, by having the 

admin installing an 

unverified 3th party 

package 

CVE ID : CVE-2022-

39051 

https://otrs.c

om/release-

notes/otrs-

security-

advisory-

2022-12/ 

A-OTR-OTRS-

190922/333 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Sep-2022 4.8 

An attacker who is 

logged into OTRS as 

an admin user may 

manipulate the URL 

to cause execution of 

JavaScript in the 

context of OTRS. 

CVE ID : CVE-2022-

39049 

https://otrs.c

om/release-

notes/otrs-

security-

advisory-

2022-10/ 

A-OTR-OTRS-

190922/334 

Improper 

Neutralizat

ion of 

Input 

During 

05-Sep-2022 4.8 

An attacker who is 

logged into OTRS as 

an admin user may 

manipulate customer 

URL field to store 

https://otrs.c

om/release-

notes/otrs-

security-

A-OTR-OTRS-

190922/335 
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Web Page 

Generation 

('Cross-site 

Scripting') 

JavaScript code to be 

run later by any 

other agent when 

clicking the customer 

URL link. Then the 

stored JavaScript is 

executed in the 

context of OTRS. The 

same issue applies 

for the usage of 

external data sources 

e.g. database or ldap 

CVE ID : CVE-2022-

39050 

advisory-

2022-11/ 

Affected Version(s): From (including) 8.0.0 Up to (excluding) 8.0.25 

Improper 

Control of 

Dynamicall

y-Managed 

Code 

Resources 

05-Sep-2022 8.8 

Attacker might be 

able to execute 

malicious Perl code 

in the Template 

toolkit, by having the 

admin installing an 

unverified 3th party 

package 

CVE ID : CVE-2022-

39051 

https://otrs.c

om/release-

notes/otrs-

security-

advisory-

2022-12/ 

A-OTR-OTRS-

190922/336 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Sep-2022 4.8 

An attacker who is 

logged into OTRS as 

an admin user may 

manipulate the URL 

to cause execution of 

JavaScript in the 

context of OTRS. 

CVE ID : CVE-2022-

39049 

https://otrs.c

om/release-

notes/otrs-

security-

advisory-

2022-10/ 

A-OTR-OTRS-

190922/337 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

05-Sep-2022 4.8 

An attacker who is 

logged into OTRS as 

an admin user may 

manipulate customer 

URL field to store 

JavaScript code to be 

run later by any 

other agent when 

https://otrs.c

om/release-

notes/otrs-

security-

advisory-

2022-11/ 

A-OTR-OTRS-

190922/338 
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('Cross-site 

Scripting') 

clicking the customer 

URL link. Then the 

stored JavaScript is 

executed in the 

context of OTRS. The 

same issue applies 

for the usage of 

external data sources 

e.g. database or ldap 

CVE ID : CVE-2022-

39050 

Vendor: outbyte 

Product: pc_repair 

Affected Version(s): 1.7.112.7856 

Uncontroll

ed Search 

Path 

Element 

07-Sep-2022 7.8 

Outbyte PC Repair 

Installation File 

1.7.112.7856 is 

vulnerable to Dll 

Hijacking. iertutil.dll 

is missing so an 

attacker can use a 

malicious dll with 

same name and can 

get admin privileges. 

CVE ID : CVE-2022-

36271 

http://outbyt

e.com 

A-OUT-PC_R-

190922/339 

Vendor: Ovirt 

Product: log_collector 

Affected Version(s): * Up to (excluding) 4.4.7-2.el8ev 

N/A 01-Sep-2022 5.5 

It was found that the 

ovirt-log-

collector/sosreport 

collects the RHV 

admin password 

unfiltered. Fixed in: 

sos-4.2-20.el8_6, 

ovirt-log-collector-

4.4.7-2.el8ev 

CVE ID : CVE-2022-

2806 

https://github

.com/sosrepo

rt/sos/pull/2

947 

A-OVI-LOG_-

190922/340 
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Vendor: oxilab 

Product: image_hover_effects_ultimate 

Affected Version(s): * Up to (including) 9.7.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

The Image Hover 

Effects Ultimate 

plugin for 

WordPress is 

vulnerable to Stored 

Cross-Site Scripting 

via the Media Image 

URL value that can 

be added to an Image 

Hover in versions up 

to, and including, 

9.7.3 due to 

insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

authenticated 

attackers to inject 

arbitrary web scripts 

in pages that will 

execute whenever a 

user accesses an 

injected page. By 

default, the plugin 

only allows 

administrators 

access to edit Image 

Hovers, however, if a 

site admin makes the 

plugin's features 

available to lower 

privileged users 

through the 'Who 

Can Edit?' setting 

then this can be 

exploited by those 

users. 

CVE ID : CVE-2022-

2935 

https://plugin

s.trac.wordpre

ss.org/change

set?sfp_email=

&sfph_mail=&

reponame=&o

ld=2669411%

40image-

hover-effects-

ultimate&new

=2669411%4

0image-

hover-effects-

ultimate&sfp_

email=&sfph_

mail= 

A-OXI-IMAG-

190922/341 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

The Image Hover 

Effects Ultimate 

plugin for 

WordPress is 

vulnerable to Stored 

Cross-Site Scripting 

via Video Link values 

that can be added to 

an Image Hover in 

versions up to, and 

including, 9.7.3 due 

to insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

authenticated 

attackers to inject 

arbitrary web scripts 

in pages that will 

execute whenever a 

user accesses an 

injected page. By 

default, the plugin 

only allows 

administrators 

access to edit Image 

Hovers, however, if a 

site admin makes the 

plugin's features 

available to lower 

privileged users 

through the 'Who 

Can Edit?' setting 

then this can be 

exploited by those 

users. 

CVE ID : CVE-2022-

2936 

https://plugin

s.trac.wordpre

ss.org/change

set?sfp_email=

&sfph_mail=&

reponame=&o

ld=2669411%

40image-

hover-effects-

ultimate&new

=2669411%4

0image-

hover-effects-

ultimate&sfp_

email=&sfph_

mail= 

A-OXI-IMAG-

190922/342 

Vendor: parseplatform 

Product: parse-server 

Affected Version(s): * Up to (excluding) 4.10.14 
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N/A 07-Sep-2022 7.5 

Parse Server is an 

open source backend 

that can be deployed 

to any infrastructure 

that can run Node.js. 

Internal fields (keys 

used internally by 

Parse Server, 

prefixed by `_`) and 

protected fields 

(user defined) can be 

used as query 

constraints. Internal 

and protected fields 

are removed by 

Parse Server and are 

only returned to the 

client using a valid 

master key. 

However, using 

query constraints, 

these fields can be 

guessed by 

enumerating until 

Parse Server, prior to 

versions 4.10.14 or 

5.2.5, returns a 

response object. The 

patch available in 

versions 4.10.14 and 

5.2.5 requires the 

maser key to use 

internal and 

protected fields as 

query constraints. As 

a workaround, 

implement a Parse 

Cloud Trigger 

`beforeFind` and 

manually remove the 

query constraints. 

CVE ID : CVE-2022-

36079 

https://github

.com/parse-

community/p

arse-

server/securit

y/advisories/

GHSA-2m6g-

crv8-p3c6, 

https://github

.com/parse-

community/p

arse-

server/commi

t/e39d51bd3

29cd9785899

83bd659db46

e1d45aad4 

A-PAR-PARS-

190922/343 
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Affected Version(s): From (including) 5.0.0 Up to (excluding) 5.2.5 

N/A 07-Sep-2022 7.5 

Parse Server is an 

open source backend 

that can be deployed 

to any infrastructure 

that can run Node.js. 

Internal fields (keys 

used internally by 

Parse Server, 

prefixed by `_`) and 

protected fields 

(user defined) can be 

used as query 

constraints. Internal 

and protected fields 

are removed by 

Parse Server and are 

only returned to the 

client using a valid 

master key. 

However, using 

query constraints, 

these fields can be 

guessed by 

enumerating until 

Parse Server, prior to 

versions 4.10.14 or 

5.2.5, returns a 

response object. The 

patch available in 

versions 4.10.14 and 

5.2.5 requires the 

maser key to use 

internal and 

protected fields as 

query constraints. As 

a workaround, 

implement a Parse 

Cloud Trigger 

`beforeFind` and 

manually remove the 

query constraints. 

https://github

.com/parse-

community/p

arse-

server/securit

y/advisories/

GHSA-2m6g-

crv8-p3c6, 

https://github

.com/parse-

community/p

arse-

server/commi

t/e39d51bd3

29cd9785899

83bd659db46

e1d45aad4 

A-PAR-PARS-

190922/344 
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CVE ID : CVE-2022-

36079 

Vendor: paymattic 

Product: simple_payment_donations_\&_subscriptions 

Affected Version(s): * Up to (excluding) 4.2.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Sep-2022 7.2 

The Simple Payment 

Donations & 

Subscriptions 

WordPress plugin 

before 4.2.1 does not 

sanitise and escape 

user input given in 

its forms, which 

could allow 

unauthenticated 

attackers to perform 

Cross-Site Scripting 

attacks against 

admins 

CVE ID : CVE-2022-

2565 

N/A 
A-PAY-SIMP-

190922/345 

Vendor: pcprotect 

Product: endpoint 

Affected Version(s): * Up to (excluding) 5.17.470 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

06-Sep-2022 6.7 

PCProtect Endpoint 

prior to v5.17.470 

for Microsoft 

Windows lacks 

tamper protection, 

allowing 

authenticated 

attackers with 

Administrator 

privileges to modify 

processes within the 

application and 

escalate privileges to 

SYSTEM via a crafted 

executable. 

N/A 
A-PCP-ENDP-

190922/346 
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CVE ID : CVE-2022-

36670 

Vendor: pebbletemplates 

Product: pebble_templates 

Affected Version(s): 3.1.5 

Incorrect 

Authorizati

on 

12-Sep-2022 9.8 

Pebble Templates 

3.1.5 allows 

attackers to bypass a 

protection 

mechanism and 

implement arbitrary 

code execution with 

springbok 

CVE ID : CVE-2022-

37767 

N/A 
A-PEB-PEBB-

190922/347 

Vendor: photospace_gallery_project 

Product: photospace_gallery 

Affected Version(s): * Up to (including) 2.3.5 

N/A 12-Sep-2022 6.5 

Broken Access 

Control vulnerability 

in Dean Oakley's 

Photospace Gallery 

plugin <= 2.3.5 at 

WordPress allows 

users with 

subscriber or higher 

role to change plugin 

settings. 

CVE ID : CVE-2022-

38135 

https://word

press.org/plu

gins/photospa

ce/, 

https://patchs

tack.com/data

base/vulnerab

ility/photospa

ce/wordpress

-photospace-

gallery-

plugin-2-3-5-

broken-

access-

control-

vulnerability 

A-PHO-PHOT-

190922/348 

Vendor: Php-fusion 

Product: phpfusion 

Affected Version(s): * Up to (excluding) 9.10.20 
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Improper 

Authentica

tion 

07-Sep-2022 8.8 

Unverified Password 

Change in GitHub 

repository 

phpfusion/phpfusion 

prior to 9.10.20. 

CVE ID : CVE-2022-

3152 

https://github

.com/phpfusio

n/phpfusion/

commit/57c9

6d4a0c00e8e

1e251000876

54688123c6e

991, 

https://huntr.

dev/bounties/

b3f888d2-

5c71-4682-

8287-

42613401fd5

a 

A-PHP-PHPF-

190922/349 

Vendor: plextrac 

Product: plextrac 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

08-Sep-2022 8.8 

The PlexTrac 

platform prior to API 

version 1.17.0 does 

not restrict excessive 

MFA TOTP 

submission attempts. 

An unauthenticated 

remote attacker in 

possession of a valid 

username and 

password can 

bruteforce their way 

past MFA protections 

to login as the 

targeted user. 

CVE ID : CVE-2022-

37144 

N/A 
A-PLE-PLEX-

190922/350 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

08-Sep-2022 7.5 

The PlexTrac 

platform prior to 

version 1.17.0 does 

not restrict excessive 

authentication 

attempts for 

accounts configured 

N/A 
A-PLE-PLEX-

190922/351 
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to use the PlexTrac 

authentication 

provider. An 

unauthenticated 

remote attacker 

could perform a 

bruteforce attack on 

the login page with 

no time or attempt 

limitation in an 

attempt to obtain 

valid credentials for 

the platform users 

configured to use the 

PlexTrac 

authentication 

provider. 

CVE ID : CVE-2022-

37145 

Affected Version(s): * Up to (excluding) 1.28.0 

Exposure 

of 

Resource 

to Wrong 

Sphere 

08-Sep-2022 5.3 

The PlexTrac 

platform prior to 

version 1.28.0 allows 

for username 

enumeration via 

HTTP response times 

on invalid login 

attempts for users 

configured to use the 

PlexTrac 

authentication 

provider. Login 

attempts for valid, 

unlocked users 

configured to use 

PlexTrac as their 

authentication 

provider take 

significantly longer 

than those for invalid 

users, allowing for 

valid users to be 

enumerated by an 

N/A 
A-PLE-PLEX-

190922/352 
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unauthenticated 

remote attacker. 

Note that the lockout 

policy implemented 

in Plextrac version 

1.17.0 makes it 

impossible to 

distinguish between 

valid, locked user 

accounts and user 

accounts that do not 

exist, but does not 

prevent valid, 

unlocked users from 

being enumerated. 

CVE ID : CVE-2022-

37146 

Vendor: plugins360 

Product: all-in-one_video_gallery 

Affected Version(s): From (including) 2.5.8 Up to (including) 2.6.0 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

06-Sep-2022 8.2 

The All-in-One Video 

Gallery plugin for 

WordPress is 

vulnerable to 

arbitrary file 

downloads and blind 

server-side request 

forgery via the 'dl' 

parameter found in 

the 

~/public/video.php 

file in versions up to, 

and including 2.6.0. 

This makes it 

possible for 

unauthenticated 

users to download 

sensitive files hosted 

on the affected 

server and forge 

requests to the 

server. 

https://plugin

s.trac.wordpre

ss.org/change

set/2768384/

all-in-one-

video-

gallery/trunk

/public/video.

php, 

https://plugin

s.trac.wordpre

ss.org/browse

r/all-in-one-

video-

gallery/trunk

/public/video.

php#L227 

A-PLU-ALL--

190922/353 
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CVE ID : CVE-2022-

2633 

Vendor: podman_project 

Product: podman 

Affected Version(s): 1.6.4-32.el7_9 

Use After 

Free 
01-Sep-2022 8.1 

The version of 

podman as released 

for Red Hat 

Enterprise Linux 7 

Extras via RHSA-

2022:2190 advisory 

included an incorrect 

version of podman 

missing the fix for 

CVE-2020-8945, 

which was 

previously fixed via 

RHSA-2020:2117. 

This issue could 

possibly be used to 

crash or cause 

potential code 

execution in Go 

applications that use 

the Go GPGME 

wrapper library, 

under certain 

conditions, during 

GPG signature 

verification. 

CVE ID : CVE-2022-

2738 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

2738, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2116923 

A-POD-PODM-

190922/354 

N/A 01-Sep-2022 7.5 

The version of 

podman as released 

for Red Hat 

Enterprise Linux 7 

Extras via RHSA-

2022:2190 advisory 

included an incorrect 

version of podman 

missing the fix for 

CVE-2020-14370, 

N/A 
A-POD-PODM-

190922/355 
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which was 

previously fixed via 

RHSA-2020:5056. 

This issue could 

possibly allow an 

attacker to gain 

access to sensitive 

information stored in 

environment 

variables. 

CVE ID : CVE-2022-

2739 

Vendor: Prestashop 

Product: productcomments 

Affected Version(s): * Up to (excluding) 5.0.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Sep-2022 6.1 

This package is a 

PrestaShop module 

that allows users to 

post reviews and 

rate products. There 

is a vulnerability 

where the attacker 

could steal an 

administrator's 

cookie. The issue is 

fixed in version 5.0.2. 

CVE ID : CVE-2022-

35933 

https://github

.com/PrestaS

hop/productc

omments/sec

urity/advisori

es/GHSA-

prrh-qvhf-

x788, 

https://github

.com/PrestaS

hop/productc

omments/co

mmit/314456

d739155aa71f

0b235827e8e

0f24b97c26b 

A-PRE-PROD-

190922/356 

Vendor: python-poetry 

Product: poetry 

Affected Version(s): * Up to (excluding) 1.1.9 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

07-Sep-2022 7.3 

Poetry is a 

dependency 

manager for Python. 

When handling 

dependencies that 

come from a Git 

repository instead of 

https://github

.com/python-

poetry/poetry

/security/advi

sories/GHSA-

9xgj-fcgf-

x6mw 

A-PYT-POET-

190922/357 
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a registry, Poetry 

uses various 

commands, such as 

`git clone`. These 

commands are 

constructed using 

user input (e.g. the 

repository URL). 

When building the 

commands, Poetry 

correctly avoids 

Command Injection 

vulnerabilities by 

passing an array of 

arguments instead of 

a command string. 

However, there is the 

possibility that a 

user input starts 

with a dash (`-`) and 

is therefore treated 

as an optional 

argument instead of 

a positional one. This 

can lead to Code 

Execution because 

some of the 

commands have 

options that can be 

leveraged to run 

arbitrary 

executables. If a 

developer is 

exploited, the 

attacker could steal 

credentials or persist 

their access. If the 

exploit happens on a 

server, the attackers 

could use their 

access to attack 

other internal 

systems. Since this 

vulnerability 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 189 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

requires a fair 

amount of user 

interaction, it is not 

as dangerous as a 

remotely exploitable 

one. However, it still 

puts developers at 

risk when dealing 

with untrusted files 

in a way they think is 

safe, because the 

exploit still works 

when the victim tries 

to make sure nothing 

can happen, e.g. by 

vetting any Git or 

Poetry config files 

that might be 

present in the 

directory. Versions 

1.1.9 and 1.2.0b1 

contain patches for 

this issue. 

CVE ID : CVE-2022-

36069 

Untrusted 

Search 

Path 

07-Sep-2022 7.3 

Poetry is a 

dependency 

manager for Python. 

To handle 

dependencies that 

come from a Git 

repository, Poetry 

executes various 

commands, e.g. `git 

config`. These 

commands are being 

executed using the 

executable’s name 

and not its absolute 

path. This can lead to 

the execution of 

untrusted code due 

to the way Windows 

https://github

.com/python-

poetry/poetry

/security/advi

sories/GHSA-

j4j9-7hg9-

97g6 

A-PYT-POET-

190922/358 
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resolves executable 

names to paths. 

Unlike Linux-based 

operating systems, 

Windows searches 

for the executable in 

the current directory 

first and looks in the 

paths that are 

defined in the `PATH` 

environment 

variable afterward. 

This vulnerability 

can lead to Arbitrary 

Code Execution, 

which would lead to 

the takeover of the 

system. If a 

developer is 

exploited, the 

attacker could steal 

credentials or persist 

their access. If the 

exploit happens on a 

server, the attackers 

could use their 

access to attack 

other internal 

systems. Since this 

vulnerability 

requires a fair 

amount of user 

interaction, it is not 

as dangerous as a 

remotely exploitable 

one. However, it still 

puts developers at 

risk when dealing 

with untrusted files 

in a way they think is 

safe. The victim 

could also not 

protect themself by 

vetting any Git or 
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Poetry config files 

that might be 

present in the 

directory, because 

the behavior is 

undocumented. 

Versions 1.1.9 and 

1.2.0b1 contain 

patches for this 

issue. 

CVE ID : CVE-2022-

36070 

Affected Version(s): 1.2.0 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

07-Sep-2022 7.3 

Poetry is a 

dependency 

manager for Python. 

When handling 

dependencies that 

come from a Git 

repository instead of 

a registry, Poetry 

uses various 

commands, such as 

`git clone`. These 

commands are 

constructed using 

user input (e.g. the 

repository URL). 

When building the 

commands, Poetry 

correctly avoids 

Command Injection 

vulnerabilities by 

passing an array of 

arguments instead of 

a command string. 

However, there is the 

possibility that a 

user input starts 

with a dash (`-`) and 

is therefore treated 

as an optional 

argument instead of 

https://github

.com/python-

poetry/poetry

/security/advi

sories/GHSA-

9xgj-fcgf-

x6mw 

A-PYT-POET-

190922/359 
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a positional one. This 

can lead to Code 

Execution because 

some of the 

commands have 

options that can be 

leveraged to run 

arbitrary 

executables. If a 

developer is 

exploited, the 

attacker could steal 

credentials or persist 

their access. If the 

exploit happens on a 

server, the attackers 

could use their 

access to attack 

other internal 

systems. Since this 

vulnerability 

requires a fair 

amount of user 

interaction, it is not 

as dangerous as a 

remotely exploitable 

one. However, it still 

puts developers at 

risk when dealing 

with untrusted files 

in a way they think is 

safe, because the 

exploit still works 

when the victim tries 

to make sure nothing 

can happen, e.g. by 

vetting any Git or 

Poetry config files 

that might be 

present in the 

directory. Versions 

1.1.9 and 1.2.0b1 

contain patches for 

this issue. 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 193 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

36069 

Untrusted 

Search 

Path 

07-Sep-2022 7.3 

Poetry is a 

dependency 

manager for Python. 

To handle 

dependencies that 

come from a Git 

repository, Poetry 

executes various 

commands, e.g. `git 

config`. These 

commands are being 

executed using the 

executable’s name 

and not its absolute 

path. This can lead to 

the execution of 

untrusted code due 

to the way Windows 

resolves executable 

names to paths. 

Unlike Linux-based 

operating systems, 

Windows searches 

for the executable in 

the current directory 

first and looks in the 

paths that are 

defined in the `PATH` 

environment 

variable afterward. 

This vulnerability 

can lead to Arbitrary 

Code Execution, 

which would lead to 

the takeover of the 

system. If a 

developer is 

exploited, the 

attacker could steal 

credentials or persist 

their access. If the 

exploit happens on a 

https://github

.com/python-

poetry/poetry

/security/advi

sories/GHSA-

j4j9-7hg9-

97g6 

A-PYT-POET-

190922/360 
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server, the attackers 

could use their 

access to attack 

other internal 

systems. Since this 

vulnerability 

requires a fair 

amount of user 

interaction, it is not 

as dangerous as a 

remotely exploitable 

one. However, it still 

puts developers at 

risk when dealing 

with untrusted files 

in a way they think is 

safe. The victim 

could also not 

protect themself by 

vetting any Git or 

Poetry config files 

that might be 

present in the 

directory, because 

the behavior is 

undocumented. 

Versions 1.1.9 and 

1.2.0b1 contain 

patches for this 

issue. 

CVE ID : CVE-2022-

36070 

Vendor: python-scciclient_project 

Product: python-scciclient 

Affected Version(s): 0.11.0 

Improper 

Certificate 

Validation 

01-Sep-2022 7.4 

A flaw was found in 

the python-scciclient 

when making an 

HTTPS connection to 

a server where the 

server's certificate 

would not be 

https://opend

ev.org/x/pyth

on-

scciclient/com

mit/274dca03

44b65b4ac11

A-PYT-PYTH-

190922/361 
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verified. This issue 

opens up the 

connection to 

possible Man-in-the-

middle (MITM) 

attacks. 

CVE ID : CVE-2022-

2996 

3d3271d21c1

7e970a636c 

Vendor: Qnap 

Product: photo_station 

Affected Version(s): * Up to (excluding) 5.2.14 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

08-Sep-2022 9.1 

An externally 

controlled reference 

to a resource 

vulnerability has 

been reported to 

affect QNAP NAS 

running Photo 

Station. If exploited, 

This could allow an 

attacker to modify 

system files. We have 

already fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1: Photo 

Station 6.1.2 and 

later QTS 5.0.0/4.5.x: 

Photo Station 6.0.22 

and later QTS 4.3.6: 

Photo Station 5.7.18 

and later QTS 4.3.3: 

Photo Station 5.4.15 

and later QTS 4.2.6: 

Photo Station 5.2.14 

and later 

CVE ID : CVE-2022-

27593 

https://www.

qnap.com/en/

security-

advisory/qsa-

22-24 

A-QNA-PHOT-

190922/362 

Affected Version(s): * Up to (excluding) 5.4.15 

Externally 

Controlled 
08-Sep-2022 9.1 An externally 

controlled reference 

https://www.

qnap.com/en/

A-QNA-PHOT-

190922/363 
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Reference 

to a 

Resource 

in Another 

Sphere 

to a resource 

vulnerability has 

been reported to 

affect QNAP NAS 

running Photo 

Station. If exploited, 

This could allow an 

attacker to modify 

system files. We have 

already fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1: Photo 

Station 6.1.2 and 

later QTS 5.0.0/4.5.x: 

Photo Station 6.0.22 

and later QTS 4.3.6: 

Photo Station 5.7.18 

and later QTS 4.3.3: 

Photo Station 5.4.15 

and later QTS 4.2.6: 

Photo Station 5.2.14 

and later 

CVE ID : CVE-2022-

27593 

security-

advisory/qsa-

22-24 

Affected Version(s): * Up to (excluding) 5.7.18 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

08-Sep-2022 9.1 

An externally 

controlled reference 

to a resource 

vulnerability has 

been reported to 

affect QNAP NAS 

running Photo 

Station. If exploited, 

This could allow an 

attacker to modify 

system files. We have 

already fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1: Photo 

Station 6.1.2 and 

later QTS 5.0.0/4.5.x: 

https://www.

qnap.com/en/

security-

advisory/qsa-

22-24 

A-QNA-PHOT-

190922/364 
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Photo Station 6.0.22 

and later QTS 4.3.6: 

Photo Station 5.7.18 

and later QTS 4.3.3: 

Photo Station 5.4.15 

and later QTS 4.2.6: 

Photo Station 5.2.14 

and later 

CVE ID : CVE-2022-

27593 

Affected Version(s): * Up to (excluding) 6.0.22 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

08-Sep-2022 9.1 

An externally 

controlled reference 

to a resource 

vulnerability has 

been reported to 

affect QNAP NAS 

running Photo 

Station. If exploited, 

This could allow an 

attacker to modify 

system files. We have 

already fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1: Photo 

Station 6.1.2 and 

later QTS 5.0.0/4.5.x: 

Photo Station 6.0.22 

and later QTS 4.3.6: 

Photo Station 5.7.18 

and later QTS 4.3.3: 

Photo Station 5.4.15 

and later QTS 4.2.6: 

Photo Station 5.2.14 

and later 

CVE ID : CVE-2022-

27593 

https://www.

qnap.com/en/

security-

advisory/qsa-

22-24 

A-QNA-PHOT-

190922/365 

Affected Version(s): * Up to (excluding) 6.1.2 

Externally 

Controlled 

Reference 

08-Sep-2022 9.1 
An externally 

controlled reference 

to a resource 

https://www.

qnap.com/en/

security-

A-QNA-PHOT-

190922/366 
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to a 

Resource 

in Another 

Sphere 

vulnerability has 

been reported to 

affect QNAP NAS 

running Photo 

Station. If exploited, 

This could allow an 

attacker to modify 

system files. We have 

already fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1: Photo 

Station 6.1.2 and 

later QTS 5.0.0/4.5.x: 

Photo Station 6.0.22 

and later QTS 4.3.6: 

Photo Station 5.7.18 

and later QTS 4.3.3: 

Photo Station 5.4.15 

and later QTS 4.2.6: 

Photo Station 5.2.14 

and later 

CVE ID : CVE-2022-

27593 

advisory/qsa-

22-24 

Vendor: rankmath 

Product: rankmath 

Affected Version(s): * Up to (including) 1.0.95 

Server-

Side 

Request 

Forgery 

(SSRF) 

09-Sep-2022 9.8 

Server-Side Request 

Forgery (SSRF) 

vulnerability in Rank 

Math SEO plugin <= 

1.0.95 at WordPress. 

CVE ID : CVE-2022-

36376 

https://rank

math.com/cha

ngelog/, 

https://patchs

tack.com/data

base/vulnerab

ility/seo-by-

rank-

math/wordpr

ess-rank-

math-seo-

plugin-1-0-95-

server-side-

request-

forgery-ssrf-

A-RAN-RANK-

190922/367 
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vulnerability/

_s_id=cve 

Vendor: reactphp 

Product: http 

Affected Version(s): From (including) 0.7.0 Up to (excluding) 1.7.0 

Improper 

Input 

Validation 

06-Sep-2022 5.3 

ReactPHP HTTP is a 

streaming HTTP 

client and server 

implementation for 

ReactPHP. In 

ReactPHP's HTTP 

server component 

versions starting 

with 0.7.0 and prior 

to 1.7.0, when 

ReactPHP is 

processing incoming 

HTTP cookie values, 

the cookie names are 

url-decoded. This 

may lead to cookies 

with prefixes like 

`__Host-` and 

`__Secure-` confused 

with cookies that 

decode to such 

prefix, thus leading 

to an attacker being 

able to forge cookie 

which is supposed to 

be secure. This issue 

is fixed in ReactPHP 

HTTP version 1.7.0. 

As a workaround, 

Infrastructure or 

DevOps can place a 

reverse proxy in 

front of the 

ReactPHP HTTP 

server to filter out 

any unexpected 

https://github

.com/reactph

p/http/pull/1

75, 

https://github

.com/reactph

p/http/securit

y/advisories/

GHSA-w3w9-

vrf5-8mx8, 

https://github

.com/reactph

p/http/commi

t/663c9a3b77

b71463fa7fcb

76a6676ffd16

979dd6 

A-REA-HTTP-

190922/368 
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`Cookie` request 

headers. 

CVE ID : CVE-2022-

36032 

Vendor: Redhat 

Product: advanced_cluster_management_for_kubernetes 

Affected Version(s): 2.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

01-Sep-2022 6.5 

A vulnerability was 

found in the search-

api container in Red 

Hat Advanced 

Cluster Management 

for Kubernetes when 

a query in the search 

filter gets parsed by 

the backend. This 

flaw allows an 

attacker to craft 

specific strings 

containing special 

characters that lead 

to crashing the pod 

and affects system 

availability while 

restarting. 

CVE ID : CVE-2022-

2238 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2101669, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

2238 

A-RED-ADVA-

190922/369 

Product: advanced_cluster_security 

Affected Version(s): 3.68 

Exposure 

of 

Resource 

to Wrong 

Sphere 

01-Sep-2022 8.8 

A flaw was found in 

the Red Hat 

Advanced Cluster 

Security for 

Kubernetes. Notifier 

secrets were not 

properly sanitized in 

the GraphQL API. 

This flaw allows 

authenticated ACS 

users to retrieve 

Notifiers from the 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

1902, 

https://github

.com/stackrox

/stackrox/pul

l/1803, 

https://bugzil

la.redhat.com

A-RED-ADVA-

190922/370 
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GraphQL API, 

revealing secrets 

that can escalate 

their privileges. 

CVE ID : CVE-2022-

1902 

/show_bug.cgi

?id=2090957 

Affected Version(s): 3.69 

Exposure 

of 

Resource 

to Wrong 

Sphere 

01-Sep-2022 8.8 

A flaw was found in 

the Red Hat 

Advanced Cluster 

Security for 

Kubernetes. Notifier 

secrets were not 

properly sanitized in 

the GraphQL API. 

This flaw allows 

authenticated ACS 

users to retrieve 

Notifiers from the 

GraphQL API, 

revealing secrets 

that can escalate 

their privileges. 

CVE ID : CVE-2022-

1902 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

1902, 

https://github

.com/stackrox

/stackrox/pul

l/1803, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2090957 

A-RED-ADVA-

190922/371 

Affected Version(s): 3.70 

Exposure 

of 

Resource 

to Wrong 

Sphere 

01-Sep-2022 8.8 

A flaw was found in 

the Red Hat 

Advanced Cluster 

Security for 

Kubernetes. Notifier 

secrets were not 

properly sanitized in 

the GraphQL API. 

This flaw allows 

authenticated ACS 

users to retrieve 

Notifiers from the 

GraphQL API, 

revealing secrets 

that can escalate 

their privileges. 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

1902, 

https://github

.com/stackrox

/stackrox/pul

l/1803, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2090957 

A-RED-ADVA-

190922/372 
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CVE ID : CVE-2022-

1902 

Product: ansible_automation_platform 

Affected Version(s): 2.0 

Improper 

Certificate 

Validation 

01-Sep-2022 6.5 

An Improper 

Certificate Validation 

attack was found in 

Openshift. A re-

encrypt Route with 

destinationCACertific

ate explicitly set to 

the default serviceCA 

skips internal 

Service TLS 

certificate validation. 

This flaw allows an 

attacker to exploit an 

invalid certificate, 

resulting in a loss of 

confidentiality. 

CVE ID : CVE-2022-

1632 

https://access

.redhat.com/s

ecurity/cve/c

ve-2022-

1632, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2081181 

A-RED-ANSI-

190922/373 

Product: integration_camel_k 

Affected Version(s): - 

N/A 01-Sep-2022 4.9 

A flaw was found in 

Undertow. Denial of 

service can be 

achieved as 

Undertow server 

waits for the 

LAST_CHUNK 

forever for EJB 

invocations. 

CVE ID : CVE-2022-

2764 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2117506 

A-RED-INTE-

190922/374 

Product: jboss_enterprise_application_platform 

Affected Version(s): 7.0.0 

N/A 01-Sep-2022 4.9 
A flaw was found in 

Undertow. Denial of 

service can be 

https://bugzil

la.redhat.com

A-RED-JBOS-

190922/375 
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achieved as 

Undertow server 

waits for the 

LAST_CHUNK 

forever for EJB 

invocations. 

CVE ID : CVE-2022-

2764 

/show_bug.cgi

?id=2117506 

Product: jboss_fuse 

Affected Version(s): 7.0.0 

N/A 01-Sep-2022 4.9 

A flaw was found in 

Undertow. Denial of 

service can be 

achieved as 

Undertow server 

waits for the 

LAST_CHUNK 

forever for EJB 

invocations. 

CVE ID : CVE-2022-

2764 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2117506 

A-RED-JBOS-

190922/376 

Product: openshift_container_platform 

Affected Version(s): 3.11 

N/A 01-Sep-2022 6.3 

In OpenShift 

Container Platform, a 

user with 

permissions to 

create or modify 

Routes can craft a 

payload that inserts 

a malformed entry 

into one of the 

cluster router's 

HAProxy 

configuration files. 

This malformed 

entry can match any 

arbitrary hostname, 

or all hostnames in 

the cluster, and 

direct traffic to an 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2076211, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

1677 

A-RED-OPEN-

190922/377 
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arbitrary application 

within the cluster, 

including one under 

attacker control. 

CVE ID : CVE-2022-

1677 

Affected Version(s): 4.0 

Improper 

Certificate 

Validation 

01-Sep-2022 6.5 

An Improper 

Certificate Validation 

attack was found in 

Openshift. A re-

encrypt Route with 

destinationCACertific

ate explicitly set to 

the default serviceCA 

skips internal 

Service TLS 

certificate validation. 

This flaw allows an 

attacker to exploit an 

invalid certificate, 

resulting in a loss of 

confidentiality. 

CVE ID : CVE-2022-

1632 

https://access

.redhat.com/s

ecurity/cve/c

ve-2022-

1632, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2081181 

A-RED-OPEN-

190922/378 

Affected Version(s): 4.10 

N/A 01-Sep-2022 6.3 

In OpenShift 

Container Platform, a 

user with 

permissions to 

create or modify 

Routes can craft a 

payload that inserts 

a malformed entry 

into one of the 

cluster router's 

HAProxy 

configuration files. 

This malformed 

entry can match any 

arbitrary hostname, 

or all hostnames in 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2076211, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

1677 

A-RED-OPEN-

190922/379 
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the cluster, and 

direct traffic to an 

arbitrary application 

within the cluster, 

including one under 

attacker control. 

CVE ID : CVE-2022-

1677 

Affected Version(s): 4.6 

N/A 01-Sep-2022 6.3 

In OpenShift 

Container Platform, a 

user with 

permissions to 

create or modify 

Routes can craft a 

payload that inserts 

a malformed entry 

into one of the 

cluster router's 

HAProxy 

configuration files. 

This malformed 

entry can match any 

arbitrary hostname, 

or all hostnames in 

the cluster, and 

direct traffic to an 

arbitrary application 

within the cluster, 

including one under 

attacker control. 

CVE ID : CVE-2022-

1677 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2076211, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

1677 

A-RED-OPEN-

190922/380 

Affected Version(s): 4.7 

N/A 01-Sep-2022 6.3 

In OpenShift 

Container Platform, a 

user with 

permissions to 

create or modify 

Routes can craft a 

payload that inserts 

a malformed entry 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2076211, 

https://access

.redhat.com/s

ecurity/cve/C

A-RED-OPEN-

190922/381 
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into one of the 

cluster router's 

HAProxy 

configuration files. 

This malformed 

entry can match any 

arbitrary hostname, 

or all hostnames in 

the cluster, and 

direct traffic to an 

arbitrary application 

within the cluster, 

including one under 

attacker control. 

CVE ID : CVE-2022-

1677 

VE-2022-

1677 

Affected Version(s): 4.8 

N/A 01-Sep-2022 6.3 

In OpenShift 

Container Platform, a 

user with 

permissions to 

create or modify 

Routes can craft a 

payload that inserts 

a malformed entry 

into one of the 

cluster router's 

HAProxy 

configuration files. 

This malformed 

entry can match any 

arbitrary hostname, 

or all hostnames in 

the cluster, and 

direct traffic to an 

arbitrary application 

within the cluster, 

including one under 

attacker control. 

CVE ID : CVE-2022-

1677 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2076211, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

1677 

A-RED-OPEN-

190922/382 

Affected Version(s): 4.9 
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N/A 01-Sep-2022 6.3 

In OpenShift 

Container Platform, a 

user with 

permissions to 

create or modify 

Routes can craft a 

payload that inserts 

a malformed entry 

into one of the 

cluster router's 

HAProxy 

configuration files. 

This malformed 

entry can match any 

arbitrary hostname, 

or all hostnames in 

the cluster, and 

direct traffic to an 

arbitrary application 

within the cluster, 

including one under 

attacker control. 

CVE ID : CVE-2022-

1677 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2076211, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

1677 

A-RED-OPEN-

190922/383 

Product: openstack 

Affected Version(s): 16.1 

Operation 

on a 

Resource 

after 

Expiration 

or Release 

01-Sep-2022 7.2 

A flaw was found in 

OpenStack. The 

application 

credential tokens can 

be used even after 

they have expired. 

This flaw allows an 

authenticated 

remote attacker to 

obtain access despite 

the defender's efforts 

to remove access. 

CVE ID : CVE-2022-

2447 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2105419, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

2447 

A-RED-OPEN-

190922/384 

Affected Version(s): 16.2 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 208 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Operation 

on a 

Resource 

after 

Expiration 

or Release 

01-Sep-2022 7.2 

A flaw was found in 

OpenStack. The 

application 

credential tokens can 

be used even after 

they have expired. 

This flaw allows an 

authenticated 

remote attacker to 

obtain access despite 

the defender's efforts 

to remove access. 

CVE ID : CVE-2022-

2447 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2105419, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

2447 

A-RED-OPEN-

190922/385 

Product: openstack_platform 

Affected Version(s): 16.1 

Incorrect 

Authorizati

on 

06-Sep-2022 8.1 

An authorization 

flaw was found in 

openstack-barbican. 

The default policy 

rules for the secret 

metadata API 

allowed any 

authenticated user to 

add, modify, or 

delete metadata 

from any secret 

regardless of 

ownership. This flaw 

allows an attacker on 

the network to 

modify or delete 

protected data, 

causing a denial of 

service by 

consuming protected 

resources. 

CVE ID : CVE-2022-

23451 

https://revie

w.opendev.or

g/c/openstac

k/barbican/+

/811236, 

https://storyb

oard.openstac

k.org/#!/stor

y/2009253 

A-RED-OPEN-

190922/386 

Operation 

on a 

Resource 

01-Sep-2022 7.2 
A flaw was found in 

OpenStack. The 

application 

https://bugzil

la.redhat.com

/show_bug.cgi

A-RED-OPEN-

190922/387 
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after 

Expiration 

or Release 

credential tokens can 

be used even after 

they have expired. 

This flaw allows an 

authenticated 

remote attacker to 

obtain access despite 

the defender's efforts 

to remove access. 

CVE ID : CVE-2022-

2447 

?id=2105419, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

2447 

Incorrect 

Authorizati

on 

01-Sep-2022 4.9 

An authorization 

flaw was found in 

openstack-barbican, 

where anyone with 

an admin role could 

add secrets to a 

different project 

container. This flaw 

allows an attacker on 

the network to 

consume protected 

resources and cause 

a denial of service. 

CVE ID : CVE-2022-

23452 

https://revie

w.opendev.or

g/c/openstac

k/barbican/+

/814200 

A-RED-OPEN-

190922/388 

Affected Version(s): 16.2 

Incorrect 

Authorizati

on 

06-Sep-2022 8.1 

An authorization 

flaw was found in 

openstack-barbican. 

The default policy 

rules for the secret 

metadata API 

allowed any 

authenticated user to 

add, modify, or 

delete metadata 

from any secret 

regardless of 

ownership. This flaw 

allows an attacker on 

the network to 

https://revie

w.opendev.or

g/c/openstac

k/barbican/+

/811236, 

https://storyb

oard.openstac

k.org/#!/stor

y/2009253 

A-RED-OPEN-

190922/389 
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modify or delete 

protected data, 

causing a denial of 

service by 

consuming protected 

resources. 

CVE ID : CVE-2022-

23451 

Operation 

on a 

Resource 

after 

Expiration 

or Release 

01-Sep-2022 7.2 

A flaw was found in 

OpenStack. The 

application 

credential tokens can 

be used even after 

they have expired. 

This flaw allows an 

authenticated 

remote attacker to 

obtain access despite 

the defender's efforts 

to remove access. 

CVE ID : CVE-2022-

2447 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2105419, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

2447 

A-RED-OPEN-

190922/390 

Affected Version(s): 13.0 

Incorrect 

Authorizati

on 

06-Sep-2022 8.1 

An authorization 

flaw was found in 

openstack-barbican. 

The default policy 

rules for the secret 

metadata API 

allowed any 

authenticated user to 

add, modify, or 

delete metadata 

from any secret 

regardless of 

ownership. This flaw 

allows an attacker on 

the network to 

modify or delete 

protected data, 

causing a denial of 

service by 

https://revie

w.opendev.or

g/c/openstac

k/barbican/+

/811236, 

https://storyb

oard.openstac

k.org/#!/stor

y/2009253 

A-RED-OPEN-

190922/391 
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consuming protected 

resources. 

CVE ID : CVE-2022-

23451 

Product: quay 

Affected Version(s): 3.0.0 

Operation 

on a 

Resource 

after 

Expiration 

or Release 

01-Sep-2022 7.2 

A flaw was found in 

OpenStack. The 

application 

credential tokens can 

be used even after 

they have expired. 

This flaw allows an 

authenticated 

remote attacker to 

obtain access despite 

the defender's efforts 

to remove access. 

CVE ID : CVE-2022-

2447 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2105419, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

2447 

A-RED-QUAY-

190922/392 

Product: single_sign-on 

Affected Version(s): 7.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Sep-2022 5.4 

A Stored Cross-site 

scripting (XSS) 

vulnerability was 

found in keycloak as 

shipped in Red Hat 

Single Sign-On 7. 

This flaw allows a 

privileged attacker 

to execute malicious 

scripts in the admin 

console, abusing the 

default roles 

functionality. 

CVE ID : CVE-2022-

2256 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2101942 

A-RED-SING-

190922/393 

N/A 01-Sep-2022 4.9 

A flaw was found in 

Undertow. Denial of 

service can be 

achieved as 

https://bugzil

la.redhat.com

A-RED-SING-

190922/394 
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Undertow server 

waits for the 

LAST_CHUNK 

forever for EJB 

invocations. 

CVE ID : CVE-2022-

2764 

/show_bug.cgi

?id=2117506 

Product: storage 

Affected Version(s): 3.0 

Operation 

on a 

Resource 

after 

Expiration 

or Release 

01-Sep-2022 7.2 

A flaw was found in 

OpenStack. The 

application 

credential tokens can 

be used even after 

they have expired. 

This flaw allows an 

authenticated 

remote attacker to 

obtain access despite 

the defender's efforts 

to remove access. 

CVE ID : CVE-2022-

2447 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2105419, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

2447 

A-RED-STOR-

190922/395 

Product: undertow 

Affected Version(s): 2.3.0 

N/A 01-Sep-2022 4.9 

A flaw was found in 

Undertow. Denial of 

service can be 

achieved as 

Undertow server 

waits for the 

LAST_CHUNK 

forever for EJB 

invocations. 

CVE ID : CVE-2022-

2764 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2117506 

A-RED-UNDE-

190922/396 

Affected Version(s): From (including) 2.0.0 Up to (including) 2.2.19 

N/A 01-Sep-2022 4.9 
A flaw was found in 

Undertow. Denial of 

service can be 

https://bugzil

la.redhat.com

A-RED-UNDE-

190922/397 
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achieved as 

Undertow server 

waits for the 

LAST_CHUNK 

forever for EJB 

invocations. 

CVE ID : CVE-2022-

2764 

/show_bug.cgi

?id=2117506 

Vendor: rizin 

Product: rizin 

Affected Version(s): * Up to (including) 0.4.0 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Rizin is a UNIX-like 

reverse engineering 

framework and 

command-line 

toolset. Versions 

0.4.0 and prior are 

vulnerable to out-of-

bounds write when 

parsing DEX files. A 

user opening a 

malicious DEX file 

could be affected by 

this vulnerability, 

allowing an attacker 

to execute code on 

the user's machine. A 

patch is available on 

the `dev` branch of 

the repository. 

CVE ID : CVE-2022-

36039 

https://github

.com/rizinorg

/rizin/securit

y/advisories/

GHSA-pr85-

hv85-45pg, 

https://github

.com/rizinorg

/rizin/commit

/1524f85211

445e41506f9

8180f8f69f7bf

115406 

A-RIZ-RIZI-

190922/398 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Rizin is a UNIX-like 

reverse engineering 

framework and 

command-line 

toolset. Versions 

0.4.0 and prior are 

vulnerable to an out-

of-bounds write 

when getting data 

from PYC(python) 

https://github

.com/rizinorg

/rizin/securit

y/advisories/

GHSA-h897-

rhm9-rpmw, 

https://github

.com/rizinorg

/rizin/commit

/6894801742

A-RIZ-RIZI-

190922/399 
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files. A user opening 

a malicious PYC file 

could be affected by 

this vulnerability, 

allowing an attacker 

to execute code on 

the user's machine. 

Commit number 

68948017423a1278

6704e54227b8b2f91

8c2fd27 contains a 

patch. 

CVE ID : CVE-2022-

36040 

3a12786704e

54227b8b2f9

18c2fd27 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Rizin is a UNIX-like 

reverse engineering 

framework and 

command-line 

toolset. Versions 

0.4.0 and prior are 

vulnerable to an out-

of-bounds write 

when parsing Mach-

O files. A user 

opening a malicious 

Mach-O file could be 

affected by this 

vulnerability, 

allowing an attacker 

to execute code on 

the user's machine. 

Commit number 

7323e64d68ecccfb0

ed3ee480f704384c3

8676b2 contains a 

patch. 

CVE ID : CVE-2022-

36041 

https://github

.com/rizinorg

/rizin/commit

/7323e64d68

ecccfb0ed3ee

480f704384c

38676b2, 

https://github

.com/rizinorg

/rizin/securit

y/advisories/

GHSA-2c7m-

2f37-mr5m 

A-RIZ-RIZI-

190922/400 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Rizin is a UNIX-like 

reverse engineering 

framework and 

command-line 

toolset. Versions 

https://github

.com/rizinorg

/rizin/commit

/556ca2f9eef

01ec0f4a76d1

A-RIZ-RIZI-

190922/401 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 215 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

0.4.0 and prior are 

vulnerable to an out-

of-bounds write 

when getting data 

from dyld cache files. 

A user opening a 

malicious dyld cache 

file could be affected 

by this vulnerability, 

allowing an attacker 

to execute code on 

the user's machine. 

Commit number 

556ca2f9eef01ec0f4

a76d1fbacfcf3a87a4

4810 contains a 

patch. 

CVE ID : CVE-2022-

36042 

fbacfcf3a87a4

4810, 

https://github

.com/rizinorg

/rizin/securit

y/advisories/

GHSA-pf72-

jg54-8gvp 

Double 

Free 
06-Sep-2022 7.8 

Rizin is a UNIX-like 

reverse engineering 

framework and 

command-line 

toolset. Versions 

0.4.0 and prior are 

vulnerable to a 

double free in 

bobj.c:rz_bin_reloc_st

orage_free() when 

freeing relocations 

generated from qnx 

binary plugin. A user 

opening a malicious 

qnx binary could be 

affected by this 

vulnerability, 

allowing an attacker 

to execute code on 

the user's machine. 

Commit number 

a3d50c1ea185f3f64

2f2d8180715f82d98

https://github

.com/rizinorg

/rizin/commit

/a3d50c1ea1

85f3f642f2d8

180715f82d9

8840784, 

https://github

.com/rizinorg

/rizin/securit

y/advisories/

GHSA-rjhv-

mj4g-j4p5 

A-RIZ-RIZI-

190922/402 
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840784 contains a 

patch for this issue. 

CVE ID : CVE-2022-

36043 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Rizin is a UNIX-like 

reverse engineering 

framework and 

command-line 

toolset. Versions 

0.4.0 and prior are 

vulnerable to an out-

of-bounds write 

when getting data 

from Luac files. A 

user opening a 

malicious Luac file 

could be affected by 

this vulnerability, 

allowing an attacker 

to execute code on 

the user's machine. 

Commits 

07b43bc8aa1ffebd9b

68d60624c9610cf7e

460c7 and 

05bbd147caccc6016

2d6fba9baaaf24befa

281cd contain fixes 

for the issue. 

CVE ID : CVE-2022-

36044 

https://github

.com/rizinorg

/rizin/securit

y/advisories/

GHSA-mqcj-

82c6-gh5q, 

https://github

.com/rizinorg

/rizin/commit

/07b43bc8aa

1ffebd9b68d6

0624c9610cf7

e460c7, 

https://github

.com/rizinorg

/rizin/commit

/05bbd147ca

ccc60162d6fb

a9baaaf24bef

a281cd 

A-RIZ-RIZI-

190922/403 

Vendor: rosariosis 

Product: rosariosis 

Affected Version(s): * Up to (excluding) 10.1 

Improper 

Handling 

of Length 

Parameter 

Inconsiste

ncy 

06-Sep-2022 9.8 

Improper Handling 

of Length Parameter 

Inconsistency in 

GitHub repository 

francoisjacquet/rosa

riosis prior to 10.0. 

https://huntr.

dev/bounties/

430aedac-

c7d9-4acb-

9bab-

bcc0595d9e9

5, 

https://github

A-ROS-ROSA-

190922/404 
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CVE ID : CVE-2022-

2714 

.com/francoisj

acquet/rosari

osis/commit/

4022954c3f4

1462bf6225c

302a28b0429

f6f4df3 

Affected Version(s): * Up to (excluding) 8.9.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Sep-2022 5.4 

Cross-site Scripting 

(XSS) - Stored in 

GitHub repository 

francoisjacquet/rosa

riosis prior to 8.9.3. 

CVE ID : CVE-2022-

3072 

https://huntr.

dev/bounties/

9755ae6a-

b08b-40a0-

8089-

c723b2d9ca5

2, 

https://github

.com/francoisj

acquet/rosari

osis/commit/

dcd3b86156b

f9e981944e1a

9e01ea23d8a

d7c83a 

A-ROS-ROSA-

190922/405 

Vendor: rstudio 

Product: connect 

Affected Version(s): * 

URL 

Redirectio

n to 

Untrusted 

Site ('Open 

Redirect') 

06-Sep-2022 6.1 

RStudio Connect is 

affected by an Open 

Redirect issue. The 

vulnerability could 

allow an attacker to 

redirect users to 

malicious websites. 

CVE ID : CVE-2022-

38131 

N/A 
A-RST-CONN-

190922/406 

Vendor: Rubygems 

Product: rubygems 

Affected Version(s): * Up to (excluding) 2022-08-31 
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Improper 

Authentica

tion 

07-Sep-2022 8.8 

RubyGems.org is the 

Ruby community 

gem host. A bug in 

password & email 

change confirmation 

code allowed an 

attacker to change 

their RubyGems.org 

account's email to an 

unowned email 

address. Having 

access to an account 

whose email has 

been changed could 

enable an attacker to 

save API keys for 

that account, and 

when a legitimate 

user attempts to 

create an account 

with their email (and 

has to reset 

password to gain 

access) and is 

granted access to 

other gems, the 

attacker would then 

be able to publish 

and yank versions of 

those gems. Commit 

number 

90c9e6aac2d91518b

479c51d48275c57de

492d4d contains a 

patch for this issue. 

CVE ID : CVE-2022-

36073 

https://github

.com/rubyge

ms/rubygems.

org/commit/9

0c9e6aac2d91

518b479c51d

48275c57de4

92d4d, 

https://github

.com/rubyge

ms/rubygems.

org/security/

advisories/GH

SA-8qpf-wf2p-

25vg 

A-RUB-RUBY-

190922/407 

Vendor: rust-osdev 

Product: linked-list-allocator 

Affected Version(s): * Up to (excluding) 0.10.2 

Improper 

Restriction 
07-Sep-2022 9.8 linked_list_allocator 

is an allocator usable 

https://github

.com/rust-

A-RUS-LINK-

190922/408 
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of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

for no_std systems. 

Prior to version 

0.10.2, the heap 

initialization 

methods were 

missing a minimum 

size check for the 

given heap size 

argument. This could 

lead to out-of-bound 

writes when a heap 

was initialized with a 

size smaller than `3 * 

size_of::<usize>` 

because of metadata 

write operations. 

This vulnerability 

impacts all the 

initialization 

functions on the 

`Heap` and 

`LockedHeap` types, 

including 

`Heap::new`, 

`Heap::init`, 

`Heap::init_from_slic

e`, and 

`LockedHeap::new`. 

It also affects 

multiple uses of the 

`Heap::extend` 

method. Version 

0.10.2 contains a 

patch for the issue. 

As a workaround, 

ensure that the heap 

is only initialized 

with a size larger 

than `3 * 

size_of::<usize>` and 

that the 

`Heap::extend` 

method is only called 

with sizes larger 

osdev/linked-

list-

allocator/secu

rity/advisorie

s/GHSA-xg8p-

34w2-j49j, 

https://github

.com/rust-

osdev/linked-

list-

allocator/com

mit/013b075

8643943e8df

5b17bbb4954

60ff47e8bbf 
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than `2 * 

size_of::<usize>()`. 

Also, ensure that the 

total heap size is 

(and stays) a 

multiple of `2 * 

size_of::<usize>()`. 

CVE ID : CVE-2022-

36086 

Vendor: Samsung 

Product: contacts_provider 

Affected Version(s): * Up to (excluding) 12.7.59 

N/A 09-Sep-2022 6.1 

Improper access 

control vulnerability 

in 

ContactsDumpActivit

y of?Contacts 

Provider prior to 

version 12.7.59 

allows attacker to 

access the file 

without permission. 

CVE ID : CVE-2022-

36869 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09 

A-SAM-CONT-

190922/409 

Product: editor_lite 

Affected Version(s): * Up to (excluding) 4.0.40.14 

N/A 09-Sep-2022 5.5 

Improper access 

control vulnerability 

in Editor Lite prior to 

version 4.0.40.14 

allows attackers to 

access sensitive 

information. 

CVE ID : CVE-2022-

36867 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09 

A-SAM-EDIT-

190922/410 

Product: find_my_mobile 

Affected Version(s): * Up to (excluding) 7.2.25.14 

Exposure 

of Sensitive 
09-Sep-2022 3.3 Exposure of 

Sensitive 

https://securi

ty.samsungmo

A-SAM-FIND-

190922/411 
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Informatio

n to an 

Unauthoriz

ed Actor 

Information in Find 

My Mobile prior to 

version 7.2.25.14 

allows local attacker 

to access IMEI via 

log. 

CVE ID : CVE-2022-

36878 

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09, 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2022&mo

nth=09 

Product: galaxy_watch_plugin 

Affected Version(s): * Up to (excluding) 2.2.11.22040751 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

09-Sep-2022 6.2 

Improper Handling 

of Insufficient 

Permissions or 

Privileges 

vulnerability in 

Waterplugin prior to 

2.2.11.22040751 

allows attacker to 

access device IMEI 

and Serial number. 

CVE ID : CVE-2022-

36874 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09, 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2022&mo

nth=09 

A-SAM-GALA-

190922/412 

Affected Version(s): * Up to (excluding) 2.2.11.22081151 

N/A 09-Sep-2022 6.5 

Improper restriction 

of broadcasting 

Intent in 

GalaxyStoreBridgePa

geLinker 

of?Waterplugin prior 

to version 

2.2.11.22081151 

leaks MAC address of 

the connected 

Bluetooth device. 

CVE ID : CVE-2022-

36873 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09, 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2022&mo

nth=09 

A-SAM-GALA-

190922/413 

Exposure 

of 

Resource 

09-Sep-2022 5.5 
Improper restriction 

of broadcasting 

Intent in 

https://securi

ty.samsungmo

bile.com/servi

A-SAM-GALA-

190922/414 
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to Wrong 

Sphere 

SaWebViewRelayActi

vity of?Waterplugin 

prior to version 

2.2.11.22081151 

allows attacker to 

access the file 

without permission. 

CVE ID : CVE-2022-

36875 

ceWeb.smsb?y

ear==2022&m

onth=09, 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2022&mo

nth=09 

Product: group_sharing 

Affected Version(s): * Up to (excluding) 13.0.6.14 

N/A 09-Sep-2022 3.3 

Improper access 

control in Group 

Sharing prior to 

versions 13.0.6.15 in 

Android S(12), 

13.0.6.14 in Android 

R(11) and below 

allows attackers to 

access device 

information. 

CVE ID : CVE-2022-

36865 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09 

A-SAM-GROU-

190922/415 

N/A 09-Sep-2022 3.3 

Improper access 

control vulnerability 

in Broadcaster in 

Group Sharing prior 

to versions 13.0.6.15 

in Android S(12), 

13.0.6.14 in Android 

R(11) and below 

allows attackers to 

identify the device. 

CVE ID : CVE-2022-

36866 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09 

A-SAM-GROU-

190922/416 

Affected Version(s): * Up to (excluding) 13.0.6.15 

N/A 09-Sep-2022 3.3 

Improper access 

control in Group 

Sharing prior to 

versions 13.0.6.15 in 

Android S(12), 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

A-SAM-GROU-

190922/417 
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13.0.6.14 in Android 

R(11) and below 

allows attackers to 

access device 

information. 

CVE ID : CVE-2022-

36865 

ear==2022&m

onth=09 

N/A 09-Sep-2022 3.3 

Improper access 

control vulnerability 

in Broadcaster in 

Group Sharing prior 

to versions 13.0.6.15 

in Android S(12), 

13.0.6.14 in Android 

R(11) and below 

allows attackers to 

identify the device. 

CVE ID : CVE-2022-

36866 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09 

A-SAM-GROU-

190922/418 

Product: kies 

Affected Version(s): * Up to (excluding) 2.6.4.22074 

Improper 

Validation 

of Integrity 

Check 

Value 

09-Sep-2022 7.1 

Improper validation 

of integrity check 

vulnerability in 

Samsung Kies prior 

to version 

2.6.4.22074 allows 

local attackers to 

delete arbitrary 

directory using 

directory junction. 

CVE ID : CVE-2022-

39845 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09, 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2022&mo

nth=09 

A-SAM-KIES-

190922/419 

Product: mtower 

Affected Version(s): * Up to (including) 0.3.0 

NULL 

Pointer 

Dereferenc

e 

01-Sep-2022 7.5 

Samsung Electronics 

mTower v0.3.0 and 

earlier was 

discovered to 

contain a NULL 

pointer dereference 

N/A 
A-SAM-MTOW-

190922/420 
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via the function 

TEE_AllocateTransie

ntObject. 

CVE ID : CVE-2022-

36621 

NULL 

Pointer 

Dereferenc

e 

01-Sep-2022 7.5 

Samsung Electronics 

mTower v0.3.0 and 

earlier was 

discovered to 

contain a NULL 

pointer dereference 

via the function 

TEE_GetObjectInfo1. 

CVE ID : CVE-2022-

36622 

https://github

.com/Samsun

g/mTower/bl

ob/18f4b592a

8a973ce5972f

4e2658ea0f6e

3686284/tee/

tee/tee_svc.c#

L965, 

https://github

.com/Samsun

g/mTower/bl

ob/18f4b592a

8a973ce5972f

4e2658ea0f6e

3686284/tee/

lib/libutee/te

e_api_objects.c

#L84 

A-SAM-MTOW-

190922/421 

N/A 05-Sep-2022 7.5 

sign_pFwInfo in 

Samsung mTower 

through 0.3.0 has a 

missing check on the 

return value of 

EC_KEY_set_private_

key, leading to a 

denial of service. 

CVE ID : CVE-2022-

39828 

N/A 
A-SAM-MTOW-

190922/422 

NULL 

Pointer 

Dereferenc

e 

05-Sep-2022 7.5 

There is a NULL 

pointer dereference 

in aes256_encrypt in 

Samsung mTower 

through 0.3.0 due to 

a missing check on 

the return value of 

N/A 
A-SAM-MTOW-

190922/423 
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EVP_CIPHER_CTX_ne

w. 

CVE ID : CVE-2022-

39829 

N/A 05-Sep-2022 7.5 

sign_pFwInfo in 

Samsung mTower 

through 0.3.0 has a 

missing check on the 

return value of 

EC_KEY_set_public_k

ey_affine_coordinate

s, leading to a denial 

of service. 

CVE ID : CVE-2022-

39830 

N/A 
A-SAM-MTOW-

190922/424 

Product: photo_editor 

Affected Version(s): * Up to (excluding) 3.0.23.43 

Incorrect 

Authorizati

on 

09-Sep-2022 2.4 

Improper 

Authorization 

vulnerability in 

Photo Editor prior to 

SMR Sep-2022 

Release 1 allows 

physical attackers to 

read internal 

application data. 

CVE ID : CVE-2022-

36857 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

A-SAM-PHOT-

190922/425 

Product: samsung_email 

Affected Version(s): * Up to (excluding) 6.1.70.20 

N/A 09-Sep-2022 7.8 

Improper access 

control and intent 

redirection in 

Samsung Email prior 

to 6.1.70.20 allows 

attacker to access 

specific formatted 

file and execute 

privileged behavior. 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09 

A-SAM-SAMS-

190922/426 
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CVE ID : CVE-2022-

36864 

Product: samsung_members 

Affected Version(s): * Up to (excluding) 14.0.02.4 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

09-Sep-2022 3.3 

Exposure of 

Sensitive 

Information in 

FaqSymptomCardVie

wModel in Samsung 

Members prior to 

versions 4.3.00.11 in 

Global and 14.0.02.4 

in China allows local 

attackers to access 

device identification 

via log. 

CVE ID : CVE-2022-

36877 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09, 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2022&mo

nth=09 

A-SAM-SAMS-

190922/427 

Affected Version(s): * Up to (excluding) 4.3.00.11 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

09-Sep-2022 3.3 

Exposure of 

Sensitive 

Information in 

FaqSymptomCardVie

wModel in Samsung 

Members prior to 

versions 4.3.00.11 in 

Global and 14.0.02.4 

in China allows local 

attackers to access 

device identification 

via log. 

CVE ID : CVE-2022-

36877 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09, 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2022&mo

nth=09 

A-SAM-SAMS-

190922/428 

Product: samsung_pass 

Affected Version(s): * Up to (excluding) 4.0.03.1 

N/A 09-Sep-2022 4.6 

Improper access 

control vulnerability 

in Samsung pass 

prior to version 

4.0.03.1 allow 

physical attackers to 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

A-SAM-SAMS-

190922/429 
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access data of 

Samsung pass on a 

certain state of an 

unlocked device. 

CVE ID : CVE-2022-

36851 

ear==2022&m

onth=09 

Affected Version(s): * Up to (excluding) 4.0.04.10 

Incorrect 

Authorizati

on 

09-Sep-2022 2.4 

Improper 

authorization in UPI 

payment in Samsung 

Pass prior to version 

4.0.04.10 allows 

physical attackers to 

access account list 

without 

authentication. 

CVE ID : CVE-2022-

36876 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09, 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2022&mo

nth=09 

A-SAM-SAMS-

190922/430 

Product: samsung_pay 

Affected Version(s): * Up to (excluding) 5.1.47 

N/A 09-Sep-2022 6.5 

Pending Intent 

hijacking 

vulnerability in 

MTransferNotificatio

nManager in 

Samsung Pay prior to 

version 5.0.63 for KR 

and 5.1.47 for Global 

allows attackers to 

access files without 

permission via 

implicit Intent. 

CVE ID : CVE-2022-

36870 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09 

A-SAM-SAMS-

190922/431 

N/A 09-Sep-2022 6.5 

Pending Intent 

hijacking 

vulnerability in 

NotiCenterUtils in 

Samsung Pay prior to 

version 5.0.63 for KR 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09 

A-SAM-SAMS-

190922/432 
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and 5.1.47 for Global 

allows attackers to 

access files without 

permission via 

implicit Intent. 

CVE ID : CVE-2022-

36871 

N/A 09-Sep-2022 6.5 

Pending Intent 

hijacking 

vulnerability in 

SpayNotification in 

Samsung Pay prior to 

version 5.0.63 for KR 

and 5.1.47 for Global 

allows attackers to 

access files without 

permission via 

implicit Intent. 

CVE ID : CVE-2022-

36872 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09 

A-SAM-SAMS-

190922/433 

Product: samsung_pay_kr 

Affected Version(s): * Up to (excluding) 5.0.63 

N/A 09-Sep-2022 6.5 

Pending Intent 

hijacking 

vulnerability in 

MTransferNotificatio

nManager in 

Samsung Pay prior to 

version 5.0.63 for KR 

and 5.1.47 for Global 

allows attackers to 

access files without 

permission via 

implicit Intent. 

CVE ID : CVE-2022-

36870 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09 

A-SAM-SAMS-

190922/434 

N/A 09-Sep-2022 6.5 

Pending Intent 

hijacking 

vulnerability in 

NotiCenterUtils in 

Samsung Pay prior to 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

A-SAM-SAMS-

190922/435 
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version 5.0.63 for KR 

and 5.1.47 for Global 

allows attackers to 

access files without 

permission via 

implicit Intent. 

CVE ID : CVE-2022-

36871 

ear==2022&m

onth=09 

N/A 09-Sep-2022 6.5 

Pending Intent 

hijacking 

vulnerability in 

SpayNotification in 

Samsung Pay prior to 

version 5.0.63 for KR 

and 5.1.47 for Global 

allows attackers to 

access files without 

permission via 

implicit Intent. 

CVE ID : CVE-2022-

36872 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09 

A-SAM-SAMS-

190922/436 

Product: smarttagplugin 

Affected Version(s): * Up to (excluding) 1.2.21-6 

Improper 

Input 

Validation 

09-Sep-2022 4.8 

Improper input 

validation 

vulnerability in 

SmartTagPlugin 

prior to version 

1.2.21-6 allows 

privileged attackers 

to trigger a XSS on a 

victim&#39;s 

devices. 

CVE ID : CVE-2022-

36859 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09 

A-SAM-SMAR-

190922/437 

Product: smart_switch_pc 

Affected Version(s): * Up to (excluding) 4.3.22083 

Improper 

Validation 

of Integrity 

09-Sep-2022 7.1 

Improper validation 

of integrity check 

vulnerability in 

Smart Switch PC 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

A-SAM-SMAR-

190922/438 
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Check 

Value 

prior to version 

4.3.22083 allows 

local attackers to 

delete arbitrary 

directory using 

directory junction. 

CVE ID : CVE-2022-

39844 

ear==2022&m

onth=09, 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear=2022&mo

nth=09 

Vendor: securonix 

Product: snypr 

Affected Version(s): 6.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

07-Sep-2022 7.2 

An injection 

vulnerability in the 

syslog-ng 

configuration wizard 

in Securonix Snypr 

6.4 allows an 

application user with 

the "Manage 

Ingesters" 

permission to 

execute arbitrary 

code on remote 

ingesters by 

appending arbitrary 

text to text files that 

are executed by the 

system, such as 

users' crontab files. 

The patch for this 

was present in 

SNYPR version 6.4 

Jun 2022 

R3_[06170871], but 

may have been 

introduced sooner. 

CVE ID : CVE-2022-

37108 

N/A 
A-SEC-SNYP-

190922/439 

Vendor: sftpgo_project 

Product: sftpgo 

Affected Version(s): From (including) 2.2.0 Up to (excluding) 2.3.4 
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Use of 

Password 

Hash With 

Insufficient 

Computati

onal Effort 

02-Sep-2022 8.1 

SFTPGo is 

configurable SFTP 

server with optional 

HTTP/S, FTP/S and 

WebDAV support. 

SFTPGo WebAdmin 

and WebClient 

support login using 

TOTP (Time-based 

One Time 

Passwords) as a 

secondary 

authentication 

factor. Because 

TOTPs are often 

configured on mobile 

devices that can be 

lost, stolen or 

damaged, SFTPGo 

also supports 

recovery codes. 

These are a set of 

one time use codes 

that can be used 

instead of the TOTP. 

In SFTPGo versions 

from version 2.2.0 to 

2.3.3 recovery codes 

can be generated 

before enabling two-

factor 

authentication. An 

attacker who knows 

the user's password 

could potentially 

generate some 

recovery codes and 

then bypass two-

factor authentication 

after it is enabled on 

the account at a later 

time. This issue has 

been fixed in version 

2.3.4. Recovery 

https://github

.com/drakkan

/sftpgo/issues

/965, 

https://github

.com/drakkan

/sftpgo/securi

ty/advisories/

GHSA-54qx-

8p8w-xhg8 

A-SFT-SFTP-

190922/440 
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codes can now only 

be generated after 

enabling two-factor 

authentication and 

are deleted after 

disabling it. 

CVE ID : CVE-2022-

36071 

Vendor: shescape_project 

Product: shescape 

Affected Version(s): From (including) 1.5.1 Up to (excluding) 1.5.10 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 7.5 

Shescape is a shell 

escape package for 

JavaScript. An 

Inefficient Regular 

Expression 

Complexity 

vulnerability impacts 

users that use 

Shescape to escape 

arguments for the 

Unix shells `Bash` 

and `Dash`, or any 

not-officially-

supported Unix shell; 

and/or using the 

`escape` or 

`escapeAll` functions 

with the 

`interpolation` 

option set to `true`. 

An attacker can 

cause polynomial 

backtracking or 

quadratic runtime in 

terms of the input 

string length due to 

two Regular 

Expressions in 

Shescape that are 

vulnerable to 

Regular Expression 

https://github

.com/ericcorn

elissen/shesca

pe/security/a

dvisories/GHS

A-gp75-h7j6-

5pv3, 

https://github

.com/ericcorn

elissen/shesca

pe/pull/373 

A-SHE-SHES-

190922/441 
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Denial of Service 

(ReDoS). This bug 

has been patched in 

v1.5.10. For `Dash` 

only, this bug has 

been patched since 

v1.5.9. As a 

workaround, a 

maximum length can 

be enforced on input 

strings to Shescape 

to reduce the impact 

of the vulnerability. 

It is not 

recommended to try 

and detect 

vulnerable input 

strings, as the logic 

for this may end up 

being vulnerable to 

ReDoS itself. 

CVE ID : CVE-2022-

36064 

Vendor: shirne_cms_project 

Product: shirne_cms 

Affected Version(s): 1.2.0 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

09-Sep-2022 6.5 

An issue was 

discovered in Shirne 

CMS 1.2.0. There is a 

Path Traversal 

vulnerability which 

could cause arbitrary 

file read via 

/static/ueditor/php/

controller.php 

CVE ID : CVE-2022-

37299 

https://gitee.c

om/shirnecn/

ShirneCMS/is

sues/I5JRHJ?f

rom=project-

issue 

A-SHI-SHIR-

190922/442 

Vendor: Siemens 

Product: parasolid 

Affected Version(s): From (including) 33.1 Up to (excluding) 33.1.262 
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Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. An attacker 

could leverage this 

vulnerability to leak 

information in the 

context of the 

current process. 

(ZDI-CAN-17276) 

CVE ID : CVE-2022-

39137 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/443 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/444 
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versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17284) 

CVE ID : CVE-2022-

39138 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/445 
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versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17289) 

CVE ID : CVE-2022-

39139 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/446 
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Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17292) 

CVE ID : CVE-2022-

39140 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/447 
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of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. An attacker 

could leverage this 

vulnerability to leak 

information in the 

context of the 

current process. 

(ZDI-CAN-17296) 

CVE ID : CVE-2022-

39141 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/448 
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affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18196) 

CVE ID : CVE-2022-

39156 

Affected Version(s): From (including) 33.1 Up to (excluding) 33.1.263 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/449 
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versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17485) 

CVE ID : CVE-2022-

39142 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/450 
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Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17493) 

CVE ID : CVE-2022-

39143 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/451 
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versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17494) 

CVE ID : CVE-2022-

39144 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/452 
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Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17496) 

CVE ID : CVE-2022-

39145 

Access of 

Uninitialize

d Pointer 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/453 
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V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to 

uninitialized pointer 

access while parsing 

specially crafted X_T 

files. An attacker 

could leverage this 

vulnerability to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17502) 

CVE ID : CVE-2022-

39146 

Access of 

Uninitialize

d Pointer 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/454 
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V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to 

uninitialized pointer 

access while parsing 

specially crafted X_T 

files. An attacker 

could leverage this 

vulnerability to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17506) 

CVE ID : CVE-2022-

39147 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/455 
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versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17513) 

CVE ID : CVE-2022-

39148 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/456 
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V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17733) 

CVE ID : CVE-2022-

39149 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/457 
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Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17735) 

CVE ID : CVE-2022-

39150 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/458 
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versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17736) 

CVE ID : CVE-2022-

39151 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/459 
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V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17740) 

CVE ID : CVE-2022-

39152 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/460 
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Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18187) 

CVE ID : CVE-2022-

39153 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/461 
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V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18188) 

CVE ID : CVE-2022-

39154 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/462 
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versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18192) 

CVE ID : CVE-2022-

39155 

Affected Version(s): From (including) 34.0 Up to (excluding) 34.0.252 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 
A vulnerability has 

been identified in 

Parasolid V33.1 (All 

https://cert-

portal.siemen

s.com/produc

A-SIE-PARA-

190922/463 
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versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. An attacker 

could leverage this 

vulnerability to leak 

information in the 

context of the 

current process. 

(ZDI-CAN-17276) 

CVE ID : CVE-2022-

39137 

tcert/pdf/ssa-

518824.pdf 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/464 
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versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17284) 

CVE ID : CVE-2022-

39138 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/465 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 256 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17289) 

CVE ID : CVE-2022-

39139 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/466 
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V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17292) 

CVE ID : CVE-2022-

39140 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/467 
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when parsing X_T 

files. An attacker 

could leverage this 

vulnerability to leak 

information in the 

context of the 

current process. 

(ZDI-CAN-17296) 

CVE ID : CVE-2022-

39141 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/468 
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the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17485) 

CVE ID : CVE-2022-

39142 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/469 
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contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17493) 

CVE ID : CVE-2022-

39143 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/470 
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V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17494) 

CVE ID : CVE-2022-

39144 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/471 
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V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17496) 

CVE ID : CVE-2022-

39145 

Access of 

Uninitialize

d Pointer 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/472 
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Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to 

uninitialized pointer 

access while parsing 

specially crafted X_T 

files. An attacker 

could leverage this 

vulnerability to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17502) 

CVE ID : CVE-2022-

39146 

Access of 

Uninitialize

d Pointer 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/473 
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V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to 

uninitialized pointer 

access while parsing 

specially crafted X_T 

files. An attacker 

could leverage this 

vulnerability to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17506) 

CVE ID : CVE-2022-

39147 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/474 
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versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17513) 

CVE ID : CVE-2022-

39148 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/475 
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Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17733) 

CVE ID : CVE-2022-

39149 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/476 
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V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17735) 

CVE ID : CVE-2022-

39150 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/477 
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Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17736) 

CVE ID : CVE-2022-

39151 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/478 
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versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17740) 

CVE ID : CVE-2022-

39152 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/479 
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V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18187) 

CVE ID : CVE-2022-

39153 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/480 
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versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18188) 

CVE ID : CVE-2022-

39154 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/481 
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V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18192) 

CVE ID : CVE-2022-

39155 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/482 
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Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18196) 

CVE ID : CVE-2022-

39156 

Affected Version(s): From (including) 34.1 Up to (excluding) 34.1.242 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/483 
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V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. An attacker 

could leverage this 

vulnerability to leak 

information in the 

context of the 

current process. 

(ZDI-CAN-17276) 

CVE ID : CVE-2022-

39137 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/484 
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V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17284) 

CVE ID : CVE-2022-

39138 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/485 
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V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17289) 

CVE ID : CVE-2022-

39139 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/486 
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the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17292) 

CVE ID : CVE-2022-

39140 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. An attacker 

could leverage this 

vulnerability to leak 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/487 
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information in the 

context of the 

current process. 

(ZDI-CAN-17296) 

CVE ID : CVE-2022-

39141 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/488 
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files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17485) 

CVE ID : CVE-2022-

39142 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/489 
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while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17493) 

CVE ID : CVE-2022-

39143 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/490 
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the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17494) 

CVE ID : CVE-2022-

39144 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/491 
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is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17496) 

CVE ID : CVE-2022-

39145 

Access of 

Uninitialize

d Pointer 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/492 
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affected application 

is vulnerable to 

uninitialized pointer 

access while parsing 

specially crafted X_T 

files. An attacker 

could leverage this 

vulnerability to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17502) 

CVE ID : CVE-2022-

39146 

Access of 

Uninitialize

d Pointer 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/493 
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V2022.2.2). The 

affected application 

is vulnerable to 

uninitialized pointer 

access while parsing 

specially crafted X_T 

files. An attacker 

could leverage this 

vulnerability to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17506) 

CVE ID : CVE-2022-

39147 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/494 
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versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17513) 

CVE ID : CVE-2022-

39148 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/495 
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Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17733) 

CVE ID : CVE-2022-

39149 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/496 
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versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17735) 

CVE ID : CVE-2022-

39150 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/497 
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Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17736) 

CVE ID : CVE-2022-

39151 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/498 
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V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17740) 

CVE ID : CVE-2022-

39152 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/499 
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Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18187) 

CVE ID : CVE-2022-

39153 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/500 
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V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18188) 

CVE ID : CVE-2022-

39154 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/501 
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Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18192) 

CVE ID : CVE-2022-

39155 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/502 
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versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18196) 

CVE ID : CVE-2022-

39156 

Affected Version(s): From (including) 35.0 Up to (excluding) 35.0.161 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/503 
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Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. An attacker 

could leverage this 

vulnerability to leak 

information in the 

context of the 

current process. 

(ZDI-CAN-17276) 

CVE ID : CVE-2022-

39137 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/504 
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V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17284) 

CVE ID : CVE-2022-

39138 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/505 
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contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17289) 

CVE ID : CVE-2022-

39139 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/506 
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files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17292) 

CVE ID : CVE-2022-

39140 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. An attacker 

could leverage this 

vulnerability to leak 

information in the 

context of the 

current process. 

(ZDI-CAN-17296) 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/507 
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CVE ID : CVE-2022-

39141 

Affected Version(s): From (including) 35.0 Up to (excluding) 35.0.164 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/508 
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context of the 

current process. 

(ZDI-CAN-17485) 

CVE ID : CVE-2022-

39142 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/509 
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allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17493) 

CVE ID : CVE-2022-

39143 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/510 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 301 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17494) 

CVE ID : CVE-2022-

39144 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/511 
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allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17496) 

CVE ID : CVE-2022-

39145 

Access of 

Uninitialize

d Pointer 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to 

uninitialized pointer 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/512 
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access while parsing 

specially crafted X_T 

files. An attacker 

could leverage this 

vulnerability to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17502) 

CVE ID : CVE-2022-

39146 

Access of 

Uninitialize

d Pointer 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/513 
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uninitialized pointer 

access while parsing 

specially crafted X_T 

files. An attacker 

could leverage this 

vulnerability to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17506) 

CVE ID : CVE-2022-

39147 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/514 
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contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17513) 

CVE ID : CVE-2022-

39148 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/515 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 306 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17733) 

CVE ID : CVE-2022-

39149 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/516 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 307 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17735) 

CVE ID : CVE-2022-

39150 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/517 
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V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17736) 

CVE ID : CVE-2022-

39151 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/518 
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V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17740) 

CVE ID : CVE-2022-

39152 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/519 
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V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18187) 

CVE ID : CVE-2022-

39153 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/520 
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V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18188) 

CVE ID : CVE-2022-

39154 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/521 
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Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18192) 

CVE ID : CVE-2022-

39155 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-PARA-

190922/522 
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versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18196) 

CVE ID : CVE-2022-

39156 

Product: simcenter_femap 

Affected Version(s): From (including) 2022.1 Up to (excluding) 2022.1.3 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/523 
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V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. An attacker 

could leverage this 

vulnerability to leak 

information in the 

context of the 

current process. 

(ZDI-CAN-17276) 

CVE ID : CVE-2022-

39137 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/524 
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V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17284) 

CVE ID : CVE-2022-

39138 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/525 
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the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17289) 

CVE ID : CVE-2022-

39139 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/526 
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execute code in the 

context of the 

current process. 

(ZDI-CAN-17292) 

CVE ID : CVE-2022-

39140 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. An attacker 

could leverage this 

vulnerability to leak 

information in the 

context of the 

current process. 

(ZDI-CAN-17296) 

CVE ID : CVE-2022-

39141 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/527 
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Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17485) 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/528 
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CVE ID : CVE-2022-

39142 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/529 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 320 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

current process. 

(ZDI-CAN-17493) 

CVE ID : CVE-2022-

39143 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/530 
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execute code in the 

context of the 

current process. 

(ZDI-CAN-17494) 

CVE ID : CVE-2022-

39144 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/531 
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allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17496) 

CVE ID : CVE-2022-

39145 

Access of 

Uninitialize

d Pointer 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to 

uninitialized pointer 

access while parsing 

specially crafted X_T 

files. An attacker 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/532 
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could leverage this 

vulnerability to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17502) 

CVE ID : CVE-2022-

39146 

Access of 

Uninitialize

d Pointer 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to 

uninitialized pointer 

access while parsing 

specially crafted X_T 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/533 
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files. An attacker 

could leverage this 

vulnerability to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17506) 

CVE ID : CVE-2022-

39147 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/534 
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allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17513) 

CVE ID : CVE-2022-

39148 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/535 
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bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17733) 

CVE ID : CVE-2022-

39149 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/536 
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affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17735) 

CVE ID : CVE-2022-

39150 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/537 
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versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17736) 

CVE ID : CVE-2022-

39151 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/538 
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Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17740) 

CVE ID : CVE-2022-

39152 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/539 
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versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18187) 

CVE ID : CVE-2022-

39153 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/540 
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V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18188) 

CVE ID : CVE-2022-

39154 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/541 
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V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18192) 

CVE ID : CVE-2022-

39155 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/542 
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versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18196) 

CVE ID : CVE-2022-

39156 

Affected Version(s): From (including) 2022.2 Up to (excluding) 2022.2.2 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/543 
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V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. An attacker 

could leverage this 

vulnerability to leak 

information in the 

context of the 

current process. 

(ZDI-CAN-17276) 

CVE ID : CVE-2022-

39137 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/544 
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contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17284) 

CVE ID : CVE-2022-

39138 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/545 
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files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17289) 

CVE ID : CVE-2022-

39139 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17292) 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/546 
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CVE ID : CVE-2022-

39140 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. An attacker 

could leverage this 

vulnerability to leak 

information in the 

context of the 

current process. 

(ZDI-CAN-17296) 

CVE ID : CVE-2022-

39141 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/547 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

A-SIE-SIMC-

190922/548 
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V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17485) 

CVE ID : CVE-2022-

39142 

tcert/pdf/ssa-

518824.pdf 
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Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17493) 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/549 
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CVE ID : CVE-2022-

39143 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/550 
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current process. 

(ZDI-CAN-17494) 

CVE ID : CVE-2022-

39144 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/551 
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context of the 

current process. 

(ZDI-CAN-17496) 

CVE ID : CVE-2022-

39145 

Access of 

Uninitialize

d Pointer 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to 

uninitialized pointer 

access while parsing 

specially crafted X_T 

files. An attacker 

could leverage this 

vulnerability to 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/552 
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execute code in the 

context of the 

current process. 

(ZDI-CAN-17502) 

CVE ID : CVE-2022-

39146 

Access of 

Uninitialize

d Pointer 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to 

uninitialized pointer 

access while parsing 

specially crafted X_T 

files. An attacker 

could leverage this 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/553 
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vulnerability to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17506) 

CVE ID : CVE-2022-

39147 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/554 
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specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17513) 

CVE ID : CVE-2022-

39148 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/555 
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allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17733) 

CVE ID : CVE-2022-

39149 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/556 
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bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17735) 

CVE ID : CVE-2022-

39150 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/557 
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affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17736) 

CVE ID : CVE-2022-

39151 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/558 
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versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-17740) 

CVE ID : CVE-2022-

39152 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/559 
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Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18187) 

CVE ID : CVE-2022-

39153 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/560 
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V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18188) 

CVE ID : CVE-2022-

39154 

Out-of-

bounds 

Write 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

V35.0.164), 

Simcenter Femap 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/561 
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V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing 

specially crafted X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18192) 

CVE ID : CVE-2022-

39155 

Out-of-

bounds 

Read 

13-Sep-2022 7.8 

A vulnerability has 

been identified in 

Parasolid V33.1 (All 

versions < 

V33.1.262), 

Parasolid V33.1 (All 

versions >= 

V33.1.262 < 

V33.1.263), 

Parasolid V34.0 (All 

versions < 

V34.0.252), 

Parasolid V34.1 (All 

versions < 

V34.1.242), 

Parasolid V35.0 (All 

versions < 

V35.0.161), 

Parasolid V35.0 (All 

versions >= 

V35.0.161 < 

https://cert-

portal.siemen

s.com/produc

tcert/pdf/ssa-

518824.pdf 

A-SIE-SIMC-

190922/562 
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V35.0.164), 

Simcenter Femap 

V2022.1 (All 

versions < 

V2022.1.3), 

Simcenter Femap 

V2022.2 (All 

versions < 

V2022.2.2). The 

affected application 

is vulnerable to out 

of bounds read past 

the end of an 

allocated buffer 

when parsing X_T 

files. This could 

allow an attacker to 

execute code in the 

context of the 

current process. 

(ZDI-CAN-18196) 

CVE ID : CVE-2022-

39156 

Vendor: silverwaregames 

Product: silverwaregames 

Affected Version(s): * Up to (excluding) 1.1.9 

Always-

Incorrect 

Control 

Flow 

Implement

ation 

06-Sep-2022 5.9 

SilverwareGames.io 

is a social network 

for users to play 

video games online. 

In version 1.1.8 and 

prior, due to an 

unobvious feature of 

PHP, hashes 

generated by built-in 

functions and 

starting with the `0e` 

symbols were being 

handled as zero 

multiplied with the 

`e` number. 

Therefore, the hash 

https://github

.com/mesosoi

/silverwarega

mes-io-issue-

tracker/securi

ty/advisories/

GHSA-w4wq-

7j4q-j2fh 

A-SIL-SILV-

190922/563 
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value was equal to 0. 

The maintainers 

fixed this in version 

1.1.9 by using `===` 

instead of `==` in 

comparisons where 

it is possible (e.g. on 

sign in/sign up 

handlers). 

CVE ID : CVE-2022-

36072 

Vendor: simple_banner_project 

Product: simple_banner 

Affected Version(s): * Up to (including) 2.11.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

The Simple Banner 

plugin for 

WordPress is 

vulnerable to Stored 

Cross-Site Scripting 

via the 

`pro_version_activati

on_code` parameter 

in versions up to, and 

including, 2.11.0 due 

to insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

authenticated 

attackers, including 

those without 

administrative 

capabilities when 

access is granted to 

those users, to inject 

arbitrary web scripts 

in page that will 

execute whenever a 

user role having 

access to "Simple 

Banner" accesses the 

plugin's settings. 

https://plugin

s.trac.wordpre

ss.org/change

set?sfp_email=

&sfph_mail=&

reponame=&o

ld=2758766%

40simple-

banner&new=

2758766%40

simple-

banner&sfp_e

mail=&sfph_m

ail= 

A-SIM-SIMP-

190922/564 
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CVE ID : CVE-2022-

2515 

Vendor: simple_online_book_store_system_project 

Product: simple_online_book_store_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-Sep-2022 5.4 

In Simple Online 

Book Store System 

1.0 in 

/admin_book.php 

the Title, Author, and 

Description 

parameters are 

vulnerable to Cross 

Site Scripting(XSS). 

CVE ID : CVE-2022-

37796 

N/A 
A-SIM-SIMP-

190922/565 

Vendor: simple_sign_on_project 

Product: simple_sign_on 

Affected Version(s): * Up to (including) 4.1.0 

Inadequate 

Encryption 

Strength 

05-Sep-2022 7.5 

The Simple Single 

Sign On WordPress 

plugin through 4.1.0 

leaks its OAuth 

client_secret, which 

could be used by 

attackers to gain 

unauthorized access 

to the site. 

CVE ID : CVE-2022-

2083 

N/A 
A-SIM-SIMP-

190922/566 

Vendor: simple_task_scheduling_system_project 

Product: simple_task_scheduling_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

01-Sep-2022 7.2 

Simple Task 

Scheduling System 

v1.0 was discovered 

to contain a SQL 

injection 

vulnerability via the 

N/A 
A-SIM-SIMP-

190922/567 
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SQL 

Command 

('SQL 

Injection') 

id parameter at 

/schedules/view_sch

edule.php. 

CVE ID : CVE-2022-

36674 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

01-Sep-2022 7.2 

Simple Task 

Scheduling System 

v1.0 was discovered 

to contain a SQL 

injection 

vulnerability via the 

id parameter at 

/schedules/manage_

schedule.php. 

CVE ID : CVE-2022-

36675 

N/A 
A-SIM-SIMP-

190922/568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

01-Sep-2022 7.2 

Simple Task 

Scheduling System 

v1.0 was discovered 

to contain a SQL 

injection 

vulnerability via the 

id parameter at 

/categories/view_cat

egory.php. 

CVE ID : CVE-2022-

36676 

N/A 
A-SIM-SIMP-

190922/569 

Vendor: singular 

Product: singular 

Affected Version(s): * Up to (excluding) 4.3.1 

Improper 

Privilege 

Manageme

nt 

09-Sep-2022 7.8 

In Singular before 

4.3.1, a predictable 

/tmp pathname is 

used (e.g., by sdb.cc), 

which allows local 

users to gain the 

privileges of other 

users via a 

procedure in a file 

under /tmp. NOTE: 

this CVE Record is 

https://github

.com/Singular

/Singular/co

mmit/5f28fbf

066626fa9c4a

8f0e6408c0bb

362fb386c, 

https://github

.com/Singular

/Singular/issu

es/1137 

A-SIN-SING-

190922/570 
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about sdb.cc and 

similar files in the 

Singular interface 

that have predictable 

/tmp pathnames; 

this CVE Record is 

not about the lack of 

a safe temporary-file 

creation capability in 

the Singular 

language. 

CVE ID : CVE-2022-

40299 

Vendor: Slims 

Product: senayan_library_management_system 

Affected Version(s): 9.4.2 

Server-

Side 

Request 

Forgery 

(SSRF) 

12-Sep-2022 9.8 

SLiMS Senayan 

Library Management 

System v9.4.2 was 

discovered to 

contain multiple 

Server-Side Request 

Forgeries via the 

components 

/bibliography/marcs

ru.php and 

/bibliography/z3950

sru.php. 

CVE ID : CVE-2022-

38292 

N/A 
A-SLI-SENA-

190922/571 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-Sep-2022 6.1 

SLiMS Senayan 

Library Management 

System v9.4.2 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via the 

Search function. This 

vulnerability allows 

attackers to execute 

arbitrary web scripts 

or HTML via a 

N/A 
A-SLI-SENA-

190922/572 
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crafted payload 

injected into the 

Search bar. 

CVE ID : CVE-2022-

38291 

Vendor: snakeyaml_project 

Product: snakeyaml 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Sep-2022 6.5 

Using snakeYAML to 

parse untrusted 

YAML files may be 

vulnerable to Denial 

of Service attacks 

(DOS). If the parser 

is running on user 

supplied input, an 

attacker may supply 

content that causes 

the parser to crash 

by stack-overflow. 

CVE ID : CVE-2022-

38752 

N/A 
A-SNA-SNAK-

190922/573 

Affected Version(s): * Up to (excluding) 1.31 

Out-of-

bounds 

Write 

05-Sep-2022 6.5 

Using snakeYAML to 

parse untrusted 

YAML files may be 

vulnerable to Denial 

of Service attacks 

(DOS). If the parser 

is running on user 

supplied input, an 

attacker may supply 

content that causes 

the parser to crash 

by stackoverflow. 

CVE ID : CVE-2022-

38749 

N/A 
A-SNA-SNAK-

190922/574 

Out-of-

bounds 

Write 

05-Sep-2022 6.5 

Using snakeYAML to 

parse untrusted 

YAML files may be 

vulnerable to Denial 

N/A 
A-SNA-SNAK-

190922/575 
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of Service attacks 

(DOS). If the parser 

is running on user 

supplied input, an 

attacker may supply 

content that causes 

the parser to crash 

by stackoverflow. 

CVE ID : CVE-2022-

38751 

Out-of-

bounds 

Write 

05-Sep-2022 5.5 

Using snakeYAML to 

parse untrusted 

YAML files may be 

vulnerable to Denial 

of Service attacks 

(DOS). If the parser 

is running on user 

supplied input, an 

attacker may supply 

content that causes 

the parser to crash 

by stackoverflow. 

CVE ID : CVE-2022-

38750 

N/A 
A-SNA-SNAK-

190922/576 

Vendor: sos_project 

Product: sos 

Affected Version(s): * Up to (excluding) 4.2-20.el8_6 

N/A 01-Sep-2022 5.5 

It was found that the 

ovirt-log-

collector/sosreport 

collects the RHV 

admin password 

unfiltered. Fixed in: 

sos-4.2-20.el8_6, 

ovirt-log-collector-

4.4.7-2.el8ev 

CVE ID : CVE-2022-

2806 

https://github

.com/sosrepo

rt/sos/pull/2

947 

A-SOS-SOS-

190922/577 

Vendor: Sqlalchemy 

Product: mako 
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Affected Version(s): * Up to (excluding) 1.2.2 

N/A 07-Sep-2022 7.5 

Sqlalchemy mako 

before 1.2.2 is 

vulnerable to 

Regular expression 

Denial of Service 

when using the Lexer 

class to parse. This 

also affects 

babelplugin and 

linguaplugin. 

CVE ID : CVE-2022-

40023 

https://github

.com/sqlalche

my/mako/co

mmit/925760

291d6efec64f

da6e9dd1fd9c

fbd5be068c, 

https://github

.com/sqlalche

my/mako/iss

ues/366 

A-SQL-MAKO-

190922/578 

Vendor: Squiz 

Product: matrix 

Affected Version(s): 6.20 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

06-Sep-2022 5.3 

Squiz Matrix CMS 

6.20 is vulnerable to 

an Insecure Direct 

Object Reference 

caused by failure to 

correctly validate 

authorization when 

submitting a request 

to change a user's 

contact details. 

CVE ID : CVE-2022-

32277 

https://www.

trustwave.co

m/en-

us/resources/

blogs/spiderla

bs-blog/ 

A-SQU-MATR-

190922/579 

Vendor: summitmediaconcepts 

Product: ucontext_for_amazon 

Affected Version(s): * Up to (including) 3.9.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

The uContext for 

Amazon plugin for 

WordPress is 

vulnerable to Cross-

Site Request Forgery 

to Cross-Site 

Scripting in versions 

up to, and including 

3.9.1. This is due to 

https://plugin

s.trac.wordpre

ss.org/browse

r/ucontext-

for-

amazon/trunk

/app/sites/aj

ax/actions/ke

yword_save.p

A-SUM-UCON-

190922/580 
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missing nonce 

validation in the 

~/app/sites/ajax/ac

tions/keyword_save.

php file that is called 

via the doAjax() 

function. This makes 

it possible for 

unauthenticated 

attackers to modify 

the plugin's settings 

and inject malicious 

web scripts via a 

forged request 

granted they can 

trick a site 

administrator into 

performing an action 

such as clicking on a 

link. 

CVE ID : CVE-2022-

2541 

hp, 

https://plugin

s.trac.wordpre

ss.org/browse

r/ucontext-

for-

amazon/trunk

/app/Ucontex

t4a_Ajax.php 

Product: ucontext_for_clickbank 

Affected Version(s): * Up to (including) 3.9.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

The uContext for 

Clickbank plugin for 

WordPress is 

vulnerable to Cross-

Site Request Forgery 

to Cross-Site 

Scripting in versions 

up to, and including 

3.9.1. This is due to 

missing nonce 

validation in the 

~/app/sites/ajax/ac

tions/keyword_save.

php file that is called 

via the doAjax() 

function. This makes 

it possible for 

unauthenticated 

attackers to modify 

https://plugin

s.trac.wordpre

ss.org/browse

r/ucontext/tr

unk/app/Uco

ntext_Ajax.ph

p, 

https://plugin

s.trac.wordpre

ss.org/browse

r/ucontext/tr

unk/app/sites

/ajax/actions/

keyword_save

.php 

A-SUM-UCON-

190922/581 
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the plugin's settings 

and inject malicious 

web scripts via a 

forged request 

granted they can 

trick a site 

administrator into 

performing an action 

such as clicking on a 

link. 

CVE ID : CVE-2022-

2542 

Vendor: Suse 

Product: rancher 

Affected Version(s): From (including) 2.5.0 Up to (excluding) 2.5.16 

Incorrect 

Authorizati

on 

07-Sep-2022 8.8 

An Improper 

Authorization 

vulnerability in SUSE 

Rancher, allows any 

user who has 

permissions to 

create/edit cluster 

role template 

bindings or project 

role template 

bindings (such as 

cluster-owner, 

manage cluster 

members, project-

owner and manage 

project members) to 

gain owner 

permission in 

another project in 

the same cluster or 

in another project on 

a different 

downstream cluster. 

This issue affects: 

SUSE Rancher 

Rancher versions 

prior to 2.6.7; 

https://github

.com/rancher

/rancher/secu

rity/advisorie

s/GHSA-6x34-

89p7-95wg, 

https://bugzil

la.suse.com/s

how_bug.cgi?i

d=1199730 

A-SUS-RANC-

190922/582 
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Rancher versions 

prior to 2.5.16. 

CVE ID : CVE-2022-

31247 

Affected Version(s): From (including) 2.6.0 Up to (excluding) 2.6.7 

Incorrect 

Authorizati

on 

07-Sep-2022 8.8 

An Improper 

Authorization 

vulnerability in SUSE 

Rancher, allows any 

user who has 

permissions to 

create/edit cluster 

role template 

bindings or project 

role template 

bindings (such as 

cluster-owner, 

manage cluster 

members, project-

owner and manage 

project members) to 

gain owner 

permission in 

another project in 

the same cluster or 

in another project on 

a different 

downstream cluster. 

This issue affects: 

SUSE Rancher 

Rancher versions 

prior to 2.6.7; 

Rancher versions 

prior to 2.5.16. 

CVE ID : CVE-2022-

31247 

https://github

.com/rancher

/rancher/secu

rity/advisorie

s/GHSA-6x34-

89p7-95wg, 

https://bugzil

la.suse.com/s

how_bug.cgi?i

d=1199730 

A-SUS-RANC-

190922/583 

Vendor: synck 

Product: mailform_pro_cgi 

Affected Version(s): * Up to (including) 4.3.1 

Exposure 

of 
08-Sep-2022 5.9 Mailform Pro CGI 

4.3.1 and earlier 

https://www.

synck.com/do

A-SYN-MAIL-

190922/584 
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Resource 

to Wrong 

Sphere 

allow a remote 

unauthenticated 

attacker to obtain 

the user input data 

by having a use of 

the product to access 

a specially crafted 

URL. 

CVE ID : CVE-2022-

38400 

wnloads/cgi-

perl/mailform

pro/feature_1

381250709.ht

ml, 

https://www.

synck.com/bl

ogs/news/ne

wsroom/detai

l_1661907555

.html 

Vendor: Sysaid 

Product: help_desk 

Affected Version(s): * Up to (excluding) 22.1.65 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

11-Sep-2022 6.1 

SysAid Help Desk 

before 22.1.65 

allows XSS, aka FR# 

66542 and 65579. 

CVE ID : CVE-2022-

40322 

https://docu

mentation.sys

aid.com/docs/

22165-

release-notes 

A-SYS-HELP-

190922/585 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

11-Sep-2022 6.1 

SysAid Help Desk 

before 22.1.65 

allows XSS in the 

Password Services 

module, aka FR# 

67241. 

CVE ID : CVE-2022-

40323 

https://docu

mentation.sys

aid.com/docs/

22165-

release-notes 

A-SYS-HELP-

190922/586 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

11-Sep-2022 6.1 

SysAid Help Desk 

before 22.1.65 

allows XSS via the 

Linked SRs field, aka 

FR# 67258. 

CVE ID : CVE-2022-

40324 

https://docu

mentation.sys

aid.com/docs/

22165-

release-notes 

A-SYS-HELP-

190922/587 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

11-Sep-2022 6.1 

SysAid Help Desk 

before 22.1.65 

allows XSS via the 

Asset Dashboard, aka 

FR# 67262. 

CVE ID : CVE-2022-

40325 

https://docu

mentation.sys

aid.com/docs/

22165-

release-notes 

A-SYS-HELP-

190922/588 

Vendor: tastyigniter 

Product: tastyigniter 

Affected Version(s): * Up to (including) 3.5.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Sep-2022 5.4 

TastyIgniter v3.5.0 

was discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability which 

allows attackers to 

execute arbitrary 

web scripts or HTML 

via a crafted payload. 

CVE ID : CVE-2022-

38256 

N/A 
A-TAS-TAST-

190922/589 

Vendor: tesseract_project 

Product: tesseract 

Affected Version(s): 5.0.0 

Divide By 

Zero 
09-Sep-2022 6.5 

An issue in the 

Leptonica linked 

library (v1.79.0) in 

Tesseract v5.0.0 

allows attackers to 

cause an arithmetic 

exception leading to 

a Denial of Service 

(DoS) via a crafted 

JPEG file. 

CVE ID : CVE-2022-

38266 

N/A 
A-TES-TESS-

190922/590 

Vendor: tigergraph 
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Product: tigergraph 

Affected Version(s): 3.6.0 

Improper 

Input 

Validation 

05-Sep-2022 8.8 

** DISPUTED ** The 

User-Defined 

Functions (UDF) 

feature in 

TigerGraph 3.6.0 

allows installation of 

a query (in the GSQL 

query language) 

without proper 

validation. 

Consequently, an 

attacker can execute 

arbitrary C++ code. 

NOTE: the vendor's 

position is "GSQL 

was behaving as 

expected." 

CVE ID : CVE-2022-

30331 

N/A 
A-TIG-TIGE-

190922/591 

Vendor: tinyexr_project 

Product: tinyexr 

Affected Version(s): 2022-06-28 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

tinyexr commit 

0647fb3 was 

discovered to 

contain a heap-

buffer overflow via 

the component 

rleUncompress. 

CVE ID : CVE-2022-

38529 

N/A 
A-TIN-TINY-

190922/592 

Vendor: tinygltf_project 

Product: tinygltf 

Affected Version(s): * Up to (excluding) 2.6.0 

Improper 

Neutralizat

ion of 

Special 

05-Sep-2022 8.8 

The tinygltf library 

uses the C library 

function wordexp() 

to perform file path 

https://github

.com/syoyo/ti

nygltf/issues/

368, 

A-TIN-TINY-

190922/593 
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Elements 

used in a 

Command 

('Comman

d 

Injection') 

expansion on 

untrusted paths that 

are provided from 

the input file. This 

function allows for 

command injection 

by using backticks. 

An attacker could 

craft an untrusted 

path input that 

would result in a 

path expansion. We 

recommend 

upgrading to 2.6.0 or 

past commit 

52ff00a38447f06a17

eab1caa2cf0730a11

9c751 

CVE ID : CVE-2022-

3008 

https://github

.com/syoyo/ti

nygltf/blob/m

aster/READM

E.md, 

https://bugs.c

hromium.org/

p/oss-

fuzz/issues/d

etail?id=4905

3, 

https://github

.com/syoyo/ti

nygltf/commit

/52ff00a3844

7f06a17eab1c

aa2cf0730a11

9c751 

Vendor: torguard 

Product: vpn 

Affected Version(s): 4.8 

Insecure 

Storage of 

Sensitive 

Informatio

n 

12-Sep-2022 7.5 

Torguard VPN 4.8, 

has a vulnerability 

that allows an 

attacker to dump 

sensitive 

information, such as 

credentials and 

information about 

the server, without 

admin privileges. 

CVE ID : CVE-2022-

37835 

N/A 
A-TOR-VPN-

190922/594 

Vendor: total-soft 

Product: event_calendar 

Affected Version(s): * Up to (including) 1.4.6 

N/A 09-Sep-2022 5.3 
Unauthenticated 

Event Deletion 

vulnerability in 

https://word

press.org/plu

gins/calendar

A-TOT-EVEN-

190922/595 
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Totalsoft Event 

Calendar – Calendar 

plugin <= 1.4.6 at 

WordPress. 

CVE ID : CVE-2022-

38067 

-event/, 

https://patchs

tack.com/data

base/vulnerab

ility/calendar-

event/wordpr

ess-event-

calendar-

calendar-

plugin-1-4-6-

unauthenticat

ed-event-

deletion-

vulnerability/

_s_id=cve 

Vendor: transposh 

Product: transposh_wordpress_translation 

Affected Version(s): * Up to (including) 1.0.8.1 

Missing 

Authorizati

on 

06-Sep-2022 5.3 

The Transposh 

WordPress 

Translation plugin 

for WordPress is 

vulnerable to 

unauthorized setting 

changes by 

unauthenticated 

users in versions up 

to, and including, 

1.0.8.1. This is due to 

insufficient 

permissions 

checking on the 

'tp_translation' AJAX 

action and default 

settings which 

makes it possible for 

unauthenticated 

attackers to 

influence the data 

shown on the site. 

CVE ID : CVE-2022-

2461 

https://plugin

s.trac.wordpre

ss.org/browse

r/transposh-

translation-

filter-for-

wordpress/tr

unk/transpos

h.php?rev=26

82425#L1989 

A-TRA-TRAN-

190922/596 
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Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

06-Sep-2022 5.3 

The Transposh 

WordPress 

Translation plugin 

for WordPress is 

vulnerable to 

sensitive information 

disclosure to 

unauthenticated 

users in versions up 

to, and including, 

1.0.8.1. This is due to 

insufficient 

permissions 

checking on the 

'tp_history' AJAX 

action and 

insufficient 

restriction on the 

data returned in the 

response. This 

makes it possible for 

unauthenticated 

users to exfiltrate 

usernames of 

individuals who have 

translated text. 

CVE ID : CVE-2022-

2462 

https://plugin

s.trac.wordpre

ss.org/browse

r/transposh-

translation-

filter-for-

wordpress/tr

unk/transpos

h.php?rev=26

82425#L1948 

A-TRA-TRAN-

190922/597 

Vendor: ucms_project 

Product: ucms 

Affected Version(s): 1.6 

Reliance 

on Cookies 

without 

Validation 

and 

Integrity 

Checking 

12-Sep-2022 9.8 

UCMS v1.6.0 

contains an 

authentication 

bypass vulnerability 

which is exploited 

via cookie poisoning. 

CVE ID : CVE-2022-

38297 

N/A 
A-UCM-UCMS-

190922/598 

Vendor: ultimatesmsnotifications 

Product: ultimate_sms_notifications_for_woocommerce 
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Affected Version(s): * Up to (including) 1.4.1 

Improper 

Neutralizat

ion of 

Formula 

Elements 

in a CSV 

File 

06-Sep-2022 8 

The Ultimate SMS 

Notifications for 

WooCommerce 

plugin for 

WordPress is 

vulnerable to CSV 

Injection in versions 

up to, and including, 

1.4.1 via the 'Export 

Utility' functionality. 

This makes it 

possible for 

authenticated 

attackers, such as a 

subscriber, to add 

untrusted input into 

billing information 

like their First Name 

that will embed into 

the exported CSV file 

triggered by an 

administrator and 

can result in code 

execution when 

these files are 

downloaded and 

opened on a local 

system with a 

vulnerable 

configuration. 

CVE ID : CVE-2022-

2429 

N/A 
A-ULT-ULTI-

190922/599 

Vendor: VIM 

Product: vim 

Affected Version(s): * Up to (excluding) 9.0.0360 

Use After 

Free 
03-Sep-2022 7.8 

Use After Free in 

GitHub repository 

vim/vim prior to 

9.0.0360. 

https://huntr.

dev/bounties/

403210c7-

6cc7-4874-

8934-

b57f88bd4f5e

A-VIM-VIM-

190922/600 
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CVE ID : CVE-2022-

3099 

, 

https://github

.com/vim/vim

/commit/35d

21c6830fc2d6

8aca838424a

0e786821c58

91c 

Affected Version(s): * Up to (excluding) 9.0.0389 

Use After 

Free 
06-Sep-2022 7.8 

Use After Free in 

GitHub repository 

vim/vim prior to 

9.0.0389. 

CVE ID : CVE-2022-

3134 

https://github

.com/vim/vim

/commit/ccfd

e4d028e891a

41e3548323c

3d47b06fb0b

83e, 

https://huntr.

dev/bounties/

6ec79e49-

c7ab-4cd6-

a517-

e7934c2eb9d

c 

A-VIM-VIM-

190922/601 

Affected Version(s): * Up to (excluding) 9.0.0404 

NULL 

Pointer 

Dereferenc

e 

08-Sep-2022 5.5 

NULL Pointer 

Dereference in 

GitHub repository 

vim/vim prior to 

9.0.0404. 

CVE ID : CVE-2022-

3153 

https://huntr.

dev/bounties/

68331124-

620d-48bc-

a8fa-

cd947b26270

a, 

https://github

.com/vim/vim

/commit/154

0d334a04d87

4c2aa9d26b8

2dbbcd4bc5a

78de 

A-VIM-VIM-

190922/602 

Vendor: visualcomposer 

Product: visual_composer_website_builder 

Affected Version(s): * Up to (including) 45.0 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

The Visual Composer 

Website Builder 

plugin for 

WordPress is 

vulnerable to Stored 

Cross-Site Scripting 

via the 'Text Block' 

feature in versions 

up to, and including, 

45.0 due to 

insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

authenticated 

attackers with access 

to the visual 

composer editor to 

inject arbitrary web 

scripts in pages that 

will execute 

whenever a user 

accesses an injected 

page. 

CVE ID : CVE-2022-

2430 

https://plugin

s.trac.wordpre

ss.org/change

set?sfp_email=

&sfph_mail=&

reponame=&o

ld=2778808%

40visualcomp

oser&new=27

78808%40vis

ualcomposer&

sfp_email=&sf

ph_mail= 

A-VIS-VISU-

190922/603 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

The Visual Composer 

Website Builder 

plugin for 

WordPress is 

vulnerable to Stored 

Cross-Site Scripting 

via the post/page 

'Title' value in 

versions up to, and 

including, 45.0 due 

to insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

authenticated 

attackers with access 

to the visual 

https://plugin

s.trac.wordpre

ss.org/change

set?sfp_email=

&sfph_mail=&

reponame=&o

ld=2778808%

40visualcomp

oser&new=27

78808%40vis

ualcomposer&

sfp_email=&sf

ph_mail= 

A-VIS-VISU-

190922/604 
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composer editor to 

inject arbitrary web 

scripts in pages that 

will execute 

whenever a user 

accesses an injected 

page. 

CVE ID : CVE-2022-

2516 

Vendor: visualportfolio 

Product: visual_portfolio\,_photo_gallery_\&_post_grid 

Affected Version(s): * Up to (excluding) 2.18.0 

Missing 

Authorizati

on 

05-Sep-2022 6.1 

The Visual Portfolio, 

Photo Gallery & Post 

Grid WordPress 

plugin before 2.18.0 

does not have proper 

authorisation checks 

in some of its REST 

endpoints, allowing 

unauthenticated 

users to call them 

and inject arbitrary 

CSS in arbitrary 

saved layouts 

CVE ID : CVE-2022-

2543 

N/A 
A-VIS-VISU-

190922/605 

Affected Version(s): * Up to (excluding) 2.19.0 

Incorrect 

Authorizati

on 

05-Sep-2022 5.4 

The Visual Portfolio, 

Photo Gallery & Post 

Grid WordPress 

plugin before 2.19.0 

does not have proper 

authorisation checks 

in some of its REST 

endpoints, allowing 

users with a role as 

low as contributor to 

call them and inject 

arbitrary CSS in 

N/A 
A-VIS-VISU-

190922/606 
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arbitrary saved 

layouts 

CVE ID : CVE-2022-

2597 

Vendor: vm2_project 

Product: vm2 

Affected Version(s): * Up to (excluding) 3.9.11 

Improper 

Control of 

Dynamicall

y-Managed 

Code 

Resources 

06-Sep-2022 10 

vm2 is a sandbox 

that can run 

untrusted code with 

whitelisted Node's 

built-in modules. In 

versions prior to 

version 3.9.11, a 

threat actor can 

bypass the sandbox 

protections to gain 

remote code 

execution rights on 

the host running the 

sandbox. This 

vulnerability was 

patched in the 

release of version 

3.9.11 of vm2. There 

are no known 

workarounds. 

CVE ID : CVE-2022-

36067 

https://github

.com/patriksi

mek/vm2/co

mmit/d9a7f3c

c995d3d861e

1380eafb886c

b3c5e2b873#

diff-

b1a515a627d

820118e76d0

e323fe2f0589

ed50a1eacb49

0f6c3278fe36

98f164, 

https://github

.com/patriksi

mek/vm2/sec

urity/advisori

es/GHSA-

mrgp-mrhc-

5jrq 

A-VM2-VM2-

190922/607 

Vendor: wc-marketplace 

Product: multivendor_marketplace_solution_for_woocommerce_-_wc_marketplace 

Affected Version(s): * Up to (excluding) 3.8.12 

Cross-Site 

Request 

Forgery 

(CSRF) 

05-Sep-2022 4.3 

The Multivendor 

Marketplace Solution 

for WooCommerce 

WordPress plugin 

before 3.8.12 is 

lacking authorisation 

and CSRF in multiple 

AJAX actions, which 

could allow any 

N/A 
A-WC--MULT-

190922/608 
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authenticated users, 

such as subscriber to 

call them and 

suspend vendors 

(reporter by the 

submitter) or update 

arbitrary order 

status (identified by 

WPScan when 

verifying the issue) 

for example. Other 

unauthenticated 

attacks are also 

possible, either 

directly or via CSRF 

CVE ID : CVE-2022-

2657 

Vendor: weave.works 

Product: gitops 

Affected Version(s): * Up to (excluding) 0.9.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Sep-2022 5.4 

Weave GitOps 

Enterprise before 

0.9.0-rc.5 has a 

cross-site scripting 

(XSS) bug allowing a 

malicious user to 

inject a javascript: 

link in the UI. When 

clicked by a victim 

user, the script will 

execute with the 

victim's permission. 

The exposure 

appears in Weave 

GitOps Enterprise UI 

via a GitopsCluster 

dashboard link. An 

annotation can be 

added to a 

GitopsCluster 

custom resource. 

https://docs.g

itops.weave.w

orks/docs/int

ro, 

https://docs.g

itops.weave.w

orks/security

/cve/enterpri

se/CVE-2022-

38790/index.

html, 

https://www.

weave.works/

product/gitop

s-enterprise/ 

A-WEA-GITO-

190922/609 
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CVE ID : CVE-2022-

38790 

Affected Version(s): 0.9.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Sep-2022 5.4 

Weave GitOps 

Enterprise before 

0.9.0-rc.5 has a 

cross-site scripting 

(XSS) bug allowing a 

malicious user to 

inject a javascript: 

link in the UI. When 

clicked by a victim 

user, the script will 

execute with the 

victim's permission. 

The exposure 

appears in Weave 

GitOps Enterprise UI 

via a GitopsCluster 

dashboard link. An 

annotation can be 

added to a 

GitopsCluster 

custom resource. 

CVE ID : CVE-2022-

38790 

https://docs.g

itops.weave.w

orks/docs/int

ro, 

https://docs.g

itops.weave.w

orks/security

/cve/enterpri

se/CVE-2022-

38790/index.

html, 

https://www.

weave.works/

product/gitop

s-enterprise/ 

A-WEA-GITO-

190922/610 

Vendor: webhelpagency 

Product: word_search_puzzles 

Affected Version(s): * Up to (including) 2.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Sep-2022 4.8 

Authenticated 

(author+) Stored 

Cross-Site Scripting 

(XSS) vulnerability in 

WHA's Word Search 

Puzzles game plugin 

<= 2.0.1 at 

WordPress. 

CVE ID : CVE-2022-

37335 

https://patchs

tack.com/data

base/vulnerab

ility/wha-

wordsearch/

wordpress-

word-search-

puzzles-game-

plugin-2-0-1-

authenticated-

stored-cross-

site-scripting-

xss-

A-WEB-WORD-

190922/611 
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vulnerability/

_s_id=cve, 

https://word

press.org/plu

gins/wha-

wordsearch/ 

Vendor: wikmd_project 

Product: wikmd 

Affected Version(s): * Up to (excluding) 1.7.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

07-Sep-2022 7.5 

Wikmd is a file based 

wiki that uses 

markdown. Prior to 

version 1.7.1, Wikmd 

is vulnerable to path 

traversal when 

accessing 

`/list/<path:folderpa

th>` and discloses 

lists of files located 

on the server 

including sensitive 

data. Version 1.7.1 

fixes this issue. 

CVE ID : CVE-2022-

36081 

https://github

.com/Linbreu

x/wikmd/com

mit/8d1f94ec

86b5b6c3df8e

f10051facfb51

1a78450, 

https://github

.com/Linbreu

x/wikmd/sec

urity/advisori

es/GHSA-

w4cf-92x9-

v8w2 

A-WIK-WIKM-

190922/612 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Sep-2022 6.1 

Wikmd is a file based 

wiki that uses 

markdown. Prior to 

version 1.7.1, an 

attacker could 

capture user's 

session cookies or 

execute malicious 

Javascript when a 

victim edits a 

markdown file. 

Version 1.7.1 fixes 

this issue. 

CVE ID : CVE-2022-

36080 

https://github

.com/Linbreu

x/wikmd/sec

urity/advisori

es/GHSA-

9m4m-6gqx-

gfj3, 

https://github

.com/Linbreu

x/wikmd/com

mit/259412c4

7d64d5b8598

0f95345179fb

f05927798 

A-WIK-WIKM-

190922/613 

Vendor: Wireshark 
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Product: wireshark 

Affected Version(s): From (including) 3.4.0 Up to (excluding) 3.4.16 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Sep-2022 5.5 

Infinite loop in the 

F5 Ethernet Trailer 

protocol dissector in 

Wireshark 3.6.0 to 

3.6.7 and 3.4.0 to 

3.4.15 allows denial 

of service via packet 

injection or crafted 

capture file 

CVE ID : CVE-2022-

3190 

https://gitlab.

com/gitlab-

org/cves/-

/blob/master

/2022/CVE-

2022-

3190.json 

A-WIR-WIRE-

190922/614 

Affected Version(s): From (including) 3.6.0 Up to (excluding) 3.6.8 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

13-Sep-2022 5.5 

Infinite loop in the 

F5 Ethernet Trailer 

protocol dissector in 

Wireshark 3.6.0 to 

3.6.7 and 3.4.0 to 

3.4.15 allows denial 

of service via packet 

injection or crafted 

capture file 

CVE ID : CVE-2022-

3190 

https://gitlab.

com/gitlab-

org/cves/-

/blob/master

/2022/CVE-

2022-

3190.json 

A-WIR-WIRE-

190922/615 

Vendor: withsecure 

Product: business_suite 

Affected Version(s): - 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

06-Sep-2022 7.5 

A Denial-of-Service 

vulnerability was 

discovered in the F-

Secure and 

WithSecure products 

where aerdl.dll may 

go into an infinite 

loop when 

unpacking PE files. It 

is possible that this 

can crash the 

scanning engine. 

https://www.

withsecure.co

m/en/support

/security-

advisories, 

https://www.

withsecure.co

m/en/experti

se/people 

A-WIT-BUSI-

190922/616 
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CVE ID : CVE-2022-

28884 

Product: elements_endpoint_protection 

Affected Version(s): * 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

06-Sep-2022 7.5 

A Denial-of-Service 

vulnerability was 

discovered in the F-

Secure and 

WithSecure products 

where aerdl.dll may 

go into an infinite 

loop when 

unpacking PE files. It 

is possible that this 

can crash the 

scanning engine. 

CVE ID : CVE-2022-

28884 

https://www.

withsecure.co

m/en/support

/security-

advisories, 

https://www.

withsecure.co

m/en/experti

se/people 

A-WIT-ELEM-

190922/617 

Vendor: wp-forecast_project 

Product: wp-forecast 

Affected Version(s): * Up to (including) 7.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Sep-2022 4.8 

Authenticated 

(admin+) Stored 

Cross-Site Scripting 

(XSS) vulnerability in 

Hans Matzen's wp-

forecast plugin <= 

7.5 at WordPress. 

CVE ID : CVE-2022-

35725 

https://patchs

tack.com/data

base/vulnerab

ility/wp-

forecast/word

press-wp-

forecast-

plugin-7-5-

authenticated-

stored-cross-

site-scripting-

xss-

vulnerability/

_s_id=cve, 

https://word

press.org/plu

gins/wp-

forecast/#dev

elopers 

A-WP--WP-F-

190922/618 

Vendor: wp-postratings_project 
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Product: wp-postratings 

Affected Version(s): * Up to (including) 1.89 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

09-Sep-2022 3.1 

Rating 

increase/decrease 

via race condition in 

Lester 'GaMerZ' Chan 

WP-PostRatings 

plugin <= 1.89 at 

WordPress. 

CVE ID : CVE-2022-

36422 

https://patchs

tack.com/data

base/vulnerab

ility/wp-

postratings/w

ordpress-wp-

postratings-

plugin-1-89-

rating-

increase-

decrease-via-

race-

condition-

vulnerability/

_s_id=cve, 

https://word

press.org/plu

gins/wp-

postratings/#

developers 

A-WP--WP-P-

190922/619 

Vendor: wp-shop 

Product: wp_shop 

Affected Version(s): * Up to (including) 3.9.6 

Improper 

Privilege 

Manageme

nt 

09-Sep-2022 9.1 

Unauthenticated 

Plugin Settings 

Change & Data 

Deletion 

vulnerabilities in WP 

Shop plugin <= 3.9.6 

at WordPress. 

CVE ID : CVE-2022-

36793 

https://word

press.org/plu

gins/wp-

shop-

original/, 

https://patchs

tack.com/data

base/vulnerab

ility/wp-shop-

original/word

press-wp-

shop-plugin-

3-9-6-

unauthenticat

ed-plugin-

settings-

change-data-

A-WP--WP_S-

190922/620 
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deletion-

vulnerabilities

/_s_id=cve 

Vendor: wp-useronline_project 

Product: wp-useronline 

Affected Version(s): * Up to (including) 2.87.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 4.8 

The WP-UserOnline 

plugin for 

WordPress is 

vulnerable to Stored 

Cross-Site Scripting 

via the 

‘templates[browsing

page][text]' 

parameter in 

versions up to, and 

including, 2.87.6 due 

to insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

authenticated 

attackers with 

administrative 

capabilities and 

above to inject 

arbitrary web scripts 

in pages that will 

execute whenever a 

user accesses an 

injected page. The 

only affects multi-

site installations and 

installations where 

unfiltered_html is 

disabled. 

CVE ID : CVE-2022-

2473 

https://plugin

s.trac.wordpre

ss.org/change

set?sfp_email=

&sfph_mail=&

reponame=&o

ld=2758412%

40wp-

useronline&n

ew=2758412

%40wp-

useronline&sf

p_email=&sfp

h_mail= 

A-WP--WP-U-

190922/621 

Affected Version(s): * Up to (including) 2.88.0 

Improper 

Neutralizat

ion of 

06-Sep-2022 4.8 
The WP-UserOnline 

plugin for 

WordPress has 

https://plugin

s.trac.wordpre

ss.org/change

A-WP--WP-U-

190922/622 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 382 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

multiple Stored 

Cross-Site Scripting 

vulnerabilities in 

versions up to, and 

including 2.88.0. This 

is due to the fact that 

all fields in the 

"Naming 

Conventions" section 

do not properly 

sanitize user input, 

nor escape it on 

output. This makes it 

possible for 

authenticated 

attackers, with 

administrative 

privileges, to inject 

JavaScript code into 

the setting that will 

execute whenever a 

user accesses the 

injected page. This 

only affects multi-

site installations and 

installations where 

unfiltered_html has 

been disabled. 

CVE ID : CVE-2022-

2941 

set?sfp_email=

&sfph_mail=&

reponame=&o

ld=2770235%

40wp-

useronline&n

ew=2770235

%40wp-

useronline&sf

p_email=&sfp

h_mail=, 

https://github

.com/lesterch

an/wp-

useronline/co

mmit/59c76b

20e4e27489f9

3dee4ef1254d

6204e08b3c 

Vendor: wp-users-exporter_project 

Product: wp-users-exporter 

Affected Version(s): * Up to (including) 1.4.2 

Improper 

Neutralizat

ion of 

Formula 

Elements 

in a CSV 

File 

06-Sep-2022 8.8 

The WP Users 

Exporter plugin for 

WordPress is 

vulnerable to CSV 

Injection in versions 

up to, and including, 

1.4.2 via the 'Export 

Users' functionality. 

This makes it 

N/A 
A-WP--WP-U-

190922/623 
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possible for 

authenticated 

attackers, such as a 

subscriber, to add 

untrusted input into 

profile information 

like First Names that 

will embed into the 

exported CSV file 

triggered by an 

administrator and 

can result in code 

execution when 

these files are 

downloaded and 

opened on a local 

system with a 

vulnerable 

configuration. 

CVE ID : CVE-2022-

3026 

Vendor: wpbookingcalendar 

Product: booking_calendar 

Affected Version(s): * Up to (including) 9.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 4.3 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

WPdevelop/Oplugin

s Booking Calendar 

plugin <= 9.2.1 at 

WordPress leading 

to Translations 

Update. 

CVE ID : CVE-2022-

33177 

https://word

press.org/plu

gins/booking/

#developers, 

https://patchs

tack.com/data

base/vulnerab

ility/booking/

wordpress-

booking-

calendar-

plugin-9-2-1-

cross-site-

request-

forgery-csrf-

leading-to-

translations-

A-WPB-BOOK-

190922/624 
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update/_s_id=

cve 

Vendor: wpchill 

Product: gallery_photoblocks 

Affected Version(s): * Up to (including) 1.2.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Sep-2022 5.4 

Multiple 

Authenticated Stored 

Cross-Site Scripting 

(XSS) vulnerabilities 

in WPChill Gallery 

PhotoBlocks plugin 

<= 1.2.6 at 

WordPress. 

CVE ID : CVE-2022-

37407 

https://patchs

tack.com/data

base/vulnerab

ility/photoblo

cks-grid-

gallery/wordp

ress-gallery-

photoblocks-

plugin-1-2-6-

multiple-

authenticated-

stored-cross-

site-scripting-

xss-

vulnerabilities

/_s_id=cve, 

https://word

press.org/plu

gins/photoblo

cks-grid-

gallery/ 

A-WPC-GALL-

190922/625 

Vendor: wpdevart 

Product: poll\,_survey\,_questionnaire_and_voting_system 

Affected Version(s): * Up to (including) 1.7.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 4.8 

Authenticated 

(admin+) Cross-Site 

Scripting (XSS) 

vulnerability in 

wpdevart Poll, 

Survey, 

Questionnaire and 

Voting system plugin 

<= 1.7.4 at 

WordPress. 

CVE ID : CVE-2022-

34656 

https://word

press.org/plu

gins/polls-

widget/, 

https://patchs

tack.com/data

base/vulnerab

ility/polls-

widget/wordp

ress-poll-

survey-

questionnaire

A-WPD-POLL-

190922/626 
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-and-voting-

system-

plugin-1-7-4-

authenticated-

cross-site-

scripting-xss-

vulnerability/

_s_id=cve 

Vendor: wpdownloadmanager 

Product: wordpress_download_manager 

Affected Version(s): * Up to (including) 3.2.49 

Deserializa

tion of 

Untrusted 

Data 

06-Sep-2022 8.8 

The Download 

Manager plugin for 

WordPress is 

vulnerable to 

deserialization of 

untrusted input via 

the 

'file[package_dir]' 

parameter in 

versions up to, and 

including 3.2.49. This 

makes it possible for 

authenticated 

attackers with 

contributor 

privileges and above 

to call files using a 

PHAR wrapper that 

will deserialize the 

data and call 

arbitrary PHP 

Objects that can be 

used to perform a 

variety of malicious 

actions granted a 

POP chain is also 

present. It also 

requires that the 

attacker is successful 

in uploading a file 

https://plugin

s.trac.wordpre

ss.org/change

set?sfp_email=

&sfph_mail=&

reponame=&o

ld=2761422%

40download-

manager%2Ft

runk%2Fsrc%

2FAdmin%2F

Menu%2FPac

kages.php&ne

w=2761422%

40download-

manager%2Ft

runk%2Fsrc%

2FAdmin%2F

Menu%2FPac

kages.php 

A-WPD-WORD-

190922/627 
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with the serialized 

payload. 

CVE ID : CVE-2022-

2436 

Affected Version(s): * Up to (including) 3.2.50 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

06-Sep-2022 8.8 

The Download 

Manager plugin for 

WordPress is 

vulnerable to 

arbitrary file 

deletion in versions 

up to, and including 

3.2.50. This is due to 

insufficient file type 

and path validation 

on the deleteFiles() 

function found in the 

~/Admin/Menu/Pac

kages.php file that 

triggers upon 

download post 

deletion. This makes 

it possible for 

contributor level 

users and above to 

supply an arbitrary 

file path via the 

'file[files]' parameter 

when creating a 

download post and 

once the user deletes 

the post the supplied 

arbitrary file will be 

deleted. This can be 

used by attackers to 

delete the /wp-

config.php file which 

will reset the 

installation and 

make it possible for 

an attacker to 

achieve remote code 

https://plugin

s.trac.wordpre

ss.org/change

set?sfp_email=

&sfph_mail=&

reponame=&o

ld=2762092%

40download-

manager&ne

w=2762092%

40download-

manager&sfp_

email=&sfph_

mail= 

A-WPD-WORD-

190922/628 
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execution on the 

server. 

CVE ID : CVE-2022-

2431 

Vendor: wpseeds 

Product: wp_database_backup 

Affected Version(s): * Up to (excluding) 5.9 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Sep-2022 4.8 

The WP Database 

Backup WordPress 

plugin before 5.9 

does not escape 

some of its settings, 

which could allow 

high privilege users 

such as admin to 

perform Stored 

Cross-Site Scripting 

attacks when the 

unfiltered_html 

capability is 

disallowed (for 

example in multisite 

setup) 

CVE ID : CVE-2022-

2271 

N/A 
A-WPS-WP_D-

190922/629 

Vendor: wpvar 

Product: wp_shamsi 

Affected Version(s): * Up to (including) 4.1.1 

Improper 

Privilege 

Manageme

nt 

09-Sep-2022 4.3 

Authenticated 

(subscriber+) Plugin 

Setting change 

vulnerability in WP 

Shamsi plugin <= 

4.1.1 at WordPress. 

CVE ID : CVE-2022-

38058 

https://patchs

tack.com/data

base/vulnerab

ility/wp-

shamsi/word

press-wp-

shamsi-

plugin-4-1-1-

authenticated-

plugin-

setting-

change-

vulnerability/

A-WPV-WP_S-

190922/630 
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_s_id=cve, 

https://word

press.org/plu

gins/wp-

shamsi/#deve

lopers 

Vendor: wpvivid 

Product: migration\,_backup\,_staging 

Affected Version(s): * Up to (including) 0.9.74 

Deserializa

tion of 

Untrusted 

Data 

06-Sep-2022 7.2 

The Migration, 

Backup, Staging – 

WPvivid plugin for 

WordPress is 

vulnerable to 

deserialization of 

untrusted input via 

the 'path' parameter 

in versions up to, and 

including 0.9.74. This 

makes it possible for 

authenticated 

attackers with 

administrative 

privileges to call files 

using a PHAR 

wrapper that will 

deserialize and call 

arbitrary PHP 

Objects that can be 

used to perform a 

variety of malicious 

actions granted a 

POP chain is also 

present. It also 

requires that the 

attacker is successful 

in uploading a file 

with the serialized 

payload. 

CVE ID : CVE-2022-

2442 

https://plugin

s.trac.wordpre

ss.org/browse

r/wpvivid-

backuprestore

/trunk/includ

es/staging/cla

ss-wpvivid-

staging.php?r

ev=2749419#

L1747 

A-WPV-MIGR-

190922/631 

Vendor: wpwax 
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Product: directorist 

Affected Version(s): * Up to (excluding) 7.3.1 

Missing 

Authorizati

on 

05-Sep-2022 5.3 

The Directorist 

WordPress plugin 

before 7.3.1 discloses 

the email address of 

all users in an AJAX 

action available to 

both 

unauthenticated and 

any authenticated 

users 

CVE ID : CVE-2022-

2376 

N/A 
A-WPW-DIRE-

190922/632 

Vendor: wp_libre_form_project 

Product: wp_libre_form 

Affected Version(s): From (including) 2.0.0 Up to (including) 2.0.8 

Exposure 

of 

Resource 

to Wrong 

Sphere 

06-Sep-2022 6.5 

Unauthenticated 

Sensitive 

Information 

Disclosure 

vulnerability in WP 

Libre Form 2 plugin 

<= 2.0.8 at 

WordPress allows 

attackers to list and 

delete submissions. 

Affects only versions 

from 2.0.0 to 2.0.8. 

CVE ID : CVE-2022-

34867 

https://github

.com/librefor

m/libreform/

pull/54/files, 

https://patchs

tack.com/data

base/vulnerab

ility/libreform

/wordpress-

wp-libre-

form-2-

plugin-2-0-8-

unauthenticat

ed-sensitive-

information-

disclosure-

vulnerability 

A-WP_-WP_L-

190922/633 

Vendor: Wso2 

Product: enterprise_integrator 

Affected Version(s): 6.4.0 

Improper 

Neutralizat

ion of 

09-Sep-2022 6.1 
An issue was 

discovered in WSO2 

Enterprise 

N/A 
A-WSO-ENTE-

190922/634 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Integrator 6.4.0. A 

Reflected Cross-Site 

Scripting (XSS) 

vulnerability has 

been identified in the 

Management Console 

under 

/carbon/mediation_s

ecure_vault/properti

es/ajaxprocessor.jsp 

via the name 

parameter. Session 

hijacking or similar 

attacks would not be 

possible. 

CVE ID : CVE-2022-

39809 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Sep-2022 6.1 

An issue was 

discovered in WSO2 

Enterprise 

Integrator 6.4.0. A 

Reflected Cross-Site 

Scripting (XSS) 

vulnerability has 

been identified in the 

Management Console 

under 

/carbon/ndatasourc

e/validateconnection

/ajaxprocessor.jsp 

via the driver 

parameter. Session 

hijacking or similar 

attacks would not be 

possible. 

CVE ID : CVE-2022-

39810 

N/A 
A-WSO-ENTE-

190922/635 

Vendor: X.org 

Product: xorg-server 

Affected Version(s): 21.1.0 
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N/A 01-Sep-2022 7.8 

A flaw was found in 

the Xorg-x11-server. 

An out-of-bounds 

access issue can 

occur in the 

ProcXkbSetGeometry 

function due to 

improper validation 

of the request length. 

CVE ID : CVE-2022-

2319 

https://gitlab.

freedesktop.or

g/xorg/xserve

r/-

/merge_reque

sts/938, 

https://gitlab.

freedesktop.or

g/xorg/xserve

r/-

/merge_reque

sts/939 

A-X.O-XORG-

190922/636 

Out-of-

bounds 

Write 

01-Sep-2022 7.8 

A flaw was found in 

the Xorg-x11-server. 

The specific flaw 

exists within the 

handling of 

ProcXkbSetDeviceInf

o requests. The issue 

results from the lack 

of proper validation 

of user-supplied 

data, which can 

result in a memory 

access past the end 

of an allocated 

buffer. This flaw 

allows an attacker to 

escalate privileges 

and execute 

arbitrary code in the 

context of root. 

CVE ID : CVE-2022-

2320 

https://gitlab.

freedesktop.or

g/xorg/xserve

r/-

/merge_reque

sts/938, 

https://gitlab.

freedesktop.or

g/xorg/xserve

r/-

/merge_reque

sts/939, 

https://github

.com/freedesk

top/xorg-

xserver/com

mit/dd8caf39

e9e15d8f302e

54045dd08d8

ebf1025dc 

A-X.O-XORG-

190922/637 

Vendor: xhyve_project 

Product: xhyve 

Affected Version(s): 2021-10-02 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 

xhyve commit 

dfbe09b was 

discovered to 

contain a stack 

buffer overflow via 

N/A 
A-XHY-XHYV-

190922/638 
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the component 

pci_vtrnd_notify(). 

CVE ID : CVE-2022-

36660 

NULL 

Pointer 

Dereferenc

e 

07-Sep-2022 6.5 

xhyve commit 

dfbe09b was 

discovered to 

contain a NULL 

pointer dereference 

via the component 

vi_pci_write(). This 

vulnerability allows 

attackers to cause a 

Denial of Service via 

unspecified vectors. 

CVE ID : CVE-2022-

36659 

N/A 
A-XHY-XHYV-

190922/639 

NULL 

Pointer 

Dereferenc

e 

07-Sep-2022 6.5 

xhyve commit 

dfbe09b was 

discovered to 

contain a NULL 

pointer dereference 

via the component 

vi_pci_read(). This 

vulnerability allows 

attackers to cause a 

Denial of Service via 

unspecified vectors. 

CVE ID : CVE-2022-

36661 

N/A 
A-XHY-XHYV-

190922/640 

Vendor: Xwiki 

Product: Xwiki 

Affected Version(s): * Up to (excluding) 13.10.4 

Improper 

Authentica

tion 

08-Sep-2022 7.5 

XWiki Platform Old 

Core is a core 

package for XWiki 

Platform, a generic 

wiki platform. Prior 

to versions 14.2 and 

13.10.4, all rights 

checks that would 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-8h89-

34w2-jpfm, 

https://jira.x

A-XWI-XWIK-

190922/641 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 393 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

normally prevent a 

user from viewing a 

document on a wiki 

can be bypassed 

using the login action 

and directly 

specified templates. 

This exposes title, 

content and 

comments of any 

document and 

properties of objects, 

though class and 

property name must 

be known. This is 

also exploitable on 

private wikis. This 

has been patched in 

versions 14.2 and 

13.10.4 by properly 

checking view rights 

before loading 

documents and 

disallowing non-

default templates in 

the login, 

registration and skin 

action. As a 

workaround, it 

would be possible to 

protect all templates 

individually by 

adding code to check 

access rights first. 

CVE ID : CVE-2022-

36092 

wiki.org/brow

se/XWIKI-

18602, 

https://jira.x

wiki.org/brow

se/XWIKI-

19549, 

https://github

.com/xwiki/x

wiki-

platform/com

mit/71a6d0b

b6f8ab718fcfa

ae0e9b8c16c2

d69cd4bb 

Affected Version(s): 2.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

08-Sep-2022 9 

The XWiki Platform 

Index UI is an Index 

of all pages, 

attachments, 

orphans and deleted 

pages and 

https://github

.com/xwiki/x

wiki-

platform/com

mit/6705b0cd

0289d1c90ed

A-XWI-XWIK-

190922/642 
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Generation 

('Cross-site 

Scripting') 

attachments for 

XWiki Platform, a 

generic wiki 

platform. Prior to 

versions 13.10.6 and 

14.3, it's possible to 

store JavaScript 

which will be 

executed by anyone 

viewing the deleted 

attachments index 

with an attachment 

containing javascript 

in its name. This 

issue has been 

patched in XWiki 

13.10.6 and 14.3. As 

a workaround, 

modify fix the 

vulnerability by 

editing the wiki page 

`XWiki.DeletedAttach

ments` with the 

object editor, open 

the 

`JavaScriptExtension` 

object and apply on 

the content the 

changes that can be 

found on the fix 

commit. 

CVE ID : CVE-2022-

36096 

354bd4ecc15

08c4b25745, 

https://jira.x

wiki.org/brow

se/XWIKI-

19613, 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-gjmq-

x5x7-wc36 

Affected Version(s): 5.3 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

08-Sep-2022 8.8 

XWiki Platform Wiki 

UI Main Wiki is 

software for 

managing subwikis 

on XWiki Platform, a 

generic wiki 

platform. Starting 

with version 5.3-

milestone-2 and 

https://github

.com/xwiki/x

wiki-

platform/com

mit/fc77f9f53

bc65a4a9bfae

3d568661530

9c0c76cc, 

https://jira.x

A-XWI-XWIK-

190922/643 
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prior to versions 

13.10.6 and 14.4, it's 

possible to inject 

arbitrary wiki syntax 

including Groovy, 

Python and Velocity 

script macros via the 

request (URL 

parameter) using the 

`XWikiServerClassSh

eet` if the user has 

view access to this 

sheet and another 

page that has been 

saved with 

programming rights, 

a standard condition 

on a public read-only 

XWiki installation or 

a private XWiki 

installation where 

the user has an 

account. This allows 

arbitrary 

Groovy/Python/Velo

city code execution 

which allows 

bypassing all rights 

checks and thus both 

modification and 

disclosure of all 

content stored in the 

XWiki installation. 

Also, this could be 

used to impact the 

availability of the 

wiki. This has been 

patched in versions 

13.10.6 and 14.4. As 

a workaround, edit 

the affected 

document 

`XWiki.XWikiServerC

lassSheet` or 

wiki.org/brow

se/XWIKI-

19746, 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-

xr6m-2p4m-

jvqf 
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`WikiManager.XWiki

ServerClassSheet` 

and manually 

perform the changes 

from the patch fixing 

the issue. On XWiki 

versions 12.0 and 

later, it is also 

possible to import 

the document 

`XWiki.XWikiServerC

lassSheet` from the 

xwiki-platform-wiki-

ui-mainwiki package 

version 14.4 using 

the import feature of 

the administration 

application as there 

have been no other 

changes to this 

document since 

XWiki 12.0. 

CVE ID : CVE-2022-

36099 

Affected Version(s): From (including) 1.0 Up to (excluding) 13.10.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Sep-2022 9 

XWiki Platform Web 

Parent POM contains 

Web resources for 

the XWiki platform, a 

generic wiki 

platform. Starting 

with version 1.0 and 

prior to versions 

13.10.6 and 14.30-

rc-1, it's possible to 

store JavaScript 

which will be 

executed by anyone 

viewing the history 

of an attachment 

containing javascript 

in its name. This 

issue has been 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-mxf2-

4r22-5hq9, 

https://github

.com/xwiki/x

wiki-

platform/com

mit/047ce9fa

4a7c13f38834

38aaf54fc50f2

87a7e8e, 

https://jira.x

wiki.org/brow

A-XWI-XWIK-

190922/644 
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patched in XWiki 

13.10.6 and 14.3RC1. 

As a workaround, it 

is possible to replace 

`viewattachrev.vm`, 

the entry point for 

this attack, by a 

patched version from 

the patch without 

updating XWiki. 

CVE ID : CVE-2022-

36094 

se/XWIKI-

19612 

Affected Version(s): From (including) 1.1 Up to (excluding) 13.10.5 

N/A 08-Sep-2022 8.1 

XWiki Platform Old 

Core is a core 

package for XWiki 

Platform, a generic 

wiki platform. Prior 

to versions 13.1.0.5 

and 14.3-rc-1, some 

resources are 

missing a check for 

inactive (not yet 

activated or 

disabled) users in 

XWiki, including the 

REST service. This 

means a disabled 

user can enable 

themselves using a 

REST call. On the 

same way some 

resources handler 

created by 

extensions are not 

protected by default, 

so an inactive user 

could perform 

actions for such 

extensions. This 

issue has existed 

since at least version 

1.1 of XWiki for 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-jgc8-

gvcx-9vfx, 

https://jira.x

wiki.org/brow

se/XWIKI-

19559, 

https://github

.com/xwiki/x

wiki-

platform/com

mit/e074d22

6d9b2b96a0a

1ba4349d1b7

3a802842986 

A-XWI-XWIK-

190922/645 
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instance configured 

with the email 

activation required 

for new users. Now 

it's more critical for 

versions 11.3-rc-1 

and later since the 

maintainers 

provided the 

capability to disable 

user without 

deleting them and 

encouraged using 

that feature. XWiki 

14.3-rc-1 and XWiki 

13.10.5 contain a 

patch. There is no 

workaround for this 

other than upgrading 

XWiki. 

CVE ID : CVE-2022-

36090 

Affected Version(s): From (including) 1.3 Up to (excluding) 13.10.4 

N/A 08-Sep-2022 7.5 

XWiki Platform Web 

Templates are 

templates for XWiki 

Platform, a generic 

wiki platform. 

Through the 

suggestion feature, 

string and list 

properties of objects 

the user shouldn't 

have access to can be 

accessed in versions 

prior to 13.10.4 and 

14.2. This includes 

private personal 

information like 

email addresses and 

salted password 

hashes of registered 

users but also other 

https://jira.x

wiki.org/brow

se/XWIKI-

18849, 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-599v-

w48h-rjrm 

A-XWI-XWIK-

190922/646 
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information stored in 

properties of objects. 

Sensitive 

configuration fields 

like passwords for 

LDAP or SMTP 

servers could be 

accessed. By 

exploiting an 

additional 

vulnerability, this 

issue can even be 

exploited on private 

wikis at least for 

string properties. 

The issue is patched 

in version 13.10.4 

and 14.2. Password 

properties are no 

longer displayed and 

rights are checked 

for other properties. 

A workaround is 

available. The 

template file 

`suggest.vm` can be 

replaced by a 

patched version 

without upgrading or 

restarting XWiki 

unless it has been 

overridden, in which 

case the overridden 

template should be 

patched, too. This 

might need 

adjustments for 

older versions, 

though. 

CVE ID : CVE-2022-

36091 

Affected Version(s): From (including) 1.7 Up to (excluding) 13.10.6 
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Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

08-Sep-2022 8.8 

XWiki Platform 

Applications Tag and 

XWiki Platform Tag 

UI are tag 

applications for 

XWiki, a generic wiki 

platform. Starting 

with version 1.7 in 

XWiki Platform 

Applications Tag and 

prior to 13.10.6 and 

14.4 in XWiki 

Platform Tag UI, the 

tags document 

`Main.Tags` in XWiki 

didn't sanitize user 

inputs properly. This 

allowed users with 

view rights on the 

document (default in 

a public wiki or for 

authenticated users 

on private wikis) to 

execute arbitrary 

Groovy, Python and 

Velocity code with 

programming rights. 

This also allowed 

bypassing all rights 

checks and thus both 

modification and 

disclosure of all 

content stored in the 

XWiki installation. 

The vulnerability 

could be used to 

impact the 

availability of the 

wiki. On XWiki 

versions before 

13.10.4 and 14.2, this 

can be combined 

with CVE-2022-

36092, meaning that 

https://github

.com/xwiki/x

wiki-

platform/com

mit/6048680

33ebd191cf2d

1e94db336f0c

4d9096427, 

https://jira.x

wiki.org/brow

se/XWIKI-

19747, 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-2g5c-

228j-p52x 

A-XWI-XWIK-

190922/647 
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no rights are 

required to perform 

the attack. The 

vulnerability has 

been patched in 

versions 13.10.6 and 

14.4. As a 

workaround, the 

patch that fixes the 

issue can be 

manually applied to 

the document 

`Main.Tags` or the 

updated version of 

that document can 

be imported from 

version 14.4 of 

xwiki-platform-tag-

ui using the import 

feature in the 

administration UI on 

XWiki 10.9 and later. 

CVE ID : CVE-2022-

36100 

Affected Version(s): From (including) 11.3.7 Up to (excluding) 13.10.4 

N/A 07-Sep-2022 8.8 

XWiki Platform Old 

Core is a core 

package for XWiki 

Platform, a generic 

wiki platform. 

Starting in versions 

11.3.7, 11.0.3, and 

12.0RC1, it is 

possible to exploit a 

bug in XWikiRights 

resolution of groups 

to obtain privilege 

escalation. More 

specifically, editing a 

right with the object 

editor leads to 

adding a 

supplementary 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-g4h6-

qp44-wqvx, 

https://github

.com/xwiki/x

wiki-

platform/pull

/1800, 

https://jira.x

wiki.org/brow

se/XWIKI-

15776, 

https://jira.x

wiki.org/brow

A-XWI-XWIK-

190922/648 
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empty value to 

groups which is then 

resolved as a 

reference to 

XWiki.WebHome 

page. Adding an 

XWikiGroup xobject 

to that page then 

transforms it to a 

group, any user put 

in that group would 

then obtain the 

privileges related to 

the edited right. Note 

that this security 

issue is normally 

mitigated by the fact 

that 

XWiki.WebHome 

(and XWiki space in 

general) should be 

protected by default 

for edit rights. The 

problem has been 

patched in XWiki 

13.10.4 and 14.2RC1 

to not consider 

anymore empty 

values in 

XWikiRights. It's 

possible to work 

around the problem 

by setting 

appropriate rights on 

XWiki.WebHome 

page to prevent 

users to edit it. 

CVE ID : CVE-2022-

31166 

se/XWIKI-

18386 

Affected Version(s): From (including) 12.5 Up to (excluding) 13.10.6 

Improper 

Neutralizat

ion of 

08-Sep-2022 9 
XWiki Platform 

Mentions UI is a user 

interface for 

https://github

.com/xwiki/x

wiki-

A-XWI-XWIK-

190922/649 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

mentioning users in 

wiki content for 

XWiki Platform, a 

generic wiki 

platform. Starting in 

version 12.5-rc-1 

and prior to versions 

13.10.6 and 14.4, it's 

possible to store 

Javascript or groovy 

scripts in a mention, 

macro anchor, or 

reference field. The 

stored code is 

executed by anyone 

visiting the page 

with the mention. 

This issue has been 

patched on XWiki 

14.4 and 13.10.6. As 

a workaround, one 

may update 

`XWiki.Mentions.Men

tionsMacro` and edit 

the `Macro code` 

field of the 

`XWiki.WikiMacroCla

ss` XObject. 

CVE ID : CVE-2022-

36098 

platform/com

mit/4032dc89

6857597efd1

69966dc9e27

52a9fdd459#

diff-

4fe22885f772

e47d3561a05

348f7392166

9ec12d4413b

220383b73c7

ae484bc4R60

8-R610, 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-c5v8-

2q4r-5w9v 

Affected Version(s): From (including) 13.0 Up to (excluding) 13.4.6 

Missing 

Authorizati

on 

07-Sep-2022 6.5 

XWiki Platform 

Security Parent POM 

contains the security 

APIs for XWiki 

Platform, a generic 

wiki platform. 

Starting with version 

5.0 and prior to 

12.10.11, 13.10.1, 

and 13.4.6, a bug in 

the security cache 

stores rules 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-gg53-

wf5x-r3r6, 

https://jira.x

wiki.org/brow

se/XWIKI-

14075, 

https://jira.x

A-XWI-XWIK-

190922/650 
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associated to 

document 

Page1.Page2 and 

space Page1.Page2 in 

the same cache 

entry. That means 

that it's possible to 

overwrite the rights 

of a space or a 

document by 

creating the page of 

the space with the 

same name and 

checking the right of 

the new one first so 

that they end up in 

the security cache 

and are used for the 

other too. The 

problem has been 

patched in XWiki 

12.10.11, 13.10.1, 

and 13.4.6. There are 

no known 

workarounds. 

CVE ID : CVE-2022-

31167 

wiki.org/brow

se/XWIKI-

18983 

Affected Version(s): From (including) 13.5 Up to (excluding) 13.10.1 

Missing 

Authorizati

on 

07-Sep-2022 6.5 

XWiki Platform 

Security Parent POM 

contains the security 

APIs for XWiki 

Platform, a generic 

wiki platform. 

Starting with version 

5.0 and prior to 

12.10.11, 13.10.1, 

and 13.4.6, a bug in 

the security cache 

stores rules 

associated to 

document 

Page1.Page2 and 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-gg53-

wf5x-r3r6, 

https://jira.x

wiki.org/brow

se/XWIKI-

14075, 

https://jira.x

wiki.org/brow

se/XWIKI-

18983 

A-XWI-XWIK-

190922/651 
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space Page1.Page2 in 

the same cache 

entry. That means 

that it's possible to 

overwrite the rights 

of a space or a 

document by 

creating the page of 

the space with the 

same name and 

checking the right of 

the new one first so 

that they end up in 

the security cache 

and are used for the 

other too. The 

problem has been 

patched in XWiki 

12.10.11, 13.10.1, 

and 13.4.6. There are 

no known 

workarounds. 

CVE ID : CVE-2022-

31167 

Affected Version(s): From (including) 14.0 Up to (excluding) 14.2 

N/A 07-Sep-2022 8.8 

XWiki Platform Old 

Core is a core 

package for XWiki 

Platform, a generic 

wiki platform. 

Starting in versions 

11.3.7, 11.0.3, and 

12.0RC1, it is 

possible to exploit a 

bug in XWikiRights 

resolution of groups 

to obtain privilege 

escalation. More 

specifically, editing a 

right with the object 

editor leads to 

adding a 

supplementary 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-g4h6-

qp44-wqvx, 

https://github

.com/xwiki/x

wiki-

platform/pull

/1800, 

https://jira.x

wiki.org/brow

se/XWIKI-

15776, 

https://jira.x

wiki.org/brow

A-XWI-XWIK-

190922/652 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 406 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

empty value to 

groups which is then 

resolved as a 

reference to 

XWiki.WebHome 

page. Adding an 

XWikiGroup xobject 

to that page then 

transforms it to a 

group, any user put 

in that group would 

then obtain the 

privileges related to 

the edited right. Note 

that this security 

issue is normally 

mitigated by the fact 

that 

XWiki.WebHome 

(and XWiki space in 

general) should be 

protected by default 

for edit rights. The 

problem has been 

patched in XWiki 

13.10.4 and 14.2RC1 

to not consider 

anymore empty 

values in 

XWikiRights. It's 

possible to work 

around the problem 

by setting 

appropriate rights on 

XWiki.WebHome 

page to prevent 

users to edit it. 

CVE ID : CVE-2022-

31166 

se/XWIKI-

18386 

N/A 08-Sep-2022 7.5 

XWiki Platform Web 

Templates are 

templates for XWiki 

Platform, a generic 

https://jira.x

wiki.org/brow

se/XWIKI-

18849, 

A-XWI-XWIK-

190922/653 
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wiki platform. 

Through the 

suggestion feature, 

string and list 

properties of objects 

the user shouldn't 

have access to can be 

accessed in versions 

prior to 13.10.4 and 

14.2. This includes 

private personal 

information like 

email addresses and 

salted password 

hashes of registered 

users but also other 

information stored in 

properties of objects. 

Sensitive 

configuration fields 

like passwords for 

LDAP or SMTP 

servers could be 

accessed. By 

exploiting an 

additional 

vulnerability, this 

issue can even be 

exploited on private 

wikis at least for 

string properties. 

The issue is patched 

in version 13.10.4 

and 14.2. Password 

properties are no 

longer displayed and 

rights are checked 

for other properties. 

A workaround is 

available. The 

template file 

`suggest.vm` can be 

replaced by a 

patched version 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-599v-

w48h-rjrm 
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without upgrading or 

restarting XWiki 

unless it has been 

overridden, in which 

case the overridden 

template should be 

patched, too. This 

might need 

adjustments for 

older versions, 

though. 

CVE ID : CVE-2022-

36091 

Improper 

Authentica

tion 

08-Sep-2022 7.5 

XWiki Platform Old 

Core is a core 

package for XWiki 

Platform, a generic 

wiki platform. Prior 

to versions 14.2 and 

13.10.4, all rights 

checks that would 

normally prevent a 

user from viewing a 

document on a wiki 

can be bypassed 

using the login action 

and directly 

specified templates. 

This exposes title, 

content and 

comments of any 

document and 

properties of objects, 

though class and 

property name must 

be known. This is 

also exploitable on 

private wikis. This 

has been patched in 

versions 14.2 and 

13.10.4 by properly 

checking view rights 

before loading 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-8h89-

34w2-jpfm, 

https://jira.x

wiki.org/brow

se/XWIKI-

18602, 

https://jira.x

wiki.org/brow

se/XWIKI-

19549, 

https://github

.com/xwiki/x

wiki-

platform/com

mit/71a6d0b

b6f8ab718fcfa

ae0e9b8c16c2

d69cd4bb 

A-XWI-XWIK-

190922/654 
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documents and 

disallowing non-

default templates in 

the login, 

registration and skin 

action. As a 

workaround, it 

would be possible to 

protect all templates 

individually by 

adding code to check 

access rights first. 

CVE ID : CVE-2022-

36092 

Affected Version(s): From (including) 14.0 Up to (excluding) 14.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Sep-2022 9 

XWiki Platform Web 

Parent POM contains 

Web resources for 

the XWiki platform, a 

generic wiki 

platform. Starting 

with version 1.0 and 

prior to versions 

13.10.6 and 14.30-

rc-1, it's possible to 

store JavaScript 

which will be 

executed by anyone 

viewing the history 

of an attachment 

containing javascript 

in its name. This 

issue has been 

patched in XWiki 

13.10.6 and 14.3RC1. 

As a workaround, it 

is possible to replace 

`viewattachrev.vm`, 

the entry point for 

this attack, by a 

patched version from 

the patch without 

updating XWiki. 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-mxf2-

4r22-5hq9, 

https://github

.com/xwiki/x

wiki-

platform/com

mit/047ce9fa

4a7c13f38834

38aaf54fc50f2

87a7e8e, 

https://jira.x

wiki.org/brow

se/XWIKI-

19612 

A-XWI-XWIK-

190922/655 
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CVE ID : CVE-2022-

36094 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Sep-2022 9 

The XWiki Platform 

Index UI is an Index 

of all pages, 

attachments, 

orphans and deleted 

pages and 

attachments for 

XWiki Platform, a 

generic wiki 

platform. Prior to 

versions 13.10.6 and 

14.3, it's possible to 

store JavaScript 

which will be 

executed by anyone 

viewing the deleted 

attachments index 

with an attachment 

containing javascript 

in its name. This 

issue has been 

patched in XWiki 

13.10.6 and 14.3. As 

a workaround, 

modify fix the 

vulnerability by 

editing the wiki page 

`XWiki.DeletedAttach

ments` with the 

object editor, open 

the 

`JavaScriptExtension` 

object and apply on 

the content the 

changes that can be 

found on the fix 

commit. 

CVE ID : CVE-2022-

36096 

https://github

.com/xwiki/x

wiki-

platform/com

mit/6705b0cd

0289d1c90ed

354bd4ecc15

08c4b25745, 

https://jira.x

wiki.org/brow

se/XWIKI-

19613, 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-gjmq-

x5x7-wc36 

A-XWI-XWIK-

190922/656 
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Improper 

Authentica

tion 

08-Sep-2022 7.1 

XWiki Platform Web 

Templates are 

templates for XWiki 

Platform, a generic 

wiki platform. By 

passing a template of 

the distribution 

wizard to the xpart 

template, user 

accounts can be 

created even when 

user registration is 

disabled. This also 

circumvents any 

email verification. 

Before versions 14.2 

and 13.10.4, this can 

also be exploited on 

a private wiki, thus 

potentially giving the 

attacker access to 

the wiki. Depending 

on the configured 

default rights of 

users, this could also 

give attackers write 

access to an 

otherwise read-only 

public wiki. Users 

can also be created 

when an external 

authentication 

system like LDAP is 

configured, but 

authentication fails 

unless the 

authentication 

system supports a 

bypass/local 

accounts are enabled 

in addition to the 

external 

authentication 

system. This issue 

https://github

.com/xwiki/x

wiki-

platform/com

mit/70c64c23

f4404f332894

58df2a08f7c4

be022755, 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-h5j3-

5x63-p8jv, 

https://jira.x

wiki.org/brow

se/XWIKI-

19558 

A-XWI-XWIK-

190922/657 
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has been patched in 

XWiki 13.10.5 and 

14.3RC1. As a 

workaround, one 

may replace 

`xpart.vm`, the entry 

point for this attack, 

by a patched version 

from the patch 

without updating 

XWiki. 

CVE ID : CVE-2022-

36093 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Sep-2022 6.1 

XWiki Platform 

Attachment UI 

provides a macro to 

easily upload and 

select attachments 

for XWiki Platform, a 

generic wiki 

platform. Starting 

with version 14.0-rc-

1 and prior to 14.4-

rc-1, it's possible to 

store JavaScript in an 

attachment name, 

which will be 

executed by anyone 

trying to move the 

corresponding 

attachment. This 

issue has been 

patched in XWiki 

14.4-rc-1. As a 

workaround, one 

may copy 

`moveStep1.vm` to 

`webapp/xwiki/tem

plates/moveStep1.v

m` and replace 

vulnerable code with 

code from the patch. 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-9r9j-

57rf-f6vj, 

https://jira.x

wiki.org/brow

se/XWIKI-

19667, 

https://github

.com/xwiki/x

wiki-

platform/com

mit/fbc4bfbae

4f6ce8109add

b281de86a03

acdb9277 

A-XWI-XWIK-

190922/658 
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CVE ID : CVE-2022-

36097 

Affected Version(s): From (including) 14.0 Up to (excluding) 14.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Sep-2022 9 

XWiki Platform 

Mentions UI is a user 

interface for 

mentioning users in 

wiki content for 

XWiki Platform, a 

generic wiki 

platform. Starting in 

version 12.5-rc-1 

and prior to versions 

13.10.6 and 14.4, it's 

possible to store 

Javascript or groovy 

scripts in a mention, 

macro anchor, or 

reference field. The 

stored code is 

executed by anyone 

visiting the page 

with the mention. 

This issue has been 

patched on XWiki 

14.4 and 13.10.6. As 

a workaround, one 

may update 

`XWiki.Mentions.Men

tionsMacro` and edit 

the `Macro code` 

field of the 

`XWiki.WikiMacroCla

ss` XObject. 

CVE ID : CVE-2022-

36098 

https://github

.com/xwiki/x

wiki-

platform/com

mit/4032dc89

6857597efd1

69966dc9e27

52a9fdd459#

diff-

4fe22885f772

e47d3561a05

348f7392166

9ec12d4413b

220383b73c7

ae484bc4R60

8-R610, 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-c5v8-

2q4r-5w9v 

A-XWI-XWIK-

190922/659 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

08-Sep-2022 8.8 

XWiki Platform Wiki 

UI Main Wiki is 

software for 

managing subwikis 

on XWiki Platform, a 

generic wiki 

platform. Starting 

https://github

.com/xwiki/x

wiki-

platform/com

mit/fc77f9f53

bc65a4a9bfae

3d568661530

A-XWI-XWIK-

190922/660 
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with version 5.3-

milestone-2 and 

prior to versions 

13.10.6 and 14.4, it's 

possible to inject 

arbitrary wiki syntax 

including Groovy, 

Python and Velocity 

script macros via the 

request (URL 

parameter) using the 

`XWikiServerClassSh

eet` if the user has 

view access to this 

sheet and another 

page that has been 

saved with 

programming rights, 

a standard condition 

on a public read-only 

XWiki installation or 

a private XWiki 

installation where 

the user has an 

account. This allows 

arbitrary 

Groovy/Python/Velo

city code execution 

which allows 

bypassing all rights 

checks and thus both 

modification and 

disclosure of all 

content stored in the 

XWiki installation. 

Also, this could be 

used to impact the 

availability of the 

wiki. This has been 

patched in versions 

13.10.6 and 14.4. As 

a workaround, edit 

the affected 

document 

9c0c76cc, 

https://jira.x

wiki.org/brow

se/XWIKI-

19746, 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-

xr6m-2p4m-

jvqf 
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`XWiki.XWikiServerC

lassSheet` or 

`WikiManager.XWiki

ServerClassSheet` 

and manually 

perform the changes 

from the patch fixing 

the issue. On XWiki 

versions 12.0 and 

later, it is also 

possible to import 

the document 

`XWiki.XWikiServerC

lassSheet` from the 

xwiki-platform-wiki-

ui-mainwiki package 

version 14.4 using 

the import feature of 

the administration 

application as there 

have been no other 

changes to this 

document since 

XWiki 12.0. 

CVE ID : CVE-2022-

36099 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

08-Sep-2022 8.8 

XWiki Platform 

Applications Tag and 

XWiki Platform Tag 

UI are tag 

applications for 

XWiki, a generic wiki 

platform. Starting 

with version 1.7 in 

XWiki Platform 

Applications Tag and 

prior to 13.10.6 and 

14.4 in XWiki 

Platform Tag UI, the 

tags document 

`Main.Tags` in XWiki 

didn't sanitize user 

inputs properly. This 

https://github

.com/xwiki/x

wiki-

platform/com

mit/6048680

33ebd191cf2d

1e94db336f0c

4d9096427, 

https://jira.x

wiki.org/brow

se/XWIKI-

19747, 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

A-XWI-XWIK-

190922/661 
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allowed users with 

view rights on the 

document (default in 

a public wiki or for 

authenticated users 

on private wikis) to 

execute arbitrary 

Groovy, Python and 

Velocity code with 

programming rights. 

This also allowed 

bypassing all rights 

checks and thus both 

modification and 

disclosure of all 

content stored in the 

XWiki installation. 

The vulnerability 

could be used to 

impact the 

availability of the 

wiki. On XWiki 

versions before 

13.10.4 and 14.2, this 

can be combined 

with CVE-2022-

36092, meaning that 

no rights are 

required to perform 

the attack. The 

vulnerability has 

been patched in 

versions 13.10.6 and 

14.4. As a 

workaround, the 

patch that fixes the 

issue can be 

manually applied to 

the document 

`Main.Tags` or the 

updated version of 

that document can 

be imported from 

version 14.4 of 

s/GHSA-2g5c-

228j-p52x 
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xwiki-platform-tag-

ui using the import 

feature in the 

administration UI on 

XWiki 10.9 and later. 

CVE ID : CVE-2022-

36100 

Affected Version(s): From (including) 2.3 Up to (excluding) 13.10.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Sep-2022 9 

The XWiki Platform 

Index UI is an Index 

of all pages, 

attachments, 

orphans and deleted 

pages and 

attachments for 

XWiki Platform, a 

generic wiki 

platform. Prior to 

versions 13.10.6 and 

14.3, it's possible to 

store JavaScript 

which will be 

executed by anyone 

viewing the deleted 

attachments index 

with an attachment 

containing javascript 

in its name. This 

issue has been 

patched in XWiki 

13.10.6 and 14.3. As 

a workaround, 

modify fix the 

vulnerability by 

editing the wiki page 

`XWiki.DeletedAttach

ments` with the 

object editor, open 

the 

`JavaScriptExtension` 

object and apply on 

the content the 

changes that can be 

https://github

.com/xwiki/x

wiki-

platform/com

mit/6705b0cd

0289d1c90ed

354bd4ecc15

08c4b25745, 

https://jira.x

wiki.org/brow

se/XWIKI-

19613, 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-gjmq-

x5x7-wc36 

A-XWI-XWIK-

190922/662 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 418 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

found on the fix 

commit. 

CVE ID : CVE-2022-

36096 

Affected Version(s): From (including) 5.0 Up to (excluding) 12.10.11 

Missing 

Authorizati

on 

07-Sep-2022 6.5 

XWiki Platform 

Security Parent POM 

contains the security 

APIs for XWiki 

Platform, a generic 

wiki platform. 

Starting with version 

5.0 and prior to 

12.10.11, 13.10.1, 

and 13.4.6, a bug in 

the security cache 

stores rules 

associated to 

document 

Page1.Page2 and 

space Page1.Page2 in 

the same cache 

entry. That means 

that it's possible to 

overwrite the rights 

of a space or a 

document by 

creating the page of 

the space with the 

same name and 

checking the right of 

the new one first so 

that they end up in 

the security cache 

and are used for the 

other too. The 

problem has been 

patched in XWiki 

12.10.11, 13.10.1, 

and 13.4.6. There are 

no known 

workarounds. 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-gg53-

wf5x-r3r6, 

https://jira.x

wiki.org/brow

se/XWIKI-

14075, 

https://jira.x

wiki.org/brow

se/XWIKI-

18983 

A-XWI-XWIK-

190922/663 
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CVE ID : CVE-2022-

31167 

Affected Version(s): From (including) 5.4 Up to (excluding) 13.10.6 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

08-Sep-2022 8.8 

XWiki Platform Wiki 

UI Main Wiki is 

software for 

managing subwikis 

on XWiki Platform, a 

generic wiki 

platform. Starting 

with version 5.3-

milestone-2 and 

prior to versions 

13.10.6 and 14.4, it's 

possible to inject 

arbitrary wiki syntax 

including Groovy, 

Python and Velocity 

script macros via the 

request (URL 

parameter) using the 

`XWikiServerClassSh

eet` if the user has 

view access to this 

sheet and another 

page that has been 

saved with 

programming rights, 

a standard condition 

on a public read-only 

XWiki installation or 

a private XWiki 

installation where 

the user has an 

account. This allows 

arbitrary 

Groovy/Python/Velo

city code execution 

which allows 

bypassing all rights 

checks and thus both 

modification and 

disclosure of all 

https://github

.com/xwiki/x

wiki-

platform/com

mit/fc77f9f53

bc65a4a9bfae

3d568661530

9c0c76cc, 

https://jira.x

wiki.org/brow

se/XWIKI-

19746, 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-

xr6m-2p4m-

jvqf 

A-XWI-XWIK-

190922/664 
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content stored in the 

XWiki installation. 

Also, this could be 

used to impact the 

availability of the 

wiki. This has been 

patched in versions 

13.10.6 and 14.4. As 

a workaround, edit 

the affected 

document 

`XWiki.XWikiServerC

lassSheet` or 

`WikiManager.XWiki

ServerClassSheet` 

and manually 

perform the changes 

from the patch fixing 

the issue. On XWiki 

versions 12.0 and 

later, it is also 

possible to import 

the document 

`XWiki.XWikiServerC

lassSheet` from the 

xwiki-platform-wiki-

ui-mainwiki package 

version 14.4 using 

the import feature of 

the administration 

application as there 

have been no other 

changes to this 

document since 

XWiki 12.0. 

CVE ID : CVE-2022-

36099 

Affected Version(s): From (including) 8.0 Up to (excluding) 13.10.5 

Improper 

Authentica

tion 

08-Sep-2022 7.1 

XWiki Platform Web 

Templates are 

templates for XWiki 

Platform, a generic 

wiki platform. By 

https://github

.com/xwiki/x

wiki-

platform/com

mit/70c64c23

A-XWI-XWIK-

190922/665 
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passing a template of 

the distribution 

wizard to the xpart 

template, user 

accounts can be 

created even when 

user registration is 

disabled. This also 

circumvents any 

email verification. 

Before versions 14.2 

and 13.10.4, this can 

also be exploited on 

a private wiki, thus 

potentially giving the 

attacker access to 

the wiki. Depending 

on the configured 

default rights of 

users, this could also 

give attackers write 

access to an 

otherwise read-only 

public wiki. Users 

can also be created 

when an external 

authentication 

system like LDAP is 

configured, but 

authentication fails 

unless the 

authentication 

system supports a 

bypass/local 

accounts are enabled 

in addition to the 

external 

authentication 

system. This issue 

has been patched in 

XWiki 13.10.5 and 

14.3RC1. As a 

workaround, one 

may replace 

f4404f332894

58df2a08f7c4

be022755, 

https://github

.com/xwiki/x

wiki-

platform/secu

rity/advisorie

s/GHSA-h5j3-

5x63-p8jv, 

https://jira.x

wiki.org/brow

se/XWIKI-

19558 
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`xpart.vm`, the entry 

point for this attack, 

by a patched version 

from the patch 

without updating 

XWiki. 

CVE ID : CVE-2022-

36093 

Vendor: ysoft 

Product: safeq 

Affected Version(s): From (including) 6.0.0 Up to (excluding) 6.0.72 

N/A 06-Sep-2022 7.8 

An issue was 

discovered in YSoft 

SAFEQ 6 before 

6.0.72. Incorrect 

privileges were 

configured as part of 

the installer package 

for the Client V3 

services, allowing for 

local user privilege 

escalation by 

overwriting the 

executable file via an 

alternative data 

stream. NOTE: this is 

not the same as CVE-

2021-31859. 

CVE ID : CVE-2022-

38176 

https://ysoft.c

om, 

https://www.

ysoft.com/en/

legal/ysoft-

safeq-client-

v3-local-

privilege-

escalation 

A-YSO-SAFE-

190922/666 

Hardware 

Vendor: allied-telesis 

Product: centrecom_ar260s 

Affected Version(s): v2 

Use of 

Hard-

coded 

Credentials 

08-Sep-2022 9.8 

Use of hard-coded 

credentials for the 

telnet server of 

CentreCOM AR260S 

V2 firmware 

versions prior to 

https://www.

allied-

telesis.co.jp/s

upport/list/fa

q/vuls/20220

829.html 

H-ALL-CENT-

200922/667 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 423 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Ver.3.3.7 allows a 

remote 

unauthenticated 

attacker to execute 

an arbitrary OS 

command. 

CVE ID : CVE-2022-

38394 

N/A 08-Sep-2022 8.8 

Undocumented 

hidden command 

that can be executed 

from the telnet 

function of 

CentreCOM AR260S 

V2 firmware 

versions prior to 

Ver.3.3.7 allows a 

remote 

authenticated 

attacker to execute 

an arbitrary OS 

command. 

CVE ID : CVE-2022-

34869 

https://www.

allied-

telesis.co.jp/s

upport/list/fa

q/vuls/20220

829.html 

H-ALL-CENT-

200922/668 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

08-Sep-2022 8.8 

OS command 

injection 

vulnerability in GUI 

setting page of 

CentreCOM AR260S 

V2 firmware 

versions prior to 

Ver.3.3.7 allows a 

remote 

authenticated 

attacker to execute 

an arbitrary OS 

command. 

CVE ID : CVE-2022-

35273 

https://www.

allied-

telesis.co.jp/s

upport/list/fa

q/vuls/20220

829.html 

H-ALL-CENT-

200922/669 

Improper 

Neutralizat

ion of 

08-Sep-2022 8.8 
OS command 

injection 

vulnerability in the 

https://www.

allied-

telesis.co.jp/s

H-ALL-CENT-

200922/670 
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Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

telnet function of 

CentreCOM AR260S 

V2 firmware 

versions prior to 

Ver.3.3.7 allows a 

remote 

authenticated 

attacker to execute 

an arbitrary OS 

command. 

CVE ID : CVE-2022-

38094 

upport/list/fa

q/vuls/20220

829.html 

Vendor: Arubanetworks 

Product: cx_10000 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_1-

200922/671 
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address this security 

vulnerability. 

CVE ID : CVE-2022-

23679 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23680 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_1-

200922/672 

N/A 06-Sep-2022 8.8 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

authenticated user 

with read-only 

privileges to escalate 

their permissions to 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_1-

200922/673 
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those of an 

administrative user. 

Successful 

exploitation of this 

vulnerability allows 

an attacker to 

escalate privileges 

beyond their 

authorized level in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23684 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_1-

200922/674 
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ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23681 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_1-

200922/675 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 428 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23682 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.2 

Authenticated 

command injection 

vulnerabilities exist 

in the AOS-CX 

Network Analytics 

Engine via NAE 

scripts. Successful 

exploitation of these 

vulnerabilities result 

in the ability to 

execute arbitrary 

commands as a 

privileged user on 

the underlying 

operating system, 

leading to a complete 

compromise of the 

switch running AOS-

CX in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_1-

200922/676 
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released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23683 

Improper 

Authentica

tion 

06-Sep-2022 6.8 

A vulnerability exists 

in certain AOS-CX 

switch models which 

could allow an 

attacker with access 

to the recovery 

console to bypass 

normal 

authentication. A 

successful exploit 

allows an attacker to 

bypass system 

authentication and 

achieve total switch 

compromise in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_1-

200922/677 
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CVE ID : CVE-2022-

23691 

Exposure 

of 

Resource 

to Wrong 

Sphere 

06-Sep-2022 5.3 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

unauthenticated 

attacker to 

fingerprint the exact 

version AOS-CX 

running on the 

switch. This allows 

an attacker to 

retrieve information 

which could be used 

to more precisely 

target the switch for 

further exploitation 

in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23690 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_1-

200922/678 

Uncontroll

ed 

Resource 

06-Sep-2022 4.3 
Multiple 

vulnerabilities exist 

in the processing of 

https://www.

arubanetwork

s.com/assets/

H-ARU-CX_1-

200922/679 
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Consumpti

on 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23686 

alert/ARUBA-

PSA-2022-

012.txt 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_1-

200922/680 
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and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23687 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_1-

200922/681 
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10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23688 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_1-

200922/682 
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security 

vulnerabilities. 

CVE ID : CVE-2022-

23689 

Product: cx_4100i 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23679 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_4-

200922/683 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_4-

200922/684 
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attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23680 

N/A 06-Sep-2022 8.8 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

authenticated user 

with read-only 

privileges to escalate 

their permissions to 

those of an 

administrative user. 

Successful 

exploitation of this 

vulnerability allows 

an attacker to 

escalate privileges 

beyond their 

authorized level in 

ArubaOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_4-

200922/685 
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Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23684 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_4-

200922/686 
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below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23681 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_4-

200922/687 
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CVE ID : CVE-2022-

23682 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.2 

Authenticated 

command injection 

vulnerabilities exist 

in the AOS-CX 

Network Analytics 

Engine via NAE 

scripts. Successful 

exploitation of these 

vulnerabilities result 

in the ability to 

execute arbitrary 

commands as a 

privileged user on 

the underlying 

operating system, 

leading to a complete 

compromise of the 

switch running AOS-

CX in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23683 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_4-

200922/688 
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Exposure 

of 

Resource 

to Wrong 

Sphere 

06-Sep-2022 5.3 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

unauthenticated 

attacker to 

fingerprint the exact 

version AOS-CX 

running on the 

switch. This allows 

an attacker to 

retrieve information 

which could be used 

to more precisely 

target the switch for 

further exploitation 

in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23690 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_4-

200922/689 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

H-ARU-CX_4-

200922/690 
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CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23686 

PSA-2022-

012.txt 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_4-

200922/691 
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of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23687 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_4-

200922/692 
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10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23688 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_4-

200922/693 
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CVE ID : CVE-2022-

23689 

Product: cx_6000 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23679 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/694 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/695 
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context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23680 

N/A 06-Sep-2022 8.8 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

authenticated user 

with read-only 

privileges to escalate 

their permissions to 

those of an 

administrative user. 

Successful 

exploitation of this 

vulnerability allows 

an attacker to 

escalate privileges 

beyond their 

authorized level in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/696 
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10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23684 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/697 
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for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23681 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23682 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/698 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.2 

Authenticated 

command injection 

vulnerabilities exist 

in the AOS-CX 

Network Analytics 

Engine via NAE 

scripts. Successful 

exploitation of these 

vulnerabilities result 

in the ability to 

execute arbitrary 

commands as a 

privileged user on 

the underlying 

operating system, 

leading to a complete 

compromise of the 

switch running AOS-

CX in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23683 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/699 

Exposure 

of 

Resource 

06-Sep-2022 5.3 
A vulnerability in the 

web-based 

management 

https://www.

arubanetwork

s.com/assets/

H-ARU-CX_6-

200922/700 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 448 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

to Wrong 

Sphere 

interface of AOS-CX 

could allow a remote 

unauthenticated 

attacker to 

fingerprint the exact 

version AOS-CX 

running on the 

switch. This allows 

an attacker to 

retrieve information 

which could be used 

to more precisely 

target the switch for 

further exploitation 

in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23690 

alert/ARUBA-

PSA-2022-

012.txt 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/701 
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allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23686 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/702 
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AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23687 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/703 
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released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23688 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23689 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/704 
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Product: cx_6100 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23679 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/705 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/706 
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AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23680 

N/A 06-Sep-2022 8.8 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

authenticated user 

with read-only 

privileges to escalate 

their permissions to 

those of an 

administrative user. 

Successful 

exploitation of this 

vulnerability allows 

an attacker to 

escalate privileges 

beyond their 

authorized level in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/707 
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10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23684 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/708 
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security 

vulnerabilities. 

CVE ID : CVE-2022-

23681 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23682 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/709 

Improper 

Neutralizat

ion of 

Special 

06-Sep-2022 7.2 

Authenticated 

command injection 

vulnerabilities exist 

in the AOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

H-ARU-CX_6-

200922/710 
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Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

Network Analytics 

Engine via NAE 

scripts. Successful 

exploitation of these 

vulnerabilities result 

in the ability to 

execute arbitrary 

commands as a 

privileged user on 

the underlying 

operating system, 

leading to a complete 

compromise of the 

switch running AOS-

CX in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23683 

PSA-2022-

012.txt 

Exposure 

of 

Resource 

to Wrong 

Sphere 

06-Sep-2022 5.3 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

unauthenticated 

attacker to 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/711 
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fingerprint the exact 

version AOS-CX 

running on the 

switch. This allows 

an attacker to 

retrieve information 

which could be used 

to more precisely 

target the switch for 

further exploitation 

in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23690 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/712 
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and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23686 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/713 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 459 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23687 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/714 
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security 

vulnerabilities. 

CVE ID : CVE-2022-

23688 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23689 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/715 

Product: cx_6200f 

Affected Version(s): - 

Cross-Site 

Request 
06-Sep-2022 8.8 AOS-CX lacks Anti-

CSRF protections in 

https://www.

arubanetwork

H-ARU-CX_6-

200922/716 
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Forgery 

(CSRF) 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23679 

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/717 
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10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23680 

N/A 06-Sep-2022 8.8 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

authenticated user 

with read-only 

privileges to escalate 

their permissions to 

those of an 

administrative user. 

Successful 

exploitation of this 

vulnerability allows 

an attacker to 

escalate privileges 

beyond their 

authorized level in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/718 
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below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23684 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23681 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/719 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23682 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/720 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

06-Sep-2022 7.2 

Authenticated 

command injection 

vulnerabilities exist 

in the AOS-CX 

Network Analytics 

Engine via NAE 

scripts. Successful 

exploitation of these 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/721 
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('OS 

Command 

Injection') 

vulnerabilities result 

in the ability to 

execute arbitrary 

commands as a 

privileged user on 

the underlying 

operating system, 

leading to a complete 

compromise of the 

switch running AOS-

CX in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23683 

Exposure 

of 

Resource 

to Wrong 

Sphere 

06-Sep-2022 5.3 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

unauthenticated 

attacker to 

fingerprint the exact 

version AOS-CX 

running on the 

switch. This allows 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/722 
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an attacker to 

retrieve information 

which could be used 

to more precisely 

target the switch for 

further exploitation 

in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23690 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/723 
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Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23686 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/724 
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below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23687 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23688 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/725 
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Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23689 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/726 

Product: cx_6300 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/727 
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commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23679 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/728 
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10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23680 

N/A 06-Sep-2022 8.8 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

authenticated user 

with read-only 

privileges to escalate 

their permissions to 

those of an 

administrative user. 

Successful 

exploitation of this 

vulnerability allows 

an attacker to 

escalate privileges 

beyond their 

authorized level in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/729 
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address this security 

vulnerability. 

CVE ID : CVE-2022-

23684 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23681 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/730 

Improper 

Neutralizat

ion of 

Special 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

H-ARU-CX_6-

200922/731 
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Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23682 

PSA-2022-

012.txt 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.2 

Authenticated 

command injection 

vulnerabilities exist 

in the AOS-CX 

Network Analytics 

Engine via NAE 

scripts. Successful 

exploitation of these 

vulnerabilities result 

in the ability to 

execute arbitrary 

commands as a 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/732 
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privileged user on 

the underlying 

operating system, 

leading to a complete 

compromise of the 

switch running AOS-

CX in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23683 

Exposure 

of 

Resource 

to Wrong 

Sphere 

06-Sep-2022 5.3 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

unauthenticated 

attacker to 

fingerprint the exact 

version AOS-CX 

running on the 

switch. This allows 

an attacker to 

retrieve information 

which could be used 

to more precisely 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/733 
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target the switch for 

further exploitation 

in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23690 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/734 
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10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23686 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/735 
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address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23687 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23688 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/736 

Uncontroll

ed 

Resource 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

H-ARU-CX_6-

200922/737 
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Consumpti

on 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23689 

PSA-2022-

012.txt 

Product: cx_6400 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/738 
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AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23679 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/739 
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for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23680 

N/A 06-Sep-2022 8.8 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

authenticated user 

with read-only 

privileges to escalate 

their permissions to 

those of an 

administrative user. 

Successful 

exploitation of this 

vulnerability allows 

an attacker to 

escalate privileges 

beyond their 

authorized level in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23684 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/740 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23681 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/741 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/742 
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('OS 

Command 

Injection') 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23682 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.2 

Authenticated 

command injection 

vulnerabilities exist 

in the AOS-CX 

Network Analytics 

Engine via NAE 

scripts. Successful 

exploitation of these 

vulnerabilities result 

in the ability to 

execute arbitrary 

commands as a 

privileged user on 

the underlying 

operating system, 

leading to a complete 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/743 
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compromise of the 

switch running AOS-

CX in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23683 

Exposure 

of 

Resource 

to Wrong 

Sphere 

06-Sep-2022 5.3 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

unauthenticated 

attacker to 

fingerprint the exact 

version AOS-CX 

running on the 

switch. This allows 

an attacker to 

retrieve information 

which could be used 

to more precisely 

target the switch for 

further exploitation 

in ArubaOS-CX 

Switches version(s): 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/744 
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AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23690 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/745 
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10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23686 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/746 
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CVE ID : CVE-2022-

23687 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23688 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/747 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_6-

200922/748 
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vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23689 

Product: cx_8320 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/749 
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10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23679 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/750 
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address this security 

vulnerability. 

CVE ID : CVE-2022-

23680 

N/A 06-Sep-2022 8.8 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

authenticated user 

with read-only 

privileges to escalate 

their permissions to 

those of an 

administrative user. 

Successful 

exploitation of this 

vulnerability allows 

an attacker to 

escalate privileges 

beyond their 

authorized level in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23684 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/751 

Improper 

Neutralizat

ion of 

06-Sep-2022 7.8 
Multiple 

vulnerabilities exist 

in the AOS-CX 

https://www.

arubanetwork

s.com/assets/

H-ARU-CX_8-

200922/752 
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Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23681 

alert/ARUBA-

PSA-2022-

012.txt 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/753 
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as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23682 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.2 

Authenticated 

command injection 

vulnerabilities exist 

in the AOS-CX 

Network Analytics 

Engine via NAE 

scripts. Successful 

exploitation of these 

vulnerabilities result 

in the ability to 

execute arbitrary 

commands as a 

privileged user on 

the underlying 

operating system, 

leading to a complete 

compromise of the 

switch running AOS-

CX in ArubaOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/754 
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Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23683 

Improper 

Authentica

tion 

06-Sep-2022 6.8 

A vulnerability exists 

in certain AOS-CX 

switch models which 

could allow an 

attacker with access 

to the recovery 

console to bypass 

normal 

authentication. A 

successful exploit 

allows an attacker to 

bypass system 

authentication and 

achieve total switch 

compromise in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/755 
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below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23691 

Exposure 

of 

Resource 

to Wrong 

Sphere 

06-Sep-2022 5.3 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

unauthenticated 

attacker to 

fingerprint the exact 

version AOS-CX 

running on the 

switch. This allows 

an attacker to 

retrieve information 

which could be used 

to more precisely 

target the switch for 

further exploitation 

in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/756 
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10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23690 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23686 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/757 
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Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23687 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/758 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/759 
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impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23688 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/760 
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10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23689 

Product: cx_8325 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/761 
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Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23679 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23680 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/762 

N/A 06-Sep-2022 8.8 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

authenticated user 

with read-only 

privileges to escalate 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/763 
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their permissions to 

those of an 

administrative user. 

Successful 

exploitation of this 

vulnerability allows 

an attacker to 

escalate privileges 

beyond their 

authorized level in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23684 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/764 
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compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23681 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/765 
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below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23682 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.2 

Authenticated 

command injection 

vulnerabilities exist 

in the AOS-CX 

Network Analytics 

Engine via NAE 

scripts. Successful 

exploitation of these 

vulnerabilities result 

in the ability to 

execute arbitrary 

commands as a 

privileged user on 

the underlying 

operating system, 

leading to a complete 

compromise of the 

switch running AOS-

CX in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/766 
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below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23683 

Improper 

Authentica

tion 

06-Sep-2022 6.8 

A vulnerability exists 

in certain AOS-CX 

switch models which 

could allow an 

attacker with access 

to the recovery 

console to bypass 

normal 

authentication. A 

successful exploit 

allows an attacker to 

bypass system 

authentication and 

achieve total switch 

compromise in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/767 
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CVE ID : CVE-2022-

23691 

Exposure 

of 

Resource 

to Wrong 

Sphere 

06-Sep-2022 5.3 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

unauthenticated 

attacker to 

fingerprint the exact 

version AOS-CX 

running on the 

switch. This allows 

an attacker to 

retrieve information 

which could be used 

to more precisely 

target the switch for 

further exploitation 

in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23690 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/768 

Uncontroll

ed 

Resource 

06-Sep-2022 4.3 
Multiple 

vulnerabilities exist 

in the processing of 

https://www.

arubanetwork

s.com/assets/

H-ARU-CX_8-

200922/769 
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Consumpti

on 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23686 

alert/ARUBA-

PSA-2022-

012.txt 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/770 
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and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23687 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/771 
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10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23688 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/772 
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security 

vulnerabilities. 

CVE ID : CVE-2022-

23689 

Product: cx_8360 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23679 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/773 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/774 
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attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23680 

N/A 06-Sep-2022 8.8 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

authenticated user 

with read-only 

privileges to escalate 

their permissions to 

those of an 

administrative user. 

Successful 

exploitation of this 

vulnerability allows 

an attacker to 

escalate privileges 

beyond their 

authorized level in 

ArubaOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/775 
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Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23684 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/776 
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below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23681 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/777 
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CVE ID : CVE-2022-

23682 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.2 

Authenticated 

command injection 

vulnerabilities exist 

in the AOS-CX 

Network Analytics 

Engine via NAE 

scripts. Successful 

exploitation of these 

vulnerabilities result 

in the ability to 

execute arbitrary 

commands as a 

privileged user on 

the underlying 

operating system, 

leading to a complete 

compromise of the 

switch running AOS-

CX in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23683 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/778 
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Exposure 

of 

Resource 

to Wrong 

Sphere 

06-Sep-2022 5.3 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

unauthenticated 

attacker to 

fingerprint the exact 

version AOS-CX 

running on the 

switch. This allows 

an attacker to 

retrieve information 

which could be used 

to more precisely 

target the switch for 

further exploitation 

in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23690 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/779 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

H-ARU-CX_8-

200922/780 
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CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23686 

PSA-2022-

012.txt 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/781 
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of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23687 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/782 
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10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23688 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/783 
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CVE ID : CVE-2022-

23689 

Product: cx_8400 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23679 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/784 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/785 
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context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23680 

N/A 06-Sep-2022 8.8 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

authenticated user 

with read-only 

privileges to escalate 

their permissions to 

those of an 

administrative user. 

Successful 

exploitation of this 

vulnerability allows 

an attacker to 

escalate privileges 

beyond their 

authorized level in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/786 
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10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23684 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/787 
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for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23681 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23682 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/788 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.2 

Authenticated 

command injection 

vulnerabilities exist 

in the AOS-CX 

Network Analytics 

Engine via NAE 

scripts. Successful 

exploitation of these 

vulnerabilities result 

in the ability to 

execute arbitrary 

commands as a 

privileged user on 

the underlying 

operating system, 

leading to a complete 

compromise of the 

switch running AOS-

CX in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23683 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/789 

Exposure 

of 

Resource 

06-Sep-2022 5.3 
A vulnerability in the 

web-based 

management 

https://www.

arubanetwork

s.com/assets/

H-ARU-CX_8-

200922/790 
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to Wrong 

Sphere 

interface of AOS-CX 

could allow a remote 

unauthenticated 

attacker to 

fingerprint the exact 

version AOS-CX 

running on the 

switch. This allows 

an attacker to 

retrieve information 

which could be used 

to more precisely 

target the switch for 

further exploitation 

in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23690 

alert/ARUBA-

PSA-2022-

012.txt 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/791 
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allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23686 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/792 
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AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23687 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/793 
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released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23688 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23689 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_8-

200922/794 
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Product: cx_9300 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23679 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_9-

200922/795 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_9-

200922/796 
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AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23680 

N/A 06-Sep-2022 8.8 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

authenticated user 

with read-only 

privileges to escalate 

their permissions to 

those of an 

administrative user. 

Successful 

exploitation of this 

vulnerability allows 

an attacker to 

escalate privileges 

beyond their 

authorized level in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_9-

200922/797 
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10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23684 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_9-

200922/798 
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security 

vulnerabilities. 

CVE ID : CVE-2022-

23681 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23682 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_9-

200922/799 

Improper 

Neutralizat

ion of 

Special 

06-Sep-2022 7.2 

Authenticated 

command injection 

vulnerabilities exist 

in the AOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

H-ARU-CX_9-

200922/800 
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Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

Network Analytics 

Engine via NAE 

scripts. Successful 

exploitation of these 

vulnerabilities result 

in the ability to 

execute arbitrary 

commands as a 

privileged user on 

the underlying 

operating system, 

leading to a complete 

compromise of the 

switch running AOS-

CX in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23683 

PSA-2022-

012.txt 

Improper 

Authentica

tion 

06-Sep-2022 6.8 

A vulnerability exists 

in certain AOS-CX 

switch models which 

could allow an 

attacker with access 

to the recovery 

console to bypass 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_9-

200922/801 
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normal 

authentication. A 

successful exploit 

allows an attacker to 

bypass system 

authentication and 

achieve total switch 

compromise in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23691 

Exposure 

of 

Resource 

to Wrong 

Sphere 

06-Sep-2022 5.3 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

unauthenticated 

attacker to 

fingerprint the exact 

version AOS-CX 

running on the 

switch. This allows 

an attacker to 

retrieve information 

which could be used 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_9-

200922/802 
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to more precisely 

target the switch for 

further exploitation 

in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23690 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_9-

200922/803 
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below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23686 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_9-

200922/804 
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Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23687 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23688 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

H-ARU-CX_9-

200922/805 

Uncontroll

ed 

Resource 

06-Sep-2022 4.3 
Multiple 

vulnerabilities exist 

in the processing of 

https://www.

arubanetwork

s.com/assets/

H-ARU-CX_9-

200922/806 
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Consumpti

on 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23689 

alert/ARUBA-

PSA-2022-

012.txt 

Vendor: canaan 

Product: avalon_asic_miner 

Affected Version(s): - 

Missing 

Authentica

tion for 

Critical 

Function 

01-Sep-2022 7.5 

An access control 

issue in Canaan 

Avalon ASIC Miner 

2020.3.30 and below 

allows 

unauthenticated 

attackers to 

arbitrarily change 

N/A 
H-CAN-AVAL-

200922/807 
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user passwords via a 

crafted POST 

request. 

CVE ID : CVE-2022-

36604 

Vendor: Cisco 

Product: rv110w 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Sep-2022 9.8 

A vulnerability in the 

IPSec VPN Server 

authentication 

functionality of Cisco 

Small Business 

RV110W, RV130, 

RV130W, and 

RV215W Routers 

could allow an 

unauthenticated, 

remote attacker to 

bypass 

authentication 

controls and access 

the IPSec VPN 

network. This 

vulnerability is due 

to the improper 

implementation of 

the password 

validation algorithm. 

An attacker could 

exploit this 

vulnerability by 

logging in to the VPN 

from an affected 

device with crafted 

credentials. A 

successful exploit 

could allow the 

attacker to bypass 

authentication and 

access the IPSec VPN 

network. The 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-sb-

rv-vpnbypass-

Cpheup9O 

H-CIS-RV11-

200922/808 
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attacker may obtain 

privileges that are 

the same level as an 

administrative user, 

depending on the 

crafted credentials 

that are used. Cisco 

has not released 

software updates 

that address this 

vulnerability. 

CVE ID : CVE-2022-

20923 

Product: rv130 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Sep-2022 9.8 

A vulnerability in the 

IPSec VPN Server 

authentication 

functionality of Cisco 

Small Business 

RV110W, RV130, 

RV130W, and 

RV215W Routers 

could allow an 

unauthenticated, 

remote attacker to 

bypass 

authentication 

controls and access 

the IPSec VPN 

network. This 

vulnerability is due 

to the improper 

implementation of 

the password 

validation algorithm. 

An attacker could 

exploit this 

vulnerability by 

logging in to the VPN 

from an affected 

device with crafted 

credentials. A 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-sb-

rv-vpnbypass-

Cpheup9O 

H-CIS-RV13-

200922/809 
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successful exploit 

could allow the 

attacker to bypass 

authentication and 

access the IPSec VPN 

network. The 

attacker may obtain 

privileges that are 

the same level as an 

administrative user, 

depending on the 

crafted credentials 

that are used. Cisco 

has not released 

software updates 

that address this 

vulnerability. 

CVE ID : CVE-2022-

20923 

Product: rv130w 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Sep-2022 9.8 

A vulnerability in the 

IPSec VPN Server 

authentication 

functionality of Cisco 

Small Business 

RV110W, RV130, 

RV130W, and 

RV215W Routers 

could allow an 

unauthenticated, 

remote attacker to 

bypass 

authentication 

controls and access 

the IPSec VPN 

network. This 

vulnerability is due 

to the improper 

implementation of 

the password 

validation algorithm. 

An attacker could 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-sb-

rv-vpnbypass-

Cpheup9O 

H-CIS-RV13-

200922/810 
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exploit this 

vulnerability by 

logging in to the VPN 

from an affected 

device with crafted 

credentials. A 

successful exploit 

could allow the 

attacker to bypass 

authentication and 

access the IPSec VPN 

network. The 

attacker may obtain 

privileges that are 

the same level as an 

administrative user, 

depending on the 

crafted credentials 

that are used. Cisco 

has not released 

software updates 

that address this 

vulnerability. 

CVE ID : CVE-2022-

20923 

Product: rv215w 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Sep-2022 9.8 

A vulnerability in the 

IPSec VPN Server 

authentication 

functionality of Cisco 

Small Business 

RV110W, RV130, 

RV130W, and 

RV215W Routers 

could allow an 

unauthenticated, 

remote attacker to 

bypass 

authentication 

controls and access 

the IPSec VPN 

network. This 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-sb-

rv-vpnbypass-

Cpheup9O 

H-CIS-RV21-

200922/811 
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vulnerability is due 

to the improper 

implementation of 

the password 

validation algorithm. 

An attacker could 

exploit this 

vulnerability by 

logging in to the VPN 

from an affected 

device with crafted 

credentials. A 

successful exploit 

could allow the 

attacker to bypass 

authentication and 

access the IPSec VPN 

network. The 

attacker may obtain 

privileges that are 

the same level as an 

administrative user, 

depending on the 

crafted credentials 

that are used. Cisco 

has not released 

software updates 

that address this 

vulnerability. 

CVE ID : CVE-2022-

20923 

Vendor: cognex 

Product: 3d-a1000_dimensioning_system 

Affected Version(s): - 

Missing 

Authentica

tion for 

Critical 

Function 

06-Sep-2022 9.8 

The Cognex 3D-

A1000 Dimensioning 

System in firmware 

version 1.0.3 (3354) 

and prior is 

vulnerable to CWE-

306: Missing 

Authentication for 

N/A 
H-COG-3D-A-

200922/812 
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Critical Function, 

which allows 

unauthorized users 

to change the 

operator account 

password via 

webserver 

commands by 

monitoring web 

socket 

communications 

from an 

unauthenticated 

session. This could 

allow an attacker to 

escalate privileges to 

match those of the 

compromised 

account. 

CVE ID : CVE-2022-

1368 

Client-Side 

Enforceme

nt of 

Server-

Side 

Security 

06-Sep-2022 9.1 

The Cognex 3D-

A1000 Dimensioning 

System in firmware 

version 1.0.3 (3354) 

and prior is 

vulnerable to CWE-

602: Client-Side 

Enforcement of 

Server-Side Security, 

which could allow 

attackers to bypass 

web access controls 

by inspecting and 

modifying the source 

code of password 

protected web 

elements. 

CVE ID : CVE-2022-

1525 

N/A 
H-COG-3D-A-

200922/813 

Improper 

Output 

Neutralizat

06-Sep-2022 5.3 
The Cognex 3D-

A1000 Dimensioning 

System in firmware 

N/A 
H-COG-3D-A-

200922/814 
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ion for 

Logs 

version 1.0.3 (3354) 

and prior is 

vulnerable to CWE-

117: Improper 

Output 

Neutralization for 

Logs, which allows 

an attacker to create 

false logs that show 

the password as 

having been changed 

when it is not, 

complicating 

forensics. 

CVE ID : CVE-2022-

1522 

Vendor: contechealth 

Product: cms8000 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

13-Sep-2022 7.5 

The CMS800 device 

fails while 

attempting to parse 

malformed network 

data sent by a threat 

actor. A threat actor 

with network access 

can remotely issue a 

specially formatted 

UDP request that will 

cause the entire 

device to crash and 

require a physical 

reboot. A UDP 

broadcast request 

could be sent that 

causes a mass denial-

of-service attack on 

all CME8000 devices 

connected to the 

same network. 

CVE ID : CVE-2022-

38100 

N/A 
H-CON-CMS8-

200922/815 
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Use of 

Hard-

coded 

Credentials 

13-Sep-2022 6.1 

Multiple globally 

default credentials 

exist across all 

CMS8000 devices, 

that once exposed, 

allow a threat actor 

with momentary 

physical access to 

gain privileged 

access to any device. 

Privileged credential 

access enables the 

extraction of 

sensitive patient 

information or 

modification of 

device parameters 

CVE ID : CVE-2022-

38069 

N/A 
H-CON-CMS8-

200922/816 

N/A 13-Sep-2022 5.7 

The CMS8000 device 

does not properly 

control or sanitize 

the SSID name of a 

new Wi-Fi access 

point. A threat actor 

could create an SSID 

with a malicious 

name, including non-

standard characters 

that, when the device 

attempts connecting 

to the malicious 

SSID, the device can 

be exploited to write 

arbitrary files or 

display incorrect 

information. 

CVE ID : CVE-2022-

3027 

N/A 
H-CON-CMS8-

200922/817 

N/A 13-Sep-2022 4.4 

Multiple binary 

application files on 

the CMS8000 device 

are compiled with 

N/A 
H-CON-CMS8-

200922/818 
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'not stripped' and 

'debug_info' 

compilation settings. 

These compiler 

settings greatly 

decrease the level of 

effort for a threat 

actor to reverse 

engineer sensitive 

code and identify 

additional 

vulnerabilities. 

CVE ID : CVE-2022-

38453 

Vendor: D-link 

Product: dir-819 

Affected Version(s): - 

Exposure 

of 

Resource 

to Wrong 

Sphere 

08-Sep-2022 8.1 

A local file inclusion 

(LFI) vulnerability in 

D-Link DIR 819 

v1.06 allows 

attackers to cause a 

Denial of Service 

(DoS) or access 

sensitive server 

information via 

manipulation of the 

getpage parameter in 

a crafted web 

request. 

CVE ID : CVE-2022-

38258 

https://www.

dlink.com/en/

security-

bulletin/ 

H-D-L-DIR--

200922/819 

Vendor: Dell 

Product: alienware_m15_r6 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-ALIE-

200922/820 
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potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-ALIE-

200922/821 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-ALIE-

200922/822 

Time-of-

check 
06-Sep-2022 7 Dell BIOS contains a 

race condition 

https://www.

dell.com/supp

H-DEL-ALIE-

200922/823 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 545 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

ort/kbdoc/00

0202194 

Product: chengming_3980 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-CHEN-

200922/824 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-CHEN-

200922/825 
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CVE ID : CVE-2022-

26860 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-CHEN-

200922/826 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-CHEN-

200922/827 

Product: chengming_3988 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-CHEN-

200922/828 
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input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-CHEN-

200922/829 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-CHEN-

200922/830 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-CHEN-

200922/831 
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Race 

Condition 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: chengming_3990 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-CHEN-

200922/832 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-CHEN-

200922/833 
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N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-CHEN-

200922/834 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-CHEN-

200922/835 

Product: chengming_3991 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-CHEN-

200922/836 
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order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-CHEN-

200922/837 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-CHEN-

200922/838 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-CHEN-

200922/839 
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Race 

Condition 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: edge_gateway_3000 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-EDGE-

200922/840 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-EDGE-

200922/841 

N/A 06-Sep-2022 7.8 Dell BIOS versions 

contain an Insecure 

https://www.

dell.com/supp

H-DEL-EDGE-

200922/842 
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Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

ort/kbdoc/00

0202194 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-EDGE-

200922/843 

Product: edge_gateway_5000 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-EDGE-

200922/844 
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CVE ID : CVE-2022-

26858 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-EDGE-

200922/845 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-EDGE-

200922/846 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-EDGE-

200922/847 
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order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: embedded_box_pc_3000 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-EMBE-

200922/848 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-EMBE-

200922/849 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-EMBE-

200922/850 
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vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-EMBE-

200922/851 

Product: embedded_box_pc_5000 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-EMBE-

200922/852 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-EMBE-

200922/853 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-EMBE-

200922/854 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-EMBE-

200922/855 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: g15_5510 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G15_-

200922/856 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G15_-

200922/857 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G15_-

200922/858 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G15_-

200922/859 

Product: g15_5511 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G15_-

200922/860 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G15_-

200922/861 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G15_-

200922/862 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G15_-

200922/863 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: g3_15_3590 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G3_1-

200922/864 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G3_1-

200922/865 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G3_1-

200922/866 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G3_1-

200922/867 

Product: g3_3500 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G3_3-

200922/868 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G3_3-

200922/869 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G3_3-

200922/870 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G3_3-

200922/871 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: g3_3579 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G3_3-

200922/872 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G3_3-

200922/873 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G3_3-

200922/874 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G3_3-

200922/875 

Product: g5_15_5587 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_1-

200922/876 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_1-

200922/877 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_1-

200922/878 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_1-

200922/879 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: g5_15_5590 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_1-

200922/880 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_1-

200922/881 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_1-

200922/882 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_1-

200922/883 

Product: g5_5000 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_5-

200922/884 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_5-

200922/885 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_5-

200922/886 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_5-

200922/887 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: g5_5090 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_5-

200922/888 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_5-

200922/889 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_5-

200922/890 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_5-

200922/891 

Product: g5_5500 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_5-

200922/892 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_5-

200922/893 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_5-

200922/894 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G5_5-

200922/895 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: g7_17_7700 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G7_1-

200922/896 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G7_1-

200922/897 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G7_1-

200922/898 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G7_1-

200922/899 

Product: g7_17_7790 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G7_1-

200922/900 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G7_1-

200922/901 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G7_1-

200922/902 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G7_1-

200922/903 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: g7_7500 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G7_7-

200922/904 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G7_7-

200922/905 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G7_7-

200922/906 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G7_7-

200922/907 

Product: g7_7588 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G7_7-

200922/908 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G7_7-

200922/909 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G7_7-

200922/910 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-G7_7-

200922/911 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_13_5378 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/912 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/913 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/914 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/915 

Product: inspiron_13_5379 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/916 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 580 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/917 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/918 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/919 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_13_7378 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/920 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/921 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/922 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/923 

Product: inspiron_14_3467 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/924 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/925 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/926 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/927 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_14_3476 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/928 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/929 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/930 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/931 

Product: inspiron_15_3567 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/932 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/933 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/934 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/935 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_15_5566 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/936 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/937 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/938 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/939 

Product: inspiron_15_5578 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/940 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 589 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/941 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/942 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/943 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_15_5579 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/944 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/945 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/946 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/947 

Product: inspiron_15_5582 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/948 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/949 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/950 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/951 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_15_7572 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/952 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/953 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/954 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/955 

Product: inspiron_15_gaming_7577 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/956 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/957 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/958 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/959 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_17_7773 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/960 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/961 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/962 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/963 

Product: inspiron_3470 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/964 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/965 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/966 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/967 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3471 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/968 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/969 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/970 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/971 

Product: inspiron_3480 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/972 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/973 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/974 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/975 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3481 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/976 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/977 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/978 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/979 

Product: inspiron_3490 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/980 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/981 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/982 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/983 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3493 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/984 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/985 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/986 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/987 

Product: inspiron_3501 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/988 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/989 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/990 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/991 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3511 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/992 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/993 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/994 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/995 

Product: inspiron_3576 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/996 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/997 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/998 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/999 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3580 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1000 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1001 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1002 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1003 

Product: inspiron_3581 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1004 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1005 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1006 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1007 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3590 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1008 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1009 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1010 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 615 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1011 

Product: inspiron_3593 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1012 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1013 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1014 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1015 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3670 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1016 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1017 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1018 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1019 

Product: inspiron_3671 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1020 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1021 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1022 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1023 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3780 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1024 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1025 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1026 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1027 

Product: inspiron_3781 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1028 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1029 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1030 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1031 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3790 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1032 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1033 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1034 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1035 

Product: inspiron_3793 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1036 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1037 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1038 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1039 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3880 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1040 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1041 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1042 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 627 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1043 

Product: inspiron_3881 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1044 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 628 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1045 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1046 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1047 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3891 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1048 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1049 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1050 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1051 

Product: inspiron_3910 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1052 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1053 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1054 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1055 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5300 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1056 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1057 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1058 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 633 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1059 

Product: inspiron_5301 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1060 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1061 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1062 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1063 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5310 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1064 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1065 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1066 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1067 

Product: inspiron_5370 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1068 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1069 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1070 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1071 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5390 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1072 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1073 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1074 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1075 

Product: inspiron_5391 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1076 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1077 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1078 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1079 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5400 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1080 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1081 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1082 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1083 

Product: inspiron_5400_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1084 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1085 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1086 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1087 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5401 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1088 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1089 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1090 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1091 

Product: inspiron_5401_aio 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1092 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 646 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1093 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1094 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1095 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5402 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1096 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1097 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1098 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1099 

Product: inspiron_5406_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1100 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1101 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1102 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1103 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5408 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1104 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1105 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1106 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1107 

Product: inspiron_5409 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1108 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1109 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1110 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1111 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5410 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1112 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1113 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1114 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1115 

Product: inspiron_5410_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1116 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1117 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1118 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1119 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5480 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1120 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1121 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1122 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1123 

Product: inspiron_5481 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1124 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1125 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1126 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1127 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5482 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1128 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1129 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1130 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1131 

Product: inspiron_5490 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1132 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1133 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1134 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1135 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5490_aio 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1136 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1137 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1138 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1139 

Product: inspiron_5491_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1140 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1141 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1142 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1143 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5491_aio 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1144 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1145 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1146 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1147 

Product: inspiron_5493 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1148 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1149 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1150 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1151 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5494 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1152 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1153 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1154 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1155 

Product: inspiron_5498 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1156 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1157 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1158 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1159 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5501 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1160 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1161 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1162 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1163 

Product: inspiron_5502 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1164 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1165 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1166 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1167 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5508 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1168 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1169 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1170 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1171 

Product: inspiron_5509 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1172 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1173 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1174 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1175 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5510 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1176 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1177 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1178 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1179 

Product: inspiron_5570 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1180 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1181 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1182 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1183 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5580 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1184 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1185 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1186 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1187 

Product: inspiron_5583 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1188 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1189 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1190 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1191 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5584 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1192 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1193 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1194 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1195 

Product: inspiron_5590 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1196 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 685 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1197 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1198 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1199 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 686 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5591_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1200 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1201 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1202 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1203 

Product: inspiron_5593 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1204 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1205 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1206 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1207 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5594 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1208 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1209 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1210 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1211 

Product: inspiron_5598 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1212 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1213 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1214 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1215 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5770 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1216 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1217 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1218 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1219 

Product: inspiron_7000 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1220 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1221 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1222 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1223 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7300 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1224 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1225 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1226 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1227 

Product: inspiron_7300_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1228 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1229 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1230 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1231 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7306_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1232 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1233 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1234 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1235 

Product: inspiron_7370 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1236 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1237 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1238 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1239 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7373 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1240 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1241 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1242 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1243 

Product: inspiron_7380 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1244 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1245 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1246 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1247 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7386 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1248 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1249 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1250 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1251 

Product: inspiron_7390 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1252 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1253 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1254 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1255 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7391 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1256 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1257 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1258 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1259 

Product: inspiron_7400 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1260 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1261 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1262 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1263 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7472 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1264 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1265 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1266 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1267 

Product: inspiron_7490 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1268 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1269 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1270 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1271 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7500 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1272 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1273 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1274 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1275 

Product: inspiron_7500_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1276 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1277 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1278 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1279 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7501 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1280 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1281 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1282 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1283 

Product: inspiron_7506_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1284 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1285 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1286 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1287 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7510 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1288 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1289 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1290 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1291 

Product: inspiron_7570 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1292 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1293 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1294 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1295 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7573 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1296 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1297 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1298 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1299 

Product: inspiron_7580 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1300 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1301 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1302 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1303 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7586 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1304 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1305 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1306 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1307 

Product: inspiron_7590 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1308 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1309 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1310 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1311 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7591 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1312 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1313 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1314 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1315 

Product: inspiron_7610 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1316 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1317 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1318 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1319 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7700_aio 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1320 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1321 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1322 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1323 

Product: inspiron_7706_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1324 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1325 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1326 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1327 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7786 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1328 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1329 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1330 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 735 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1331 

Product: inspiron_7790 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1332 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1333 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1334 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1335 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7791 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1336 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1337 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1338 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-INSP-

200922/1339 

Product: latitude_3120 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1340 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1341 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1342 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1343 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 740 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3180 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1344 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1345 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1346 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1347 

Product: latitude_3189 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1348 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1349 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1350 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1351 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 743 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3190 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1352 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1353 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1354 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1355 

Product: latitude_3190_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1356 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1357 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1358 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1359 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3300 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1360 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1361 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1362 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1363 

Product: latitude_3301 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1364 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1365 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1366 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1367 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3310 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1368 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1369 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1370 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1371 

Product: latitude_3310_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1372 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1373 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1374 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1375 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3320 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1376 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1377 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1378 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1379 

Product: latitude_3379 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1380 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 754 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1381 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1382 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1383 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3380 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1384 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1385 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1386 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1387 

Product: latitude_3390 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1388 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1389 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1390 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1391 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3400 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1392 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1393 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1394 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1395 

Product: latitude_3410 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1396 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1397 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1398 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1399 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3420 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1400 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1401 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1402 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 762 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1403 

Product: latitude_3470 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1404 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1405 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1406 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1407 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3480 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1408 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1409 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1410 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1411 

Product: latitude_3490 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1412 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1413 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1414 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1415 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3500 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1416 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1417 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1418 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1419 

Product: latitude_3510 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1420 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1421 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1422 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1423 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3520 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1424 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1425 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1426 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1427 

Product: latitude_3570 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1428 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1429 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1430 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1431 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3580 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1432 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1433 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1434 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1435 

Product: latitude_3590 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1436 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1437 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1438 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1439 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5175 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1440 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1441 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1442 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1443 

Product: latitude_5179 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1444 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1445 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1446 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1447 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5280 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1448 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1449 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1450 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1451 

Product: latitude_5285_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1452 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1453 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1454 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1455 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5288 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1456 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1457 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1458 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1459 

Product: latitude_5289 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1460 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1461 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1462 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1463 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5290 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1464 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1465 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1466 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1467 

Product: latitude_5290_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1468 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1469 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1470 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1471 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5300 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1472 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1473 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1474 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1475 

Product: latitude_5300_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1476 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1477 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1478 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1479 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5310 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1480 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1481 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1482 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1483 

Product: latitude_5310_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1484 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1485 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1486 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1487 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5320 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1488 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1489 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1490 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1491 

Product: latitude_5400 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1492 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1493 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1494 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1495 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 797 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5401 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1496 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1497 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1498 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1499 

Product: latitude_5410 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1500 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1501 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1502 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1503 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5411 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1504 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1505 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1506 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1507 

Product: latitude_5414_rugged 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1508 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 802 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1509 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1510 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1511 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5420 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1512 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1513 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1514 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1515 

Product: latitude_5420_rugged 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1516 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1517 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1518 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1519 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5421 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1520 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1521 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1522 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1523 

Product: latitude_5424_rugged 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1524 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1525 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1526 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1527 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5480 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1528 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1529 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1530 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1531 

Product: latitude_5488 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1532 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1533 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1534 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1535 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5490 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1536 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1537 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1538 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1539 

Product: latitude_5491 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1540 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1541 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1542 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1543 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5495 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1544 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1545 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1546 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1547 

Product: latitude_5500 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1548 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1549 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1550 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1551 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5501 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1552 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1553 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1554 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1555 

Product: latitude_5510 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1556 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1557 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1558 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1559 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5511 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1560 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1561 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1562 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1563 

Product: latitude_5520 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1564 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1565 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1566 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1567 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5521 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1568 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1569 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1570 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1571 

Product: latitude_5580 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1572 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1573 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1574 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1575 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5590 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1576 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1577 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1578 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1579 

Product: latitude_5591 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1580 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1581 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1582 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1583 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7200_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1584 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1585 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1586 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1587 

Product: latitude_7210_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1588 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1589 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1590 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1591 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7212_rugged_extreme_tablet 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1592 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1593 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1594 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1595 

Product: latitude_7214 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1596 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1597 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1598 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1599 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7220ex_rugged_extreme_tablet 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1600 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1601 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1602 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1603 

Product: latitude_7220_rugged_extreme_tablet 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1604 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1605 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1606 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1607 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7275_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1608 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1609 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1610 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1611 

Product: latitude_7280 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1612 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1613 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1614 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1615 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7285 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1616 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1617 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1618 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1619 

Product: latitude_7290 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1620 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1621 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1622 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1623 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7300 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1624 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1625 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1626 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 846 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1627 

Product: latitude_7310 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1628 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1629 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1630 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1631 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7320 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1632 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1633 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1634 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1635 

Product: latitude_7320_detachable 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1636 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1637 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1638 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1639 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7370 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1640 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1641 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1642 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1643 

Product: latitude_7380 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1644 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1645 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1646 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1647 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7389 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1648 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1649 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1650 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1651 

Product: latitude_7390 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1652 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1653 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1654 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1655 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7390_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1656 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1657 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1658 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1659 

Product: latitude_7400 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1660 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1661 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1662 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1663 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7400_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1664 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1665 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1666 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1667 

Product: latitude_7410 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1668 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1669 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1670 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1671 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7414_rugged_extreme 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1672 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1673 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1674 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1675 

Product: latitude_7420 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1676 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 865 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1677 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1678 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1679 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7424_rugged_extreme 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1680 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1681 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1682 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1683 

Product: latitude_7480 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1684 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1685 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1686 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1687 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7490 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1688 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1689 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1690 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1691 

Product: latitude_7520 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1692 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1693 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1694 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1695 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_9410 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1696 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1697 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1698 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1699 

Product: latitude_9420 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1700 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1701 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1702 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1703 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 875 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_9510 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1704 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1705 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1706 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1707 

Product: latitude_9520 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1708 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1709 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1710 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1711 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_e5270 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1712 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1713 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1714 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1715 

Product: latitude_e5470 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1716 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1717 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1718 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1719 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_e5570 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1720 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1721 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1722 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1723 

Product: latitude_e7270 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1724 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1725 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1726 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1727 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 884 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_e7470 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1728 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1729 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1730 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1731 

Product: latitude_rugged_5430 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1732 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1733 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1734 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1735 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_rugged_7330 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1736 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1737 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1738 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-LATI-

200922/1739 

Product: optiplex_3040 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1740 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1741 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1742 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1743 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_3046 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1744 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1745 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1746 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1747 

Product: optiplex_3050 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1748 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1749 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1750 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1751 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_3050_aio 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1752 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1753 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1754 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1755 

Product: optiplex_3060 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1756 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1757 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1758 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1759 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_3070 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1760 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1761 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1762 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 897 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1763 

Product: optiplex_3080 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1764 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1765 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1766 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1767 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_3090 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1768 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1769 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1770 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1771 

Product: optiplex_3090_ultra 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1772 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1773 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1774 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1775 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_3240_all-in-one 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1776 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1777 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1778 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1779 

Product: optiplex_3280_all-in-one 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1780 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1781 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1782 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1783 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_5040 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1784 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1785 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1786 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1787 

Product: optiplex_5050 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1788 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1789 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1790 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1791 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_5055 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1792 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1793 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1794 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1795 

Product: optiplex_5060 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1796 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1797 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1798 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1799 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_5070 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1800 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1801 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1802 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1803 

Product: optiplex_5080 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1804 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1805 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1806 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1807 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_5090 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1808 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1809 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1810 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1811 

Product: optiplex_5250 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1812 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1813 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1814 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1815 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_5260_all-in-one 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1816 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1817 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1818 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1819 

Product: optiplex_5270_all-in-one 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1820 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1821 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1822 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1823 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_5480_all-in-one 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1824 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1825 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1826 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1827 

Product: optiplex_5490_aio 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1828 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1829 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1830 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1831 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7040 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1832 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1833 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1834 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1835 

Product: optiplex_7050 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1836 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1837 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1838 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1839 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7060 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1840 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1841 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1842 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1843 

Product: optiplex_7070 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1844 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1845 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1846 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1847 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7070_ultra 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1848 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1849 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1850 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1851 

Product: optiplex_7071 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1852 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1853 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1854 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1855 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7080 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1856 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1857 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1858 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1859 

Product: optiplex_7090 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1860 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1861 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1862 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1863 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7090_ultra 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1864 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1865 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1866 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1867 

Product: optiplex_7440_aio 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1868 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1869 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1870 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1871 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7450 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1872 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1873 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1874 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1875 

Product: optiplex_7460 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1876 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1877 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1878 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1879 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7470_all-in-one 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1880 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1881 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1882 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1883 

Product: optiplex_7480_all-in-one 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1884 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1885 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1886 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1887 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7490_all-in-one 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1888 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1889 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1890 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1891 

Product: optiplex_7760_aio 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1892 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1893 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1894 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1895 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7770_all-in-one 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1896 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1897 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1898 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1899 

Product: optiplex_7780_all-in-one 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1900 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1901 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1902 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1903 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_xe3 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1904 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1905 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1906 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-OPTI-

200922/1907 

Product: precision_3240_compact 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1908 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1909 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1910 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1911 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3420_tower 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1912 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1913 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1914 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1915 

Product: precision_3430_tower 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1916 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1917 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1918 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1919 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3431_tower 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1920 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1921 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1922 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1923 

Product: precision_3440 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1924 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1925 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1926 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1927 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3450 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1928 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1929 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1930 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1931 

Product: precision_3510 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1932 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1933 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1934 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1935 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3520 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1936 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1937 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1938 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1939 

Product: precision_3530 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1940 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1941 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1942 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1943 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3540 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1944 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1945 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1946 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1947 

Product: precision_3541 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1948 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1949 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1950 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1951 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3550 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1952 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1953 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1954 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1955 

Product: precision_3551 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1956 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1957 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1958 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1959 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3560 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1960 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1961 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1962 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1963 

Product: precision_3561 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1964 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1965 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1966 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1967 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3620_tower 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1968 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1969 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1970 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 975 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1971 

Product: precision_3630_tower 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1972 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1973 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1974 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1975 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3640_tower 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1976 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1977 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1978 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1979 

Product: precision_3650_tower 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1980 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1981 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1982 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1983 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3930_rack 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1984 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1985 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1986 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1987 

Product: precision_5510 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1988 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1989 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1990 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1991 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_5520 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1992 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1993 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1994 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1995 

Product: precision_5530 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1996 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1997 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1998 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/1999 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_5530_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2000 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2001 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2002 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2003 

Product: precision_5540 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2004 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2005 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2006 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2007 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_5550 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2008 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2009 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2010 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2011 

Product: precision_5560 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2012 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2013 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2014 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2015 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_5750 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2016 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2017 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2018 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2019 

Product: precision_5760 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2020 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2021 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2022 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2023 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 995 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_5820_tower 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2024 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2025 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2026 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2027 

Product: precision_7520 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2028 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2029 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2030 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2031 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_7530 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2032 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2033 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2034 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2035 

Product: precision_7540 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2036 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2037 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2038 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2039 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_7550 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2040 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2041 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2042 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2043 

Product: precision_7560 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2044 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2045 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2046 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2047 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_7710 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2048 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2049 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2050 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2051 

Product: precision_7720 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2052 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2053 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2054 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2055 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_7730 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2056 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2057 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2058 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2059 

Product: precision_7740 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2060 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2061 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2062 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2063 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_7750 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2064 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2065 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2066 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2067 

Product: precision_7760 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2068 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2069 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2070 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2071 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_7820_tower 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2072 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2073 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2074 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2075 

Product: precision_7920_tower 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2076 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2077 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2078 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-PREC-

200922/2079 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_15_7570 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2080 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2081 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2082 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2083 

Product: vostro_15_7580 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2084 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2085 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2086 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2087 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3070 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2088 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2089 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2090 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2091 

Product: vostro_3267 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2092 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2093 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2094 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2095 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3268 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2096 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2097 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2098 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2099 

Product: vostro_3400 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2100 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2101 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2102 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2103 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3401 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2104 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2105 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2106 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2107 

Product: vostro_3468 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2108 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2109 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2110 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2111 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3470 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2112 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2113 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2114 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2115 

Product: vostro_3471 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2116 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2117 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2118 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2119 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3478 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2120 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2121 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2122 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2123 

Product: vostro_3480 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2124 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2125 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2126 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2127 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3481 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2128 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2129 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2130 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1035 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2131 

Product: vostro_3490 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2132 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2133 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2134 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2135 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3500 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2136 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2137 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2138 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2139 

Product: vostro_3501 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2140 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2141 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2142 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2143 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3510 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2144 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2145 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2146 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2147 

Product: vostro_3568 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2148 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2149 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2150 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2151 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3578 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2152 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2153 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2154 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2155 

Product: vostro_3580 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2156 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2157 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2158 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2159 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3581 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2160 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2161 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2162 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2163 

Product: vostro_3583 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2164 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2165 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2166 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2167 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3584 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2168 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2169 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2170 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2171 

Product: vostro_3590 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2172 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2173 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2174 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2175 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3660 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2176 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2177 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2178 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2179 

Product: vostro_3667 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2180 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2181 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2182 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2183 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3668 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2184 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2185 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2186 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2187 

Product: vostro_3669 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2188 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2189 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2190 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2191 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3670 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2192 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2193 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2194 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2195 

Product: vostro_3671 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2196 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1060 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2197 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2198 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2199 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3681 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2200 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2201 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2202 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2203 

Product: vostro_3690 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2204 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2205 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2206 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2207 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3710 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2208 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2209 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2210 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2211 

Product: vostro_3881 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2212 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2213 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2214 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2215 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3888 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2216 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2217 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2218 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2219 

Product: vostro_3890 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2220 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2221 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2222 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2223 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3910 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2224 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2225 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2226 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2227 

Product: vostro_5090 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2228 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2229 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2230 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2231 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5300 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2232 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2233 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2234 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2235 

Product: vostro_5301 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2236 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2237 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2238 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2239 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5310 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2240 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2241 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2242 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2243 

Product: vostro_5370 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2244 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2245 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2246 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2247 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5390 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2248 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2249 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2250 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2251 

Product: vostro_5391 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2252 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2253 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2254 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2255 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5401 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2256 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2257 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2258 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1083 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2259 

Product: vostro_5402 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2260 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2261 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2262 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2263 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5410 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2264 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2265 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2266 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2267 

Product: vostro_5468 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2268 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2269 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2270 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2271 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5471 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2272 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2273 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2274 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2275 

Product: vostro_5481 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2276 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2277 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2278 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2279 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5490 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2280 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2281 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2282 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2283 

Product: vostro_5491 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2284 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2285 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2286 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2287 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5501 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2288 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2289 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2290 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2291 

Product: vostro_5502 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2292 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2293 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2294 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2295 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5510 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2296 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2297 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2298 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2299 

Product: vostro_5568 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2300 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2301 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2302 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2303 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5581 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2304 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2305 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2306 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2307 

Product: vostro_5590 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2308 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2309 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2310 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2311 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1103 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5591 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2312 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2313 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2314 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2315 

Product: vostro_5880 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2316 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2317 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2318 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2319 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5890 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2320 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2321 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2322 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2323 

Product: vostro_7500 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2324 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2325 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2326 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2327 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_7510 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2328 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2329 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2330 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2331 

Product: vostro_7590 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2332 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2333 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2334 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-VOST-

200922/2335 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: wyse_5070 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-WYSE-

200922/2336 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-WYSE-

200922/2337 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-WYSE-

200922/2338 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-WYSE-

200922/2339 

Product: wyse_5470 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-WYSE-

200922/2340 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-WYSE-

200922/2341 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-WYSE-

200922/2342 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-WYSE-

200922/2343 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: wyse_5470_all-in-one 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-WYSE-

200922/2344 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-WYSE-

200922/2345 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-WYSE-

200922/2346 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-WYSE-

200922/2347 

Product: wyse_7040_thin_client 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-WYSE-

200922/2348 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-WYSE-

200922/2349 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-WYSE-

200922/2350 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-WYSE-

200922/2351 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: xps_13_9305 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2352 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2353 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2354 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2355 

Product: xps_13_9310 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2356 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2357 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2358 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2359 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: xps_13_9310_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2360 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2361 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2362 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2363 

Product: xps_13_9360 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2364 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1123 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2365 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2366 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2367 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: xps_13_9365 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2368 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2369 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2370 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2371 

Product: xps_13_9370 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2372 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2373 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2374 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2375 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: xps_13_9380 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2376 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2377 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2378 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2379 

Product: xps_15_7590 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2380 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2381 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2382 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2383 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: xps_15_9500 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2384 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2385 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2386 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2387 

Product: xps_15_9510 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2388 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2389 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2390 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2391 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: xps_15_9575_2-in-1 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2392 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2393 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2394 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2395 

Product: xps_17_9700 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2396 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2397 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2398 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2399 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: xps_17_9710 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2400 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2401 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2402 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2403 

Product: xps_27_7760 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2404 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2405 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2406 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2407 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: xps_7590 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2408 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2409 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2410 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2411 

Product: xps_8940 

Affected Version(s): - 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2412 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2413 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2414 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

H-DEL-XPS_-

200922/2415 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Vendor: Dlink 

Product: dap-1650 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

08-Sep-2022 9.8 

In D-Link DAP1650 

v1.04 firmware, the 

fileaccess.cgi 

program in the 

firmware has a 

buffer overflow 

vulnerability caused 

by strncpy. 

CVE ID : CVE-2022-

36588 

https://www.

dlink.com/en/

security-

bulletin/, 

https://suppo

rt.dlink.com/P

roductInfo.asp

x?m=DAP-

1650 

H-DLI-DAP--

200922/2416 

Product: dir-1960 

Affected Version(s): a1 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

07-Sep-2022 7.5 

D-Link DIR-1960 

firmware DIR-

1960_A1_1.11 was 

discovered to 

contain a buffer 

overflow via srtcat in 

prog.cgi. This 

vulnerability allowed 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

HTTP request. 

CVE ID : CVE-2022-

31414 

https://www.

dlink.com/en/

security-

bulletin/, 

https://tsd.dli

nk.com.tw/dd

go 

H-DLI-DIR--

200922/2417 

Vendor: fpt 

Product: g-97rg3 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

08-Sep-2022 8.8 
FPT G-97RG6M 

R4.2.98.035 and G-

97RG3 R4.2.43.078 

N/A 
H-FPT-G-97-

200922/2418 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1143 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

are vulnerable to 

Remote Command 

Execution in the ping 

function. 

CVE ID : CVE-2022-

38531 

Product: g-97rg6m 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

08-Sep-2022 8.8 

FPT G-97RG6M 

R4.2.98.035 and G-

97RG3 R4.2.43.078 

are vulnerable to 

Remote Command 

Execution in the ping 

function. 

CVE ID : CVE-2022-

38531 

N/A 
H-FPT-G-97-

200922/2419 

Vendor: innosilicon 

Product: a10 

Affected Version(s): - 

N/A 01-Sep-2022 8.8 

InnoSilicon A10 

a10_20200924_1205

56 was discovered to 

contain a remote 

code execution (RCE) 

vulnerability in the 

setPlatformAPI 

function. 

CVE ID : CVE-2022-

36602 

N/A 
H-INN-A10-

200922/2420 

Product: t3t\+ 

Affected Version(s): - 

N/A 01-Sep-2022 8.8 

InnoSilicon T3T+ 

t2t+_soc_20190911_

151433.swu was 

discovered to 

contain a remote 

code execution (RCE) 

N/A 
H-INN-T3T\-

200922/2421 
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vulnerability in the 

checkUrl function. 

CVE ID : CVE-2022-

36603 

Vendor: jinglemining 

Product: jasminer_x4_server 

Affected Version(s): - 

N/A 01-Sep-2022 9.8 

The Eclipse TCF 

debug interface in 

JasMiner-X4-Server-

20220621-090907 

and below is open on 

port 1534. This issue 

allows 

unauthenticated 

attackers to gain root 

privileges on the 

affected device and 

access sensitive data 

or execute arbitrary 

commands. 

CVE ID : CVE-2022-

36601 

N/A 
H-JIN-JASM-

200922/2422 

Vendor: Linksys 

Product: e5350 

Affected Version(s): - 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

12-Sep-2022 7.5 

On Linksys E5350 

WiFi Router with 

firmware version 

1.0.00.037 and 

lower, (and 

potentially other 

vendors/devices due 

to code reuse), the 

/SysInfo.htm URI 

does not require a 

session ID. This web 

page calls a 

show_sysinfo 

function which 

retrieves WPA 

N/A 
H-LIN-E535-

200922/2423 
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passwords, SSIDs, 

MAC Addresses, 

serial numbers, WPS 

Pins, and 

hardware/firmware 

versions, and prints 

this information into 

the web page. This 

web page is visible 

when remote 

management is 

enabled. A user who 

has access to the web 

interface of the 

device can extract 

these secrets. If the 

device has remote 

management 

enabled and is 

connected directly to 

the internet, this 

vulnerability is 

exploitable over the 

internet without 

interaction. 

CVE ID : CVE-2022-

35572 

Vendor: mediatek 

Product: mt6580 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT65-

200922/2424 
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exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT65-

200922/2425 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT65-

200922/2426 

Product: mt6735 
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Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2427 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2428 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2429 
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escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2430 

Product: mt6737 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2431 
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no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2432 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2433 
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Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

Product: mt6739 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2434 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2435 
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Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2436 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2437 

Product: mt6750s 

Affected Version(s): - 
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Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2438 

Product: mt6753 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2439 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

https://corp.

mediatek.com

/product-

security-

H-MED-MT67-

200922/2440 
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check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

bulletin/Septe

mber-2022 

Product: mt6755s 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2441 

Product: mt6757 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

https://corp.

mediatek.com

/product-

security-

H-MED-MT67-

200922/2442 
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could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

bulletin/Septe

mber-2022 

Product: mt6757c 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2443 

Product: mt6757cd 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2444 
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code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

Product: mt6757ch 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2445 

Product: mt6761 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2446 
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('Unsafe 

Reflection'

) 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2447 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

Issue ID: 

ALPS06664701. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2448 
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CVE ID : CVE-2022-

26454 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2449 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2450 

Product: mt6763 
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Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2451 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2452 

Product: mt6765 

Affected Version(s): - 
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Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2453 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2454 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2455 
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User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

Issue ID: 

ALPS06664701. 

CVE ID : CVE-2022-

26454 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2456 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2457 
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Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

Product: mt6768 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2458 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2459 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1162 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

Issue ID: 

ALPS06664701. 

CVE ID : CVE-2022-

26454 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2460 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2461 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2462 
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attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

Product: mt6769 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07138490; 

Issue ID: 

ALPS07138490. 

CVE ID : CVE-2022-

26457 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2463 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

lead to local 

information 

disclosure with 

System execution 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2464 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

Product: mt6771 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2465 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2466 
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Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2467 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

Issue ID: 

ALPS06664701. 

CVE ID : CVE-2022-

26454 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2468 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

https://corp.

mediatek.com

/product-

security-

H-MED-MT67-

200922/2469 
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check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2470 

Product: mt6779 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

https://corp.

mediatek.com

/product-

security-

H-MED-MT67-

200922/2471 
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Classes or 

Code 

('Unsafe 

Reflection'

) 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

bulletin/Septe

mber-2022 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2472 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2473 
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Issue ID: 

ALPS06664701. 

CVE ID : CVE-2022-

26454 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2474 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2475 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 
In rpmb, there is a 

possible out of 

bounds write due to 

https://corp.

mediatek.com

/product-

H-MED-MT67-

200922/2476 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1169 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

security-

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2477 

Product: mt6781 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

https://corp.

mediatek.com

/product-

security-

H-MED-MT67-

200922/2478 
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Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

bulletin/Septe

mber-2022 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2479 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2480 
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Issue ID: 

ALPS06664701. 

CVE ID : CVE-2022-

26454 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07138490; 

Issue ID: 

ALPS07138490. 

CVE ID : CVE-2022-

26457 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2481 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2482 

Integer 

Overflow 
06-Sep-2022 6.7 In audio ipi, there is 

a possible out of 

https://corp.

mediatek.com

H-MED-MT67-

200922/2483 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1172 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

or 

Wraparoun

d 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

/product-

security-

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2484 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2485 
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the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2486 

Product: mt6785 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2487 
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exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2488 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

Issue ID: 

ALPS06664701. 

CVE ID : CVE-2022-

26454 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2489 
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Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07138490; 

Issue ID: 

ALPS07138490. 

CVE ID : CVE-2022-

26457 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2490 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2491 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2492 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2493 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2494 
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exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2495 

Product: mt6789 

Affected Version(s): - 

Use After 

Free 
06-Sep-2022 6.7 

In ged, there is a 

possible use after 

free due to improper 

locking. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07202966; 

Issue ID: 

ALPS07202966. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2496 
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CVE ID : CVE-2022-

26451 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In gz, there is a 

possible memory 

corruption due to 

incorrect error 

handling. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07177858; 

Issue ID: 

ALPS07177858. 

CVE ID : CVE-2022-

26455 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2497 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT67-

200922/2498 

Product: mt6833 

Affected Version(s): - 
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Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2499 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2500 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2501 
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User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

Issue ID: 

ALPS06664701. 

CVE ID : CVE-2022-

26454 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07138490; 

Issue ID: 

ALPS07138490. 

CVE ID : CVE-2022-

26457 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2502 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032590; 

Issue ID: 

ALPS07032590. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2503 
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CVE ID : CVE-2022-

26460 

N/A 06-Sep-2022 6.7 

In vow, there is a 

possible undefined 

behavior due to an 

API misuse. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032604; 

Issue ID: 

ALPS07032604. 

CVE ID : CVE-2022-

26461 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2504 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032699; 

Issue ID: 

ALPS07032699. 

CVE ID : CVE-2022-

26464 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2505 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

https://corp.

mediatek.com

/product-

security-

H-MED-MT68-

200922/2506 
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lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2507 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

lead to local 

information 

disclosure with 

System execution 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2508 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an integer overflow. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032634; 

Issue ID: 

ALPS07032634. 

CVE ID : CVE-2022-

26459 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2509 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032660; 

Issue ID: 

ALPS07032660. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2510 
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CVE ID : CVE-2022-

26462 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032686; 

Issue ID: 

ALPS07032686. 

CVE ID : CVE-2022-

26463 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2511 

Product: mt6853 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2512 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

https://corp.

mediatek.com

/product-

H-MED-MT68-

200922/2513 
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use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

security-

bulletin/Septe

mber-2022 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

Issue ID: 

ALPS06664701. 

CVE ID : CVE-2022-

26454 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2514 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2515 
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exploitation. Patch 

ID: ALPS07032678; 

Issue ID: 

ALPS07032678. 

CVE ID : CVE-2022-

26458 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032590; 

Issue ID: 

ALPS07032590. 

CVE ID : CVE-2022-

26460 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2516 

N/A 06-Sep-2022 6.7 

In vow, there is a 

possible undefined 

behavior due to an 

API misuse. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032604; 

Issue ID: 

ALPS07032604. 

CVE ID : CVE-2022-

26461 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2517 
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Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032699; 

Issue ID: 

ALPS07032699. 

CVE ID : CVE-2022-

26464 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2518 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2519 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2520 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2521 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2522 
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exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2523 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an integer overflow. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032634; 

Issue ID: 

ALPS07032634. 

CVE ID : CVE-2022-

26459 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2524 
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Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032660; 

Issue ID: 

ALPS07032660. 

CVE ID : CVE-2022-

26462 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2525 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032686; 

Issue ID: 

ALPS07032686. 

CVE ID : CVE-2022-

26463 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2526 

Product: mt6853t 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In apusys, there is a 

possible out of 

bounds write due to 

a missing bounds 

https://corp.

mediatek.com

/product-

security-

H-MED-MT68-

200922/2527 
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check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07063849; 

Issue ID: 

ALPS07063849. 

CVE ID : CVE-2022-

26448 

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2528 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2529 
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exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2530 

Product: mt6855 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2531 
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CVE ID : CVE-2022-

26469 

Use After 

Free 
06-Sep-2022 6.7 

In ged, there is a 

possible use after 

free due to improper 

locking. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07202966; 

Issue ID: 

ALPS07202966. 

CVE ID : CVE-2022-

26451 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2532 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In gz, there is a 

possible memory 

corruption due to 

incorrect error 

handling. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07177858; 

Issue ID: 

ALPS07177858. 

CVE ID : CVE-2022-

26455 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2533 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

https://corp.

mediatek.com

/product-

security-

H-MED-MT68-

200922/2534 
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lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07138490; 

Issue ID: 

ALPS07138490. 

CVE ID : CVE-2022-

26457 

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032678; 

Issue ID: 

ALPS07032678. 

CVE ID : CVE-2022-

26458 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2535 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2536 
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exploitation. Patch 

ID: ALPS07032590; 

Issue ID: 

ALPS07032590. 

CVE ID : CVE-2022-

26460 

N/A 06-Sep-2022 6.7 

In vow, there is a 

possible undefined 

behavior due to an 

API misuse. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032604; 

Issue ID: 

ALPS07032604. 

CVE ID : CVE-2022-

26461 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2537 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032699; 

Issue ID: 

ALPS07032699. 

CVE ID : CVE-2022-

26464 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2538 
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Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2539 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2540 

Improper 

Link 

Resolution 

Before File 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

https://corp.

mediatek.com

/product-

security-

H-MED-MT68-

200922/2541 
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Access 

('Link 

Following') 

following. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

bulletin/Septe

mber-2022 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an integer overflow. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032634; 

Issue ID: 

ALPS07032634. 

CVE ID : CVE-2022-

26459 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2542 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2543 
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exploitation. Patch 

ID: ALPS07032660; 

Issue ID: 

ALPS07032660. 

CVE ID : CVE-2022-

26462 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032686; 

Issue ID: 

ALPS07032686. 

CVE ID : CVE-2022-

26463 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2544 

Product: mt6873 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2545 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1199 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

26469 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In apusys, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07063849; 

Issue ID: 

ALPS07063849. 

CVE ID : CVE-2022-

26448 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2546 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032678; 

Issue ID: 

ALPS07032678. 

CVE ID : CVE-2022-

26458 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2547 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

https://corp.

mediatek.com

/product-

security-

H-MED-MT68-

200922/2548 
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check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032590; 

Issue ID: 

ALPS07032590. 

CVE ID : CVE-2022-

26460 

bulletin/Septe

mber-2022 

N/A 06-Sep-2022 6.7 

In vow, there is a 

possible undefined 

behavior due to an 

API misuse. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032604; 

Issue ID: 

ALPS07032604. 

CVE ID : CVE-2022-

26461 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2549 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2550 
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exploitation. Patch 

ID: ALPS07032699; 

Issue ID: 

ALPS07032699. 

CVE ID : CVE-2022-

26464 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2551 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2552 
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Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2553 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2554 

Improper 

Link 

Resolution 

Before File 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

https://corp.

mediatek.com

/product-

security-

H-MED-MT68-

200922/2555 
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Access 

('Link 

Following') 

following. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

bulletin/Septe

mber-2022 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an integer overflow. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032634; 

Issue ID: 

ALPS07032634. 

CVE ID : CVE-2022-

26459 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2556 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2557 
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exploitation. Patch 

ID: ALPS07032660; 

Issue ID: 

ALPS07032660. 

CVE ID : CVE-2022-

26462 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032686; 

Issue ID: 

ALPS07032686. 

CVE ID : CVE-2022-

26463 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2558 

Product: mt6875 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In apusys, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07063849; 

Issue ID: 

ALPS07063849. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2559 
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CVE ID : CVE-2022-

26448 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2560 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

Issue ID: 

ALPS06664701. 

CVE ID : CVE-2022-

26454 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2561 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2562 
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escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2563 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2564 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1207 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

Product: mt6877 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2565 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In apusys, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07063849; 

Issue ID: 

ALPS07063849. 

CVE ID : CVE-2022-

26448 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2566 
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Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2567 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

Issue ID: 

ALPS06664701. 

CVE ID : CVE-2022-

26454 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2568 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2569 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07138490; 

Issue ID: 

ALPS07138490. 

CVE ID : CVE-2022-

26457 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032678; 

Issue ID: 

ALPS07032678. 

CVE ID : CVE-2022-

26458 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2570 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032590; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2571 
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Issue ID: 

ALPS07032590. 

CVE ID : CVE-2022-

26460 

N/A 06-Sep-2022 6.7 

In vow, there is a 

possible undefined 

behavior due to an 

API misuse. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032604; 

Issue ID: 

ALPS07032604. 

CVE ID : CVE-2022-

26461 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2572 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032699; 

Issue ID: 

ALPS07032699. 

CVE ID : CVE-2022-

26464 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2573 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 
In audio ipi, there is 

a possible out of 

bounds write due to 

https://corp.

mediatek.com

/product-

H-MED-MT68-

200922/2574 
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an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

security-

bulletin/Septe

mber-2022 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2575 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2576 
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not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2577 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2578 
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Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an integer overflow. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032634; 

Issue ID: 

ALPS07032634. 

CVE ID : CVE-2022-

26459 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2579 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032660; 

Issue ID: 

ALPS07032660. 

CVE ID : CVE-2022-

26462 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2580 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 
In vow, there is a 

possible out of 

bounds read due to 

https://corp.

mediatek.com

/product-

H-MED-MT68-

200922/2581 
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an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032686; 

Issue ID: 

ALPS07032686. 

CVE ID : CVE-2022-

26463 

security-

bulletin/Septe

mber-2022 

Product: mt6879 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2582 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In apusys, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2583 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07177810; 

Issue ID: 

ALPS07177810. 

CVE ID : CVE-2022-

26449 

Use After 

Free 
06-Sep-2022 6.7 

In ged, there is a 

possible use after 

free due to improper 

locking. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07202966; 

Issue ID: 

ALPS07202966. 

CVE ID : CVE-2022-

26451 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2584 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2585 
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CVE ID : CVE-2022-

26453 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

Issue ID: 

ALPS06664701. 

CVE ID : CVE-2022-

26454 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2586 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In gz, there is a 

possible memory 

corruption due to 

incorrect error 

handling. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07177858; 

Issue ID: 

ALPS07177858. 

CVE ID : CVE-2022-

26455 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2587 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

https://corp.

mediatek.com

/product-

security-

H-MED-MT68-

200922/2588 
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lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07138490; 

Issue ID: 

ALPS07138490. 

CVE ID : CVE-2022-

26457 

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032590; 

Issue ID: 

ALPS07032590. 

CVE ID : CVE-2022-

26460 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2589 

N/A 06-Sep-2022 6.7 

In vow, there is a 

possible undefined 

behavior due to an 

API misuse. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2590 
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ID: ALPS07032604; 

Issue ID: 

ALPS07032604. 

CVE ID : CVE-2022-

26461 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032699; 

Issue ID: 

ALPS07032699. 

CVE ID : CVE-2022-

26464 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2591 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2592 
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Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2593 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2594 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In aie, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2595 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07116037; 

Issue ID: 

ALPS07116037. 

CVE ID : CVE-2022-

26470 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2596 

Use After 

Free 
06-Sep-2022 6.4 

In apusys, there is a 

possible use after 

free due to a race 

condition. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2597 
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ID: ALPS07177801; 

Issue ID: 

ALPS07177801. 

CVE ID : CVE-2022-

26450 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an integer overflow. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032634; 

Issue ID: 

ALPS07032634. 

CVE ID : CVE-2022-

26459 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2598 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032660; 

Issue ID: 

ALPS07032660. 

CVE ID : CVE-2022-

26462 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2599 
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Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032686; 

Issue ID: 

ALPS07032686. 

CVE ID : CVE-2022-

26463 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2600 

Product: mt6883 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2601 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In apusys, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

https://corp.

mediatek.com

/product-

security-

H-MED-MT68-

200922/2602 
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lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07063849; 

Issue ID: 

ALPS07063849. 

CVE ID : CVE-2022-

26448 

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032678; 

Issue ID: 

ALPS07032678. 

CVE ID : CVE-2022-

26458 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2603 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2604 
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exploitation. Patch 

ID: ALPS07032590; 

Issue ID: 

ALPS07032590. 

CVE ID : CVE-2022-

26460 

N/A 06-Sep-2022 6.7 

In vow, there is a 

possible undefined 

behavior due to an 

API misuse. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032604; 

Issue ID: 

ALPS07032604. 

CVE ID : CVE-2022-

26461 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2605 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032699; 

Issue ID: 

ALPS07032699. 

CVE ID : CVE-2022-

26464 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2606 
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Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2607 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2608 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2609 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2610 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an integer overflow. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032634; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2611 
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Issue ID: 

ALPS07032634. 

CVE ID : CVE-2022-

26459 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032660; 

Issue ID: 

ALPS07032660. 

CVE ID : CVE-2022-

26462 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2612 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032686; 

Issue ID: 

ALPS07032686. 

CVE ID : CVE-2022-

26463 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2613 

Product: mt6885 
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Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2614 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In apusys, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07063849; 

Issue ID: 

ALPS07063849. 

CVE ID : CVE-2022-

26448 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2615 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

use after free. This 

could lead to local 

escalation of 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2616 
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privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

Issue ID: 

ALPS06664701. 

CVE ID : CVE-2022-

26454 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2617 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032678; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2618 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1230 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Issue ID: 

ALPS07032678. 

CVE ID : CVE-2022-

26458 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032590; 

Issue ID: 

ALPS07032590. 

CVE ID : CVE-2022-

26460 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2619 

N/A 06-Sep-2022 6.7 

In vow, there is a 

possible undefined 

behavior due to an 

API misuse. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032604; 

Issue ID: 

ALPS07032604. 

CVE ID : CVE-2022-

26461 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2620 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 
In vow, there is a 

possible out of 

bounds write due to 

https://corp.

mediatek.com

/product-

H-MED-MT68-

200922/2621 
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an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032699; 

Issue ID: 

ALPS07032699. 

CVE ID : CVE-2022-

26464 

security-

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2622 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2623 
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not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2624 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2625 
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Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2626 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an integer overflow. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032634; 

Issue ID: 

ALPS07032634. 

CVE ID : CVE-2022-

26459 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2627 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 
In vow, there is a 

possible out of 

bounds read due to 

https://corp.

mediatek.com

/product-

H-MED-MT68-

200922/2628 
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an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032660; 

Issue ID: 

ALPS07032660. 

CVE ID : CVE-2022-

26462 

security-

bulletin/Septe

mber-2022 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032686; 

Issue ID: 

ALPS07032686. 

CVE ID : CVE-2022-

26463 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2629 

Product: mt6889 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2630 
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('Unsafe 

Reflection'

) 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In apusys, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07063849; 

Issue ID: 

ALPS07063849. 

CVE ID : CVE-2022-

26448 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2631 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032590; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2632 
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Issue ID: 

ALPS07032590. 

CVE ID : CVE-2022-

26460 

N/A 06-Sep-2022 6.7 

In vow, there is a 

possible undefined 

behavior due to an 

API misuse. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032604; 

Issue ID: 

ALPS07032604. 

CVE ID : CVE-2022-

26461 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2633 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032699; 

Issue ID: 

ALPS07032699. 

CVE ID : CVE-2022-

26464 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2634 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 
In audio ipi, there is 

a possible out of 

bounds write due to 

https://corp.

mediatek.com

/product-

H-MED-MT68-

200922/2635 
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an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

security-

bulletin/Septe

mber-2022 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2636 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2637 
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not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2638 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an integer overflow. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032634; 

Issue ID: 

ALPS07032634. 

CVE ID : CVE-2022-

26459 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2639 
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Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032660; 

Issue ID: 

ALPS07032660. 

CVE ID : CVE-2022-

26462 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2640 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032686; 

Issue ID: 

ALPS07032686. 

CVE ID : CVE-2022-

26463 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2641 

Product: mt6891 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In apusys, there is a 

possible out of 

bounds write due to 

a missing bounds 

https://corp.

mediatek.com

/product-

security-

H-MED-MT68-

200922/2642 
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check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07063849; 

Issue ID: 

ALPS07063849. 

CVE ID : CVE-2022-

26448 

bulletin/Septe

mber-2022 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2643 

Product: mt6893 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In apusys, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2644 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07063849; 

Issue ID: 

ALPS07063849. 

CVE ID : CVE-2022-

26448 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2645 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

Issue ID: 

ALPS06664701. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2646 
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CVE ID : CVE-2022-

26454 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07138490; 

Issue ID: 

ALPS07138490. 

CVE ID : CVE-2022-

26457 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2647 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032678; 

Issue ID: 

ALPS07032678. 

CVE ID : CVE-2022-

26458 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2648 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

https://corp.

mediatek.com

/product-

security-

H-MED-MT68-

200922/2649 
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check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032590; 

Issue ID: 

ALPS07032590. 

CVE ID : CVE-2022-

26460 

bulletin/Septe

mber-2022 

N/A 06-Sep-2022 6.7 

In vow, there is a 

possible undefined 

behavior due to an 

API misuse. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032604; 

Issue ID: 

ALPS07032604. 

CVE ID : CVE-2022-

26461 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2650 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2651 
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exploitation. Patch 

ID: ALPS07032699; 

Issue ID: 

ALPS07032699. 

CVE ID : CVE-2022-

26464 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2652 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2653 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1245 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2654 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2655 

Improper 

Link 

Resolution 

Before File 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

https://corp.

mediatek.com

/product-

security-

H-MED-MT68-

200922/2656 
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Access 

('Link 

Following') 

following. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

bulletin/Septe

mber-2022 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an integer overflow. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032634; 

Issue ID: 

ALPS07032634. 

CVE ID : CVE-2022-

26459 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2657 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2658 
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exploitation. Patch 

ID: ALPS07032660; 

Issue ID: 

ALPS07032660. 

CVE ID : CVE-2022-

26462 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032686; 

Issue ID: 

ALPS07032686. 

CVE ID : CVE-2022-

26463 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2659 

Product: mt6895 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2660 
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CVE ID : CVE-2022-

26469 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In apusys, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07177810; 

Issue ID: 

ALPS07177810. 

CVE ID : CVE-2022-

26449 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2661 

Use After 

Free 
06-Sep-2022 6.7 

In ged, there is a 

possible use after 

free due to improper 

locking. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07202966; 

Issue ID: 

ALPS07202966. 

CVE ID : CVE-2022-

26451 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2662 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

use after free. This 

could lead to local 

https://corp.

mediatek.com

/product-

security-

H-MED-MT68-

200922/2663 
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escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

bulletin/Septe

mber-2022 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

Issue ID: 

ALPS06664701. 

CVE ID : CVE-2022-

26454 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2664 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In gz, there is a 

possible memory 

corruption due to 

incorrect error 

handling. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07177858; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2665 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1250 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Issue ID: 

ALPS07177858. 

CVE ID : CVE-2022-

26455 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032678; 

Issue ID: 

ALPS07032678. 

CVE ID : CVE-2022-

26458 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2666 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032590; 

Issue ID: 

ALPS07032590. 

CVE ID : CVE-2022-

26460 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2667 

N/A 06-Sep-2022 6.7 In vow, there is a 

possible undefined 

https://corp.

mediatek.com

H-MED-MT68-

200922/2668 
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behavior due to an 

API misuse. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032604; 

Issue ID: 

ALPS07032604. 

CVE ID : CVE-2022-

26461 

/product-

security-

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032699; 

Issue ID: 

ALPS07032699. 

CVE ID : CVE-2022-

26464 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2669 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2670 
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User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2671 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2672 
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CVE ID : CVE-2022-

26467 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In aie, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07116037; 

Issue ID: 

ALPS07116037. 

CVE ID : CVE-2022-

26470 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2673 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2674 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1254 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Use After 

Free 
06-Sep-2022 6.4 

In apusys, there is a 

possible use after 

free due to a race 

condition. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07177801; 

Issue ID: 

ALPS07177801. 

CVE ID : CVE-2022-

26450 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2675 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an integer overflow. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032634; 

Issue ID: 

ALPS07032634. 

CVE ID : CVE-2022-

26459 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2676 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2677 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032660; 

Issue ID: 

ALPS07032660. 

CVE ID : CVE-2022-

26462 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032686; 

Issue ID: 

ALPS07032686. 

CVE ID : CVE-2022-

26463 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT68-

200922/2678 

Product: mt6983 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2679 
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Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In apusys, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07177810; 

Issue ID: 

ALPS07177810. 

CVE ID : CVE-2022-

26449 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2680 

Use After 

Free 
06-Sep-2022 6.7 

In ged, there is a 

possible use after 

free due to improper 

locking. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07202966; 

Issue ID: 

ALPS07202966. 

CVE ID : CVE-2022-

26451 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2681 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

https://corp.

mediatek.com

/product-

H-MED-MT69-

200922/2682 
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use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

security-

bulletin/Septe

mber-2022 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

Issue ID: 

ALPS06664701. 

CVE ID : CVE-2022-

26454 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2683 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In gz, there is a 

possible memory 

corruption due to 

incorrect error 

handling. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2684 
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exploitation. Patch 

ID: ALPS07177858; 

Issue ID: 

ALPS07177858. 

CVE ID : CVE-2022-

26455 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07138490; 

Issue ID: 

ALPS07138490. 

CVE ID : CVE-2022-

26457 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2685 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032678; 

Issue ID: 

ALPS07032678. 

CVE ID : CVE-2022-

26458 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2686 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1259 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032590; 

Issue ID: 

ALPS07032590. 

CVE ID : CVE-2022-

26460 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2687 

N/A 06-Sep-2022 6.7 

In vow, there is a 

possible undefined 

behavior due to an 

API misuse. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032604; 

Issue ID: 

ALPS07032604. 

CVE ID : CVE-2022-

26461 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2688 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2689 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1260 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032699; 

Issue ID: 

ALPS07032699. 

CVE ID : CVE-2022-

26464 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2690 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2691 
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Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2692 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In aie, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07116037; 

Issue ID: 

ALPS07116037. 

CVE ID : CVE-2022-

26470 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2693 
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Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2694 

Use After 

Free 
06-Sep-2022 6.4 

In apusys, there is a 

possible use after 

free due to a race 

condition. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07177801; 

Issue ID: 

ALPS07177801. 

CVE ID : CVE-2022-

26450 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2695 

Improper 

Link 

Resolution 

Before File 

Access 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

https://corp.

mediatek.com

/product-

security-

H-MED-MT69-

200922/2696 
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('Link 

Following') 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

bulletin/Septe

mber-2022 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an integer overflow. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032634; 

Issue ID: 

ALPS07032634. 

CVE ID : CVE-2022-

26459 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2697 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2698 
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ID: ALPS07032660; 

Issue ID: 

ALPS07032660. 

CVE ID : CVE-2022-

26462 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032686; 

Issue ID: 

ALPS07032686. 

CVE ID : CVE-2022-

26463 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT69-

200922/2699 

Product: mt8163 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2700 
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CVE ID : CVE-2022-

26447 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2701 

Product: mt8167 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2702 
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CVE ID : CVE-2022-

26447 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2703 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2704 

Product: mt8167s 

Affected Version(s): - 
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Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2705 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2706 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2707 
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attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

Product: mt8168 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2708 

Use After 

Free 
06-Sep-2022 6.7 

In ged, there is a 

possible use after 

free due to improper 

locking. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2709 
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not needed for 

exploitation. Patch 

ID: ALPS07202966; 

Issue ID: 

ALPS07202966. 

CVE ID : CVE-2022-

26451 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2710 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2711 
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Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

Product: mt8173 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2712 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2713 
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Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2714 

Product: mt8175 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2715 
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Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2716 

Product: mt8183 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2717 
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Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2718 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2719 

Product: mt8185 

Affected Version(s): - 
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Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2720 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT81-

200922/2721 

Improper 

Link 

Resolution 

Before File 

Access 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

https://corp.

mediatek.com

/product-

security-

H-MED-MT81-

200922/2722 
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('Link 

Following') 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

bulletin/Septe

mber-2022 

Product: mt8321 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2723 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2724 
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Reflection'

) 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2725 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In aie, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07116037; 

Issue ID: 

ALPS07116037. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2726 
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CVE ID : CVE-2022-

26470 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2727 

Product: mt8362a 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2728 
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CVE ID : CVE-2022-

26447 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2729 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2730 

Product: mt8365 

Affected Version(s): - 
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Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2731 

Use After 

Free 
06-Sep-2022 6.7 

In ged, there is a 

possible use after 

free due to improper 

locking. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07202966; 

Issue ID: 

ALPS07202966. 

CVE ID : CVE-2022-

26451 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2732 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2733 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2734 

Product: mt8385 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2735 
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interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2736 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2737 
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CVE ID : CVE-2022-

26467 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In aie, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07116037; 

Issue ID: 

ALPS07116037. 

CVE ID : CVE-2022-

26470 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2738 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT83-

200922/2739 

Product: mt8512a 
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Affected Version(s): - 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT85-

200922/2740 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT85-

200922/2741 

Product: mt8518 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

https://corp.

mediatek.com

/product-

security-

H-MED-MT85-

200922/2742 
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bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT85-

200922/2743 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT85-

200922/2744 
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exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

Product: mt8519_m1v1 

Affected Version(s): - 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT85-

200922/2745 

Product: mt8519_p1v1 

Affected Version(s): - 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT85-

200922/2746 
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Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

Product: mt8532 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT85-

200922/2747 

Product: mt8666 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT86-

200922/2748 
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CVE ID : CVE-2022-

26469 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT86-

200922/2749 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT86-

200922/2750 

Product: mt8667 
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Affected Version(s): - 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT86-

200922/2751 

Product: mt8675 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT86-

200922/2752 
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Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT86-

200922/2753 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT86-

200922/2754 

Product: mt8735a 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2755 

Product: mt8735b 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2756 
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CVE ID : CVE-2022-

26468 

Product: mt8765 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2757 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2758 
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Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2759 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In aie, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07116037; 

Issue ID: 

ALPS07116037. 

CVE ID : CVE-2022-

26470 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2760 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2761 
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privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

Product: mt8766 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2762 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In aie, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2763 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07116037; 

Issue ID: 

ALPS07116037. 

CVE ID : CVE-2022-

26470 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2764 

Product: mt8768 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2765 
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not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2766 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In aie, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07116037; 

Issue ID: 

ALPS07116037. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2767 
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CVE ID : CVE-2022-

26470 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2768 

Product: mt8786 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2769 
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Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2770 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In aie, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07116037; 

Issue ID: 

ALPS07116037. 

CVE ID : CVE-2022-

26470 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2771 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2772 
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privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

Product: mt8788 

Affected Version(s): - 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2773 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2774 
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Reflection'

) 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2775 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In aie, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07116037; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2776 
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Issue ID: 

ALPS07116037. 

CVE ID : CVE-2022-

26470 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2777 

Product: mt8789 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2778 
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CVE ID : CVE-2022-

26469 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In aie, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07116037; 

Issue ID: 

ALPS07116037. 

CVE ID : CVE-2022-

26470 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2779 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2780 
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Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2781 

Product: mt8791 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2782 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

https://corp.

mediatek.com

/product-

security-

H-MED-MT87-

200922/2783 
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lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07138490; 

Issue ID: 

ALPS07138490. 

CVE ID : CVE-2022-

26457 

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032678; 

Issue ID: 

ALPS07032678. 

CVE ID : CVE-2022-

26458 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2784 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2785 
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exploitation. Patch 

ID: ALPS07032590; 

Issue ID: 

ALPS07032590. 

CVE ID : CVE-2022-

26460 

N/A 06-Sep-2022 6.7 

In vow, there is a 

possible undefined 

behavior due to an 

API misuse. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032604; 

Issue ID: 

ALPS07032604. 

CVE ID : CVE-2022-

26461 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2786 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032699; 

Issue ID: 

ALPS07032699. 

CVE ID : CVE-2022-

26464 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2787 
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Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2788 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2789 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

lead to local 

information 

disclosure with 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2790 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an integer overflow. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032634; 

Issue ID: 

ALPS07032634. 

CVE ID : CVE-2022-

26459 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2791 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032660; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2792 
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Issue ID: 

ALPS07032660. 

CVE ID : CVE-2022-

26462 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032686; 

Issue ID: 

ALPS07032686. 

CVE ID : CVE-2022-

26463 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2793 

Product: mt8797 

Affected Version(s): - 

Use of 

Externally-

Controlled 

Input to 

Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2794 
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Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07138490; 

Issue ID: 

ALPS07138490. 

CVE ID : CVE-2022-

26457 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2795 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032678; 

Issue ID: 

ALPS07032678. 

CVE ID : CVE-2022-

26458 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2796 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2797 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1309 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032590; 

Issue ID: 

ALPS07032590. 

CVE ID : CVE-2022-

26460 

N/A 06-Sep-2022 6.7 

In vow, there is a 

possible undefined 

behavior due to an 

API misuse. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032604; 

Issue ID: 

ALPS07032604. 

CVE ID : CVE-2022-

26461 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2798 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032699; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2799 
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Issue ID: 

ALPS07032699. 

CVE ID : CVE-2022-

26464 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2800 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2801 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 
In rpmb, there is a 

possible out of 

bounds write due to 

https://corp.

mediatek.com

/product-

H-MED-MT87-

200922/2802 
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an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

security-

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2803 

Improper 

Link 

Resolution 

Before File 

Access 

06-Sep-2022 4.4 

In vow, there is a 

possible information 

disclosure due to a 

symbolic link 

following. This could 

lead to local 

information 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2804 
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('Link 

Following') 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an integer overflow. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032634; 

Issue ID: 

ALPS07032634. 

CVE ID : CVE-2022-

26459 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2805 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032660; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2806 
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Issue ID: 

ALPS07032660. 

CVE ID : CVE-2022-

26462 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032686; 

Issue ID: 

ALPS07032686. 

CVE ID : CVE-2022-

26463 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2807 

Product: mt8798 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2808 
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CVE ID : CVE-2022-

26465 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

H-MED-MT87-

200922/2809 

Vendor: Netgear 

Product: r6200 

Affected Version(s): v2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

07-Sep-2022 8.8 

NETGEAR R6200_V2 

firmware versions 

through R6200v2-

V1.0.3.12_10.1.11 

and R6300_V2 

firmware versions 

through R6300v2-

V1.0.4.52_10.0.93 

allow remote 

authenticated 

attackers to execute 

arbitrary command 

via shell 

metacharacters in 

the ipv6_fix.cgi 

ipv6_wan_ipaddr, 

ipv6_lan_ipaddr, 

ipv6_wan_length, or 

ipv6_lan_length 

parameters. 

https://www.

netgear.com/a

bout/security

/ 

H-NET-R620-

200922/2810 
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CVE ID : CVE-2022-

30078 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

08-Sep-2022 8.8 

Command injection 

vulnerability was 

discovered in 

Netgear R6200 v2 

firmware through 

R6200v2-V1.0.3.12 

via binary 

/sbin/acos_service 

that could allow 

remote 

authenticated 

attackers the ability 

to modify values in 

the vulnerable 

parameter. 

CVE ID : CVE-2022-

30079 

https://www.

netgear.com/a

bout/security

/ 

H-NET-R620-

200922/2811 

Product: r6300 

Affected Version(s): v2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

07-Sep-2022 8.8 

NETGEAR R6200_V2 

firmware versions 

through R6200v2-

V1.0.3.12_10.1.11 

and R6300_V2 

firmware versions 

through R6300v2-

V1.0.4.52_10.0.93 

allow remote 

authenticated 

attackers to execute 

arbitrary command 

via shell 

metacharacters in 

the ipv6_fix.cgi 

ipv6_wan_ipaddr, 

ipv6_lan_ipaddr, 

ipv6_wan_length, or 

ipv6_lan_length 

parameters. 

https://www.

netgear.com/a

bout/security

/ 

H-NET-R630-

200922/2812 
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CVE ID : CVE-2022-

30078 

Vendor: phicomm 

Product: fir151b 

Affected Version(s): a2 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

3.0.1.17 and earlier 

were discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the trHops 

parameter of the 

tracert function. 

CVE ID : CVE-2022-

37777 

N/A 
H-PHI-FIR1-

200922/2813 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the current_time 

parameter of the 

time function. 

CVE ID : CVE-2022-

37778 

N/A 
H-PHI-FIR1-

200922/2814 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

N/A 
H-PHI-FIR1-

200922/2815 
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(RCE) vulnerability 

via the sendnum 

parameter of the 

ping function. 

CVE ID : CVE-2022-

37779 

N/A 07-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the pingAddr 

parameter of the 

tracert function. 

CVE ID : CVE-2022-

37780 

N/A 
H-PHI-FIR1-

200922/2816 

Product: fir300b 

Affected Version(s): a2 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

3.0.1.17 and earlier 

were discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the trHops 

parameter of the 

tracert function. 

CVE ID : CVE-2022-

37777 

N/A 
H-PHI-FIR3-

200922/2817 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

N/A 
H-PHI-FIR3-

200922/2818 
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discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the current_time 

parameter of the 

time function. 

CVE ID : CVE-2022-

37778 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the sendnum 

parameter of the 

ping function. 

CVE ID : CVE-2022-

37779 

N/A 
H-PHI-FIR3-

200922/2819 

N/A 07-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the pingAddr 

parameter of the 

tracert function. 

CVE ID : CVE-2022-

37780 

N/A 
H-PHI-FIR3-

200922/2820 

Product: fir302e 

Affected Version(s): a2 

N/A 08-Sep-2022 7.2 Phicomm FIR151B 

A2, FIR302E A2, 
N/A 

H-PHI-FIR3-

200922/2821 
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FIR300B A2, 

FIR303B A2 routers 

3.0.1.17 and earlier 

were discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the trHops 

parameter of the 

tracert function. 

CVE ID : CVE-2022-

37777 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the current_time 

parameter of the 

time function. 

CVE ID : CVE-2022-

37778 

N/A 
H-PHI-FIR3-

200922/2822 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the sendnum 

parameter of the 

ping function. 

CVE ID : CVE-2022-

37779 

N/A 
H-PHI-FIR3-

200922/2823 

N/A 07-Sep-2022 7.2 Phicomm FIR151B 

A2, FIR302E A2, 
N/A 

H-PHI-FIR3-

200922/2824 
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FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the pingAddr 

parameter of the 

tracert function. 

CVE ID : CVE-2022-

37780 

Product: fir303b 

Affected Version(s): a2 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

3.0.1.17 and earlier 

were discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the trHops 

parameter of the 

tracert function. 

CVE ID : CVE-2022-

37777 

N/A 
H-PHI-FIR3-

200922/2825 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the current_time 

parameter of the 

time function. 

N/A 
H-PHI-FIR3-

200922/2826 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1321 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

37778 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the sendnum 

parameter of the 

ping function. 

CVE ID : CVE-2022-

37779 

N/A 
H-PHI-FIR3-

200922/2827 

N/A 07-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the pingAddr 

parameter of the 

tracert function. 

CVE ID : CVE-2022-

37780 

N/A 
H-PHI-FIR3-

200922/2828 

Vendor: Qualcomm 

Product: apq8009 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-APQ8-

200922/2829 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-APQ8-

200922/2830 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-APQ8-

200922/2831 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-APQ8-

200922/2832 

Product: apq8009w 

Affected Version(s): - 

Improper 

Restriction 
02-Sep-2022 9.8 Memory corruption 

due to incorrect 

https://www.

qualcomm.co

H-QUA-APQ8-

200922/2833 
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of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-APQ8-

200922/2834 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

https://www.

qualcomm.co

m/company/

H-QUA-APQ8-

200922/2835 
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parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

product-

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-APQ8-

200922/2836 
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CVE ID : CVE-2022-

22062 

Product: apq8017 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-APQ8-

200922/2837 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-APQ8-

200922/2838 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-APQ8-

200922/2839 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-APQ8-

200922/2840 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-APQ8-

200922/2841 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-APQ8-

200922/2842 
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CVE ID : CVE-2022-

22059 

Product: apq8037 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-APQ8-

200922/2843 

Product: apq8053 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-APQ8-

200922/2844 
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Buffer 

Overflow') 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-APQ8-

200922/2845 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-APQ8-

200922/2846 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-APQ8-

200922/2847 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-APQ8-

200922/2848 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-APQ8-

200922/2849 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-APQ8-

200922/2850 
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Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: apq8096au 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-APQ8-

200922/2851 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-APQ8-

200922/2852 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-APQ8-

200922/2853 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-APQ8-

200922/2854 
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Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-APQ8-

200922/2855 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia driver 

due to untrusted 

pointer dereference 

while reading data 

from socket in 

Snapdragon Auto 

CVE ID : CVE-2022-

22098 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-APQ8-

200922/2856 

Improper 

Restriction 

of 

Operations 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

https://www.

qualcomm.co

m/company/

product-

H-QUA-APQ8-

200922/2857 
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within the 

Bounds of 

a Memory 

Buffer 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

security/bulle

tins/july-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-APQ8-

200922/2858 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-APQ8-

200922/2859 

Product: aqt1000 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-AQT1-

200922/2860 

Buffer 

Copy 

without 

Checking 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

https://www.

qualcomm.co

m/company/

product-

H-QUA-AQT1-

200922/2861 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

security/bulle

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-AQT1-

200922/2862 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-AQT1-

200922/2863 
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('Classic 

Buffer 

Overflow') 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-AQT1-

200922/2864 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-AQT1-

200922/2865 
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Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-AQT1-

200922/2866 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-AQT1-

200922/2867 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-AQT1-

200922/2868 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-AQT1-

200922/2869 
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Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: ar8031 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-AR80-

200922/2870 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-AR80-

200922/2871 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-AR80-

200922/2872 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-AR80-

200922/2873 
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Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-AR80-

200922/2874 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-AR80-

200922/2875 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: ar8035 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-AR80-

200922/2876 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-AR80-

200922/2877 
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the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

tins/august-

2022-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-AR80-

200922/2878 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-AR80-

200922/2879 
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CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-AR80-

200922/2880 

Product: csra6620 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-CSRA-

200922/2881 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-CSRA-

200922/2882 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-CSRA-

200922/2883 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-CSRA-

200922/2884 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-CSRA-

200922/2885 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-CSRA-

200922/2886 

Product: csra6640 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-CSRA-

200922/2887 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-CSRA-

200922/2888 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-CSRA-

200922/2889 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-CSRA-

200922/2890 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-CSRA-

200922/2891 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-CSRA-

200922/2892 

Product: csrb31024 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-CSRB-

200922/2893 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1353 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-CSRB-

200922/2894 

Product: ipq4019 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

H-QUA-IPQ4-

200922/2895 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

Product: mdm9150 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2896 
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Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2897 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2898 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: mdm9206 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MDM9-

200922/2899 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MDM9-

200922/2900 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2901 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2902 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: mdm9250 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MDM9-

200922/2903 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2904 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1359 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2905 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2906 

Product: mdm9607 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MDM9-

200922/2907 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2908 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2909 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: mdm9626 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MDM9-

200922/2910 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2911 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2912 

Product: mdm9628 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MDM9-

200922/2913 
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Buffer 

Overflow') 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2914 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2915 
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Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2916 

Product: mdm9640 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-MDM9-

200922/2917 
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check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2918 
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Product: mdm9645 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2919 

Product: mdm9650 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MDM9-

200922/2920 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MDM9-

200922/2921 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2922 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1369 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2923 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-MDM9-

200922/2924 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MDM9-

200922/2925 

Product: msm8108 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2926 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: msm8208 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2927 
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Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: msm8209 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2928 

Product: msm8608 

Affected Version(s): - 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2929 

Product: msm8909w 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MSM8-

200922/2930 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1374 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MSM8-

200922/2931 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2932 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2933 

Product: msm8917 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MSM8-

200922/2934 
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Buffer 

Overflow') 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MSM8-

200922/2935 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MSM8-

200922/2936 
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Buffer 

Overflow') 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2937 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2938 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2939 

Product: msm8920 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2940 
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Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: msm8937 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MSM8-

200922/2941 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

https://www.

qualcomm.co

m/company/

H-QUA-MSM8-

200922/2942 
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parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

product-

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2943 
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CVE ID : CVE-2022-

22062 

Product: msm8940 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2944 

Product: msm8953 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MSM8-

200922/2945 
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Buffer 

Overflow') 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MSM8-

200922/2946 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MSM8-

200922/2947 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2948 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2949 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2950 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2951 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1385 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: msm8996au 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MSM8-

200922/2952 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MSM8-

200922/2953 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2954 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2955 
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Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-MSM8-

200922/2956 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

buffer overflow 

while processing 

count variable from 

client in Snapdragon 

Auto 

CVE ID : CVE-2022-

25680 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-MSM8-

200922/2957 

Product: pm8937 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-PM89-

200922/2958 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-PM89-

200922/2959 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-PM89-

200922/2960 
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Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: qam8295p 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QAM8-

200922/2961 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QAM8-

200922/2962 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QAM8-

200922/2963 
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Product: qca4020 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA4-

200922/2964 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA4-

200922/2965 
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CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA4-

200922/2966 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA4-

200922/2967 
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Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: qca6174 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2968 

Product: qca6174a 

Affected Version(s): - 

Improper 

Restriction 

of 

02-Sep-2022 9.8 
Memory corruption 

due to incorrect 

pointer arithmetic 

https://www.

qualcomm.co

m/company/

H-QUA-QCA6-

200922/2969 
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Operations 

within the 

Bounds of 

a Memory 

Buffer 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

product-

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/2970 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCA6-

200922/2971 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2972 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2973 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2974 

Product: qca6175a 

Affected Version(s): - 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2975 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2976 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: qca6310 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/2977 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/2978 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2979 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2980 
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Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2981 

Product: qca6320 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/2982 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/2983 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2984 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2985 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

200922/2986 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

Product: qca6335 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/2987 

Buffer 

Copy 

without 

Checking 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCA6-

200922/2988 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

security/bulle

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2989 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2990 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2991 

Product: qca6390 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/2992 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/2993 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/2994 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/2995 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2996 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2997 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2998 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/2999 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3000 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3001 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3002 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3003 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: qca6391 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3004 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3005 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3006 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3007 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3008 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3009 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1413 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3010 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3011 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3012 
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Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3013 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3014 
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N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3015 

Product: qca6420 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3016 

Improper 

Restriction 
02-Sep-2022 9.8 Memory corruption 

due to incorrect 

https://www.

qualcomm.co

H-QUA-QCA6-

200922/3017 
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of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3018 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

https://www.

qualcomm.co

m/company/

H-QUA-QCA6-

200922/3019 
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parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

product-

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3020 
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CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3021 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3022 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3023 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3024 

Product: qca6421 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3025 
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Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3026 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3027 
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Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3028 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3029 

Product: qca6426 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3030 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3031 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3032 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3033 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCA6-

200922/3034 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3035 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

200922/3036 
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check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

tins/august-

2022-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3037 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3038 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3039 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3040 

Product: qca6430 

Affected Version(s): - 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3041 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3042 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3043 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3044 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCA6-

200922/3045 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3046 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

200922/3047 
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issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3048 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3049 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: qca6431 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3050 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCA6-

200922/3051 
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improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

security/bulle

tins/august-

2022-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3052 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3053 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3054 

Product: qca6436 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3055 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3056 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3057 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3058 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3059 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3060 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3061 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3062 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1437 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3063 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3064 
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N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3065 

Product: qca6564 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3066 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3067 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3068 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3070 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3071 

Product: qca6564a 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3072 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3073 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3074 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3075 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3076 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3077 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3078 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

200922/3079 
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CVE ID : CVE-2022-

22104 

tins/july-

2022-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3080 

Product: qca6564au 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3081 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

200922/3082 
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('Classic 

Buffer 

Overflow') 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3083 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3084 
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Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3085 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

200922/3086 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

tins/august-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3087 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3088 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3089 

Product: qca6574 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3090 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3091 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3092 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3093 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QCA6-

200922/3094 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3095 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

200922/3096 
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issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3097 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3098 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: qca6574a 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3099 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3100 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3101 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3102 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3103 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3104 
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Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3105 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3106 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

200922/3107 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3108 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3109 
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N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3110 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3111 

Product: qca6574au 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3112 

Improper 

Restriction 
02-Sep-2022 9.8 Memory corruption 

due to incorrect 

https://www.

qualcomm.co

H-QUA-QCA6-

200922/3113 
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of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3114 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

https://www.

qualcomm.co

m/company/

H-QUA-QCA6-

200922/3115 
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parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

product-

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3116 
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CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3117 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3118 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3119 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3120 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3121 
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Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3122 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3123 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3124 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3125 

Product: qca6584 

Affected Version(s): - 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3126 

Product: qca6584au 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3127 

Product: qca6595 

Affected Version(s): - 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3128 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3129 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: qca6595au 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3130 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3131 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3132 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3133 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3134 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3135 
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Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3136 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3137 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA6-

200922/3138 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3139 

Product: qca6696 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3140 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1471 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Overflow') 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3141 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3142 
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Buffer 

Overflow') 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3143 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3144 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3145 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3146 
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CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3147 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA6-

200922/3148 

N/A 02-Sep-2022 7.8 
Improper validation 

of backend id in PCM 

routing process can 

https://www.

qualcomm.co

m/company/

H-QUA-QCA6-

200922/3149 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1475 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

product-

security/bulle

tins/august-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3150 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3151 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3152 
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Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA6-

200922/3153 

Product: qca8081 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA8-

200922/3154 

N/A 02-Sep-2022 7.8 Out of bounds 

writing is possible 

https://www.

qualcomm.co

H-QUA-QCA8-

200922/3155 
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while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA8-

200922/3156 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA8-

200922/3157 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: qca8337 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA8-

200922/3158 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA8-

200922/3159 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA8-

200922/3160 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA8-

200922/3161 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1480 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA8-

200922/3162 

Product: qca9367 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA9-

200922/3163 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA9-

200922/3164 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA9-

200922/3165 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA9-

200922/3166 

Product: qca9377 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA9-

200922/3167 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA9-

200922/3168 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA9-

200922/3169 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA9-

200922/3170 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA9-

200922/3171 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1485 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA9-

200922/3172 

Product: qca9379 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA9-

200922/3173 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCA9-

200922/3174 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA9-

200922/3175 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCA9-

200922/3176 

Product: qca9984 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCA9-

200922/3177 
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check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

tins/august-

2022-bulletin 

Product: qcm2290 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCM2-

200922/3178 
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CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCM2-

200922/3179 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCM2-

200922/3180 
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CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM2-

200922/3181 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM2-

200922/3182 
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Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM2-

200922/3183 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM2-

200922/3184 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCM2-

200922/3185 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM2-

200922/3186 

Product: qcm4290 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCM4-

200922/3187 
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('Classic 

Buffer 

Overflow') 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCM4-

200922/3188 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCM4-

200922/3189 
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Buffer 

Overflow') 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM4-

200922/3190 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM4-

200922/3191 
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Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM4-

200922/3192 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM4-

200922/3193 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM4-

200922/3194 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM4-

200922/3195 
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CVE ID : CVE-2022-

22080 

Product: qcm6125 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM6-

200922/3196 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM6-

200922/3197 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: qcm6490 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCM6-

200922/3198 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCM6-

200922/3199 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCM6-

200922/3200 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM6-

200922/3201 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1500 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM6-

200922/3202 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM6-

200922/3203 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCM6-

200922/3204 

Product: qcn7605 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCN7-

200922/3205 
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Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: qcn7606 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCN7-

200922/3206 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: qcs2290 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS2-

200922/3207 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS2-

200922/3208 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS2-

200922/3209 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS2-

200922/3210 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS2-

200922/3211 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS2-

200922/3212 
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CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS2-

200922/3213 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS2-

200922/3214 

N/A 02-Sep-2022 7.8 
Improper validation 

of backend id in PCM 

routing process can 

https://www.

qualcomm.co

m/company/

H-QUA-QCS2-

200922/3215 
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lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

product-

security/bulle

tins/august-

2022-bulletin 

Product: qcs405 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS4-

200922/3216 

Buffer 

Copy 
02-Sep-2022 9.8 Memory corruption 

due to buffer 

https://www.

qualcomm.co

H-QUA-QCS4-

200922/3217 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS4-

200922/3218 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCS4-

200922/3219 
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Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS4-

200922/3220 
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N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS4-

200922/3221 

Product: qcs410 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS4-

200922/3222 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS4-

200922/3223 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS4-

200922/3224 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1512 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS4-

200922/3225 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS4-

200922/3226 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS4-

200922/3227 

Use After 

Free 
02-Sep-2022 7.8 

Memory corruption 

in graphic driver due 

to use after free 

while calling 

multiple threads 

application to driver. 

in Snapdragon 

Consumer IOT 

CVE ID : CVE-2022-

22097 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS4-

200922/3228 

Product: qcs4290 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCS4-

200922/3229 
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Input 

('Classic 

Buffer 

Overflow') 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS4-

200922/3230 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QCS4-

200922/3231 
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Buffer 

Overflow') 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS4-

200922/3232 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS4-

200922/3233 
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Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS4-

200922/3234 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS4-

200922/3235 
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Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS4-

200922/3236 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS4-

200922/3237 
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CVE ID : CVE-2022-

22080 

Product: qcs603 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS6-

200922/3238 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS6-

200922/3239 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3240 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3241 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3242 

Product: qcs605 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS6-

200922/3243 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS6-

200922/3244 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3245 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3246 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3247 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: qcs610 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS6-

200922/3248 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS6-

200922/3249 
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Buffer 

Overflow') 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3250 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3251 
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Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3252 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3253 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3254 

Use After 

Free 
02-Sep-2022 7.8 

Memory corruption 

in graphic driver due 

to use after free 

while calling 

multiple threads 

application to driver. 

in Snapdragon 

Consumer IOT 

CVE ID : CVE-2022-

22097 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS6-

200922/3255 

Product: qcs6125 

Affected Version(s): - 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3256 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3257 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: qcs6490 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS6-

200922/3258 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS6-

200922/3259 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QCS6-

200922/3260 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3261 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1530 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3262 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3263 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QCS6-

200922/3264 

Product: qrb5165 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QRB5-

200922/3265 
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Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QRB5-

200922/3266 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QRB5-

200922/3267 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: qrb5165m 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QRB5-

200922/3268 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

https://www.

qualcomm.co

m/company/

product-

H-QUA-QRB5-

200922/3269 
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APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

security/bulle

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QRB5-

200922/3270 

Product: qrb5165n 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-QRB5-

200922/3271 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1535 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QRB5-

200922/3272 
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N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QRB5-

200922/3273 

Product: qsm8350 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QSM8-

200922/3274 
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Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QSM8-

200922/3275 

Product: qualcomm215 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QUAL-

200922/3276 
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CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QUAL-

200922/3277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-QUAL-

200922/3278 
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CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QUAL-

200922/3279 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QUAL-

200922/3280 
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Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-QUAL-

200922/3281 

Product: sa415m 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA41-

200922/3282 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA41-

200922/3283 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA41-

200922/3284 
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Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: sa515m 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA51-

200922/3285 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA51-

200922/3286 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA51-

200922/3287 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA51-

200922/3288 
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Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: sa6145p 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3289 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3290 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA61-

200922/3291 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA61-

200922/3292 
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Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA61-

200922/3293 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA61-

200922/3294 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3295 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3296 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3297 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3298 
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Product: sa6150p 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3299 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3300 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3301 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3302 

Product: sa6155 

Affected Version(s): - 

Buffer 

Copy 
02-Sep-2022 9.8 Memory corruption 

due to buffer 

https://www.

qualcomm.co

H-QUA-SA61-

200922/3303 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3304 

Buffer 

Copy 

without 

Checking 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SA61-

200922/3305 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

security/bulle

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA61-

200922/3306 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA61-

200922/3307 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA61-

200922/3308 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SA61-

200922/3309 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA61-

200922/3310 

Product: sa6155p 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3311 
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Buffer 

Overflow') 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3312 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3313 
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Buffer 

Overflow') 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA61-

200922/3314 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA61-

200922/3315 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA61-

200922/3316 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA61-

200922/3317 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA61-

200922/3318 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA61-

200922/3319 
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CVE ID : CVE-2022-

22080 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3320 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3321 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3322 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA61-

200922/3323 

Product: sa8145p 

Affected Version(s): - 

Improper 

Restriction 
02-Sep-2022 7.8 Memory corruption 

in multimedia due to 

https://www.

qualcomm.co

H-QUA-SA81-

200922/3324 
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of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3325 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3326 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3327 

Product: sa8150p 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SA81-

200922/3328 
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a Memory 

Buffer 

CVE ID : CVE-2022-

22100 

tins/july-

2022-bulletin 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3329 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3330 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3331 

Product: sa8155 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3332 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3333 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3334 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA81-

200922/3335 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA81-

200922/3336 
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Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA81-

200922/3337 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA81-

200922/3338 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA81-

200922/3339 

Product: sa8155p 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3340 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3341 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3342 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA81-

200922/3343 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA81-

200922/3344 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1566 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA81-

200922/3345 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA81-

200922/3346 

Improper 

Input 

Validation 

02-Sep-2022 7.8 
Memory corruption 

in audio due to lack 

of check of invalid 

https://www.

qualcomm.co

m/company/

H-QUA-SA81-

200922/3347 
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routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

product-

security/bulle

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA81-

200922/3348 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SA81-

200922/3349 
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a Memory 

Buffer 

CVE ID : CVE-2022-

22100 

tins/july-

2022-bulletin 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3350 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3351 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3352 

Product: sa8195p 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3353 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3354 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3355 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA81-

200922/3356 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA81-

200922/3357 
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Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA81-

200922/3358 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA81-

200922/3359 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA81-

200922/3360 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA81-

200922/3361 

Improper 

Restriction 

of 

Operations 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SA81-

200922/3362 
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within the 

Bounds of 

a Memory 

Buffer 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

security/bulle

tins/july-

2022-bulletin 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3363 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3364 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA81-

200922/3365 

Product: sa8295p 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA82-

200922/3366 
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N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA82-

200922/3367 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA82-

200922/3368 

Product: sa8540p 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper validation 

of array index in 

Snapdragon Auto 

CVE ID : CVE-2022-

22099 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA85-

200922/3369 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA85-

200922/3370 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SA85-

200922/3371 
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received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

tins/july-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper length 

check while copying 

the data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22106 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA85-

200922/3372 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA85-

200922/3373 

Product: sa9000p 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper validation 

of array index in 

Snapdragon Auto 

CVE ID : CVE-2022-

22099 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA90-

200922/3374 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA90-

200922/3375 
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N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA90-

200922/3376 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper length 

check while copying 

the data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22106 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SA90-

200922/3377 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SA90-

200922/3378 

Product: sc8180x\+sdx55 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SC81-

200922/3379 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SC81-

200922/3380 

Product: sd210 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD21-

200922/3381 
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check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

tins/august-

2022-bulletin 

Product: sd429 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD42-

200922/3382 
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CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD42-

200922/3383 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD42-

200922/3384 
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CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD42-

200922/3385 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD42-

200922/3386 
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Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD42-

200922/3387 

Product: sd439 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD43-

200922/3388 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD43-

200922/3389 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD43-

200922/3390 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD43-

200922/3391 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD43-

200922/3392 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD43-

200922/3393 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD43-

200922/3394 

Product: sd450 

Affected Version(s): - 

Buffer 

Copy 
02-Sep-2022 9.8 Memory corruption 

due to buffer 

https://www.

qualcomm.co

H-QUA-SD45-

200922/3395 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD45-

200922/3396 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD45-

200922/3397 
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Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

tins/august-

2022-bulletin 

Product: sd460 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD46-

200922/3398 

Buffer 

Copy 

without 

Checking 

Size of 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD46-

200922/3399 
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Input 

('Classic 

Buffer 

Overflow') 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD46-

200922/3400 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD46-

200922/3401 
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Buffer 

Overflow') 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD46-

200922/3402 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD46-

200922/3403 
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Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD46-

200922/3404 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD46-

200922/3405 
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Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD46-

200922/3406 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD46-

200922/3407 
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CVE ID : CVE-2022-

22080 

Product: sd480 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD48-

200922/3408 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD48-

200922/3409 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD48-

200922/3410 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD48-

200922/3411 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD48-

200922/3412 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD48-

200922/3413 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD48-

200922/3414 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD48-

200922/3415 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD48-

200922/3416 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD48-

200922/3417 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD48-

200922/3418 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1596 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

22080 

Product: sd632 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD63-

200922/3419 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD63-

200922/3420 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD63-

200922/3421 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD63-

200922/3422 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD63-

200922/3423 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD63-

200922/3424 
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CVE ID : CVE-2022-

22059 

Product: sd660 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD66-

200922/3425 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD66-

200922/3426 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD66-

200922/3427 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD66-

200922/3428 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD66-

200922/3429 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD66-

200922/3430 
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CVE ID : CVE-2022-

22059 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD66-

200922/3431 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD66-

200922/3432 

Product: sd662 
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Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD66-

200922/3433 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD66-

200922/3434 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD66-

200922/3435 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD66-

200922/3436 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD66-

200922/3437 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD66-

200922/3438 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD66-

200922/3439 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD66-

200922/3440 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD66-

200922/3441 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD66-

200922/3442 

Product: sd665 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD66-

200922/3443 

Buffer 

Copy 

without 

02-Sep-2022 9.8 
Memory corruption 

due to buffer 

overflow occurs 

https://www.

qualcomm.co

m/company/

H-QUA-SD66-

200922/3444 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

product-

security/bulle

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD66-

200922/3445 

Buffer 

Copy 

without 

Checking 

Size of 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD66-

200922/3446 
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Input 

('Classic 

Buffer 

Overflow') 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD66-

200922/3447 
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N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD66-

200922/3448 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD66-

200922/3449 

Product: sd670 

Affected Version(s): - 

Buffer 

Copy 

without 

02-Sep-2022 9.8 
Memory corruption 

due to buffer 

overflow occurs 

https://www.

qualcomm.co

m/company/

H-QUA-SD67-

200922/3450 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

product-

security/bulle

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD67-

200922/3451 

Buffer 

Copy 

without 

Checking 

Size of 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD67-

200922/3452 
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Input 

('Classic 

Buffer 

Overflow') 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD67-

200922/3453 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD67-

200922/3454 
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Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD67-

200922/3455 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD67-

200922/3456 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

Product: sd675 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD67-

200922/3457 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD67-

200922/3458 
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Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD67-

200922/3459 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD67-

200922/3460 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD67-

200922/3461 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD67-

200922/3462 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD67-

200922/3463 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD67-

200922/3464 

Improper 

Input 

Validation 

02-Sep-2022 7.8 
Memory corruption 

in audio due to lack 

of check of invalid 

https://www.

qualcomm.co

m/company/

H-QUA-SD67-

200922/3465 
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routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

product-

security/bulle

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD67-

200922/3466 

Product: sd678 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SD67-

200922/3467 
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when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD67-

200922/3468 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD67-

200922/3469 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD67-

200922/3470 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD67-

200922/3471 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD67-

200922/3472 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD67-

200922/3473 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1622 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD67-

200922/3474 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD67-

200922/3475 
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N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD67-

200922/3476 

Product: sd680 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD68-

200922/3477 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD68-

200922/3478 
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Buffer 

Overflow') 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD68-

200922/3479 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD68-

200922/3480 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD68-

200922/3481 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD68-

200922/3482 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD68-

200922/3483 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD68-

200922/3484 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1627 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD68-

200922/3485 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD68-

200922/3486 
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CVE ID : CVE-2022-

22080 

Product: sd690_5g 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD69-

200922/3487 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD69-

200922/3488 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD69-

200922/3489 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD69-

200922/3490 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD69-

200922/3491 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD69-

200922/3492 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD69-

200922/3493 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD69-

200922/3494 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD69-

200922/3495 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD69-

200922/3496 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD69-

200922/3497 
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CVE ID : CVE-2022-

22080 

Product: sd695 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD69-

200922/3498 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD69-

200922/3499 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD69-

200922/3500 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD69-

200922/3501 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD69-

200922/3502 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

tins/august-

2022-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD69-

200922/3503 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD69-

200922/3504 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD69-

200922/3505 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD69-

200922/3506 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: sd710 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD71-

200922/3507 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD71-

200922/3508 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD71-

200922/3509 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD71-

200922/3510 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD71-

200922/3511 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD71-

200922/3512 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD71-

200922/3513 

Product: sd712 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD71-

200922/3514 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD71-

200922/3515 

Product: sd720g 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD72-

200922/3516 
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command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD72-

200922/3517 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD72-

200922/3518 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD72-

200922/3519 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD72-

200922/3520 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD72-

200922/3521 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD72-

200922/3522 
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CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD72-

200922/3523 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD72-

200922/3524 

N/A 02-Sep-2022 7.8 
Improper validation 

of backend id in PCM 

routing process can 

https://www.

qualcomm.co

m/company/

H-QUA-SD72-

200922/3525 
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lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

product-

security/bulle

tins/august-

2022-bulletin 

Product: sd730 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD73-

200922/3526 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD73-

200922/3527 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD73-

200922/3528 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD73-

200922/3529 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD73-

200922/3530 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD73-

200922/3531 
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Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD73-

200922/3532 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD73-

200922/3533 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD73-

200922/3534 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD73-

200922/3535 

Product: sd750g 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD75-

200922/3536 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD75-

200922/3537 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD75-

200922/3538 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD75-

200922/3539 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SD75-

200922/3540 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD75-

200922/3541 

Missing 

Release of 

Memory 

after 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD75-

200922/3542 
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Effective 

Lifetime 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD75-

200922/3543 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD75-

200922/3544 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD75-

200922/3545 

Product: sd765 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD76-

200922/3546 

Buffer 

Copy 

without 

02-Sep-2022 9.8 
Memory corruption 

due to buffer 

overflow occurs 

https://www.

qualcomm.co

m/company/

H-QUA-SD76-

200922/3547 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

product-

security/bulle

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD76-

200922/3548 

Buffer 

Copy 

without 

Checking 

Size of 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD76-

200922/3549 
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Input 

('Classic 

Buffer 

Overflow') 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3550 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3551 
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Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3552 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3553 
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Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3554 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3555 
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N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3556 

Product: sd765g 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD76-

200922/3557 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD76-

200922/3558 
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Buffer 

Overflow') 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD76-

200922/3559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD76-

200922/3560 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3561 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3562 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1663 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3563 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3564 
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CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3565 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3566 

N/A 02-Sep-2022 7.8 
Improper validation 

of backend id in PCM 

routing process can 

https://www.

qualcomm.co

m/company/

H-QUA-SD76-

200922/3567 
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lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

product-

security/bulle

tins/august-

2022-bulletin 

Product: sd768g 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD76-

200922/3568 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD76-

200922/3569 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD76-

200922/3570 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD76-

200922/3571 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3572 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3573 
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Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3574 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3575 

N/A 02-Sep-2022 7.8 Devices with 

keyprotect off may 

https://www.

qualcomm.co

H-QUA-SD76-

200922/3576 
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store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3577 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD76-

200922/3578 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: sd778g 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD77-

200922/3579 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD77-

200922/3580 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD77-

200922/3581 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD77-

200922/3582 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD77-

200922/3583 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD77-

200922/3584 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD77-

200922/3585 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD77-

200922/3586 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD77-

200922/3587 
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issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD77-

200922/3588 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD77-

200922/3589 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: sd780g 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD78-

200922/3590 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD78-

200922/3591 
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CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD78-

200922/3592 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD78-

200922/3593 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1677 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD78-

200922/3594 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD78-

200922/3595 
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Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD78-

200922/3596 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD78-

200922/3597 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD78-

200922/3598 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD78-

200922/3599 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD78-

200922/3600 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: sd7c 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD7C-

200922/3601 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD7C-

200922/3602 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

Product: sd820 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD82-

200922/3603 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD82-

200922/3604 
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Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

tins/august-

2022-bulletin 

Product: sd821 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD82-

200922/3605 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: sd835 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD83-

200922/3606 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD83-

200922/3607 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1684 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD83-

200922/3608 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD83-

200922/3609 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1685 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD83-

200922/3610 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD83-

200922/3611 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD83-

200922/3612 

Product: sd845 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD84-

200922/3613 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD84-

200922/3614 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD84-

200922/3615 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD84-

200922/3616 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD84-

200922/3617 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: sd850 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD85-

200922/3618 

Improper 

Input 

Validation 

02-Sep-2022 7.8 
Memory corruption 

in audio due to lack 

of check of invalid 

https://www.

qualcomm.co

m/company/

H-QUA-SD85-

200922/3619 
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routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

product-

security/bulle

tins/august-

2022-bulletin 

Product: sd855 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD85-

200922/3620 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD85-

200922/3621 
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Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD85-

200922/3622 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD85-

200922/3623 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD85-

200922/3624 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD85-

200922/3625 
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Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD85-

200922/3626 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD85-

200922/3627 
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N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD85-

200922/3628 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD85-

200922/3629 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD85-

200922/3630 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

tins/august-

2022-bulletin 

Product: sd865_5g 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD86-

200922/3631 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD86-

200922/3632 
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Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD86-

200922/3633 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD86-

200922/3634 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD86-

200922/3635 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD86-

200922/3636 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD86-

200922/3637 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD86-

200922/3638 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD86-

200922/3639 
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Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD86-

200922/3640 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD86-

200922/3641 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD86-

200922/3642 

Product: sd870 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD87-

200922/3643 

Buffer 

Copy 

without 

02-Sep-2022 9.8 
Memory corruption 

due to buffer 

overflow occurs 

https://www.

qualcomm.co

m/company/

H-QUA-SD87-

200922/3644 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

product-

security/bulle

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD87-

200922/3645 

Buffer 

Copy 

without 

Checking 

Size of 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD87-

200922/3646 
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Input 

('Classic 

Buffer 

Overflow') 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD87-

200922/3647 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD87-

200922/3648 
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Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD87-

200922/3649 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD87-

200922/3650 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1704 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD87-

200922/3651 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD87-

200922/3652 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD87-

200922/3653 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD87-

200922/3654 

Product: sd888 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD88-

200922/3655 
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parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD88-

200922/3656 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD88-

200922/3657 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD88-

200922/3658 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD88-

200922/3659 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1708 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD88-

200922/3660 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD88-

200922/3661 
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CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD88-

200922/3662 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD88-

200922/3663 

N/A 02-Sep-2022 7.8 
Improper validation 

of backend id in PCM 

routing process can 

https://www.

qualcomm.co

m/company/

H-QUA-SD88-

200922/3664 
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lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

product-

security/bulle

tins/august-

2022-bulletin 

Product: sd888_5g 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD88-

200922/3665 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD88-

200922/3666 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD88-

200922/3667 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD88-

200922/3668 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD88-

200922/3669 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD88-

200922/3670 
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Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD88-

200922/3671 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD88-

200922/3672 

Missing 

Release of 

Memory 

02-Sep-2022 7.8 
Potential memory 

leak in modem 

during the 

https://www.

qualcomm.co

m/company/

H-QUA-SD88-

200922/3673 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1714 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

after 

Effective 

Lifetime 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

product-

security/bulle

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD88-

200922/3674 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD88-

200922/3675 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD88-

200922/3676 

Product: sdm429w 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDM4-

200922/3677 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDM4-

200922/3678 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDM4-

200922/3679 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDM4-

200922/3680 

Product: sdm630 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDM6-

200922/3681 
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Buffer 

Overflow') 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDM6-

200922/3682 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDM6-

200922/3683 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDM6-

200922/3684 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDM6-

200922/3685 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDM6-

200922/3686 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDM6-

200922/3687 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: sdw2500 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDW2-

200922/3688 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDW2-

200922/3689 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDW2-

200922/3690 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDW2-

200922/3691 
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Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: sdx12 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX1-

200922/3692 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX1-

200922/3693 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX1-

200922/3694 

Product: sdx20 

Affected Version(s): - 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDX2-

200922/3695 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDX2-

200922/3696 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1726 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX2-

200922/3697 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX2-

200922/3698 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX2-

200922/3699 

Product: sdx24 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX2-

200922/3700 
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Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX2-

200922/3701 

Product: sdx50m 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDX5-

200922/3702 
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Buffer 

Overflow') 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDX5-

200922/3703 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDX5-

200922/3704 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3705 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3706 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3707 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3708 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3709 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3710 
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CVE ID : CVE-2022-

22080 

Product: sdx55 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDX5-

200922/3711 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDX5-

200922/3712 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDX5-

200922/3713 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3714 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3715 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3716 
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CVE ID : CVE-2022-

22059 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3717 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3718 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SDX5-

200922/3719 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

tins/august-

2022-bulletin 

Product: sdx55m 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDX5-

200922/3720 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDX5-

200922/3721 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDX5-

200922/3722 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDX5-

200922/3723 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3724 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3725 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3726 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3727 

Missing 

Release of 

Memory 

after 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SDX5-

200922/3728 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1741 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Effective 

Lifetime 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3729 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3730 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX5-

200922/3731 

Product: sdx65 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX6-

200922/3732 
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Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX6-

200922/3733 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX6-

200922/3734 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1744 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDX6-

200922/3735 

Product: sdxr1 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDXR-

200922/3736 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDXR-

200922/3737 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDXR-

200922/3738 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDXR-

200922/3739 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDXR-

200922/3740 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: sdxr2_5g 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDXR-

200922/3741 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDXR-

200922/3742 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SDXR-

200922/3743 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDXR-

200922/3744 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDXR-

200922/3745 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDXR-

200922/3746 
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Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDXR-

200922/3747 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDXR-

200922/3748 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDXR-

200922/3749 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDXR-

200922/3750 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SDXR-

200922/3751 
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Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: sd_636 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD_6-

200922/3752 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD_6-

200922/3753 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD_6-

200922/3754 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_6-

200922/3755 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_6-

200922/3756 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_6-

200922/3757 
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CVE ID : CVE-2022-

22059 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_6-

200922/3758 

Product: sd_675 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD_6-

200922/3759 

Buffer 

Copy 

without 

Checking 

Size of 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD_6-

200922/3760 
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Input 

('Classic 

Buffer 

Overflow') 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD_6-

200922/3761 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SD_6-

200922/3762 
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Buffer 

Overflow') 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_6-

200922/3763 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_6-

200922/3764 
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Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_6-

200922/3765 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_6-

200922/3766 
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Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_6-

200922/3767 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_6-

200922/3768 
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CVE ID : CVE-2022-

22080 

Product: sd_8cx 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_8-

200922/3769 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_8-

200922/3770 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: sd_8cx_gen2 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_8-

200922/3771 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_8-

200922/3772 

Product: sd_8cx_gen3 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_8-

200922/3773 
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Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_8-

200922/3774 

Product: sd_8_gen1_5g 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD_8-

200922/3775 

Buffer 

Copy 
02-Sep-2022 9.8 Memory corruption 

due to buffer 

https://www.

qualcomm.co

H-QUA-SD_8-

200922/3776 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SD_8-

200922/3777 

Buffer 

Copy 

without 

Checking 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SD_8-

200922/3778 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

security/bulle

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_8-

200922/3779 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_8-

200922/3780 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_8-

200922/3781 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_8-

200922/3782 
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Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_8-

200922/3783 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SD_8-

200922/3784 

Product: sm4125 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM41-

200922/3785 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM41-

200922/3786 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM41-

200922/3787 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM41-

200922/3788 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SM41-

200922/3789 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM41-

200922/3790 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1771 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM41-

200922/3791 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM41-

200922/3792 

Product: sm6250 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM62-

200922/3793 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM62-

200922/3794 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM62-

200922/3795 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1773 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM62-

200922/3796 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM62-

200922/3797 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM62-

200922/3798 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM62-

200922/3799 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM62-

200922/3800 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM62-

200922/3801 
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CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM62-

200922/3802 

Product: sm6250p 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM62-

200922/3803 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM62-

200922/3804 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM62-

200922/3805 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM62-

200922/3806 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM62-

200922/3807 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: sm7250p 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM72-

200922/3808 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM72-

200922/3809 

Improper 

Restriction 
02-Sep-2022 9.8 Memory corruption 

due to incorrect 

https://www.

qualcomm.co

H-QUA-SM72-

200922/3810 
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of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM72-

200922/3811 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

https://www.

qualcomm.co

m/company/

H-QUA-SM72-

200922/3812 
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parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

product-

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM72-

200922/3813 
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CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM72-

200922/3814 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM72-

200922/3815 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM72-

200922/3816 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM72-

200922/3817 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM72-

200922/3818 
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Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: sm7315 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM73-

200922/3819 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM73-

200922/3820 

Improper 

Restriction 

of 

02-Sep-2022 9.8 
Memory corruption 

due to incorrect 

pointer arithmetic 

https://www.

qualcomm.co

m/company/

H-QUA-SM73-

200922/3821 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1785 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

product-

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM73-

200922/3822 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

https://www.

qualcomm.co

m/company/

product-

H-QUA-SM73-

200922/3823 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM73-

200922/3824 
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Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM73-

200922/3825 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM73-

200922/3826 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM73-

200922/3827 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM73-

200922/3828 

Product: sm7325 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM73-

200922/3829 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: sm7325p 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM73-

200922/3830 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM73-

200922/3831 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM73-

200922/3832 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM73-

200922/3833 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM73-

200922/3834 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM73-

200922/3835 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM73-

200922/3836 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM73-

200922/3837 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM73-

200922/3838 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: sm7450 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM74-

200922/3839 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM74-

200922/3840 
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Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM74-

200922/3841 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM74-

200922/3842 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM74-

200922/3843 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM74-

200922/3844 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM74-

200922/3845 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM74-

200922/3846 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-SM74-

200922/3847 
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Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM74-

200922/3848 

Product: sm8475 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM84-

200922/3849 
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CVE ID : CVE-2022-

22096 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM84-

200922/3850 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM84-

200922/3851 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM84-

200922/3852 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM84-

200922/3853 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM84-

200922/3854 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM84-

200922/3855 
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N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM84-

200922/3856 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM84-

200922/3857 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM84-

200922/3858 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: sm8475p 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM84-

200922/3859 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM84-

200922/3860 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM84-

200922/3861 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SM84-

200922/3862 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM84-

200922/3863 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM84-

200922/3864 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM84-

200922/3865 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM84-

200922/3866 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM84-

200922/3867 
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Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SM84-

200922/3868 

Product: sw5100 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SW51-

200922/3869 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SW51-

200922/3870 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SW51-

200922/3871 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SW51-

200922/3872 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SW51-

200922/3873 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SW51-

200922/3874 

Product: sw5100p 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SW51-

200922/3875 
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Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SW51-

200922/3876 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-SW51-

200922/3877 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SW51-

200922/3878 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SW51-

200922/3879 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-SW51-

200922/3880 

Product: wcd932 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3881 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: wcd9326 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3882 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3883 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3884 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3885 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3886 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3887 
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Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3888 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3889 

Product: wcd933 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1817 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3890 

Product: wcd9330 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3891 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3892 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3893 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3894 

Product: wcd9335 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3895 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3896 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3897 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3898 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3899 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3900 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3901 
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CVE ID : CVE-2022-

22070 

Product: wcd934 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3902 

Product: wcd9340 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3903 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3904 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3905 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3906 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3907 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1826 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3908 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3909 
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Product: wcd9341 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3910 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3911 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3912 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3913 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3914 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3915 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCD9-

200922/3916 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3917 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3918 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCD9-

200922/3919 
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cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

security/bulle

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3920 

Use After 

Free 
02-Sep-2022 7.8 

Memory corruption 

in graphic driver due 

to use after free 

while calling 

multiple threads 

application to driver. 

in Snapdragon 

Consumer IOT 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3921 
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CVE ID : CVE-2022-

22097 

Product: wcd936 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3922 

Product: wcd9360 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3923 
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Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3924 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3925 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: wcd937 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3926 

Product: wcd9370 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3927 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3928 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3929 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3930 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3931 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCD9-

200922/3932 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3933 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCD9-

200922/3934 
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check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

tins/august-

2022-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3935 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3936 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3937 

Use After 

Free 
02-Sep-2022 7.8 

Memory corruption 

in graphic driver due 

to use after free 

while calling 

multiple threads 

application to driver. 

in Snapdragon 

Consumer IOT 

CVE ID : CVE-2022-

22097 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3938 

Product: wcd9371 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3939 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3940 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3941 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3942 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCD9-

200922/3943 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

Product: wcd9375 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3944 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3945 
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Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3946 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3947 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3948 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3949 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3950 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3951 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCD9-

200922/3952 
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Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3953 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3954 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: wcd938 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3955 

Product: wcd9380 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3956 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3957 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3958 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3959 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3960 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCD9-

200922/3961 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3962 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCD9-

200922/3963 
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check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

tins/august-

2022-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3964 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3965 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3966 

Product: wcd9385 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3967 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3968 
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Buffer 

Overflow') 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3969 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCD9-

200922/3970 
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Buffer 

Overflow') 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3971 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3972 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3973 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3974 
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CVE ID : CVE-2022-

22061 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3975 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3976 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCD9-

200922/3977 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: wcn361 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/3978 

Product: wcn3610 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

200922/3979 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/3980 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

200922/3981 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/3982 

Product: wcn3615 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/3983 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/3984 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/3985 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/3986 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCN3-

200922/3987 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/3988 

Product: wcn3620 

Affected Version(s): - 

Improper 

Restriction 
02-Sep-2022 9.8 Memory corruption 

due to incorrect 

https://www.

qualcomm.co

H-QUA-WCN3-

200922/3989 
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of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/3990 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

https://www.

qualcomm.co

m/company/

H-QUA-WCN3-

200922/3991 
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parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

product-

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/3992 
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CVE ID : CVE-2022-

22062 

Product: wcn3660 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/3993 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/3994 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/3995 

Product: wcn3660b 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/3996 
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Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/3997 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/3998 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/3999 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4000 
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Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4001 

Product: wcn3680 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4002 
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Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4003 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4004 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4005 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4006 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4007 

Product: wcn3680b 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4008 
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CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4009 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4010 
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CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4011 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4012 
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Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4013 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4014 

Product: wcn3910 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4015 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4016 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4017 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4018 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCN3-

200922/4019 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4020 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

200922/4021 
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issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4022 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4023 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: wcn3950 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4024 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4025 
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CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4026 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4027 
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CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4028 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4029 
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Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4030 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4031 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

200922/4032 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4033 

Use After 

Free 
02-Sep-2022 7.8 

Memory corruption 

in graphic driver due 

to use after free 

while calling 

multiple threads 

application to driver. 

in Snapdragon 

Consumer IOT 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4034 
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CVE ID : CVE-2022-

22097 

Product: wcn3980 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4035 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4036 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

200922/4037 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4038 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

200922/4039 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4040 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4041 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4042 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4043 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4044 

Use After 

Free 
02-Sep-2022 7.8 

Memory corruption 

in graphic driver due 

to use after free 

while calling 

multiple threads 

application to driver. 

in Snapdragon 

Consumer IOT 

CVE ID : CVE-2022-

22097 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4045 

Product: wcn3988 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4046 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4047 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4048 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4049 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4050 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4051 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4052 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4053 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4054 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCN3-

200922/4055 
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APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

security/bulle

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4056 

Product: wcn3990 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

200922/4057 
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Input 

('Classic 

Buffer 

Overflow') 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4058 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

200922/4059 
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Buffer 

Overflow') 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4060 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4061 
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Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4062 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4063 
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Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4064 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4065 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

22080 

Product: wcn3991 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4066 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4067 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

200922/4068 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4069 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

200922/4070 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4071 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4072 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4073 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4074 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4075 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4076 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

22080 

Product: wcn3998 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4077 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4078 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

200922/4079 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1905 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4080 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN3-

200922/4081 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4082 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4083 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4084 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4085 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4086 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4087 
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CVE ID : CVE-2022-

22080 

Product: wcn3999 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4088 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN3-

200922/4089 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4090 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4091 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4092 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN3-

200922/4093 
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Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: wcn6740 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4094 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4095 

Improper 

Restriction 

of 

02-Sep-2022 9.8 
Memory corruption 

due to incorrect 

pointer arithmetic 

https://www.

qualcomm.co

m/company/

H-QUA-WCN6-

200922/4096 
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Operations 

within the 

Bounds of 

a Memory 

Buffer 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

product-

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4097 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

https://www.

qualcomm.co

m/company/

product-

H-QUA-WCN6-

200922/4098 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4099 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4100 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4101 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4102 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4103 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4104 
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CVE ID : CVE-2022-

22080 

Product: wcn6750 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4105 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4106 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN6-

200922/4107 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4108 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN6-

200922/4109 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4110 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4111 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4112 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4113 
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CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4114 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4115 

N/A 02-Sep-2022 7.8 
Improper validation 

of backend id in PCM 

routing process can 

https://www.

qualcomm.co

m/company/

H-QUA-WCN6-

200922/4116 
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lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

product-

security/bulle

tins/august-

2022-bulletin 

Product: wcn6850 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4117 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4118 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4119 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4120 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4121 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4122 
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Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4123 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4124 

N/A 02-Sep-2022 7.8 Devices with 

keyprotect off may 

https://www.

qualcomm.co

H-QUA-WCN6-

200922/4125 
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store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4126 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4127 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: wcn6851 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4128 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4129 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4130 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4131 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4132 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4133 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4134 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4135 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN6-

200922/4136 
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issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4137 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4138 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: wcn6855 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4139 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4140 
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CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4141 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4142 
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CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4143 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4144 
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Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4145 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4146 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4147 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4148 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4149 
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CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4150 

Product: wcn6856 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4151 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WCN6-

200922/4152 
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('Classic 

Buffer 

Overflow') 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4153 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN6-

200922/4154 
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Buffer 

Overflow') 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4155 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4156 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1940 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4157 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4158 
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CVE ID : CVE-2022-

22061 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4159 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4160 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4161 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN6-

200922/4162 

Product: wcn7850 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN7-

200922/4163 
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Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN7-

200922/4164 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN7-

200922/4165 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN7-

200922/4166 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN7-

200922/4167 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN7-

200922/4168 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN7-

200922/4169 
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CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN7-

200922/4170 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN7-

200922/4171 

Product: wcn7851 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN7-

200922/4172 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN7-

200922/4173 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN7-

200922/4174 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WCN7-

200922/4175 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN7-

200922/4176 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN7-

200922/4177 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN7-

200922/4178 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN7-

200922/4179 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN7-

200922/4180 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN7-

200922/4181 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN7-

200922/4182 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WCN7-

200922/4183 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: wsa8810 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4184 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4185 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4186 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4187 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4188 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4189 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4190 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4191 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4192 
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Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4193 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4194 
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N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4195 

Use After 

Free 
02-Sep-2022 7.8 

Memory corruption 

in graphic driver due 

to use after free 

while calling 

multiple threads 

application to driver. 

in Snapdragon 

Consumer IOT 

CVE ID : CVE-2022-

22097 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4196 

Product: wsa8815 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4197 
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CVE ID : CVE-2022-

22096 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4198 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4199 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4200 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4201 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4202 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4203 
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N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4204 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4205 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4206 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4207 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4208 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

22080 

Use After 

Free 
02-Sep-2022 7.8 

Memory corruption 

in graphic driver due 

to use after free 

while calling 

multiple threads 

application to driver. 

in Snapdragon 

Consumer IOT 

CVE ID : CVE-2022-

22097 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4209 

Product: wsa8830 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4210 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4211 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4212 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4213 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4214 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4215 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4216 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4217 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WSA8-

200922/4218 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4219 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4220 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4221 

Product: wsa8832 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4222 

Buffer 

Copy 

without 

02-Sep-2022 9.8 
Memory corruption 

due to buffer 

overflow occurs 

https://www.

qualcomm.co

m/company/

H-QUA-WSA8-

200922/4223 
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Page 1969 of 3420 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

product-

security/bulle

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4224 

Buffer 

Copy 

without 

Checking 

Size of 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

https://www.

qualcomm.co

m/company/

product-

security/bulle

H-QUA-WSA8-

200922/4225 
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Input 

('Classic 

Buffer 

Overflow') 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4226 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4227 
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Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4228 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4229 
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Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4230 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4231 

Product: wsa8835 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4232 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4233 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4234 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

H-QUA-WSA8-

200922/4235 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4236 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4237 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4238 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4239 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4240 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4241 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4242 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

H-QUA-WSA8-

200922/4243 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Vendor: systematicalpha 

Product: systematic_fix_adapter 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Sep-2022 8.6 

Systematic FIX 

Adapter (ALFAFX) 

2.4.0.25 13/09/2017 

allows remote file 

inclusion via a UNC 

share pathname, and 

also allows absolute 

path traversal to 

local pathnames. 

CVE ID : CVE-2022-

39838 

http://system

aticalpha.com

/trading-

programs/sys

tematic-alpha-

fx-master-

fund 

H-SYS-SYST-

200922/4244 

Vendor: telosalliance 

Product: omnia_mpx_node 

Affected Version(s): - 

Missing 

Authorizati

on 

02-Sep-2022 9.8 

A local file disclosure 

vulnerability in 

/appConfig/userDB.j

son of Telos Alliance 

Omnia MPX Node 

through 1.5.0+r1 

allows attackers to 

escalate privileges to 

root and execute 

arbitrary commands. 

CVE ID : CVE-2022-

36642 

https://www.

telosalliance.c

om/radio-

processing/au

dio-

interfaces/om

nia-mpx-node 

H-TEL-OMNI-

200922/4245 

Vendor: Tenda 

Product: ac18 

Affected Version(s): - 
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Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the list 

parameter at 

/goform/SetVirtualS

erverCfg. 

CVE ID : CVE-2022-

38309 

N/A 
H-TEN-AC18-

200922/4246 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the list 

parameter at 

/goform/SetStaticRo

uteCfg. 

CVE ID : CVE-2022-

38310 

N/A 
H-TEN-AC18-

200922/4247 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the time 

parameter at 

/goform/PowerSave

Set. 

CVE ID : CVE-2022-

38311 

N/A 
H-TEN-AC18-

200922/4248 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the list 

parameter at 

/goform/SetIpMacBi

nd. 

N/A 
H-TEN-AC18-

200922/4249 
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CVE ID : CVE-2022-

38312 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the time 

parameter at 

/goform/saveParent

ControlInfo. 

CVE ID : CVE-2022-

38313 

N/A 
H-TEN-AC18-

200922/4250 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the urls 

parameter at 

/goform/saveParent

ControlInfo. 

CVE ID : CVE-2022-

38314 

N/A 
H-TEN-AC18-

200922/4251 

Product: g3 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Sep-2022 9.8 

In Tenda G3 

US_G3V3.0br_V15.11

.0.6(7663)_EN_TDE, 

the getsinglepppuser 

function has a buffer 

overflow caused by 

sscanf. 

CVE ID : CVE-2022-

36584 

https://www.

tendacn.com/

download/det

ail-3401.html 

H-TEN-G3-

200922/4252 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

07-Sep-2022 9.8 

In Tenda G3 

US_G3V3.0br_V15.11

.0.6(7663)_EN_TDE, 

in httpd binary, the 

addDhcpRule 

function has a buffer 

https://www.

tendacn.com/

download/det

ail-3401.html 

H-TEN-G3-

200922/4253 
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('Classic 

Buffer 

Overflow') 

overflow caused by 

sscanf. 

CVE ID : CVE-2022-

36585 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

08-Sep-2022 9.8 

In Tenda G3 

US_G3V3.0br_V15.11

.0.6(7663)_EN_TDE, 

there is a buffer 

overflow 

vulnerability caused 

by strcpy in function 

0x869f4 in the httpd 

binary. 

CVE ID : CVE-2022-

36586 

https://www.

tendacn.com/

download/det

ail-3401.html 

H-TEN-G3-

200922/4254 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

07-Sep-2022 9.8 

In Tenda G3 

US_G3V3.0br_V15.11

.0.6(7663)_EN_TDE, 

there is a buffer 

overflow 

vulnerability caused 

by sprintf in function 

in the httpd binary. 

CVE ID : CVE-2022-

36587 

https://www.

tendacn.com/

download/det

ail-3401.html 

H-TEN-G3-

200922/4255 

Vendor: totolink 

Product: a3002r 

Affected Version(s): - 

Incorrect 

Default 

Permission

s 

06-Sep-2022 9.8 

TOTOLINK A3002R 

TOTOLINK-A3002R-

He-V1.1.1-

B20200824.0128 is 

vulnerable to 

Insecure 

Permissions via 

binary /bin/boa. 

CVE ID : CVE-2022-

40109 

N/A 
H-TOT-A300-

200922/4256 

Use of 

Hard-
06-Sep-2022 9.8 In TOTOLINK 

A3002R TOTOLINK-
N/A 

H-TOT-A300-

200922/4257 
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coded 

Credentials 

A3002R-He-V1.1.1-

B20200824.0128 in 

the shadow.sample 

file, root is 

hardcoded in the 

firmware. 

CVE ID : CVE-2022-

40111 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Sep-2022 7.5 

TOTOLINK A3002R 

TOTOLINK-A3002R-

He-V1.1.1-

B20200824.0128 is 

vulnerable to Buffer 

Overflow via 

/bin/boa. 

CVE ID : CVE-2022-

40110 

N/A 
H-TOT-A300-

200922/4258 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Sep-2022 7.5 

TOTOLINK A3002R 

TOTOLINK-A3002R-

He-V1.1.1-

B20200824.0128 is 

vulnerable Buffer 

Overflow via the 

hostname parameter 

in binary /bin/boa. 

CVE ID : CVE-2022-

40112 

N/A 
H-TOT-A300-

200922/4259 

Product: a860r 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Sep-2022 9.8 

TOTOLINK A860R 

V4.1.2cu.5182_B202

01027 is vulnerable 

to Buffer Overflow 

via Cstecgi.cgi. 

CVE ID : CVE-2022-

37839 

N/A 
H-TOT-A860-

200922/4260 

Buffer 

Copy 

without 

06-Sep-2022 9.8 
In TOTOLINK A860R 

V4.1.2cu.5182_B202

01027, the main 

N/A 
H-TOT-A860-

200922/4261 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

function in 

downloadfile.cgi has 

a buffer overflow 

vulnerability. 

CVE ID : CVE-2022-

37840 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Sep-2022 9.8 

In TOTOLINK A860R 

V4.1.2cu.5182_B202

01027, the 

parameters in 

infostat.cgi are not 

filtered, causing a 

buffer overflow 

vulnerability. 

CVE ID : CVE-2022-

37842 

N/A 
H-TOT-A860-

200922/4262 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

06-Sep-2022 9.8 

In TOTOLINK A860R 

V4.1.2cu.5182_B202

01027 in cstecgi.cgi, 

the acquired 

parameters are 

directly put into the 

system for execution 

without filtering, 

resulting in a 

command injection 

vulnerability. 

CVE ID : CVE-2022-

37843 

N/A 
H-TOT-A860-

200922/4263 

Use of 

Hard-

coded 

Credentials 

06-Sep-2022 7.5 

In TOTOLINK A860R 

V4.1.2cu.5182_B202

01027 there is a hard 

coded password for 

root in 

/etc/shadow.sample. 

CVE ID : CVE-2022-

37841 

N/A 
H-TOT-A860-

200922/4264 

Vendor: unisoc 

Product: s8000 

Affected Version(s): - 
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Missing 

Authorizati

on 

09-Sep-2022 7.8 

In network service, 

there is a missing 

permission check. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed 

CVE ID : CVE-2022-

39119 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/1567706

76459234918

6 

H-UNI-S800-

200922/4265 

Product: sc7731e 

Affected Version(s): - 

Missing 

Authorizati

on 

09-Sep-2022 7.8 

In network service, 

there is a missing 

permission check. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed 

CVE ID : CVE-2022-

39119 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/1567706

76459234918

6 

H-UNI-SC77-

200922/4266 

Product: sc9832e 

Affected Version(s): - 

Missing 

Authorizati

on 

09-Sep-2022 7.8 

In network service, 

there is a missing 

permission check. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed 

CVE ID : CVE-2022-

39119 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/1567706

76459234918

6 

H-UNI-SC98-

200922/4267 

Product: sc9863a 

Affected Version(s): - 

Missing 

Authorizati

on 

09-Sep-2022 7.8 

In network service, 

there is a missing 

permission check. 

This could lead to 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

H-UNI-SC98-

200922/4268 
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local escalation of 

privilege with no 

additional execution 

privileges needed 

CVE ID : CVE-2022-

39119 

etail/1567706

76459234918

6 

Product: t310 

Affected Version(s): - 

Missing 

Authorizati

on 

09-Sep-2022 7.8 

In network service, 

there is a missing 

permission check. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed 

CVE ID : CVE-2022-

39119 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/1567706

76459234918

6 

H-UNI-T310-

200922/4269 

Product: t606 

Affected Version(s): - 

Missing 

Authorizati

on 

09-Sep-2022 7.8 

In network service, 

there is a missing 

permission check. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed 

CVE ID : CVE-2022-

39119 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/1567706

76459234918

6 

H-UNI-T606-

200922/4270 

Product: t610 

Affected Version(s): - 

Missing 

Authorizati

on 

09-Sep-2022 7.8 

In network service, 

there is a missing 

permission check. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/1567706

76459234918

6 

H-UNI-T610-

200922/4271 
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CVE ID : CVE-2022-

39119 

Product: t612 

Affected Version(s): - 

Missing 

Authorizati

on 

09-Sep-2022 7.8 

In network service, 

there is a missing 

permission check. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed 

CVE ID : CVE-2022-

39119 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/1567706

76459234918

6 

H-UNI-T612-

200922/4272 

Product: t616 

Affected Version(s): - 

Missing 

Authorizati

on 

09-Sep-2022 7.8 

In network service, 

there is a missing 

permission check. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed 

CVE ID : CVE-2022-

39119 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/1567706

76459234918

6 

H-UNI-T616-

200922/4273 

Product: t618 

Affected Version(s): - 

Missing 

Authorizati

on 

09-Sep-2022 7.8 

In network service, 

there is a missing 

permission check. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed 

CVE ID : CVE-2022-

39119 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/1567706

76459234918

6 

H-UNI-T618-

200922/4274 

Product: t760 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1987 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): - 

Missing 

Authorizati

on 

09-Sep-2022 7.8 

In network service, 

there is a missing 

permission check. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed 

CVE ID : CVE-2022-

39119 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/1567706

76459234918

6 

H-UNI-T760-

200922/4275 

Product: t770 

Affected Version(s): - 

Missing 

Authorizati

on 

09-Sep-2022 7.8 

In network service, 

there is a missing 

permission check. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed 

CVE ID : CVE-2022-

39119 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/1567706

76459234918

6 

H-UNI-T770-

200922/4276 

Product: t820 

Affected Version(s): - 

Missing 

Authorizati

on 

09-Sep-2022 7.8 

In network service, 

there is a missing 

permission check. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed 

CVE ID : CVE-2022-

39119 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/1567706

76459234918

6 

H-UNI-T820-

200922/4277 

Vendor: Zyxel 

Product: nas326 

Affected Version(s): - 
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Use of 

Externally-

Controlled 

Format 

String 

06-Sep-2022 9.8 

A format string 

vulnerability in Zyxel 

NAS326 firmware 

versions prior to 

V5.21(AAZF.12)C0 

could allow an 

attacker to achieve 

unauthorized remote 

code execution via a 

crafted UDP packet. 

CVE ID : CVE-2022-

34747 

https://www.

zyxel.com/sup

port/Zyxel-

security-

advisory-for-

format-string-

vulnerability-

in-NAS.shtml 

H-ZYX-NAS3-

200922/4278 

Operating System 

Vendor: allied-telesis 

Product: centrecom_ar260s_firmware 

Affected Version(s): * Up to (excluding) 3.3.7 

Use of 

Hard-

coded 

Credentials 

08-Sep-2022 9.8 

Use of hard-coded 

credentials for the 

telnet server of 

CentreCOM AR260S 

V2 firmware 

versions prior to 

Ver.3.3.7 allows a 

remote 

unauthenticated 

attacker to execute 

an arbitrary OS 

command. 

CVE ID : CVE-2022-

38394 

https://www.

allied-

telesis.co.jp/s

upport/list/fa

q/vuls/20220

829.html 

O-ALL-CENT-

200922/4279 

N/A 08-Sep-2022 8.8 

Undocumented 

hidden command 

that can be executed 

from the telnet 

function of 

CentreCOM AR260S 

V2 firmware 

versions prior to 

Ver.3.3.7 allows a 

remote 

authenticated 

https://www.

allied-

telesis.co.jp/s

upport/list/fa

q/vuls/20220

829.html 

O-ALL-CENT-

200922/4280 
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attacker to execute 

an arbitrary OS 

command. 

CVE ID : CVE-2022-

34869 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

08-Sep-2022 8.8 

OS command 

injection 

vulnerability in GUI 

setting page of 

CentreCOM AR260S 

V2 firmware 

versions prior to 

Ver.3.3.7 allows a 

remote 

authenticated 

attacker to execute 

an arbitrary OS 

command. 

CVE ID : CVE-2022-

35273 

https://www.

allied-

telesis.co.jp/s

upport/list/fa

q/vuls/20220

829.html 

O-ALL-CENT-

200922/4281 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

08-Sep-2022 8.8 

OS command 

injection 

vulnerability in the 

telnet function of 

CentreCOM AR260S 

V2 firmware 

versions prior to 

Ver.3.3.7 allows a 

remote 

authenticated 

attacker to execute 

an arbitrary OS 

command. 

CVE ID : CVE-2022-

38094 

https://www.

allied-

telesis.co.jp/s

upport/list/fa

q/vuls/20220

829.html 

O-ALL-CENT-

200922/4282 

Vendor: Apple 

Product: macos 

Affected Version(s): - 

Improper 

Input 

Validation 

09-Sep-2022 5.4 
IBM WebSphere 

Application Server 

7.0, 8.0, 8.5, and 9.0 

https://excha

nge.xforce.ibm

cloud.com/vul

O-APP-MACO-

200922/4283 
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and IBM WebSphere 

Application Server 

Liberty 17.0.0.3 

through 22.0.0.9 are 

vulnerable to HTTP 

header injection, 

caused by improper 

validation. This could 

allow an attacker to 

conduct various 

attacks against the 

vulnerable system, 

including cache 

poisoning and cross-

site scripting. IBM X-

Force ID: 229429. 

CVE ID : CVE-2022-

34165 

nerabilities/2

29429, 

https://www.i

bm.com/supp

ort/pages/no

de/6618747 

Vendor: Arubanetworks 

Product: aos-cx 

Affected Version(s): From (including) 10.06.0000 Up to (excluding) 10.06.0200 

Exposure 

of 

Resource 

to Wrong 

Sphere 

06-Sep-2022 5.3 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

unauthenticated 

attacker to 

fingerprint the exact 

version AOS-CX 

running on the 

switch. This allows 

an attacker to 

retrieve information 

which could be used 

to more precisely 

target the switch for 

further exploitation 

in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4284 
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below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23690 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4285 
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released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23686 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23687 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4286 
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Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23688 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4287 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4288 
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impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23689 

Affected Version(s): From (including) 10.06.0000 Up to (excluding) 10.06.0210 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4289 
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10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23679 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23680 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4290 
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N/A 06-Sep-2022 8.8 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

authenticated user 

with read-only 

privileges to escalate 

their permissions to 

those of an 

administrative user. 

Successful 

exploitation of this 

vulnerability allows 

an attacker to 

escalate privileges 

beyond their 

authorized level in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23684 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4291 

Affected Version(s): From (including) 10.06.0000 Up to (excluding) 10.06.0220 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4292 
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OS 

Command 

('OS 

Command 

Injection') 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23681 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4293 
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complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23682 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.2 

Authenticated 

command injection 

vulnerabilities exist 

in the AOS-CX 

Network Analytics 

Engine via NAE 

scripts. Successful 

exploitation of these 

vulnerabilities result 

in the ability to 

execute arbitrary 

commands as a 

privileged user on 

the underlying 

operating system, 

leading to a complete 

compromise of the 

switch running AOS-

CX in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4294 
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below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23683 

Affected Version(s): From (including) 10.06.0000 Up to (including) 10.06.0210 

Improper 

Authentica

tion 

06-Sep-2022 6.8 

A vulnerability exists 

in certain AOS-CX 

switch models which 

could allow an 

attacker with access 

to the recovery 

console to bypass 

normal 

authentication. A 

successful exploit 

allows an attacker to 

bypass system 

authentication and 

achieve total switch 

compromise in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4295 
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10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23691 

Affected Version(s): From (including) 10.08.0000 Up to (excluding) 10.08.1060 

Exposure 

of 

Resource 

to Wrong 

Sphere 

06-Sep-2022 5.3 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

unauthenticated 

attacker to 

fingerprint the exact 

version AOS-CX 

running on the 

switch. This allows 

an attacker to 

retrieve information 

which could be used 

to more precisely 

target the switch for 

further exploitation 

in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4296 
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below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23690 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23686 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4297 
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Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23687 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4298 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4299 
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impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23688 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4300 
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10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23689 

Affected Version(s): From (including) 10.08.0000 Up to (excluding) 10.08.1070 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4301 
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address this security 

vulnerability. 

CVE ID : CVE-2022-

23679 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23680 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4302 

N/A 06-Sep-2022 8.8 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

authenticated user 

with read-only 

privileges to escalate 

their permissions to 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4303 
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those of an 

administrative user. 

Successful 

exploitation of this 

vulnerability allows 

an attacker to 

escalate privileges 

beyond their 

authorized level in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23684 

Affected Version(s): From (including) 10.08.0000 Up to (excluding) 10.08.1080 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4304 
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compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23681 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4305 
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below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23682 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.2 

Authenticated 

command injection 

vulnerabilities exist 

in the AOS-CX 

Network Analytics 

Engine via NAE 

scripts. Successful 

exploitation of these 

vulnerabilities result 

in the ability to 

execute arbitrary 

commands as a 

privileged user on 

the underlying 

operating system, 

leading to a complete 

compromise of the 

switch running AOS-

CX in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4306 
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below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23683 

Affected Version(s): From (including) 10.08.0000 Up to (including) 10.08.1070 

Improper 

Authentica

tion 

06-Sep-2022 6.8 

A vulnerability exists 

in certain AOS-CX 

switch models which 

could allow an 

attacker with access 

to the recovery 

console to bypass 

normal 

authentication. A 

successful exploit 

allows an attacker to 

bypass system 

authentication and 

achieve total switch 

compromise in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4307 
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address this security 

vulnerability. 

CVE ID : CVE-2022-

23691 

Affected Version(s): From (including) 10.09.0000 Up to (excluding) 10.09.1020 

Exposure 

of 

Resource 

to Wrong 

Sphere 

06-Sep-2022 5.3 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

unauthenticated 

attacker to 

fingerprint the exact 

version AOS-CX 

running on the 

switch. This allows 

an attacker to 

retrieve information 

which could be used 

to more precisely 

target the switch for 

further exploitation 

in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4308 
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CVE ID : CVE-2022-

23690 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23686 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4309 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4310 
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vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23687 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4311 
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Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23688 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4312 
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below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23689 

Affected Version(s): From (including) 10.09.0000 Up to (excluding) 10.09.1030 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23679 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4313 

Cross-Site 

Request 
06-Sep-2022 8.8 AOS-CX lacks Anti-

CSRF protections in 

https://www.

arubanetwork

O-ARU-AOS--

200922/4314 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2015 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Forgery 

(CSRF) 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23680 

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

N/A 06-Sep-2022 8.8 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

authenticated user 

with read-only 

privileges to escalate 

their permissions to 

those of an 

administrative user. 

Successful 

exploitation of this 

vulnerability allows 

an attacker to 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4315 
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escalate privileges 

beyond their 

authorized level in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23684 

Affected Version(s): From (including) 10.09.0000 Up to (excluding) 10.09.1040 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4316 
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10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23681 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4317 
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Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23682 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.2 

Authenticated 

command injection 

vulnerabilities exist 

in the AOS-CX 

Network Analytics 

Engine via NAE 

scripts. Successful 

exploitation of these 

vulnerabilities result 

in the ability to 

execute arbitrary 

commands as a 

privileged user on 

the underlying 

operating system, 

leading to a complete 

compromise of the 

switch running AOS-

CX in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4318 
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security 

vulnerabilities. 

CVE ID : CVE-2022-

23683 

Affected Version(s): From (including) 10.09.0000 Up to (including) 10.09.1030 

Improper 

Authentica

tion 

06-Sep-2022 6.8 

A vulnerability exists 

in certain AOS-CX 

switch models which 

could allow an 

attacker with access 

to the recovery 

console to bypass 

normal 

authentication. A 

successful exploit 

allows an attacker to 

bypass system 

authentication and 

achieve total switch 

compromise in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23691 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4319 

Affected Version(s): From (including) 10.10.0000 Up to (excluding) 10.10.0002 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23681 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4320 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

06-Sep-2022 7.8 

Multiple 

vulnerabilities exist 

in the AOS-CX 

command line 

interface that could 

lead to authenticated 

command injection. 

A successful exploit 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4321 
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('OS 

Command 

Injection') 

could allow an 

attacker to execute 

arbitrary commands 

as root on the 

underlying operating 

system leading to 

complete switch 

compromise in 

ArubaOS-CX 

version(s): AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1030 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0180 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23682 

Exposure 

of 

Resource 

to Wrong 

Sphere 

06-Sep-2022 5.3 

A vulnerability in the 

web-based 

management 

interface of AOS-CX 

could allow a remote 

unauthenticated 

attacker to 

fingerprint the exact 

version AOS-CX 

running on the 

switch. This allows 

an attacker to 

retrieve information 

which could be used 

to more precisely 

target the switch for 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4322 
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further exploitation 

in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23690 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4323 
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10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23686 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4324 
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security 

vulnerabilities. 

CVE ID : CVE-2022-

23687 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23688 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4325 

Uncontroll

ed 

Resource 

06-Sep-2022 4.3 

Multiple 

vulnerabilities exist 

in the processing of 

packet data by the 

LLDP service of AOS-

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

O-ARU-AOS--

200922/4326 
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Consumpti

on 

CX. Successful 

exploitation of these 

vulnerabilities may 

allow an attacker to 

impact the 

availability of the 

AOS-CX LLDP service 

and/or the 

management plane 

of the switch in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.09.xxxx: 

10.09.1010 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1050 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0190 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

CVE ID : CVE-2022-

23689 

PSA-2022-

012.txt 

Affected Version(s): From (including) 10.10.0000 Up to (excluding) 10.10.1000 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4327 
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below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23679 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Sep-2022 8.8 

AOS-CX lacks Anti-

CSRF protections in 

place for state-

changing operations. 

This can potentially 

be exploited by an 

attacker to execute 

commands in the 

context of another 

user in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1020 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1060 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0200 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4328 
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address this security 

vulnerability. 

CVE ID : CVE-2022-

23680 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 7.2 

Authenticated 

command injection 

vulnerabilities exist 

in the AOS-CX 

Network Analytics 

Engine via NAE 

scripts. Successful 

exploitation of these 

vulnerabilities result 

in the ability to 

execute arbitrary 

commands as a 

privileged user on 

the underlying 

operating system, 

leading to a complete 

compromise of the 

switch running AOS-

CX in ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address these 

security 

vulnerabilities. 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4329 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2028 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

23683 

Affected Version(s): From (including) 10.10.0000 Up to (including) 10.10.0002 

Improper 

Authentica

tion 

06-Sep-2022 6.8 

A vulnerability exists 

in certain AOS-CX 

switch models which 

could allow an 

attacker with access 

to the recovery 

console to bypass 

normal 

authentication. A 

successful exploit 

allows an attacker to 

bypass system 

authentication and 

achieve total switch 

compromise in 

ArubaOS-CX 

Switches version(s): 

AOS-CX 10.10.xxxx: 

10.10.0002 and 

below, AOS-CX 

10.09.xxxx: 

10.09.1030 and 

below, AOS-CX 

10.08.xxxx: 

10.08.1070 and 

below, AOS-CX 

10.06.xxxx: 

10.06.0210 and 

below. Aruba has 

released upgrades 

for ArubaOS-CX 

Switch Devices that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23691 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

012.txt 

O-ARU-AOS--

200922/4330 

Vendor: canaan 

Product: avalon_asic_miner_firmware 

Affected Version(s): * Up to (including) 2020.3.30 
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Missing 

Authentica

tion for 

Critical 

Function 

01-Sep-2022 7.5 

An access control 

issue in Canaan 

Avalon ASIC Miner 

2020.3.30 and below 

allows 

unauthenticated 

attackers to 

arbitrarily change 

user passwords via a 

crafted POST 

request. 

CVE ID : CVE-2022-

36604 

N/A 
O-CAN-AVAL-

200922/4331 

Vendor: Canonical 

Product: ubuntu_linux 

Affected Version(s): 18.04 

N/A 02-Sep-2022 8.8 

BlueZ before 5.59 

allows physically 

proximate attackers 

to obtain sensitive 

information because 

profiles/audio/avrcp

.c does not validate 

params_len. 

CVE ID : CVE-2022-

39176 

https://bugs.l

aunchpad.net

/ubuntu/+sou

rce/bluez/+b

ug/1977968 

O-CAN-UBUN-

200922/4332 

N/A 02-Sep-2022 8.8 

BlueZ before 5.59 

allows physically 

proximate attackers 

to cause a denial of 

service because 

malformed and 

invalid capabilities 

can be processed in 

profiles/audio/avdtp

.c. 

CVE ID : CVE-2022-

39177 

https://bugs.l

aunchpad.net

/ubuntu/+sou

rce/bluez/+b

ug/1977968 

O-CAN-UBUN-

200922/4333 

Affected Version(s): 20.04 
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N/A 02-Sep-2022 8.8 

BlueZ before 5.59 

allows physically 

proximate attackers 

to obtain sensitive 

information because 

profiles/audio/avrcp

.c does not validate 

params_len. 

CVE ID : CVE-2022-

39176 

https://bugs.l

aunchpad.net

/ubuntu/+sou

rce/bluez/+b

ug/1977968 

O-CAN-UBUN-

200922/4334 

N/A 02-Sep-2022 8.8 

BlueZ before 5.59 

allows physically 

proximate attackers 

to cause a denial of 

service because 

malformed and 

invalid capabilities 

can be processed in 

profiles/audio/avdtp

.c. 

CVE ID : CVE-2022-

39177 

https://bugs.l

aunchpad.net

/ubuntu/+sou

rce/bluez/+b

ug/1977968 

O-CAN-UBUN-

200922/4335 

Vendor: Cisco 

Product: rv110w_firmware 

Affected Version(s): 1.0.3.55 

Improper 

Authentica

tion 

08-Sep-2022 9.8 

A vulnerability in the 

IPSec VPN Server 

authentication 

functionality of Cisco 

Small Business 

RV110W, RV130, 

RV130W, and 

RV215W Routers 

could allow an 

unauthenticated, 

remote attacker to 

bypass 

authentication 

controls and access 

the IPSec VPN 

network. This 

vulnerability is due 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-sb-

rv-vpnbypass-

Cpheup9O 

O-CIS-RV11-

200922/4336 
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to the improper 

implementation of 

the password 

validation algorithm. 

An attacker could 

exploit this 

vulnerability by 

logging in to the VPN 

from an affected 

device with crafted 

credentials. A 

successful exploit 

could allow the 

attacker to bypass 

authentication and 

access the IPSec VPN 

network. The 

attacker may obtain 

privileges that are 

the same level as an 

administrative user, 

depending on the 

crafted credentials 

that are used. Cisco 

has not released 

software updates 

that address this 

vulnerability. 

CVE ID : CVE-2022-

20923 

Affected Version(s): 1.2.2.8 

Improper 

Authentica

tion 

08-Sep-2022 9.8 

A vulnerability in the 

IPSec VPN Server 

authentication 

functionality of Cisco 

Small Business 

RV110W, RV130, 

RV130W, and 

RV215W Routers 

could allow an 

unauthenticated, 

remote attacker to 

bypass 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-sb-

rv-vpnbypass-

Cpheup9O 

O-CIS-RV11-

200922/4337 
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authentication 

controls and access 

the IPSec VPN 

network. This 

vulnerability is due 

to the improper 

implementation of 

the password 

validation algorithm. 

An attacker could 

exploit this 

vulnerability by 

logging in to the VPN 

from an affected 

device with crafted 

credentials. A 

successful exploit 

could allow the 

attacker to bypass 

authentication and 

access the IPSec VPN 

network. The 

attacker may obtain 

privileges that are 

the same level as an 

administrative user, 

depending on the 

crafted credentials 

that are used. Cisco 

has not released 

software updates 

that address this 

vulnerability. 

CVE ID : CVE-2022-

20923 

Affected Version(s): 1.3.1.7 

Improper 

Authentica

tion 

08-Sep-2022 9.8 

A vulnerability in the 

IPSec VPN Server 

authentication 

functionality of Cisco 

Small Business 

RV110W, RV130, 

RV130W, and 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-sb-

O-CIS-RV11-

200922/4338 
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RV215W Routers 

could allow an 

unauthenticated, 

remote attacker to 

bypass 

authentication 

controls and access 

the IPSec VPN 

network. This 

vulnerability is due 

to the improper 

implementation of 

the password 

validation algorithm. 

An attacker could 

exploit this 

vulnerability by 

logging in to the VPN 

from an affected 

device with crafted 

credentials. A 

successful exploit 

could allow the 

attacker to bypass 

authentication and 

access the IPSec VPN 

network. The 

attacker may obtain 

privileges that are 

the same level as an 

administrative user, 

depending on the 

crafted credentials 

that are used. Cisco 

has not released 

software updates 

that address this 

vulnerability. 

CVE ID : CVE-2022-

20923 

rv-vpnbypass-

Cpheup9O 

Product: rv130w_firmware 

Affected Version(s): 1.0.3.55 
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Improper 

Authentica

tion 

08-Sep-2022 9.8 

A vulnerability in the 

IPSec VPN Server 

authentication 

functionality of Cisco 

Small Business 

RV110W, RV130, 

RV130W, and 

RV215W Routers 

could allow an 

unauthenticated, 

remote attacker to 

bypass 

authentication 

controls and access 

the IPSec VPN 

network. This 

vulnerability is due 

to the improper 

implementation of 

the password 

validation algorithm. 

An attacker could 

exploit this 

vulnerability by 

logging in to the VPN 

from an affected 

device with crafted 

credentials. A 

successful exploit 

could allow the 

attacker to bypass 

authentication and 

access the IPSec VPN 

network. The 

attacker may obtain 

privileges that are 

the same level as an 

administrative user, 

depending on the 

crafted credentials 

that are used. Cisco 

has not released 

software updates 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-sb-

rv-vpnbypass-

Cpheup9O 

O-CIS-RV13-

200922/4339 
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that address this 

vulnerability. 

CVE ID : CVE-2022-

20923 

Affected Version(s): 1.2.2.8 

Improper 

Authentica

tion 

08-Sep-2022 9.8 

A vulnerability in the 

IPSec VPN Server 

authentication 

functionality of Cisco 

Small Business 

RV110W, RV130, 

RV130W, and 

RV215W Routers 

could allow an 

unauthenticated, 

remote attacker to 

bypass 

authentication 

controls and access 

the IPSec VPN 

network. This 

vulnerability is due 

to the improper 

implementation of 

the password 

validation algorithm. 

An attacker could 

exploit this 

vulnerability by 

logging in to the VPN 

from an affected 

device with crafted 

credentials. A 

successful exploit 

could allow the 

attacker to bypass 

authentication and 

access the IPSec VPN 

network. The 

attacker may obtain 

privileges that are 

the same level as an 

administrative user, 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-sb-

rv-vpnbypass-

Cpheup9O 

O-CIS-RV13-

200922/4340 
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depending on the 

crafted credentials 

that are used. Cisco 

has not released 

software updates 

that address this 

vulnerability. 

CVE ID : CVE-2022-

20923 

Affected Version(s): 1.3.1.7 

Improper 

Authentica

tion 

08-Sep-2022 9.8 

A vulnerability in the 

IPSec VPN Server 

authentication 

functionality of Cisco 

Small Business 

RV110W, RV130, 

RV130W, and 

RV215W Routers 

could allow an 

unauthenticated, 

remote attacker to 

bypass 

authentication 

controls and access 

the IPSec VPN 

network. This 

vulnerability is due 

to the improper 

implementation of 

the password 

validation algorithm. 

An attacker could 

exploit this 

vulnerability by 

logging in to the VPN 

from an affected 

device with crafted 

credentials. A 

successful exploit 

could allow the 

attacker to bypass 

authentication and 

access the IPSec VPN 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-sb-

rv-vpnbypass-

Cpheup9O 

O-CIS-RV13-

200922/4341 
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network. The 

attacker may obtain 

privileges that are 

the same level as an 

administrative user, 

depending on the 

crafted credentials 

that are used. Cisco 

has not released 

software updates 

that address this 

vulnerability. 

CVE ID : CVE-2022-

20923 

Product: rv130_firmware 

Affected Version(s): 1.0.3.55 

Improper 

Authentica

tion 

08-Sep-2022 9.8 

A vulnerability in the 

IPSec VPN Server 

authentication 

functionality of Cisco 

Small Business 

RV110W, RV130, 

RV130W, and 

RV215W Routers 

could allow an 

unauthenticated, 

remote attacker to 

bypass 

authentication 

controls and access 

the IPSec VPN 

network. This 

vulnerability is due 

to the improper 

implementation of 

the password 

validation algorithm. 

An attacker could 

exploit this 

vulnerability by 

logging in to the VPN 

from an affected 

device with crafted 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-sb-

rv-vpnbypass-

Cpheup9O 

O-CIS-RV13-

200922/4342 
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credentials. A 

successful exploit 

could allow the 

attacker to bypass 

authentication and 

access the IPSec VPN 

network. The 

attacker may obtain 

privileges that are 

the same level as an 

administrative user, 

depending on the 

crafted credentials 

that are used. Cisco 

has not released 

software updates 

that address this 

vulnerability. 

CVE ID : CVE-2022-

20923 

Affected Version(s): 1.2.2.8 

Improper 

Authentica

tion 

08-Sep-2022 9.8 

A vulnerability in the 

IPSec VPN Server 

authentication 

functionality of Cisco 

Small Business 

RV110W, RV130, 

RV130W, and 

RV215W Routers 

could allow an 

unauthenticated, 

remote attacker to 

bypass 

authentication 

controls and access 

the IPSec VPN 

network. This 

vulnerability is due 

to the improper 

implementation of 

the password 

validation algorithm. 

An attacker could 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-sb-

rv-vpnbypass-

Cpheup9O 

O-CIS-RV13-

200922/4343 
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exploit this 

vulnerability by 

logging in to the VPN 

from an affected 

device with crafted 

credentials. A 

successful exploit 

could allow the 

attacker to bypass 

authentication and 

access the IPSec VPN 

network. The 

attacker may obtain 

privileges that are 

the same level as an 

administrative user, 

depending on the 

crafted credentials 

that are used. Cisco 

has not released 

software updates 

that address this 

vulnerability. 

CVE ID : CVE-2022-

20923 

Affected Version(s): 1.3.1.7 

Improper 

Authentica

tion 

08-Sep-2022 9.8 

A vulnerability in the 

IPSec VPN Server 

authentication 

functionality of Cisco 

Small Business 

RV110W, RV130, 

RV130W, and 

RV215W Routers 

could allow an 

unauthenticated, 

remote attacker to 

bypass 

authentication 

controls and access 

the IPSec VPN 

network. This 

vulnerability is due 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-sb-

rv-vpnbypass-

Cpheup9O 

O-CIS-RV13-

200922/4344 
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to the improper 

implementation of 

the password 

validation algorithm. 

An attacker could 

exploit this 

vulnerability by 

logging in to the VPN 

from an affected 

device with crafted 

credentials. A 

successful exploit 

could allow the 

attacker to bypass 

authentication and 

access the IPSec VPN 

network. The 

attacker may obtain 

privileges that are 

the same level as an 

administrative user, 

depending on the 

crafted credentials 

that are used. Cisco 

has not released 

software updates 

that address this 

vulnerability. 

CVE ID : CVE-2022-

20923 

Product: rv215w_firmware 

Affected Version(s): 1.0.3.55 

Improper 

Authentica

tion 

08-Sep-2022 9.8 

A vulnerability in the 

IPSec VPN Server 

authentication 

functionality of Cisco 

Small Business 

RV110W, RV130, 

RV130W, and 

RV215W Routers 

could allow an 

unauthenticated, 

remote attacker to 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-sb-

rv-vpnbypass-

Cpheup9O 

O-CIS-RV21-

200922/4345 
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bypass 

authentication 

controls and access 

the IPSec VPN 

network. This 

vulnerability is due 

to the improper 

implementation of 

the password 

validation algorithm. 

An attacker could 

exploit this 

vulnerability by 

logging in to the VPN 

from an affected 

device with crafted 

credentials. A 

successful exploit 

could allow the 

attacker to bypass 

authentication and 

access the IPSec VPN 

network. The 

attacker may obtain 

privileges that are 

the same level as an 

administrative user, 

depending on the 

crafted credentials 

that are used. Cisco 

has not released 

software updates 

that address this 

vulnerability. 

CVE ID : CVE-2022-

20923 

Affected Version(s): 1.2.2.8 

Improper 

Authentica

tion 

08-Sep-2022 9.8 

A vulnerability in the 

IPSec VPN Server 

authentication 

functionality of Cisco 

Small Business 

RV110W, RV130, 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-sb-

O-CIS-RV21-

200922/4346 
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RV130W, and 

RV215W Routers 

could allow an 

unauthenticated, 

remote attacker to 

bypass 

authentication 

controls and access 

the IPSec VPN 

network. This 

vulnerability is due 

to the improper 

implementation of 

the password 

validation algorithm. 

An attacker could 

exploit this 

vulnerability by 

logging in to the VPN 

from an affected 

device with crafted 

credentials. A 

successful exploit 

could allow the 

attacker to bypass 

authentication and 

access the IPSec VPN 

network. The 

attacker may obtain 

privileges that are 

the same level as an 

administrative user, 

depending on the 

crafted credentials 

that are used. Cisco 

has not released 

software updates 

that address this 

vulnerability. 

CVE ID : CVE-2022-

20923 

rv-vpnbypass-

Cpheup9O 

Affected Version(s): 1.3.1.7 
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Improper 

Authentica

tion 

08-Sep-2022 9.8 

A vulnerability in the 

IPSec VPN Server 

authentication 

functionality of Cisco 

Small Business 

RV110W, RV130, 

RV130W, and 

RV215W Routers 

could allow an 

unauthenticated, 

remote attacker to 

bypass 

authentication 

controls and access 

the IPSec VPN 

network. This 

vulnerability is due 

to the improper 

implementation of 

the password 

validation algorithm. 

An attacker could 

exploit this 

vulnerability by 

logging in to the VPN 

from an affected 

device with crafted 

credentials. A 

successful exploit 

could allow the 

attacker to bypass 

authentication and 

access the IPSec VPN 

network. The 

attacker may obtain 

privileges that are 

the same level as an 

administrative user, 

depending on the 

crafted credentials 

that are used. Cisco 

has not released 

software updates 

https://tools.c

isco.com/secu

rity/center/co

ntent/CiscoSe

curityAdvisor

y/cisco-sa-sb-

rv-vpnbypass-

Cpheup9O 

O-CIS-RV21-

200922/4347 
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that address this 

vulnerability. 

CVE ID : CVE-2022-

20923 

Vendor: cognex 

Product: 3d-a1000_dimensioning_system_firmware 

Affected Version(s): * Up to (including) 1.0.3\\(3354\\) 

Missing 

Authentica

tion for 

Critical 

Function 

06-Sep-2022 9.8 

The Cognex 3D-

A1000 Dimensioning 

System in firmware 

version 1.0.3 (3354) 

and prior is 

vulnerable to CWE-

306: Missing 

Authentication for 

Critical Function, 

which allows 

unauthorized users 

to change the 

operator account 

password via 

webserver 

commands by 

monitoring web 

socket 

communications 

from an 

unauthenticated 

session. This could 

allow an attacker to 

escalate privileges to 

match those of the 

compromised 

account. 

CVE ID : CVE-2022-

1368 

N/A 
O-COG-3D-A-

200922/4348 

Client-Side 

Enforceme

nt of 

Server-

06-Sep-2022 9.1 

The Cognex 3D-

A1000 Dimensioning 

System in firmware 

version 1.0.3 (3354) 

and prior is 

vulnerable to CWE-

N/A 
O-COG-3D-A-

200922/4349 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2045 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Side 

Security 

602: Client-Side 

Enforcement of 

Server-Side Security, 

which could allow 

attackers to bypass 

web access controls 

by inspecting and 

modifying the source 

code of password 

protected web 

elements. 

CVE ID : CVE-2022-

1525 

Improper 

Output 

Neutralizat

ion for 

Logs 

06-Sep-2022 5.3 

The Cognex 3D-

A1000 Dimensioning 

System in firmware 

version 1.0.3 (3354) 

and prior is 

vulnerable to CWE-

117: Improper 

Output 

Neutralization for 

Logs, which allows 

an attacker to create 

false logs that show 

the password as 

having been changed 

when it is not, 

complicating 

forensics. 

CVE ID : CVE-2022-

1522 

N/A 
O-COG-3D-A-

200922/4350 

Vendor: contechealth 

Product: cms8000_firmware 

Affected Version(s): - 

Uncontroll

ed 

Resource 

Consumpti

on 

13-Sep-2022 7.5 

The CMS800 device 

fails while 

attempting to parse 

malformed network 

data sent by a threat 

actor. A threat actor 

with network access 

N/A 
O-CON-CMS8-

200922/4351 
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can remotely issue a 

specially formatted 

UDP request that will 

cause the entire 

device to crash and 

require a physical 

reboot. A UDP 

broadcast request 

could be sent that 

causes a mass denial-

of-service attack on 

all CME8000 devices 

connected to the 

same network. 

CVE ID : CVE-2022-

38100 

Use of 

Hard-

coded 

Credentials 

13-Sep-2022 6.1 

Multiple globally 

default credentials 

exist across all 

CMS8000 devices, 

that once exposed, 

allow a threat actor 

with momentary 

physical access to 

gain privileged 

access to any device. 

Privileged credential 

access enables the 

extraction of 

sensitive patient 

information or 

modification of 

device parameters 

CVE ID : CVE-2022-

38069 

N/A 
O-CON-CMS8-

200922/4352 

N/A 13-Sep-2022 5.7 

The CMS8000 device 

does not properly 

control or sanitize 

the SSID name of a 

new Wi-Fi access 

point. A threat actor 

could create an SSID 

with a malicious 

N/A 
O-CON-CMS8-

200922/4353 
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name, including non-

standard characters 

that, when the device 

attempts connecting 

to the malicious 

SSID, the device can 

be exploited to write 

arbitrary files or 

display incorrect 

information. 

CVE ID : CVE-2022-

3027 

N/A 13-Sep-2022 4.4 

Multiple binary 

application files on 

the CMS8000 device 

are compiled with 

'not stripped' and 

'debug_info' 

compilation settings. 

These compiler 

settings greatly 

decrease the level of 

effort for a threat 

actor to reverse 

engineer sensitive 

code and identify 

additional 

vulnerabilities. 

CVE ID : CVE-2022-

38453 

N/A 
O-CON-CMS8-

200922/4354 

Vendor: contiki-ng 

Product: contiki-ng 

Affected Version(s): * Up to (excluding) 4.8 

Out-of-

bounds 

Read 

01-Sep-2022 8.8 

Contiki-NG is an 

open-source, cross-

platform operating 

system for Next-

Generation IoT 

devices. The 

6LoWPAN 

implementation in 

Contiki-NG may cast 

https://github

.com/contiki-

ng/contiki-

ng/pull/1648, 

https://github

.com/contiki-

ng/contiki-

ng/security/a

dvisories/GHS

O-CON-CONT-

200922/4355 
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a UDP header 

structure at a certain 

offset in a packet 

buffer. The code does 

not check whether 

the packet buffer is 

large enough to fit a 

full UDP header 

structure from the 

offset where the 

casting is made. 

Hence, it is possible 

to cause an out-of-

bounds read beyond 

the packet buffer. 

The problem affects 

anyone running 

devices with Contiki-

NG versions previous 

to 4.8, and which 

may receive 

6LoWPAN packets 

from external 

parties. The problem 

has been patched in 

Contiki-NG version 

4.8. 

CVE ID : CVE-2022-

36052 

A-vwr8-

6mqv-x7f5 

Out-of-

bounds 

Read 

01-Sep-2022 8.8 

Contiki-NG is an 

open-source, cross-

platform operating 

system for Next-

Generation IoT 

devices. The low-

power IPv6 network 

stack of Contiki-NG 

has a buffer module 

(os/net/ipv6/uipbuf.

c) that processes 

IPv6 extension 

headers in incoming 

data packets. As part 

https://github

.com/contiki-

ng/contiki-

ng/security/a

dvisories/GHS

A-2j9c-7754-

w4cw 

O-CON-CONT-

200922/4356 
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of this processing, 

the function 

uipbuf_get_next_hea

der casts a pointer to 

a uip_ext_hdr 

structure into the 

packet buffer at 

different offsets 

where extension 

headers are expected 

to be found, and then 

reads from this 

structure. Because of 

a lack of bounds 

checking, the casting 

can be done so that 

the structure extends 

beyond the packet's 

end. Hence, with a 

carefully crafted 

packet, it is possible 

to cause the Contiki-

NG system to read 

data outside the 

packet buffer. A 

patch that fixes the 

vulnerability is 

included in Contiki-

NG 4.8. 

CVE ID : CVE-2022-

36053 

Out-of-

bounds 

Write 

01-Sep-2022 8.8 

Contiki-NG is an 

open-source, cross-

platform operating 

system for Next-

Generation IoT 

devices. The 

6LoWPAN 

implementation in 

the Contiki-NG 

operating system 

(file 

os/net/ipv6/sicslow

https://github

.com/contiki-

ng/contiki-

ng/pull/1648, 

https://github

.com/contiki-

ng/contiki-

ng/security/a

dvisories/GHS

A-c36p-vhwg-

244c 

O-CON-CONT-

200922/4357 
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pan.c) contains an 

input function that 

processes incoming 

packets and copies 

them into a packet 

buffer. Because of a 

missing length check 

in the input function, 

it is possible to write 

outside the packet 

buffer's boundary. 

The vulnerability can 

be exploited by 

anyone who has the 

possibility to send 

6LoWPAN packets to 

a Contiki-NG system. 

In particular, the 

vulnerability is 

exposed when 

sending either of two 

types of 6LoWPAN 

packets: an 

unfragmented packet 

or the first fragment 

of a fragmented 

packet. If the packet 

is sufficiently large, a 

subsequent memory 

copy will cause an 

out-of-bounds write 

with data supplied 

by the attacker. 

CVE ID : CVE-2022-

36054 

Vendor: D-link 

Product: dir-819_firmware 

Affected Version(s): 1.06 

Exposure 

of 

Resource 

08-Sep-2022 8.1 

A local file inclusion 

(LFI) vulnerability in 

D-Link DIR 819 

v1.06 allows 

https://www.

dlink.com/en/

security-

bulletin/ 

O-D-L-DIR--

200922/4358 
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to Wrong 

Sphere 

attackers to cause a 

Denial of Service 

(DoS) or access 

sensitive server 

information via 

manipulation of the 

getpage parameter in 

a crafted web 

request. 

CVE ID : CVE-2022-

38258 

Vendor: Debian 

Product: debian_linux 

Affected Version(s): 11.0 

Incorrect 

Default 

Permission

s 

06-Sep-2022 7.8 

A vulnerability was 

found in the PCS 

project. This issue 

occurs due to 

incorrect 

permissions on a 

Unix socket used for 

internal 

communication 

between PCS 

daemons. A privilege 

escalation could 

happen by obtaining 

an authentication 

token for a hacluster 

user. With the 

"hacluster" token, 

this flaw allows an 

attacker to have 

complete control 

over the cluster 

managed by PCS. 

CVE ID : CVE-2022-

2735 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2116815 

O-DEB-DEBI-

200922/4359 

Vendor: Dell 

Product: alienware_m15_r6_firmware 

Affected Version(s): * Up to (excluding) 1.8.0 
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Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-ALIE-

200922/4360 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-ALIE-

200922/4361 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-ALIE-

200922/4362 
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execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-ALIE-

200922/4363 

Product: chengming_3980_firmware 

Affected Version(s): * Up to (excluding) 2.21.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-CHEN-

200922/4364 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-CHEN-

200922/4365 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2054 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-CHEN-

200922/4366 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-CHEN-

200922/4367 

Product: chengming_3988_firmware 

Affected Version(s): * Up to (excluding) 1.9.0 
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Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-CHEN-

200922/4368 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-CHEN-

200922/4369 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-CHEN-

200922/4370 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2056 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-CHEN-

200922/4371 

Product: chengming_3990_firmware 

Affected Version(s): * Up to (excluding) 1.8.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-CHEN-

200922/4372 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-CHEN-

200922/4373 
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sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-CHEN-

200922/4374 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-CHEN-

200922/4375 

Product: chengming_3991_firmware 

Affected Version(s): * Up to (excluding) 1.8.2 
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Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-CHEN-

200922/4376 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-CHEN-

200922/4377 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-CHEN-

200922/4378 
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execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-CHEN-

200922/4379 

Product: edge_gateway_3000_firmware 

Affected Version(s): * Up to (excluding) 1.8.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-EDGE-

200922/4380 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-EDGE-

200922/4381 
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sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-EDGE-

200922/4382 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-EDGE-

200922/4383 

Product: edge_gateway_5000_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 
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Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-EDGE-

200922/4384 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-EDGE-

200922/4385 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-EDGE-

200922/4386 
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execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-EDGE-

200922/4387 

Product: embedded_box_pc_3000_firmware 

Affected Version(s): * Up to (excluding) 1.14.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-EMBE-

200922/4388 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-EMBE-

200922/4389 
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sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-EMBE-

200922/4390 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-EMBE-

200922/4391 

Product: embedded_box_pc_5000_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 
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Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-EMBE-

200922/4392 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-EMBE-

200922/4393 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-EMBE-

200922/4394 
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execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-EMBE-

200922/4395 

Product: emc_powerscale_onefs 

Affected Version(s): From (including) 9.1.0.0 Up to (including) 9.1.0.19 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

02-Sep-2022 9.8 

Dell PowerScale 

OneFS, versions 9.0.0 

up to and including 

9.1.0.19, 9.2.1.12, 

9.3.0.6, and 9.4.0.3, 

contain an 

unprotected 

transport of 

credentials 

vulnerability. A 

malicious 

unprivileged 

network attacker 

could potentially 

exploit this 

vulnerability, leading 

to full system 

compromise. 

CVE ID : CVE-2022-

34371 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00020217

1/dsa-2022-

172-dell-

powerscale-

onefs-

security-

update-for-

multiple-

vulnerabilities 

O-DEL-EMC_-

200922/4396 

Affected Version(s): From (including) 9.1.0.0 Up to (including) 9.1.0.20 
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Insertion 

of Sensitive 

Informatio

n into Log 

File 

02-Sep-2022 7.5 

Dell PowerScale 

OneFS, versions 9.0.0 

up to and including 

9.1.0.20, 9.2.1.13, 

9.3.0.6, and 9.4.0.3 , 

contain an insertion 

of sensitive 

information in log 

files vulnerability. A 

remote unprivileged 

attacker could 

potentially exploit 

this vulnerability, 

leading to exposure 

of this sensitive data. 

CVE ID : CVE-2022-

34369 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00020217

1/dsa-2022-

172-dell-

powerscale-

onefs-

security-

update-for-

multiple-

vulnerabilities 

O-DEL-EMC_-

200922/4397 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Sep-2022 5.5 

Dell PowerScale 

OneFS, versions 9.0.0 

up to and including 

9.1.0.20, 9.2.1.13, 

9.3.0.6, and 9.4.0.3, 

contain a relative 

path traversal 

vulnerability. A low 

privileged local 

attacker could 

potentially exploit 

this vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-2022-

34378 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00020217

1/dsa-2022-

172-dell-

powerscale-

onefs-

security-

update-for-

multiple-

vulnerabilities 

O-DEL-EMC_-

200922/4398 

Affected Version(s): From (including) 9.2.1.0 Up to (including) 9.2.1.12 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

02-Sep-2022 9.8 

Dell PowerScale 

OneFS, versions 9.0.0 

up to and including 

9.1.0.19, 9.2.1.12, 

9.3.0.6, and 9.4.0.3, 

contain an 

unprotected 

transport of 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00020217

1/dsa-2022-

172-dell-

powerscale-

onefs-

O-DEL-EMC_-

200922/4399 
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credentials 

vulnerability. A 

malicious 

unprivileged 

network attacker 

could potentially 

exploit this 

vulnerability, leading 

to full system 

compromise. 

CVE ID : CVE-2022-

34371 

security-

update-for-

multiple-

vulnerabilities 

Affected Version(s): From (including) 9.2.1.0 Up to (including) 9.2.1.13 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

02-Sep-2022 7.5 

Dell PowerScale 

OneFS, versions 9.0.0 

up to and including 

9.1.0.20, 9.2.1.13, 

9.3.0.6, and 9.4.0.3 , 

contain an insertion 

of sensitive 

information in log 

files vulnerability. A 

remote unprivileged 

attacker could 

potentially exploit 

this vulnerability, 

leading to exposure 

of this sensitive data. 

CVE ID : CVE-2022-

34369 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00020217

1/dsa-2022-

172-dell-

powerscale-

onefs-

security-

update-for-

multiple-

vulnerabilities 

O-DEL-EMC_-

200922/4400 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Sep-2022 5.5 

Dell PowerScale 

OneFS, versions 9.0.0 

up to and including 

9.1.0.20, 9.2.1.13, 

9.3.0.6, and 9.4.0.3, 

contain a relative 

path traversal 

vulnerability. A low 

privileged local 

attacker could 

potentially exploit 

this vulnerability, 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00020217

1/dsa-2022-

172-dell-

powerscale-

onefs-

security-

update-for-

multiple-

vulnerabilities 

O-DEL-EMC_-

200922/4401 
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leading to denial of 

service. 

CVE ID : CVE-2022-

34378 

Affected Version(s): From (including) 9.3.0.0 Up to (including) 9.3.0.6 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

02-Sep-2022 9.8 

Dell PowerScale 

OneFS, versions 9.0.0 

up to and including 

9.1.0.19, 9.2.1.12, 

9.3.0.6, and 9.4.0.3, 

contain an 

unprotected 

transport of 

credentials 

vulnerability. A 

malicious 

unprivileged 

network attacker 

could potentially 

exploit this 

vulnerability, leading 

to full system 

compromise. 

CVE ID : CVE-2022-

34371 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00020217

1/dsa-2022-

172-dell-

powerscale-

onefs-

security-

update-for-

multiple-

vulnerabilities 

O-DEL-EMC_-

200922/4402 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

02-Sep-2022 7.5 

Dell PowerScale 

OneFS, versions 9.0.0 

up to and including 

9.1.0.20, 9.2.1.13, 

9.3.0.6, and 9.4.0.3 , 

contain an insertion 

of sensitive 

information in log 

files vulnerability. A 

remote unprivileged 

attacker could 

potentially exploit 

this vulnerability, 

leading to exposure 

of this sensitive data. 

CVE ID : CVE-2022-

34369 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00020217

1/dsa-2022-

172-dell-

powerscale-

onefs-

security-

update-for-

multiple-

vulnerabilities 

O-DEL-EMC_-

200922/4403 
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Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Sep-2022 5.5 

Dell PowerScale 

OneFS, versions 9.0.0 

up to and including 

9.1.0.20, 9.2.1.13, 

9.3.0.6, and 9.4.0.3, 

contain a relative 

path traversal 

vulnerability. A low 

privileged local 

attacker could 

potentially exploit 

this vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-2022-

34378 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00020217

1/dsa-2022-

172-dell-

powerscale-

onefs-

security-

update-for-

multiple-

vulnerabilities 

O-DEL-EMC_-

200922/4404 

Affected Version(s): From (including) 9.4.0.0 Up to (including) 9.4.0.3 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

02-Sep-2022 9.8 

Dell PowerScale 

OneFS, versions 9.0.0 

up to and including 

9.1.0.19, 9.2.1.12, 

9.3.0.6, and 9.4.0.3, 

contain an 

unprotected 

transport of 

credentials 

vulnerability. A 

malicious 

unprivileged 

network attacker 

could potentially 

exploit this 

vulnerability, leading 

to full system 

compromise. 

CVE ID : CVE-2022-

34371 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00020217

1/dsa-2022-

172-dell-

powerscale-

onefs-

security-

update-for-

multiple-

vulnerabilities 

O-DEL-EMC_-

200922/4405 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

02-Sep-2022 7.5 

Dell PowerScale 

OneFS, versions 9.0.0 

up to and including 

9.1.0.20, 9.2.1.13, 

9.3.0.6, and 9.4.0.3 , 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00020217

1/dsa-2022-

O-DEL-EMC_-

200922/4406 
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contain an insertion 

of sensitive 

information in log 

files vulnerability. A 

remote unprivileged 

attacker could 

potentially exploit 

this vulnerability, 

leading to exposure 

of this sensitive data. 

CVE ID : CVE-2022-

34369 

172-dell-

powerscale-

onefs-

security-

update-for-

multiple-

vulnerabilities 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Sep-2022 5.5 

Dell PowerScale 

OneFS, versions 9.0.0 

up to and including 

9.1.0.20, 9.2.1.13, 

9.3.0.6, and 9.4.0.3, 

contain a relative 

path traversal 

vulnerability. A low 

privileged local 

attacker could 

potentially exploit 

this vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-2022-

34378 

https://www.

dell.com/supp

ort/kbdoc/en-

us/00020217

1/dsa-2022-

172-dell-

powerscale-

onefs-

security-

update-for-

multiple-

vulnerabilities 

O-DEL-EMC_-

200922/4407 

Product: g15_5510_firmware 

Affected Version(s): * Up to (excluding) 1.8.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G15_-

200922/4408 
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CVE ID : CVE-2022-

26858 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G15_-

200922/4409 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G15_-

200922/4410 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G15_-

200922/4411 
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order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: g15_5511_firmware 

Affected Version(s): * Up to (excluding) 1.9.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G15_-

200922/4412 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G15_-

200922/4413 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G15_-

200922/4414 
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vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G15_-

200922/4415 

Product: g3_15_3590_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G3_1-

200922/4416 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G3_1-

200922/4417 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G3_1-

200922/4418 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G3_1-

200922/4419 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: g3_3500_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G3_3-

200922/4420 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G3_3-

200922/4421 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G3_3-

200922/4422 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G3_3-

200922/4423 

Product: g3_3579_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G3_3-

200922/4424 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G3_3-

200922/4425 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G3_3-

200922/4426 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G3_3-

200922/4427 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: g5_15_5587_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_1-

200922/4428 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_1-

200922/4429 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_1-

200922/4430 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_1-

200922/4431 

Product: g5_15_5590_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_1-

200922/4432 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_1-

200922/4433 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_1-

200922/4434 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_1-

200922/4435 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: g5_5000_firmware 

Affected Version(s): * Up to (excluding) 1.5.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_5-

200922/4436 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_5-

200922/4437 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_5-

200922/4438 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_5-

200922/4439 

Product: g5_5090_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_5-

200922/4440 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_5-

200922/4441 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_5-

200922/4442 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_5-

200922/4443 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: g5_5500_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_5-

200922/4444 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_5-

200922/4445 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_5-

200922/4446 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G5_5-

200922/4447 

Product: g7_17_7700_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G7_1-

200922/4448 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G7_1-

200922/4449 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G7_1-

200922/4450 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G7_1-

200922/4451 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: g7_17_7790_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G7_1-

200922/4452 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G7_1-

200922/4453 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G7_1-

200922/4454 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G7_1-

200922/4455 

Product: g7_7500_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G7_7-

200922/4456 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G7_7-

200922/4457 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G7_7-

200922/4458 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G7_7-

200922/4459 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: g7_7588_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G7_7-

200922/4460 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G7_7-

200922/4461 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G7_7-

200922/4462 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-G7_7-

200922/4463 

Product: inspiron_13_5378_firmware 

Affected Version(s): * Up to (excluding) 1.36.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4464 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4465 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4466 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4467 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_13_5379_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4468 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4469 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4470 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4471 

Product: inspiron_13_7378_firmware 

Affected Version(s): * Up to (excluding) 1.36.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4472 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4473 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4474 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4475 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_14_3467_firmware 

Affected Version(s): * Up to (excluding) 2.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4476 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4477 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4478 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4479 

Product: inspiron_14_3476_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4480 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4481 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4482 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4483 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_15_3567_firmware 

Affected Version(s): * Up to (excluding) 2.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4484 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4485 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4486 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4487 

Product: inspiron_15_5566_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4488 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4489 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4490 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4491 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_15_5578_firmware 

Affected Version(s): * Up to (excluding) 1.36.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4492 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4493 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4494 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4495 

Product: inspiron_15_5579_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4496 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4497 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4498 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4499 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_15_5582_firmware 

Affected Version(s): * Up to (excluding) 2.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4500 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4501 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4502 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4503 

Product: inspiron_15_7572_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4504 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4505 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4506 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4507 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_15_gaming_7577_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4508 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4509 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4510 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4511 

Product: inspiron_17_7773_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4512 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4513 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4514 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4515 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3470_firmware 

Affected Version(s): * Up to (excluding) 2.21.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4516 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4517 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4518 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4519 

Product: inspiron_3471_firmware 

Affected Version(s): * Up to (excluding) 1.9.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4520 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4521 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4522 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4523 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3480_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4524 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4525 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4526 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4527 

Product: inspiron_3481_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4528 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4529 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4530 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4531 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2117 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3490_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4532 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4533 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4534 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4535 

Product: inspiron_3493_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4536 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4537 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4538 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4539 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3501_firmware 

Affected Version(s): * Up to (excluding) 1.11.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4540 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4541 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4542 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4543 

Product: inspiron_3511_firmware 

Affected Version(s): * Up to (excluding) 1.8.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4544 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4545 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4546 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4547 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3576_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4548 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4549 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4550 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4551 

Product: inspiron_3580_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4552 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4553 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4554 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4555 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3581_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4556 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4557 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4558 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4559 

Product: inspiron_3590_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4560 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4561 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4562 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4563 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3593_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4564 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4565 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4566 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4567 

Product: inspiron_3670_firmware 

Affected Version(s): * Up to (excluding) 2.21.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4568 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4569 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4570 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4571 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3671_firmware 

Affected Version(s): * Up to (excluding) 1.9.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4572 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4573 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4574 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4575 

Product: inspiron_3780_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4576 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4577 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4578 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4579 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3781_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4580 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4581 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4582 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4583 

Product: inspiron_3790_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4584 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4585 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4586 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4587 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3793_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4588 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4589 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4590 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4591 

Product: inspiron_3880_firmware 

Affected Version(s): * Up to (excluding) 1.8.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4592 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4593 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4594 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4595 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3881_firmware 

Affected Version(s): * Up to (excluding) 1.8.3 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4596 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4597 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4598 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4599 

Product: inspiron_3891_firmware 

Affected Version(s): * Up to (excluding) 1.4.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4600 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4601 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4602 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4603 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2144 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_3910_firmware 

Affected Version(s): * Up to (excluding) 1.1.66 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4604 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4605 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4606 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4607 

Product: inspiron_5300_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4608 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4609 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4610 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4611 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5301_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4612 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4613 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4614 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4615 

Product: inspiron_5310_firmware 

Affected Version(s): * Up to (excluding) 2.6.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4616 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4617 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4618 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4619 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5370_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4620 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4621 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4622 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4623 

Product: inspiron_5390_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4624 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4625 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4626 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4627 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5391_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4628 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4629 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4630 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4631 

Product: inspiron_5400_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4632 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4633 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4634 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4635 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5400_firmware 

Affected Version(s): * Up to (excluding) 1.8.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4636 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4637 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4638 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4639 

Product: inspiron_5401_aio_firmware 

Affected Version(s): * Up to (excluding) 1.8.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4640 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4641 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4642 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4643 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5401_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4644 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4645 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4646 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4647 

Product: inspiron_5402_firmware 

Affected Version(s): * Up to (excluding) 1.9.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4648 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2161 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4649 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4650 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4651 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5406_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.11.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4652 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4653 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4654 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4655 

Product: inspiron_5408_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4656 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4657 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4658 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4659 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5409_firmware 

Affected Version(s): * Up to (excluding) 1.9.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4660 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4661 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4662 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4663 

Product: inspiron_5410_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 2.6.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4664 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4665 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4666 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4667 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5410_firmware 

Affected Version(s): * Up to (excluding) 2.6.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4668 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4669 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4670 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4671 

Product: inspiron_5480_firmware 

Affected Version(s): * Up to (excluding) 2.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4672 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4673 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4674 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4675 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5481_firmware 

Affected Version(s): * Up to (excluding) 2.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4676 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4677 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4678 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4679 

Product: inspiron_5482_firmware 

Affected Version(s): * Up to (excluding) 2.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4680 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4681 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4682 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4683 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5490_aio_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4684 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4685 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4686 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4687 

Product: inspiron_5490_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4688 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2176 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4689 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4690 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4691 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5491_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4692 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4693 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4694 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2178 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4695 

Product: inspiron_5491_aio_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4696 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4697 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4698 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4699 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5493_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4700 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4701 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4702 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4703 

Product: inspiron_5494_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4704 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4705 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4706 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4707 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2183 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5498_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4708 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4709 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4710 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2184 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4711 

Product: inspiron_5501_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4712 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4713 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4714 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4715 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5502_firmware 

Affected Version(s): * Up to (excluding) 1.9.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4716 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4717 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4718 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4719 

Product: inspiron_5508_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4720 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4721 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4722 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4723 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5509_firmware 

Affected Version(s): * Up to (excluding) 1.9.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4724 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4725 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4726 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4727 

Product: inspiron_5510_firmware 

Affected Version(s): * Up to (excluding) 2.6.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4728 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4729 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4730 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4731 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5570_firmware 

Affected Version(s): * Up to (excluding) 1.8.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4732 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4733 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4734 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4735 

Product: inspiron_5580_firmware 

Affected Version(s): * Up to (excluding) 2.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4736 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4737 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4738 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4739 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5583_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4740 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4741 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4742 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4743 

Product: inspiron_5584_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4744 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4745 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4746 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4747 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5590_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4748 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4749 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4750 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4751 

Product: inspiron_5591_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4752 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4753 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4754 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4755 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5593_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4756 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4757 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4758 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4759 

Product: inspiron_5594_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4760 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4761 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4762 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4763 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_5598_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4764 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4765 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4766 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4767 

Product: inspiron_5770_firmware 

Affected Version(s): * Up to (excluding) 1.8.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4768 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4769 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4770 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4771 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7000_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4772 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4773 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4774 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4775 

Product: inspiron_7300_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4776 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4777 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4778 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4779 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7300_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4780 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4781 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4782 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4783 

Product: inspiron_7306_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.11.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4784 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4785 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4786 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4787 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7370_firmware 

Affected Version(s): * Up to (excluding) 1.22.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4788 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4789 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4790 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4791 

Product: inspiron_7373_firmware 

Affected Version(s): * Up to (excluding) 1.22.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4792 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4793 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4794 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4795 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7380_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4796 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4797 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4798 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4799 

Product: inspiron_7386_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4800 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4801 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4802 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4803 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7390_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4804 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4805 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4806 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4807 

Product: inspiron_7391_firmware 

Affected Version(s): * Up to (excluding) 1.14.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4808 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4809 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4810 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4811 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7400_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4812 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4813 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4814 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4815 

Product: inspiron_7472_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4816 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4817 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4818 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4819 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7490_firmware 

Affected Version(s): * Up to (excluding) 1.11.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4820 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4821 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4822 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4823 

Product: inspiron_7500_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4824 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4825 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4826 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4827 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7500_firmware 

Affected Version(s): * Up to (excluding) 1.11.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4828 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4829 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4830 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4831 

Product: inspiron_7501_firmware 

Affected Version(s): * Up to (excluding) 1.11.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4832 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4833 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4834 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4835 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7506_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.11.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4836 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4837 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4838 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4839 

Product: inspiron_7510_firmware 

Affected Version(s): * Up to (excluding) 1.4.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4840 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4841 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4842 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4843 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7570_firmware 

Affected Version(s): * Up to (excluding) 1.22.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4844 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4845 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4846 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4847 

Product: inspiron_7573_firmware 

Affected Version(s): * Up to (excluding) 1.22.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4848 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4849 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4850 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4851 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7580_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4852 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4853 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4854 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4855 

Product: inspiron_7586_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4856 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4857 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4858 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4859 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7590_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4860 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4861 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4862 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4863 

Product: inspiron_7591_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4864 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4865 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4866 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4867 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7610_firmware 

Affected Version(s): * Up to (excluding) 1.4.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4868 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4869 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4870 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4871 

Product: inspiron_7700_aio_firmware 

Affected Version(s): * Up to (excluding) 1.8.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4872 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4873 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4874 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4875 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7706_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.11.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4876 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4877 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4878 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4879 

Product: inspiron_7786_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4880 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4881 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4882 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4883 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: inspiron_7790_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4884 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4885 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4886 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4887 

Product: inspiron_7791_firmware 

Affected Version(s): * Up to (excluding) 1.14.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4888 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4889 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4890 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-INSP-

200922/4891 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3120_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4892 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4893 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4894 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2253 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4895 

Product: latitude_3180_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4896 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2254 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4897 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4898 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4899 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3189_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4900 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4901 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4902 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4903 

Product: latitude_3190_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4904 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4905 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4906 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4907 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3190_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4908 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4909 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4910 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4911 

Product: latitude_3300_firmware 

Affected Version(s): * Up to (excluding) 1.14.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4912 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4913 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4914 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4915 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3301_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4916 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4917 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4918 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4919 

Product: latitude_3310_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4920 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4921 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4922 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4923 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3310_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4924 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4925 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4926 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4927 

Product: latitude_3320_firmware 

Affected Version(s): * Up to (excluding) 1.8.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4928 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2266 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4929 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4930 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4931 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3379_firmware 

Affected Version(s): * Up to (excluding) 1.0.33 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4932 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4933 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4934 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4935 

Product: latitude_3380_firmware 

Affected Version(s): * Up to (excluding) 1.17.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4936 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4937 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4938 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4939 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3390_firmware 

Affected Version(s): * Up to (excluding) 1.18.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4940 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4941 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4942 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4943 

Product: latitude_3400_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4944 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4945 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4946 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4947 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3410_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4948 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4949 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4950 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4951 

Product: latitude_3420_firmware 

Affected Version(s): * Up to (excluding) 1.14.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4952 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4953 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4954 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4955 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3470_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4956 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4957 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4958 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4959 

Product: latitude_3480_firmware 

Affected Version(s): * Up to (excluding) 1.19.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4960 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4961 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4962 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4963 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3490_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4964 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4965 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4966 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4967 

Product: latitude_3500_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4968 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4969 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4970 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4971 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3510_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4972 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4973 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4974 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4975 

Product: latitude_3520_firmware 

Affected Version(s): * Up to (excluding) 1.14.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4976 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4977 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4978 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4979 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3570_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4980 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4981 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4982 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4983 

Product: latitude_3580_firmware 

Affected Version(s): * Up to (excluding) 1.19.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4984 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4985 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4986 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4987 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_3590_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4988 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4989 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4990 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4991 

Product: latitude_5175_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4992 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4993 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4994 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4995 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5179_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4996 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4997 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4998 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/4999 

Product: latitude_5280_firmware 

Affected Version(s): * Up to (excluding) 1.23.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5000 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5001 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5002 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5003 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5285_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5004 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5005 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5006 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5007 

Product: latitude_5288_firmware 

Affected Version(s): * Up to (excluding) 1.23.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5008 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5009 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5010 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5011 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5289_firmware 

Affected Version(s): * Up to (excluding) 1.26.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5012 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5013 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5014 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5015 

Product: latitude_5290_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5016 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5017 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5018 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5019 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5290_firmware 

Affected Version(s): * Up to (excluding) 1.20.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5020 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5021 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5022 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5023 

Product: latitude_5300_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5024 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5025 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5026 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5027 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5300_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5028 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5029 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5030 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5031 

Product: latitude_5310_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.10.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5032 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5033 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5034 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5035 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5310_firmware 

Affected Version(s): * Up to (excluding) 1.10.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5036 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5037 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5038 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2307 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5039 

Product: latitude_5320_firmware 

Affected Version(s): * Up to (excluding) 1.15.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5040 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5041 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5042 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5043 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5400_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5044 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5045 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5046 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5047 

Product: latitude_5401_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5048 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5049 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5050 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5051 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5410_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5052 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5053 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5054 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5055 

Product: latitude_5411_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5056 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5057 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5058 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5059 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5414_rugged_firmware 

Affected Version(s): * Up to (excluding) 1.33.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5060 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5061 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5062 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5063 

Product: latitude_5420_firmware 

Affected Version(s): * Up to (excluding) 1.15.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5064 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5065 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5066 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5067 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5420_rugged_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5068 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5069 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5070 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5071 

Product: latitude_5421_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5072 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5073 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5074 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5075 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5424_rugged_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5076 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5077 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5078 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5079 

Product: latitude_5480_firmware 

Affected Version(s): * Up to (excluding) 1.23.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5080 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5081 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5082 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5083 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5488_firmware 

Affected Version(s): * Up to (excluding) 1.23.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5084 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5085 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5086 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5087 

Product: latitude_5490_firmware 

Affected Version(s): * Up to (excluding) 1.20.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5088 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5089 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5090 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5091 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5491_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5092 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5093 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5094 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5095 

Product: latitude_5495_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5096 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5097 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5098 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5099 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5500_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5100 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5101 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5102 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5103 

Product: latitude_5501_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5104 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5105 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5106 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5107 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5510_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5108 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5109 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5110 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5111 

Product: latitude_5511_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5112 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5113 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5114 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5115 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5520_firmware 

Affected Version(s): * Up to (excluding) 1.15.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5116 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5117 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5118 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5119 

Product: latitude_5521_firmware 

Affected Version(s): * Up to (excluding) 1.8.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5120 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5121 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5122 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5123 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5580_firmware 

Affected Version(s): * Up to (excluding) 1.23.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5124 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5125 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5126 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5127 

Product: latitude_5590_firmware 

Affected Version(s): * Up to (excluding) 1.20.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5128 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5129 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5130 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5131 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_5591_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5132 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5133 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5134 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5135 

Product: latitude_7200_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.16.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5136 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5137 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5138 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5139 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7210_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.11.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5140 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5141 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5142 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5143 

Product: latitude_7212_rugged_extreme_tablet_firmware 

Affected Version(s): * Up to (excluding) 1.37.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5144 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5145 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5146 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5147 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7214_firmware 

Affected Version(s): * Up to (excluding) 1.33.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5148 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5149 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5150 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5151 

Product: latitude_7220ex_rugged_extreme_tablet_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5152 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5153 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5154 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5155 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7220_rugged_extreme_tablet_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5156 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5157 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5158 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5159 

Product: latitude_7275_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5160 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5161 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5162 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5163 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7280_firmware 

Affected Version(s): * Up to (excluding) 1.24.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5164 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5165 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5166 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5167 

Product: latitude_7285_firmware 

Affected Version(s): * Up to (excluding) 1.14.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5168 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5169 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5170 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5171 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7290_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5172 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5173 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5174 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5175 

Product: latitude_7300_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5176 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5177 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5178 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5179 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7310_firmware 

Affected Version(s): * Up to (excluding) 1.11.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5180 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5181 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5182 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5183 

Product: latitude_7320_detachable_firmware 

Affected Version(s): * Up to (excluding) 1.9.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5184 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5185 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5186 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5187 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7320_firmware 

Affected Version(s): * Up to (excluding) 1.14.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5188 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5189 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5190 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5191 

Product: latitude_7370_firmware 

Affected Version(s): * Up to (excluding) 1.27.3 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5192 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2365 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5193 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5194 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5195 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7380_firmware 

Affected Version(s): * Up to (excluding) 1.24.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5196 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5197 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5198 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5199 

Product: latitude_7389_firmware 

Affected Version(s): * Up to (excluding) 1.26.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5200 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5201 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5202 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5203 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7390_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.22.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5204 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5205 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5206 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5207 

Product: latitude_7390_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5208 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5209 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5210 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5211 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7400_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.15.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5212 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5213 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5214 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2373 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5215 

Product: latitude_7400_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5216 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5217 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5218 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5219 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7410_firmware 

Affected Version(s): * Up to (excluding) 1.11.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5220 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5221 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5222 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5223 

Product: latitude_7414_rugged_extreme_firmware 

Affected Version(s): * Up to (excluding) 1.33.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5224 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5225 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5226 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5227 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7420_firmware 

Affected Version(s): * Up to (excluding) 1.14.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5228 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5229 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5230 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5231 

Product: latitude_7424_rugged_extreme_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5232 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5233 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5234 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5235 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7480_firmware 

Affected Version(s): * Up to (excluding) 1.24.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5236 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5237 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5238 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5239 

Product: latitude_7490_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5240 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5241 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5242 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5243 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_7520_firmware 

Affected Version(s): * Up to (excluding) 1.14.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5244 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5245 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5246 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5247 

Product: latitude_9410_firmware 

Affected Version(s): * Up to (excluding) 1.11.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5248 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5249 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5250 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5251 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_9420_firmware 

Affected Version(s): * Up to (excluding) 1.8.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5252 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5253 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5254 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5255 

Product: latitude_9510_firmware 

Affected Version(s): * Up to (excluding) 1.9.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5256 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5257 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5258 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5259 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_9520_firmware 

Affected Version(s): * Up to (excluding) 1.10.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5260 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5261 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5262 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5263 

Product: latitude_e5270_firmware 

Affected Version(s): * Up to (excluding) 1.29.4 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5264 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5265 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5266 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5267 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_e5470_firmware 

Affected Version(s): * Up to (excluding) 1.29.4 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5268 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5269 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5270 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5271 

Product: latitude_e5570_firmware 

Affected Version(s): * Up to (excluding) 1.29.4 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5272 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5273 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5274 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5275 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_e7270_firmware 

Affected Version(s): * Up to (excluding) 1.32.4 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5276 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5277 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5278 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5279 

Product: latitude_e7470_firmware 

Affected Version(s): * Up to (excluding) 1.32.4 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5280 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5281 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5282 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5283 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: latitude_rugged_5430_firmware 

Affected Version(s): * Up to (excluding) 1.4.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5284 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5285 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5286 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5287 

Product: latitude_rugged_7330_firmware 

Affected Version(s): * Up to (excluding) 1.4.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5288 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5289 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5290 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-LATI-

200922/5291 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_3040_firmware 

Affected Version(s): * Up to (excluding) 1.18.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5292 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5293 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5294 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5295 

Product: optiplex_3046_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5296 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5297 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5298 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5299 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_3050_aio_firmware 

Affected Version(s): * Up to (excluding) 1.20.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5300 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5301 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5302 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5303 

Product: optiplex_3050_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5304 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2407 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5305 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5306 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5307 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_3060_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5308 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5309 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5310 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5311 

Product: optiplex_3070_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5312 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5313 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5314 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5315 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_3080_firmware 

Affected Version(s): * Up to (excluding) 2.8.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5316 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5317 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5318 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5319 

Product: optiplex_3090_firmware 

Affected Version(s): * Up to (excluding) 2.1.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5320 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5321 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5322 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5323 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_3090_ultra_firmware 

Affected Version(s): * Up to (excluding) 1.7.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5324 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5325 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5326 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5327 

Product: optiplex_3240_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5328 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5329 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5330 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5331 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_3280_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.11.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5332 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5333 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5334 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5335 

Product: optiplex_5040_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5336 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5337 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5338 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5339 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2420 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_5050_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5340 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5341 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5342 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5343 

Product: optiplex_5055_firmware 

Affected Version(s): * Up to (excluding) 1.6.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5344 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5345 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5346 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5347 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_5060_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5348 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5349 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5350 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5351 

Product: optiplex_5070_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5352 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5353 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5354 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5355 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_5080_firmware 

Affected Version(s): * Up to (excluding) 1.8.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5356 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5357 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5358 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5359 

Product: optiplex_5090_firmware 

Affected Version(s): * Up to (excluding) 1.4.3 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5360 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5361 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5362 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5363 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_5250_firmware 

Affected Version(s): * Up to (excluding) 1.20.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5364 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5365 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5366 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5367 

Product: optiplex_5260_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5368 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5369 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5370 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5371 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_5270_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5372 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5373 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5374 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5375 

Product: optiplex_5480_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5376 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5377 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5378 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5379 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_5490_aio_firmware 

Affected Version(s): * Up to (excluding) 1.7.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5380 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5381 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5382 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5383 

Product: optiplex_7040_firmware 

Affected Version(s): * Up to (excluding) 1.22.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5384 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5385 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5386 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5387 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7050_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5388 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5389 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5390 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5391 

Product: optiplex_7060_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5392 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5393 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5394 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5395 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7070_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5396 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5397 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5398 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5399 

Product: optiplex_7070_ultra_firmware 

Affected Version(s): * Up to (excluding) 1.11.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5400 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5401 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5402 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5403 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7071_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5404 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5405 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5406 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5407 

Product: optiplex_7080_firmware 

Affected Version(s): * Up to (excluding) 1.8.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5408 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5409 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5410 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5411 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7090_firmware 

Affected Version(s): * Up to (excluding) 1.6.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5412 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5413 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5414 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5415 

Product: optiplex_7090_ultra_firmware 

Affected Version(s): * Up to (excluding) 1.7.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5416 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5417 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5418 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5419 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7440_aio_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5420 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5421 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5422 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5423 

Product: optiplex_7450_firmware 

Affected Version(s): * Up to (excluding) 1.20.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5424 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5425 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5426 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5427 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7460_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5428 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5429 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5430 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5431 

Product: optiplex_7470_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5432 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2455 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5433 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5434 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5435 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7480_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5436 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5437 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5438 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5439 

Product: optiplex_7490_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.7.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5440 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5441 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5442 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5443 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7760_aio_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5444 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5445 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5446 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5447 

Product: optiplex_7770_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5448 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5449 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5450 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5451 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: optiplex_7780_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5452 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5453 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5454 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5455 

Product: optiplex_xe3_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5456 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5457 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5458 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-OPTI-

200922/5459 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3240_compact_firmware 

Affected Version(s): * Up to (excluding) 1.9.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5460 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5461 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5462 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5463 

Product: precision_3420_tower_firmware 

Affected Version(s): * Up to (excluding) 2.20.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5464 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5465 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5466 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5467 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3430_tower_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5468 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5469 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5470 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5471 

Product: precision_3431_tower_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5472 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5473 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5474 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5475 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3440_firmware 

Affected Version(s): * Up to (excluding) 1.8.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5476 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5477 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5478 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2472 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5479 

Product: precision_3450_firmware 

Affected Version(s): * Up to (excluding) 1.4.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5480 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5481 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5482 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5483 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2474 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3510_firmware 

Affected Version(s): * Up to (excluding) 1.29.4 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5484 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5485 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5486 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5487 

Product: precision_3520_firmware 

Affected Version(s): * Up to (excluding) 1.23.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5488 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5489 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5490 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5491 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3530_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5492 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5493 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5494 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5495 

Product: precision_3540_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5496 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5497 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5498 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5499 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2480 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3541_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5500 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5501 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5502 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5503 

Product: precision_3550_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5504 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5505 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5506 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5507 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2483 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3551_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5508 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5509 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5510 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5511 

Product: precision_3560_firmware 

Affected Version(s): * Up to (excluding) 1.15.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5512 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5513 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5514 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5515 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3561_firmware 

Affected Version(s): * Up to (excluding) 1.8.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5516 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5517 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5518 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5519 

Product: precision_3620_tower_firmware 

Affected Version(s): * Up to (excluding) 2.20.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5520 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5521 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5522 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5523 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3630_tower_firmware 

Affected Version(s): * Up to (excluding) 2.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5524 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5525 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5526 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2490 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5527 

Product: precision_3640_tower_firmware 

Affected Version(s): * Up to (excluding) 1.11.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5528 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5529 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5530 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5531 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_3650_tower_firmware 

Affected Version(s): * Up to (excluding) 1.7.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5532 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5533 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5534 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5535 

Product: precision_3930_rack_firmware 

Affected Version(s): * Up to (excluding) 2.16.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5536 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5537 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5538 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5539 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_5510_firmware 

Affected Version(s): * Up to (excluding) 1.20.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5540 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5541 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5542 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5543 

Product: precision_5520_firmware 

Affected Version(s): * Up to (excluding) 1.26.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5544 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5545 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5546 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5547 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_5530_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5548 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5549 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5550 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5551 

Product: precision_5530_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5552 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5553 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5554 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5555 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_5540_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5556 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5557 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5558 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5559 

Product: precision_5550_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5560 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5561 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5562 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5563 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_5560_firmware 

Affected Version(s): * Up to (excluding) 1.7.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5564 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5565 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5566 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5567 

Product: precision_5750_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5568 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2506 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5569 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5570 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5571 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_5760_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5572 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5573 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5574 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5575 

Product: precision_5820_tower_firmware 

Affected Version(s): * Up to (excluding) 2.14.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5576 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5577 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5578 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5579 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_7520_firmware 

Affected Version(s): * Up to (excluding) 1.23.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5580 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5581 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5582 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5583 

Product: precision_7530_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5584 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5585 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5586 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5587 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_7540_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5588 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5589 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5590 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5591 

Product: precision_7550_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5592 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5593 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5594 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5595 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_7560_firmware 

Affected Version(s): * Up to (excluding) 1.10.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5596 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5597 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5598 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5599 

Product: precision_7710_firmware 

Affected Version(s): * Up to (excluding) 1.25.3 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5600 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5601 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5602 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5603 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_7720_firmware 

Affected Version(s): * Up to (excluding) 1.23.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5604 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5605 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5606 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5607 

Product: precision_7730_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5608 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5609 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5610 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5611 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_7740_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5612 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5613 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5614 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5615 

Product: precision_7750_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5616 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5617 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5618 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5619 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_7760_firmware 

Affected Version(s): * Up to (excluding) 1.10.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5620 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5621 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5622 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5623 

Product: precision_7820_tower_firmware 

Affected Version(s): * Up to (excluding) 2.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5624 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5625 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5626 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5627 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: precision_7920_tower_firmware 

Affected Version(s): * Up to (excluding) 2.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5628 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5629 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5630 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-PREC-

200922/5631 

Product: vostro_15_7570_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5632 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5633 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5634 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5635 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_15_7580_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5636 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5637 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5638 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5639 

Product: vostro_3070_firmware 

Affected Version(s): * Up to (excluding) 2.21.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5640 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5641 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5642 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5643 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3267_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5644 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5645 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5646 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2535 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5647 

Product: vostro_3268_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5648 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5649 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5650 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5651 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3400_firmware 

Affected Version(s): * Up to (excluding) 1.11.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5652 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5653 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5654 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5655 

Product: vostro_3401_firmware 

Affected Version(s): * Up to (excluding) 1.11.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5656 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5657 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5658 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5659 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3468_firmware 

Affected Version(s): * Up to (excluding) 3.11.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5660 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5661 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5662 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5663 

Product: vostro_3470_firmware 

Affected Version(s): * Up to (excluding) 2.21.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5664 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5665 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5666 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5667 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3471_firmware 

Affected Version(s): * Up to (excluding) 1.9.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5668 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5669 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5670 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5671 

Product: vostro_3478_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5672 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5673 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5674 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5675 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2546 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3480_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5676 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5677 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5678 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5679 

Product: vostro_3481_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5680 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5681 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5682 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5683 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3490_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5684 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5685 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5686 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5687 

Product: vostro_3500_firmware 

Affected Version(s): * Up to (excluding) 1.11.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5688 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5689 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5690 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5691 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3501_firmware 

Affected Version(s): * Up to (excluding) 1.11.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5692 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5693 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5694 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5695 

Product: vostro_3510_firmware 

Affected Version(s): * Up to (excluding) 1.8.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5696 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5697 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5698 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5699 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3568_firmware 

Affected Version(s): * Up to (excluding) 3.11.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5700 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5701 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5702 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5703 

Product: vostro_3578_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5704 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5705 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5706 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5707 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3580_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5708 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5709 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5710 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5711 

Product: vostro_3581_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5712 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5713 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5714 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5715 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3583_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5716 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5717 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5718 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5719 

Product: vostro_3584_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5720 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5721 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5722 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5723 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3590_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5724 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5725 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5726 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5727 

Product: vostro_3660_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5728 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5729 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5730 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5731 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3667_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5732 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5733 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5734 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2568 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5735 

Product: vostro_3668_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5736 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5737 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5738 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5739 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3669_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5740 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5741 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5742 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5743 

Product: vostro_3670_firmware 

Affected Version(s): * Up to (excluding) 2.21.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5744 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5745 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5746 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5747 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3671_firmware 

Affected Version(s): * Up to (excluding) 1.9.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5748 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5749 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5750 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5751 

Product: vostro_3681_firmware 

Affected Version(s): * Up to (excluding) 2.8.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5752 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5753 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5754 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5755 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3690_firmware 

Affected Version(s): * Up to (excluding) 1.4.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5756 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5757 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5758 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5759 

Product: vostro_3710_firmware 

Affected Version(s): * Up to (excluding) 1.1.66 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5760 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5761 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5762 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5763 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3881_firmware 

Affected Version(s): * Up to (excluding) 2.8.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5764 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5765 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5766 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2580 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5767 

Product: vostro_3888_firmware 

Affected Version(s): * Up to (excluding) 2.8.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5768 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5769 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5770 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5771 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_3890_firmware 

Affected Version(s): * Up to (excluding) 1.4.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5772 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5773 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5774 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5775 

Product: vostro_3910_firmware 

Affected Version(s): * Up to (excluding) 1.1.66 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5776 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5777 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5778 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5779 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5090_firmware 

Affected Version(s): * Up to (excluding) 2.8.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5780 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5781 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5782 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5783 

Product: vostro_5300_firmware 

Affected Version(s): * Up to (excluding) 2.8.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5784 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5785 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5786 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5787 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5301_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5788 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5789 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5790 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5791 

Product: vostro_5310_firmware 

Affected Version(s): * Up to (excluding) 2.6.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5792 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5793 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5794 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5795 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5370_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5796 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5797 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5798 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2592 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5799 

Product: vostro_5390_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5800 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5801 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5802 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5803 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5391_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5804 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5805 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5806 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5807 

Product: vostro_5401_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5808 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5809 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5810 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5811 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5402_firmware 

Affected Version(s): * Up to (excluding) 1.9.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5812 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5813 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5814 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5815 

Product: vostro_5410_firmware 

Affected Version(s): * Up to (excluding) 2.6.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5816 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5817 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5818 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5819 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5468_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5820 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5821 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5822 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5823 

Product: vostro_5471_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5824 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5825 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5826 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5827 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5481_firmware 

Affected Version(s): * Up to (excluding) 2.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5828 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5829 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5830 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5831 

Product: vostro_5490_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5832 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5833 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5834 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5835 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5491_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5836 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5837 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5838 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5839 

Product: vostro_5501_firmware 

Affected Version(s): * Up to (excluding) 1.10.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5840 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5841 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5842 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5843 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5502_firmware 

Affected Version(s): * Up to (excluding) 1.9.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5844 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5845 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5846 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5847 

Product: vostro_5510_firmware 

Affected Version(s): * Up to (excluding) 2.6.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5848 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2611 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5849 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5850 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5851 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2612 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5568_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5852 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5853 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5854 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5855 

Product: vostro_5581_firmware 

Affected Version(s): * Up to (excluding) 2.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5856 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5857 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5858 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5859 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5590_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5860 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5861 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5862 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5863 

Product: vostro_5591_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5864 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5865 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5866 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5867 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_5880_firmware 

Affected Version(s): * Up to (excluding) 1.8.2 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5868 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5869 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5870 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2619 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5871 

Product: vostro_5890_firmware 

Affected Version(s): * Up to (excluding) 1.4.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5872 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5873 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5874 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5875 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_7500_firmware 

Affected Version(s): * Up to (excluding) 1.11.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5876 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5877 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5878 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5879 

Product: vostro_7510_firmware 

Affected Version(s): * Up to (excluding) 1.4.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5880 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5881 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5882 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5883 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: vostro_7590_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5884 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5885 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5886 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-VOST-

200922/5887 

Product: wyse_5070_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-WYSE-

200922/5888 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2626 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-WYSE-

200922/5889 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-WYSE-

200922/5890 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-WYSE-

200922/5891 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: wyse_5470_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.14.1 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-WYSE-

200922/5892 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-WYSE-

200922/5893 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-WYSE-

200922/5894 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-WYSE-

200922/5895 

Product: wyse_5470_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-WYSE-

200922/5896 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-WYSE-

200922/5897 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-WYSE-

200922/5898 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-WYSE-

200922/5899 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: wyse_7040_thin_client_firmware 

Affected Version(s): * Up to (excluding) 1.14.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-WYSE-

200922/5900 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-WYSE-

200922/5901 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-WYSE-

200922/5902 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-WYSE-

200922/5903 

Product: xps_13_9305_firmware 

Affected Version(s): * Up to (excluding) 1.3.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5904 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5905 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5906 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5907 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: xps_13_9310_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 2.7.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5908 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5909 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5910 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5911 

Product: xps_13_9310_firmware 

Affected Version(s): * Up to (excluding) 3.4.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5912 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2635 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5913 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5914 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5915 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2636 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: xps_13_9360_firmware 

Affected Version(s): * Up to (excluding) 2.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5916 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5917 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5918 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5919 

Product: xps_13_9365_firmware 

Affected Version(s): * Up to (excluding) 2.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5920 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5921 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5922 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5923 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: xps_13_9370_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5924 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5925 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5926 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5927 

Product: xps_13_9380_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5928 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5929 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5930 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5931 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: xps_15_7590_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5932 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5933 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5934 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5935 

Product: xps_15_9500_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5936 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5937 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5938 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5939 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: xps_15_9510_firmware 

Affected Version(s): * Up to (excluding) 1.7.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5940 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5941 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5942 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2646 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5943 

Product: xps_15_9575_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5944 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2647 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5945 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5946 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5947 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: xps_17_9700_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5948 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5949 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5950 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5951 

Product: xps_17_9710_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5952 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5953 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5954 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5955 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: xps_27_7760_firmware 

Affected Version(s): * Up to (excluding) 2.13.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5956 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5957 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5958 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5959 

Product: xps_7590_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5960 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5961 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5962 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5963 
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security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

Product: xps_8940_firmware 

Affected Version(s): * Up to (excluding) 2.4.0 

Improper 

Authentica

tion 

06-Sep-2022 7.8 

Dell BIOS versions 

contain an Improper 

Authentication 

vulnerability. A 

locally authenticated 

malicious user could 

potentially exploit 

this vulnerability by 

sending malicious 

input to an SMI in 

order to bypass 

security controls. 

CVE ID : CVE-2022-

26858 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5964 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

Dell BIOS versions 

contain a stack-

based buffer 

overflow 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

bypass security 

checks resulting in 

arbitrary code 

execution in SMM. 

CVE ID : CVE-2022-

26860 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5965 

N/A 06-Sep-2022 7.8 

Dell BIOS versions 

contain an Insecure 

Automated 

Optimization 

vulnerability. A local 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5966 
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authenticated 

malicious user could 

exploit this 

vulnerability by 

sending malicious 

input via SMI to 

obtain arbitrary code 

execution during 

SMM. 

CVE ID : CVE-2022-

26861 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Sep-2022 7 

Dell BIOS contains a 

race condition 

vulnerability. A local 

attacker could 

exploit this 

vulnerability by 

sending malicious 

input via SMI in 

order to bypass 

security checks 

during SMM. 

CVE ID : CVE-2022-

26859 

https://www.

dell.com/supp

ort/kbdoc/00

0202194 

O-DEL-XPS_-

200922/5967 

Vendor: Dlink 

Product: dap-1650_firmware 

Affected Version(s): 1.04b02_j65h 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

08-Sep-2022 9.8 

In D-Link DAP1650 

v1.04 firmware, the 

fileaccess.cgi 

program in the 

firmware has a 

buffer overflow 

vulnerability caused 

by strncpy. 

CVE ID : CVE-2022-

36588 

https://www.

dlink.com/en/

security-

bulletin/, 

https://suppo

rt.dlink.com/P

roductInfo.asp

x?m=DAP-

1650 

O-DLI-DAP--

200922/5968 

Product: dir-1960_firmware 

Affected Version(s): 1.11 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

07-Sep-2022 7.5 

D-Link DIR-1960 

firmware DIR-

1960_A1_1.11 was 

discovered to 

contain a buffer 

overflow via srtcat in 

prog.cgi. This 

vulnerability allowed 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

HTTP request. 

CVE ID : CVE-2022-

31414 

https://www.

dlink.com/en/

security-

bulletin/, 

https://tsd.dli

nk.com.tw/dd

go 

O-DLI-DIR--

200922/5969 

Vendor: Fedoraproject 

Product: fedora 

Affected Version(s): 36 

Improper 

Input 

Validation 

09-Sep-2022 5.5 

A flaw was found in 

the Linux kernel. A 

denial of service flaw 

may occur if there is 

a consecutive 

request of the 

NVME_IOCTL_RESET 

and the 

NVME_IOCTL_SUBSY

S_RESET through the 

device file of the 

driver, resulting in a 

PCIe link disconnect. 

CVE ID : CVE-2022-

3169 

https://bugzil

la.kernel.org/

show_bug.cgi?

id=214771 

O-FED-FEDO-

200922/5970 

Vendor: Fortinet 

Product: fortios 

Affected Version(s): 7.2.0 

N/A 06-Sep-2022 7.5 

A improper 

verification of source 

of a communication 

channel in Fortinet 

FortiOS with IPS 

engine version 7.201 

https://fortig

uard.com/psir

t/FG-IR-22-

073 

O-FOR-FORT-

200922/5971 
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through 7.214, 7.001 

through 7.113, 6.001 

through 6.121, 5.001 

through 5.258 and 

before 4.086 allows a 

remote and 

unauthenticated 

attacker to trigger 

the sending of 

"blocked page" 

HTML data to an 

arbitrary victim via 

crafted TCP requests, 

potentially flooding 

the victim. 

CVE ID : CVE-2022-

27491 

N/A 06-Sep-2022 3.3 

A missing 

cryptographic steps 

vulnerability [CWE-

325] in the functions 

that encrypt the 

keytab files in 

FortiOS version 

7.2.0, 7.0.0 through 

7.0.5 and below 7.0.0 

may allow an 

attacker in 

possession of the 

encrypted file to 

decipher it. 

CVE ID : CVE-2022-

29053 

https://fortig

uard.com/psir

t/FG-IR-22-

158 

O-FOR-FORT-

200922/5972 

Affected Version(s): From (including) 6.0.0 Up to (including) 6.0.14 

N/A 06-Sep-2022 7.5 

A improper 

verification of source 

of a communication 

channel in Fortinet 

FortiOS with IPS 

engine version 7.201 

through 7.214, 7.001 

through 7.113, 6.001 

https://fortig

uard.com/psir

t/FG-IR-22-

073 

O-FOR-FORT-

200922/5973 
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through 6.121, 5.001 

through 5.258 and 

before 4.086 allows a 

remote and 

unauthenticated 

attacker to trigger 

the sending of 

"blocked page" 

HTML data to an 

arbitrary victim via 

crafted TCP requests, 

potentially flooding 

the victim. 

CVE ID : CVE-2022-

27491 

N/A 06-Sep-2022 3.3 

A missing 

cryptographic steps 

vulnerability [CWE-

325] in the functions 

that encrypt the 

keytab files in 

FortiOS version 

7.2.0, 7.0.0 through 

7.0.5 and below 7.0.0 

may allow an 

attacker in 

possession of the 

encrypted file to 

decipher it. 

CVE ID : CVE-2022-

29053 

https://fortig

uard.com/psir

t/FG-IR-22-

158 

O-FOR-FORT-

200922/5974 

Affected Version(s): From (including) 6.2.0 Up to (excluding) 6.2.11 

N/A 06-Sep-2022 7.5 

A improper 

verification of source 

of a communication 

channel in Fortinet 

FortiOS with IPS 

engine version 7.201 

through 7.214, 7.001 

through 7.113, 6.001 

through 6.121, 5.001 

through 5.258 and 

https://fortig

uard.com/psir

t/FG-IR-22-

073 

O-FOR-FORT-

200922/5975 
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before 4.086 allows a 

remote and 

unauthenticated 

attacker to trigger 

the sending of 

"blocked page" 

HTML data to an 

arbitrary victim via 

crafted TCP requests, 

potentially flooding 

the victim. 

CVE ID : CVE-2022-

27491 

Affected Version(s): From (including) 6.2.0 Up to (including) 6.2.11 

N/A 06-Sep-2022 3.3 

A missing 

cryptographic steps 

vulnerability [CWE-

325] in the functions 

that encrypt the 

keytab files in 

FortiOS version 

7.2.0, 7.0.0 through 

7.0.5 and below 7.0.0 

may allow an 

attacker in 

possession of the 

encrypted file to 

decipher it. 

CVE ID : CVE-2022-

29053 

https://fortig

uard.com/psir

t/FG-IR-22-

158 

O-FOR-FORT-

200922/5976 

Affected Version(s): From (including) 6.4.0 Up to (excluding) 6.4.9 

N/A 06-Sep-2022 7.5 

A improper 

verification of source 

of a communication 

channel in Fortinet 

FortiOS with IPS 

engine version 7.201 

through 7.214, 7.001 

through 7.113, 6.001 

through 6.121, 5.001 

through 5.258 and 

before 4.086 allows a 

https://fortig

uard.com/psir

t/FG-IR-22-

073 

O-FOR-FORT-

200922/5977 
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remote and 

unauthenticated 

attacker to trigger 

the sending of 

"blocked page" 

HTML data to an 

arbitrary victim via 

crafted TCP requests, 

potentially flooding 

the victim. 

CVE ID : CVE-2022-

27491 

Affected Version(s): From (including) 6.4.0 Up to (including) 6.4.9 

N/A 06-Sep-2022 3.3 

A missing 

cryptographic steps 

vulnerability [CWE-

325] in the functions 

that encrypt the 

keytab files in 

FortiOS version 

7.2.0, 7.0.0 through 

7.0.5 and below 7.0.0 

may allow an 

attacker in 

possession of the 

encrypted file to 

decipher it. 

CVE ID : CVE-2022-

29053 

https://fortig

uard.com/psir

t/FG-IR-22-

158 

O-FOR-FORT-

200922/5978 

Affected Version(s): From (including) 7.0.0 Up to (excluding) 7.0.6 

N/A 06-Sep-2022 7.5 

A improper 

verification of source 

of a communication 

channel in Fortinet 

FortiOS with IPS 

engine version 7.201 

through 7.214, 7.001 

through 7.113, 6.001 

through 6.121, 5.001 

through 5.258 and 

before 4.086 allows a 

remote and 

https://fortig

uard.com/psir

t/FG-IR-22-

073 

O-FOR-FORT-

200922/5979 
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unauthenticated 

attacker to trigger 

the sending of 

"blocked page" 

HTML data to an 

arbitrary victim via 

crafted TCP requests, 

potentially flooding 

the victim. 

CVE ID : CVE-2022-

27491 

N/A 06-Sep-2022 3.3 

A missing 

cryptographic steps 

vulnerability [CWE-

325] in the functions 

that encrypt the 

keytab files in 

FortiOS version 

7.2.0, 7.0.0 through 

7.0.5 and below 7.0.0 

may allow an 

attacker in 

possession of the 

encrypted file to 

decipher it. 

CVE ID : CVE-2022-

29053 

https://fortig

uard.com/psir

t/FG-IR-22-

158 

O-FOR-FORT-

200922/5980 

Vendor: fpt 

Product: g-97rg3_firmware 

Affected Version(s): r4.2.43.078 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

08-Sep-2022 8.8 

FPT G-97RG6M 

R4.2.98.035 and G-

97RG3 R4.2.43.078 

are vulnerable to 

Remote Command 

Execution in the ping 

function. 

CVE ID : CVE-2022-

38531 

N/A 
O-FPT-G-97-

200922/5981 

Product: g-97rg6m_firmware 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2662 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): r4.2.98.035 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

08-Sep-2022 8.8 

FPT G-97RG6M 

R4.2.98.035 and G-

97RG3 R4.2.43.078 

are vulnerable to 

Remote Command 

Execution in the ping 

function. 

CVE ID : CVE-2022-

38531 

N/A 
O-FPT-G-97-

200922/5982 

Vendor: Freebsd 

Product: freebsd 

Affected Version(s): * Up to (excluding) 7.0 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

06-Sep-2022 7.5 

** UNSUPPORTED 

WHEN ASSIGNED ** 

sys/netinet/tcp_time

r.h in FreeBSD before 

7.0 contains a denial-

of-service (DoS) 

vulnerability due to 

improper handling of 

TSopt on TCP 

connections. NOTE: 

This vulnerability 

only affects products 

that are no longer 

supported by the 

maintainer. 

CVE ID : CVE-2022-

32264 

https://cgit.fr

eebsd.org/src

/commit/?id=

4dc630cdd2f7

a790604d272

4ecb19c6aa95

130a7 

O-FRE-FREE-

200922/5983 

Vendor: Google 

Product: android 

Affected Version(s): 11.0 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/5984 
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code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

GetCorrectDbLangua

geTypeEsPKc 

function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36863 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/5985 

Missing 

Authorizati

on 

09-Sep-2022 7.8 

In network service, 

there is a missing 

permission check. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed 

CVE ID : CVE-2022-

39119 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/1567706

76459234918

6 

O-GOO-ANDR-

200922/5986 

Use of 

Externally-

Controlled 

Input to 

Select 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

This could lead to 

https://corp.

mediatek.com

/product-

security-

O-GOO-ANDR-

200922/5987 
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Classes or 

Code 

('Unsafe 

Reflection'

) 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

PrepareRecogLibrar

y_Part function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36841 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/5988 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

prepareRecogLibrar

y function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36842 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/5989 
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Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

MHW_RECOG_LIB_IN

FO function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36843 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/5990 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

HWR::EngJudgeMod

el::Construct() in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36844 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/5991 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

MHW_RECOG_LIB_IN

FO function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36845 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/5992 
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Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

ConstructDictionary 

function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36846 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/5993 

Use After 

Free 
09-Sep-2022 7.8 

Use after free 

vulnerability in 

sdp_mm_set_process

_sensitive function of 

sdpmm driver prior 

to SMR Sep-2022 

Release 1 allows 

attackers to perform 

malicious actions. 

CVE ID : CVE-2022-

36849 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/5994 

Use After 

Free 
09-Sep-2022 7.8 

A use after free 

vulnerability in 

iva_ctl driver prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36855 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/5995 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

GetCorrectDbLangua

geTypeEsPKc() 

function in 

libSDKRecognitionTe

xt.spensdk.samsung.

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/5996 
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so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36858 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

LoadEnvironment 

function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36860 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/5997 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

HWR::EngineCJK::Im

pl::Construct() in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36862 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/5998 

N/A 09-Sep-2022 7.5 

Intent redirection in 

Photo Editor prior to 

SMR Sep-2022 

Release 1 allows 

attacker to get 

sensitive 

information. 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/5999 
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CVE ID : CVE-2022-

36853 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In apusys, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07063849; 

Issue ID: 

ALPS07063849. 

CVE ID : CVE-2022-

26448 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6000 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6001 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

https://corp.

mediatek.com

/product-

security-

O-GOO-ANDR-

200922/6002 
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local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

Issue ID: 

ALPS06664701. 

CVE ID : CVE-2022-

26454 

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07138490; 

Issue ID: 

ALPS07138490. 

CVE ID : CVE-2022-

26457 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6003 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6004 
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ID: ALPS07032678; 

Issue ID: 

ALPS07032678. 

CVE ID : CVE-2022-

26458 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032590; 

Issue ID: 

ALPS07032590. 

CVE ID : CVE-2022-

26460 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6005 

N/A 06-Sep-2022 6.7 

In vow, there is a 

possible undefined 

behavior due to an 

API misuse. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032604; 

Issue ID: 

ALPS07032604. 

CVE ID : CVE-2022-

26461 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6006 
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Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032699; 

Issue ID: 

ALPS07032699. 

CVE ID : CVE-2022-

26464 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6007 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6008 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6009 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6010 

Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6011 
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exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

Out-of-

bounds 

Read 

09-Sep-2022 5.5 

Out of bound read in 

libapexjni.media.sam

sung.so prior to SMR 

Sep-2022 Release 1 

allows attacker 

access unauthorized 

information. 

CVE ID : CVE-2022-

36854 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6012 

Incorrect 

Authorizati

on 

09-Sep-2022 5.5 

Improper 

Authorization 

vulnerability in 

setDualDARPolicyCm

d prior to SMR Sep-

2022 Release 1 

allows local 

attackers to cause 

local permanent 

denial of service. 

CVE ID : CVE-2022-

36848 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6013 

Improper 

Privilege 

Manageme

nt 

09-Sep-2022 5.3 

Custom permission 

misuse vulnerability 

in SystemUI prior to 

SMR Sep-2022 

Release 1 allows 

attacker to use some 

protected functions 

with SystemUI 

privilege. 

CVE ID : CVE-2022-

36861 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6014 

Improper 

Link 

Resolution 

06-Sep-2022 4.4 
In vow, there is a 

possible information 

disclosure due to a 

https://corp.

mediatek.com

/product-

O-GOO-ANDR-

200922/6015 
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Before File 

Access 

('Link 

Following') 

symbolic link 

following. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06545473; 

Issue ID: 

ALPS06545473. 

CVE ID : CVE-2022-

26456 

security-

bulletin/Septe

mber-2022 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an integer overflow. 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032634; 

Issue ID: 

ALPS07032634. 

CVE ID : CVE-2022-

26459 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6016 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6017 
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not needed for 

exploitation. Patch 

ID: ALPS07032660; 

Issue ID: 

ALPS07032660. 

CVE ID : CVE-2022-

26462 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032686; 

Issue ID: 

ALPS07032686. 

CVE ID : CVE-2022-

26463 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6018 

Incorrect 

Authorizati

on 

09-Sep-2022 3.3 

Improper 

Authorization 

vulnerability in 

Video Editor prior to 

SMR Sep-2022 

Release 1 allows 

local attacker to 

access internal 

application data. 

CVE ID : CVE-2022-

36852 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6019 

N/A 09-Sep-2022 3.3 

Improper access 

control in Group 

Sharing prior to 

versions 13.0.6.15 in 

Android S(12), 

13.0.6.14 in Android 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09 

O-GOO-ANDR-

200922/6020 
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R(11) and below 

allows attackers to 

access device 

information. 

CVE ID : CVE-2022-

36865 

N/A 09-Sep-2022 3.3 

Improper access 

control vulnerability 

in Broadcaster in 

Group Sharing prior 

to versions 13.0.6.15 

in Android S(12), 

13.0.6.14 in Android 

R(11) and below 

allows attackers to 

identify the device. 

CVE ID : CVE-2022-

36866 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09 

O-GOO-ANDR-

200922/6021 

Incorrect 

Authorizati

on 

09-Sep-2022 2.4 

Improper 

Authorization 

vulnerability in 

Photo Editor prior to 

SMR Sep-2022 

Release 1 allows 

physical attackers to 

read internal 

application data. 

CVE ID : CVE-2022-

36857 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6022 

Affected Version(s): 10.0 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6023 
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exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

PrepareRecogLibrar

y_Part function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36841 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6024 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

prepareRecogLibrar

y function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36842 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6025 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

MHW_RECOG_LIB_IN

FO function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6026 
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SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36843 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

HWR::EngJudgeMod

el::Construct() in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36844 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6027 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

MHW_RECOG_LIB_IN

FO function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36845 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6028 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

ConstructDictionary 

function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6029 
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SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36846 

Use After 

Free 
09-Sep-2022 7.8 

Use after free 

vulnerability in 

mtp_send_signal 

function of MTP 

driver prior to SMR 

Sep-2022 Release 1 

allows attackers to 

perform malicious 

actions. 

CVE ID : CVE-2022-

36847 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6030 

Use After 

Free 
09-Sep-2022 7.8 

Use after free 

vulnerability in 

sdp_mm_set_process

_sensitive function of 

sdpmm driver prior 

to SMR Sep-2022 

Release 1 allows 

attackers to perform 

malicious actions. 

CVE ID : CVE-2022-

36849 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6031 

Use After 

Free 
09-Sep-2022 7.8 

A use after free 

vulnerability in 

iva_ctl driver prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36855 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6032 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

GetCorrectDbLangua

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

O-GOO-ANDR-

200922/6033 
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geTypeEsPKc() 

function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36858 

sb?year=2022

&month=09 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

LoadEnvironment 

function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36860 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6034 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

HWR::EngineCJK::Im

pl::Construct() in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36862 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6035 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 
A heap-based 

overflow 

vulnerability in 

https://securi

ty.samsungmo

bile.com/secu

O-GOO-ANDR-

200922/6036 
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GetCorrectDbLangua

geTypeEsPKc 

function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36863 

rityUpdate.sm

sb?year=2022

&month=09 

Missing 

Authorizati

on 

09-Sep-2022 7.8 

In network service, 

there is a missing 

permission check. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed 

CVE ID : CVE-2022-

39119 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/1567706

76459234918

6 

O-GOO-ANDR-

200922/6037 

N/A 09-Sep-2022 7.5 

Intent redirection in 

Photo Editor prior to 

SMR Sep-2022 

Release 1 allows 

attacker to get 

sensitive 

information. 

CVE ID : CVE-2022-

36853 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6038 

Incorrect 

Authorizati

on 

09-Sep-2022 5.5 

Improper 

Authorization 

vulnerability in 

setDualDARPolicyCm

d prior to SMR Sep-

2022 Release 1 

allows local 

attackers to cause 

local permanent 

denial of service. 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6039 
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CVE ID : CVE-2022-

36848 

Out-of-

bounds 

Read 

09-Sep-2022 5.5 

Out of bound read in 

libapexjni.media.sam

sung.so prior to SMR 

Sep-2022 Release 1 

allows attacker 

access unauthorized 

information. 

CVE ID : CVE-2022-

36854 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6040 

Improper 

Privilege 

Manageme

nt 

09-Sep-2022 5.3 

Custom permission 

misuse vulnerability 

in SystemUI prior to 

SMR Sep-2022 

Release 1 allows 

attacker to use some 

protected functions 

with SystemUI 

privilege. 

CVE ID : CVE-2022-

36861 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6041 

Affected Version(s): 12.0 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6042 
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Use After 

Free 
09-Sep-2022 7.8 

A use after free 

vulnerability in 

iva_ctl driver prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36855 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6043 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

GetCorrectDbLangua

geTypeEsPKc() 

function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36858 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6044 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

PrepareRecogLibrar

y_Part function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36841 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6045 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

LoadEnvironment 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

O-GOO-ANDR-

200922/6046 
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function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36860 

sb?year=2022

&month=09 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

ConstructDictionary 

function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36846 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6047 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

HWR::EngineCJK::Im

pl::Construct() in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36862 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6048 

Use of 

Externally-

Controlled 

Input to 

06-Sep-2022 7.8 

In MtkEmail, there is 

a possible escalation 

of privilege due to 

fragment injection. 

https://corp.

mediatek.com

/product-

security-

O-GOO-ANDR-

200922/6049 
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Select 

Classes or 

Code 

('Unsafe 

Reflection'

) 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07216598; 

Issue ID: 

ALPS07216598. 

CVE ID : CVE-2022-

26469 

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

GetCorrectDbLangua

geTypeEsPKc 

function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36863 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6050 

Missing 

Authorizati

on 

09-Sep-2022 7.8 

In network service, 

there is a missing 

permission check. 

This could lead to 

local escalation of 

privilege with no 

additional execution 

privileges needed 

CVE ID : CVE-2022-

39119 

https://www.

unisoc.com/e

n_us/secy/an

nouncementD

etail/1567706

76459234918

6 

O-GOO-ANDR-

200922/6051 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

prepareRecogLibrar

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

O-GOO-ANDR-

200922/6052 
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y function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36842 

sb?year=2022

&month=09 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

MHW_RECOG_LIB_IN

FO function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36843 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6053 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

HWR::EngJudgeMod

el::Construct() in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36844 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6054 

Out-of-

bounds 

Write 

09-Sep-2022 7.8 

A heap-based 

overflow 

vulnerability in 

MHW_RECOG_LIB_IN

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

O-GOO-ANDR-

200922/6055 
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FO function in 

libSDKRecognitionTe

xt.spensdk.samsung.

so library prior to 

SMR Sep-2022 

Release 1 allows 

attacker to cause 

memory access fault. 

CVE ID : CVE-2022-

36845 

sb?year=2022

&month=09 

Use After 

Free 
09-Sep-2022 7.8 

Use after free 

vulnerability in 

sdp_mm_set_process

_sensitive function of 

sdpmm driver prior 

to SMR Sep-2022 

Release 1 allows 

attackers to perform 

malicious actions. 

CVE ID : CVE-2022-

36849 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6056 

N/A 09-Sep-2022 7.5 

Intent redirection in 

Photo Editor prior to 

SMR Sep-2022 

Release 1 allows 

attacker to get 

sensitive 

information. 

CVE ID : CVE-2022-

36853 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6057 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In apusys, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6058 
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exploitation. Patch 

ID: ALPS07063849; 

Issue ID: 

ALPS07063849. 

CVE ID : CVE-2022-

26448 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In apusys, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07177810; 

Issue ID: 

ALPS07177810. 

CVE ID : CVE-2022-

26449 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6059 

Use After 

Free 
06-Sep-2022 6.7 

In ged, there is a 

possible use after 

free due to improper 

locking. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07202966; 

Issue ID: 

ALPS07202966. 

CVE ID : CVE-2022-

26451 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6060 
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Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to an 

integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664701; 

Issue ID: 

ALPS06664701. 

CVE ID : CVE-2022-

26454 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6061 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In gz, there is a 

possible memory 

corruption due to 

incorrect error 

handling. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07177858; 

Issue ID: 

ALPS07177858. 

CVE ID : CVE-2022-

26455 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6062 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6063 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07138490; 

Issue ID: 

ALPS07138490. 

CVE ID : CVE-2022-

26457 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

a missing bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032678; 

Issue ID: 

ALPS07032678. 

CVE ID : CVE-2022-

26458 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6064 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032590; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6065 
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Issue ID: 

ALPS07032590. 

CVE ID : CVE-2022-

26460 

N/A 06-Sep-2022 6.7 

In vow, there is a 

possible undefined 

behavior due to an 

API misuse. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032604; 

Issue ID: 

ALPS07032604. 

CVE ID : CVE-2022-

26461 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6066 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In vow, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032699; 

Issue ID: 

ALPS07032699. 

CVE ID : CVE-2022-

26464 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6067 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 
In audio ipi, there is 

a possible out of 

bounds write due to 

https://corp.

mediatek.com

/product-

O-GOO-ANDR-

200922/6068 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2692 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

security-

bulletin/Septe

mber-2022 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In rpmb, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07167738; 

Issue ID: 

ALPS07167738. 

CVE ID : CVE-2022-

26467 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6069 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In aie, there is a 

possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6070 
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User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07116037; 

Issue ID: 

ALPS07116037. 

CVE ID : CVE-2022-

26470 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6071 

Use After 

Free 
06-Sep-2022 6.7 

In teei, there is a 

possible memory 

corruption due to a 

use after free. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06664675; 

Issue ID: 

ALPS06664675. 

CVE ID : CVE-2022-

26453 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6072 
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Out-of-

bounds 

Write 

06-Sep-2022 6.6 

In preloader (usb), 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege, for an 

attacker who has 

physical access to 

the device, with no 

additional execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS07168125; 

Issue ID: 

ALPS07168125. 

CVE ID : CVE-2022-

26468 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6073 

Use After 

Free 
06-Sep-2022 6.4 

In apusys, there is a 

possible use after 

free due to a race 

condition. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07177801; 

Issue ID: 

ALPS07177801. 

CVE ID : CVE-2022-

26450 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6074 

Out-of-

bounds 

Read 

09-Sep-2022 5.5 

Out of bound read in 

libapexjni.media.sam

sung.so prior to SMR 

Sep-2022 Release 1 

allows attacker 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

O-GOO-ANDR-

200922/6075 
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access unauthorized 

information. 

CVE ID : CVE-2022-

36854 

sb?year=2022

&month=09 

Incorrect 

Authorizati

on 

09-Sep-2022 5.5 

Improper 

Authorization 

vulnerability in 

setDualDARPolicyCm

d prior to SMR Sep-

2022 Release 1 

allows local 

attackers to cause 

local permanent 

denial of service. 

CVE ID : CVE-2022-

36848 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6076 

Improper 

Privilege 

Manageme

nt 

09-Sep-2022 5.3 

Custom permission 

misuse vulnerability 

in SystemUI prior to 

SMR Sep-2022 

Release 1 allows 

attacker to use some 

protected functions 

with SystemUI 

privilege. 

CVE ID : CVE-2022-

36861 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6077 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

09-Sep-2022 4.7 

Path traversal 

vulnerability in 

CallBGProvider prior 

to SMR Sep-2022 

Release 1 allows 

attacker to overwrite 

arbitrary file with 

phone uid. 

CVE ID : CVE-2022-

36850 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6078 

Integer 

Overflow 

or 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an integer overflow. 

https://corp.

mediatek.com

/product-

security-

O-GOO-ANDR-

200922/6079 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2696 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Wraparoun

d 

This could lead to 

local information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032634; 

Issue ID: 

ALPS07032634. 

CVE ID : CVE-2022-

26459 

bulletin/Septe

mber-2022 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS07032660; 

Issue ID: 

ALPS07032660. 

CVE ID : CVE-2022-

26462 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6080 

Out-of-

bounds 

Read 

06-Sep-2022 4.4 

In vow, there is a 

possible out of 

bounds read due to 

an incorrect bounds 

check. This could 

lead to local 

information 

disclosure with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-GOO-ANDR-

200922/6081 
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exploitation. Patch 

ID: ALPS07032686; 

Issue ID: 

ALPS07032686. 

CVE ID : CVE-2022-

26463 

N/A 09-Sep-2022 3.3 

Improper access 

control vulnerability 

in Telecom 

application prior to 

SMR Sep-2022 

Release 1 allows 

attacker to start 

emergency calls via 

undefined 

permission. 

CVE ID : CVE-2022-

36856 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6082 

Incorrect 

Authorizati

on 

09-Sep-2022 3.3 

Improper 

Authorization 

vulnerability in 

Video Editor prior to 

SMR Sep-2022 

Release 1 allows 

local attacker to 

access internal 

application data. 

CVE ID : CVE-2022-

36852 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6083 

N/A 09-Sep-2022 3.3 

Improper access 

control in Group 

Sharing prior to 

versions 13.0.6.15 in 

Android S(12), 

13.0.6.14 in Android 

R(11) and below 

allows attackers to 

access device 

information. 

CVE ID : CVE-2022-

36865 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09 

O-GOO-ANDR-

200922/6084 
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N/A 09-Sep-2022 3.3 

Improper access 

control vulnerability 

in Broadcaster in 

Group Sharing prior 

to versions 13.0.6.15 

in Android S(12), 

13.0.6.14 in Android 

R(11) and below 

allows attackers to 

identify the device. 

CVE ID : CVE-2022-

36866 

https://securi

ty.samsungmo

bile.com/servi

ceWeb.smsb?y

ear==2022&m

onth=09 

O-GOO-ANDR-

200922/6085 

Incorrect 

Authorizati

on 

09-Sep-2022 2.4 

Improper 

Authorization 

vulnerability in 

Photo Editor prior to 

SMR Sep-2022 

Release 1 allows 

physical attackers to 

read internal 

application data. 

CVE ID : CVE-2022-

36857 

https://securi

ty.samsungmo

bile.com/secu

rityUpdate.sm

sb?year=2022

&month=09 

O-GOO-ANDR-

200922/6086 

Vendor: HP 

Product: hp-ux 

Affected Version(s): - 

Improper 

Input 

Validation 

09-Sep-2022 5.4 

IBM WebSphere 

Application Server 

7.0, 8.0, 8.5, and 9.0 

and IBM WebSphere 

Application Server 

Liberty 17.0.0.3 

through 22.0.0.9 are 

vulnerable to HTTP 

header injection, 

caused by improper 

validation. This could 

allow an attacker to 

conduct various 

attacks against the 

vulnerable system, 

including cache 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

29429, 

https://www.i

bm.com/supp

ort/pages/no

de/6618747 

O-HP-HP-U-

200922/6087 
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poisoning and cross-

site scripting. IBM X-

Force ID: 229429. 

CVE ID : CVE-2022-

34165 

Vendor: IBM 

Product: aix 

Affected Version(s): - 

Improper 

Input 

Validation 

09-Sep-2022 5.4 

IBM WebSphere 

Application Server 

7.0, 8.0, 8.5, and 9.0 

and IBM WebSphere 

Application Server 

Liberty 17.0.0.3 

through 22.0.0.9 are 

vulnerable to HTTP 

header injection, 

caused by improper 

validation. This could 

allow an attacker to 

conduct various 

attacks against the 

vulnerable system, 

including cache 

poisoning and cross-

site scripting. IBM X-

Force ID: 229429. 

CVE ID : CVE-2022-

34165 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

29429, 

https://www.i

bm.com/supp

ort/pages/no

de/6618747 

O-IBM-AIX-

200922/6088 

Product: i 

Affected Version(s): - 

Improper 

Input 

Validation 

09-Sep-2022 5.4 

IBM WebSphere 

Application Server 

7.0, 8.0, 8.5, and 9.0 

and IBM WebSphere 

Application Server 

Liberty 17.0.0.3 

through 22.0.0.9 are 

vulnerable to HTTP 

header injection, 

caused by improper 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

29429, 

https://www.i

bm.com/supp

ort/pages/no

de/6618747 

O-IBM-I-

200922/6089 
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validation. This could 

allow an attacker to 

conduct various 

attacks against the 

vulnerable system, 

including cache 

poisoning and cross-

site scripting. IBM X-

Force ID: 229429. 

CVE ID : CVE-2022-

34165 

Product: z\/os 

Affected Version(s): - 

Improper 

Input 

Validation 

09-Sep-2022 5.4 

IBM WebSphere 

Application Server 

7.0, 8.0, 8.5, and 9.0 

and IBM WebSphere 

Application Server 

Liberty 17.0.0.3 

through 22.0.0.9 are 

vulnerable to HTTP 

header injection, 

caused by improper 

validation. This could 

allow an attacker to 

conduct various 

attacks against the 

vulnerable system, 

including cache 

poisoning and cross-

site scripting. IBM X-

Force ID: 229429. 

CVE ID : CVE-2022-

34165 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

29429, 

https://www.i

bm.com/supp

ort/pages/no

de/6618747 

O-IBM-Z\/O-

200922/6090 

Vendor: innosilicon 

Product: a10_firmware 

Affected Version(s): a10_20200924_120556 

N/A 01-Sep-2022 8.8 

InnoSilicon A10 

a10_20200924_1205

56 was discovered to 

contain a remote 

N/A 
O-INN-A10_-

200922/6091 
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code execution (RCE) 

vulnerability in the 

setPlatformAPI 

function. 

CVE ID : CVE-2022-

36602 

Product: t3t\+_firmware 

Affected Version(s): t2t\\+_soc_20190911_151433 

N/A 01-Sep-2022 8.8 

InnoSilicon T3T+ 

t2t+_soc_20190911_

151433.swu was 

discovered to 

contain a remote 

code execution (RCE) 

vulnerability in the 

checkUrl function. 

CVE ID : CVE-2022-

36603 

N/A 
O-INN-T3T\-

200922/6092 

Vendor: jinglemining 

Product: jasminer_x4_server_firmware 

Affected Version(s): * Up to (including) 20220621-090907 

N/A 01-Sep-2022 9.8 

The Eclipse TCF 

debug interface in 

JasMiner-X4-Server-

20220621-090907 

and below is open on 

port 1534. This issue 

allows 

unauthenticated 

attackers to gain root 

privileges on the 

affected device and 

access sensitive data 

or execute arbitrary 

commands. 

CVE ID : CVE-2022-

36601 

N/A 
O-JIN-JASM-

200922/6093 

Vendor: Linksys 

Product: e5350_firmware 
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Affected Version(s): * Up to (including) 1.0.00.037 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

12-Sep-2022 7.5 

On Linksys E5350 

WiFi Router with 

firmware version 

1.0.00.037 and 

lower, (and 

potentially other 

vendors/devices due 

to code reuse), the 

/SysInfo.htm URI 

does not require a 

session ID. This web 

page calls a 

show_sysinfo 

function which 

retrieves WPA 

passwords, SSIDs, 

MAC Addresses, 

serial numbers, WPS 

Pins, and 

hardware/firmware 

versions, and prints 

this information into 

the web page. This 

web page is visible 

when remote 

management is 

enabled. A user who 

has access to the web 

interface of the 

device can extract 

these secrets. If the 

device has remote 

management 

enabled and is 

connected directly to 

the internet, this 

vulnerability is 

exploitable over the 

internet without 

interaction. 

CVE ID : CVE-2022-

35572 

N/A 
O-LIN-E535-

200922/6094 
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Vendor: Linux 

Product: linux_kernel 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Sep-2022 7.8 

123elf Lotus 1-2-3 

before 1.0.0rc3 for 

Linux, and Lotus 1-2-

3 R3 for UNIX and 

other platforms 

through 9.8.2, allow 

attackers to execute 

arbitrary code via a 

crafted worksheet. 

This occurs because 

of a stack-based 

buffer overflow in 

the cell format 

processing routines, 

as demonstrated by a 

certain function call 

from process_fmt() 

that can be reached 

via a w3r_format 

element in a wk3 

document. 

CVE ID : CVE-2022-

39843 

N/A 
O-LIN-LINU-

200922/6095 

Use of 

Uninitialize

d Resource 

01-Sep-2022 6.5 

A flaw was found in 

vDPA with VDUSE 

backend. There are 

currently no checks 

in VDUSE kernel 

driver to ensure the 

size of the device 

config space is in line 

with the features 

advertised by the 

VDUSE userspace 

application. In case 

of a mismatch, Virtio 

drivers config read 

helpers do not 

initialize the memory 

N/A 
O-LIN-LINU-

200922/6096 
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indirectly passed to 

vduse_vdpa_get_conf

ig() returning 

uninitialized 

memory from the 

stack. This could 

cause undefined 

behavior or data 

leaks in Virtio 

drivers. 

CVE ID : CVE-2022-

2308 

Improper 

Input 

Validation 

01-Sep-2022 6.5 

NVIDIA’s 

distribution of the 

Data Plane 

Development Kit 

(MLNX_DPDK) 

contains a 

vulnerability in the 

network stack, 

where error 

recovery is not 

handled properly, 

which can allow a 

remote attacker to 

cause denial of 

service and some 

impact to data 

integrity and 

confidentiality. 

CVE ID : CVE-2022-

28199 

https://nvidia

.custhelp.com

/app/answers

/detail/a_id/5

389 

O-LIN-LINU-

200922/6097 

Improper 

Input 

Validation 

09-Sep-2022 5.4 

IBM WebSphere 

Application Server 

7.0, 8.0, 8.5, and 9.0 

and IBM WebSphere 

Application Server 

Liberty 17.0.0.3 

through 22.0.0.9 are 

vulnerable to HTTP 

header injection, 

caused by improper 

validation. This could 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

29429, 

https://www.i

bm.com/supp

ort/pages/no

de/6618747 

O-LIN-LINU-

200922/6098 
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allow an attacker to 

conduct various 

attacks against the 

vulnerable system, 

including cache 

poisoning and cross-

site scripting. IBM X-

Force ID: 229429. 

CVE ID : CVE-2022-

34165 

N/A 01-Sep-2022 5.3 

An issue was found 

in the Linux kernel in 

nf_conntrack_irc 

where the message 

handling can be 

confused and 

incorrectly matches 

the message. A 

firewall may be able 

to be bypassed when 

users are using 

unencrypted IRC 

with 

nf_conntrack_irc 

configured. 

CVE ID : CVE-2022-

2663 

https://lore.k

ernel.org/netf

ilter-

devel/202208

26045658.10

0360-1-

dgl@dgl.cx/T/ 

O-LIN-LINU-

200922/6099 

Affected Version(s): * Up to (excluding) 5.18 

NULL 

Pointer 

Dereferenc

e 

01-Sep-2022 5.5 

An issue was 

discovered in the 

Linux kernel through 

5.16-rc6. There is a 

lack of check after 

calling vzalloc() and 

lack of free after 

allocation in 

drivers/media/test-

drivers/vidtv/vidtv_

s302m.c. 

CVE ID : CVE-2022-

3078 

https://git.ker

nel.org/pub/s

cm/linux/ker

nel/git/torval

ds/linux.git/c

ommit/?h=v5.

19-

rc2&id=e6a21

a14106d9718

aa4f8e115b1e

474888eeba4

4 

O-LIN-LINU-

200922/6100 
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Affected Version(s): * Up to (excluding) 5.18.17 

N/A 02-Sep-2022 7.8 

An issue was 

discovered the x86 

KVM subsystem in 

the Linux kernel 

before 5.18.17. 

Unprivileged guest 

users can 

compromise the 

guest kernel because 

TLB flush operations 

are mishandled in 

certain 

KVM_VCPU_PREEMP

TED situations. 

CVE ID : CVE-2022-

39189 

https://bugs.c

hromium.org/

p/project-

zero/issues/d

etail?id=2309, 

https://git.ker

nel.org/cgit/li

nux/kernel/gi

t/torvalds/lin

ux.git/commit

/?id=6cd8824

3c7e03845a4

50795e134b4

88fc2afb736, 

https://cdn.ke

rnel.org/pub/

linux/kernel/

v5.x/ChangeL

og-5.18.17 

O-LIN-LINU-

200922/6101 

Affected Version(s): * Up to (excluding) 5.19 

Integer 

Overflow 

or 

Wraparoun

d 

05-Sep-2022 7.8 

An issue was 

discovered in the 

Linux kernel before 

5.19. In 

pxa3xx_gcu_write in 

drivers/video/fbdev

/pxa3xx-gcu.c, the 

count parameter has 

a type conflict of 

size_t versus int, 

causing an integer 

overflow and 

bypassing the size 

check. After that, 

because it is used as 

the third argument 

to copy_from_user(), 

a heap overflow may 

occur. 

CVE ID : CVE-2022-

39842 

https://cdn.ke

rnel.org/pub/

linux/kernel/

v5.x/ChangeL

og-5.19, 

https://github

.com/torvalds

/linux/commi

t/a09d2d00af

53b43c6f11e6

ab3cb58443c

2cac8a7 

O-LIN-LINU-

200922/6102 
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Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

02-Sep-2022 4.7 

An issue was 

discovered in 

include/asm-

generic/tlb.h in the 

Linux kernel before 

5.19. Because of a 

race condition 

(unmap_mapping_ra

nge versus 

munmap), a device 

driver can free a 

page while it still has 

stale TLB entries. 

This only occurs in 

situations with 

VM_PFNMAP VMAs. 

CVE ID : CVE-2022-

39188 

https://github

.com/torvalds

/linux/commi

t/b67fbebd4cf

980aecbcc750

e1462128bffe

8ae15, 

https://lore.k

ernel.org/stab

le/CAG48ez3S

EqOPcPCYGH

VZv4iqEApujD

5VtM3Re-

tCKLDEFdEdb

g@mail.gmail.

com/, 

https://cdn.ke

rnel.org/pub/

linux/kernel/

v5.x/ChangeL

og-5.19 

O-LIN-LINU-

200922/6103 

Affected Version(s): * Up to (excluding) 5.19.6 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

An issue was 

discovered in 

net/netfilter/nf_tabl

es_api.c in the Linux 

kernel before 5.19.6. 

A denial of service 

can occur upon 

binding to an already 

bound chain. 

CVE ID : CVE-2022-

39190 

https://github

.com/torvalds

/linux/commi

t/e02f0d3970

404bfea385b6

edb86f2d936

db0ea2b, 

https://cdn.ke

rnel.org/pub/

linux/kernel/

v5.x/ChangeL

og-5.19.6, 

https://lore.k

ernel.org/all/

20220824220

330.64283-

12-

pablo@netfilt

er.org/ 

O-LIN-LINU-

200922/6104 

Affected Version(s): * Up to (including) 5.19.8 
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Use After 

Free 
09-Sep-2022 4.7 

An issue was 

discovered in the 

Linux kernel through 

5.19.8. 

drivers/firmware/efi

/capsule-loader.c has 

a race condition with 

a resultant use-after-

free. 

CVE ID : CVE-2022-

40307 

https://github

.com/torvalds

/linux/commi

t/9cb636b5f6

a8cc6d1b508

09ec8f8d33ae

0c84c95 

O-LIN-LINU-

200922/6105 

Affected Version(s): 4.19 

Improper 

Input 

Validation 

09-Sep-2022 5.5 

A flaw was found in 

the Linux kernel. A 

denial of service flaw 

may occur if there is 

a consecutive 

request of the 

NVME_IOCTL_RESET 

and the 

NVME_IOCTL_SUBSY

S_RESET through the 

device file of the 

driver, resulting in a 

PCIe link disconnect. 

CVE ID : CVE-2022-

3169 

https://bugzil

la.kernel.org/

show_bug.cgi?

id=214771 

O-LIN-LINU-

200922/6106 

Affected Version(s): 5.18 

Out-of-

bounds 

Write 

01-Sep-2022 7.8 

An integer coercion 

error was found in 

the openvswitch 

kernel module. Given 

a sufficiently large 

number of actions, 

while copying and 

reserving memory 

for a new action of a 

new flow, the 

reserve_sfa_size() 

function does not 

return -EMSGSIZE as 

expected, potentially 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2084479, 

https://github

.com/torvalds

/linux/commi

t/cefa91b233

2d7009bc0be

5d951d6cbbf

349f90f8 

O-LIN-LINU-

200922/6107 
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leading to an out-of-

bounds write access. 

This flaw allows a 

local user to crash or 

potentially escalate 

their privileges on 

the system. 

CVE ID : CVE-2022-

2639 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

01-Sep-2022 7 

A race condition was 

found the Linux 

kernel in 

perf_event_open() 

which can be 

exploited by an 

unprivileged user to 

gain root privileges. 

The bug allows to 

build several exploit 

primitives such as 

kernel address 

information leak, 

arbitrary execution, 

etc. 

CVE ID : CVE-2022-

1729 

https://www.

openwall.com

/lists/oss-

security/2022

/05/20/2, 

https://git.ker

nel.org/pub/s

cm/linux/ker

nel/git/torval

ds/linux.git/c

ommit/?id=3a

c6487e584a1

eb54071dbe1

212e05b8841

36704 

O-LIN-LINU-

200922/6108 

Divide By 

Zero 
01-Sep-2022 5.5 

Found Linux Kernel 

flaw in the i740 

driver. The 

Userspace program 

could pass any 

values to the driver 

through ioctl() 

interface. The driver 

doesn't check the 

value of 'pixclock', so 

it may cause a divide 

by zero error. 

CVE ID : CVE-2022-

3061 

https://git.ker

nel.org/pub/s

cm/linux/ker

nel/git/deller

/linux-

fbdev.git/com

mit/?id=15cf0

b82271b1823

fb02ab8c377b

adba614d95d

5 

O-LIN-LINU-

200922/6109 

Affected Version(s): 5.19 
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Integer 

Overflow 

or 

Wraparoun

d 

05-Sep-2022 7.8 

An issue was 

discovered in the 

Linux kernel before 

5.19. In 

pxa3xx_gcu_write in 

drivers/video/fbdev

/pxa3xx-gcu.c, the 

count parameter has 

a type conflict of 

size_t versus int, 

causing an integer 

overflow and 

bypassing the size 

check. After that, 

because it is used as 

the third argument 

to copy_from_user(), 

a heap overflow may 

occur. 

CVE ID : CVE-2022-

39842 

https://cdn.ke

rnel.org/pub/

linux/kernel/

v5.x/ChangeL

og-5.19, 

https://github

.com/torvalds

/linux/commi

t/a09d2d00af

53b43c6f11e6

ab3cb58443c

2cac8a7 

O-LIN-LINU-

200922/6110 

Vendor: Microsoft 

Product: windows 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Sep-2022 8.8 

OS Command 

Injection 

vulnerability in 

Hitachi RAID 

Manager Storage 

Replication Adapter 

allows remote 

authenticated users 

to execute arbitrary 

OS commands. This 

issue affects: Hitachi 

RAID Manager 

Storage Replication 

Adapter 02.01.04 

versions prior to 

02.03.02 on 

Windows; 02.05.00 

versions prior to 

https://www.

hitachi.co.jp/p

roducts/it/sto

rage-

solutions/glob

al/sec_info/20

22/2022_307.

html 

O-MIC-WIND-

200922/6111 
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02.05.01 on 

Windows and 

Docker. 

CVE ID : CVE-2022-

34883 

Untrusted 

Search 

Path 

07-Sep-2022 7.3 

Poetry is a 

dependency 

manager for Python. 

To handle 

dependencies that 

come from a Git 

repository, Poetry 

executes various 

commands, e.g. `git 

config`. These 

commands are being 

executed using the 

executable’s name 

and not its absolute 

path. This can lead to 

the execution of 

untrusted code due 

to the way Windows 

resolves executable 

names to paths. 

Unlike Linux-based 

operating systems, 

Windows searches 

for the executable in 

the current directory 

first and looks in the 

paths that are 

defined in the `PATH` 

environment 

variable afterward. 

This vulnerability 

can lead to Arbitrary 

Code Execution, 

which would lead to 

the takeover of the 

system. If a 

developer is 

exploited, the 

https://github

.com/python-

poetry/poetry

/security/advi

sories/GHSA-

j4j9-7hg9-

97g6 

O-MIC-WIND-

200922/6112 
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attacker could steal 

credentials or persist 

their access. If the 

exploit happens on a 

server, the attackers 

could use their 

access to attack 

other internal 

systems. Since this 

vulnerability 

requires a fair 

amount of user 

interaction, it is not 

as dangerous as a 

remotely exploitable 

one. However, it still 

puts developers at 

risk when dealing 

with untrusted files 

in a way they think is 

safe. The victim 

could also not 

protect themself by 

vetting any Git or 

Poetry config files 

that might be 

present in the 

directory, because 

the behavior is 

undocumented. 

Versions 1.1.9 and 

1.2.0b1 contain 

patches for this 

issue. 

CVE ID : CVE-2022-

36070 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

06-Sep-2022 6.7 

IObit Malware 

Fighter v9.2 for 

Microsoft Windows 

lacks tamper 

protection, allowing 

authenticated 

attackers with 

N/A 
O-MIC-WIND-

200922/6113 
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Administrator 

privileges to modify 

processes within the 

application and 

escalate privileges to 

SYSTEM via a crafted 

executable. 

CVE ID : CVE-2022-

37771 

Improper 

Input 

Validation 

01-Sep-2022 6.5 

NVIDIA’s 

distribution of the 

Data Plane 

Development Kit 

(MLNX_DPDK) 

contains a 

vulnerability in the 

network stack, 

where error 

recovery is not 

handled properly, 

which can allow a 

remote attacker to 

cause denial of 

service and some 

impact to data 

integrity and 

confidentiality. 

CVE ID : CVE-2022-

28199 

https://nvidia

.custhelp.com

/app/answers

/detail/a_id/5

389 

O-MIC-WIND-

200922/6114 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

06-Sep-2022 6.5 

Information 

Exposure Through 

an Error Message 

vulnerability in 

Hitachi RAID 

Manager Storage 

Replication Adapter 

allows remote 

authenticated users 

to gain sensitive 

information. This 

issue affects: Hitachi 

RAID Manager 

Storage Replication 

https://www.

hitachi.co.jp/p

roducts/it/sto

rage-

solutions/glob

al/sec_info/20

22/2022_307.

html 

O-MIC-WIND-

200922/6115 
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Adapter 02.01.04 

versions prior to 

02.03.02 on 

Windows; 02.05.00 

versions prior to 

02.05.01 on 

Windows and 

Docker. 

CVE ID : CVE-2022-

34882 

N/A 06-Sep-2022 5.9 

A vulnerability in the 

Aruba Virtual 

Intranet Access (VIA) 

client for Microsoft 

Windows operating 

system client 

communications that 

could allow for an 

attacker in a 

privileged network 

position to intercept 

sensitive information 

in Aruba Virtual 

Intranet Access (VIA) 

client for Microsoft 

Windows operating 

system versions: 

4.3.0 build 2208101 

and below. Aruba 

has released 

upgrades for Virtual 

Intranet Access (VIA) 

Client that address 

this security 

vulnerability. 

CVE ID : CVE-2022-

23678 

https://www.

arubanetwork

s.com/assets/

alert/ARUBA-

PSA-2022-

011.txt 

O-MIC-WIND-

200922/6116 

Improper 

Input 

Validation 

09-Sep-2022 5.4 

IBM WebSphere 

Application Server 

7.0, 8.0, 8.5, and 9.0 

and IBM WebSphere 

Application Server 

Liberty 17.0.0.3 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

29429, 

https://www.i

O-MIC-WIND-

200922/6117 
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through 22.0.0.9 are 

vulnerable to HTTP 

header injection, 

caused by improper 

validation. This could 

allow an attacker to 

conduct various 

attacks against the 

vulnerable system, 

including cache 

poisoning and cross-

site scripting. IBM X-

Force ID: 229429. 

CVE ID : CVE-2022-

34165 

bm.com/supp

ort/pages/no

de/6618747 

Vendor: neatgear 

Product: r6200 

Affected Version(s): r6200v2-v1.0.3.12 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

08-Sep-2022 8.8 

Command injection 

vulnerability was 

discovered in 

Netgear R6200 v2 

firmware through 

R6200v2-V1.0.3.12 

via binary 

/sbin/acos_service 

that could allow 

remote 

authenticated 

attackers the ability 

to modify values in 

the vulnerable 

parameter. 

CVE ID : CVE-2022-

30079 

https://www.

netgear.com/a

bout/security

/ 

O-NEA-R620-

200922/6118 

Vendor: Netgear 

Product: r6200_firmware 

Affected Version(s): * Up to (including) 1.0.3.12_10.1.11 

Improper 

Neutralizat

ion of 

07-Sep-2022 8.8 
NETGEAR R6200_V2 

firmware versions 

through R6200v2-

https://www.

netgear.com/a

O-NET-R620-

200922/6119 
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Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

V1.0.3.12_10.1.11 

and R6300_V2 

firmware versions 

through R6300v2-

V1.0.4.52_10.0.93 

allow remote 

authenticated 

attackers to execute 

arbitrary command 

via shell 

metacharacters in 

the ipv6_fix.cgi 

ipv6_wan_ipaddr, 

ipv6_lan_ipaddr, 

ipv6_wan_length, or 

ipv6_lan_length 

parameters. 

CVE ID : CVE-2022-

30078 

bout/security

/ 

Product: r6300_firmware 

Affected Version(s): * Up to (including) 1.0.4.52_10.0.93 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

07-Sep-2022 8.8 

NETGEAR R6200_V2 

firmware versions 

through R6200v2-

V1.0.3.12_10.1.11 

and R6300_V2 

firmware versions 

through R6300v2-

V1.0.4.52_10.0.93 

allow remote 

authenticated 

attackers to execute 

arbitrary command 

via shell 

metacharacters in 

the ipv6_fix.cgi 

ipv6_wan_ipaddr, 

ipv6_lan_ipaddr, 

ipv6_wan_length, or 

ipv6_lan_length 

parameters. 

https://www.

netgear.com/a

bout/security

/ 

O-NET-R630-

200922/6120 
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CVE ID : CVE-2022-

30078 

Vendor: Oracle 

Product: solaris 

Affected Version(s): - 

Improper 

Input 

Validation 

09-Sep-2022 5.4 

IBM WebSphere 

Application Server 

7.0, 8.0, 8.5, and 9.0 

and IBM WebSphere 

Application Server 

Liberty 17.0.0.3 

through 22.0.0.9 are 

vulnerable to HTTP 

header injection, 

caused by improper 

validation. This could 

allow an attacker to 

conduct various 

attacks against the 

vulnerable system, 

including cache 

poisoning and cross-

site scripting. IBM X-

Force ID: 229429. 

CVE ID : CVE-2022-

34165 

https://excha

nge.xforce.ibm

cloud.com/vul

nerabilities/2

29429, 

https://www.i

bm.com/supp

ort/pages/no

de/6618747 

O-ORA-SOLA-

200922/6121 

Vendor: phicomm 

Product: fir151b_firmware 

Affected Version(s): * Up to (including) 3.0.1.17 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

3.0.1.17 and earlier 

were discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the trHops 

parameter of the 

tracert function. 

N/A 
O-PHI-FIR1-

200922/6122 
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CVE ID : CVE-2022-

37777 

Affected Version(s): 3.0.1.17 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the current_time 

parameter of the 

time function. 

CVE ID : CVE-2022-

37778 

N/A 
O-PHI-FIR1-

200922/6123 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the sendnum 

parameter of the 

ping function. 

CVE ID : CVE-2022-

37779 

N/A 
O-PHI-FIR1-

200922/6124 

N/A 07-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the pingAddr 

N/A 
O-PHI-FIR1-

200922/6125 
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parameter of the 

tracert function. 

CVE ID : CVE-2022-

37780 

Product: fir300b_firmware 

Affected Version(s): * Up to (including) 3.0.1.17 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

3.0.1.17 and earlier 

were discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the trHops 

parameter of the 

tracert function. 

CVE ID : CVE-2022-

37777 

N/A 
O-PHI-FIR3-

200922/6126 

Affected Version(s): 3.0.1.17 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the current_time 

parameter of the 

time function. 

CVE ID : CVE-2022-

37778 

N/A 
O-PHI-FIR3-

200922/6127 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

N/A 
O-PHI-FIR3-

200922/6128 
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contain a remote 

command execution 

(RCE) vulnerability 

via the sendnum 

parameter of the 

ping function. 

CVE ID : CVE-2022-

37779 

N/A 07-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the pingAddr 

parameter of the 

tracert function. 

CVE ID : CVE-2022-

37780 

N/A 
O-PHI-FIR3-

200922/6129 

Product: fir302e_firmware 

Affected Version(s): * Up to (including) 3.0.1.17 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

3.0.1.17 and earlier 

were discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the trHops 

parameter of the 

tracert function. 

CVE ID : CVE-2022-

37777 

N/A 
O-PHI-FIR3-

200922/6130 

Affected Version(s): 3.0.1.17 

N/A 08-Sep-2022 7.2 Phicomm FIR151B 

A2, FIR302E A2, 
N/A 

O-PHI-FIR3-

200922/6131 
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FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the current_time 

parameter of the 

time function. 

CVE ID : CVE-2022-

37778 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the sendnum 

parameter of the 

ping function. 

CVE ID : CVE-2022-

37779 

N/A 
O-PHI-FIR3-

200922/6132 

N/A 07-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the pingAddr 

parameter of the 

tracert function. 

CVE ID : CVE-2022-

37780 

N/A 
O-PHI-FIR3-

200922/6133 

Product: fir303b_firmware 
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Affected Version(s): * Up to (including) 3.0.1.17 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

3.0.1.17 and earlier 

were discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the trHops 

parameter of the 

tracert function. 

CVE ID : CVE-2022-

37777 

N/A 
O-PHI-FIR3-

200922/6134 

Affected Version(s): 3.0.1.17 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the current_time 

parameter of the 

time function. 

CVE ID : CVE-2022-

37778 

N/A 
O-PHI-FIR3-

200922/6135 

N/A 08-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the sendnum 

parameter of the 

ping function. 

N/A 
O-PHI-FIR3-

200922/6136 
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CVE ID : CVE-2022-

37779 

N/A 07-Sep-2022 7.2 

Phicomm FIR151B 

A2, FIR302E A2, 

FIR300B A2, 

FIR303B A2 routers 

V3.0.1.17 were 

discovered to 

contain a remote 

command execution 

(RCE) vulnerability 

via the pingAddr 

parameter of the 

tracert function. 

CVE ID : CVE-2022-

37780 

N/A 
O-PHI-FIR3-

200922/6137 

Vendor: Qnap 

Product: qts 

Affected Version(s): 4.2.6 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

08-Sep-2022 9.1 

An externally 

controlled reference 

to a resource 

vulnerability has 

been reported to 

affect QNAP NAS 

running Photo 

Station. If exploited, 

This could allow an 

attacker to modify 

system files. We have 

already fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1: Photo 

Station 6.1.2 and 

later QTS 5.0.0/4.5.x: 

Photo Station 6.0.22 

and later QTS 4.3.6: 

Photo Station 5.7.18 

and later QTS 4.3.3: 

Photo Station 5.4.15 

and later QTS 4.2.6: 

https://www.

qnap.com/en/

security-

advisory/qsa-

22-24 

O-QNA-QTS-

200922/6138 
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Photo Station 5.2.14 

and later 

CVE ID : CVE-2022-

27593 

Affected Version(s): 4.3.3 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

08-Sep-2022 9.1 

An externally 

controlled reference 

to a resource 

vulnerability has 

been reported to 

affect QNAP NAS 

running Photo 

Station. If exploited, 

This could allow an 

attacker to modify 

system files. We have 

already fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1: Photo 

Station 6.1.2 and 

later QTS 5.0.0/4.5.x: 

Photo Station 6.0.22 

and later QTS 4.3.6: 

Photo Station 5.7.18 

and later QTS 4.3.3: 

Photo Station 5.4.15 

and later QTS 4.2.6: 

Photo Station 5.2.14 

and later 

CVE ID : CVE-2022-

27593 

https://www.

qnap.com/en/

security-

advisory/qsa-

22-24 

O-QNA-QTS-

200922/6139 

Affected Version(s): 4.3.6 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

08-Sep-2022 9.1 

An externally 

controlled reference 

to a resource 

vulnerability has 

been reported to 

affect QNAP NAS 

running Photo 

Station. If exploited, 

This could allow an 

https://www.

qnap.com/en/

security-

advisory/qsa-

22-24 

O-QNA-QTS-

200922/6140 
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attacker to modify 

system files. We have 

already fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1: Photo 

Station 6.1.2 and 

later QTS 5.0.0/4.5.x: 

Photo Station 6.0.22 

and later QTS 4.3.6: 

Photo Station 5.7.18 

and later QTS 4.3.3: 

Photo Station 5.4.15 

and later QTS 4.2.6: 

Photo Station 5.2.14 

and later 

CVE ID : CVE-2022-

27593 

Affected Version(s): 5.0.0 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

08-Sep-2022 9.1 

An externally 

controlled reference 

to a resource 

vulnerability has 

been reported to 

affect QNAP NAS 

running Photo 

Station. If exploited, 

This could allow an 

attacker to modify 

system files. We have 

already fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1: Photo 

Station 6.1.2 and 

later QTS 5.0.0/4.5.x: 

Photo Station 6.0.22 

and later QTS 4.3.6: 

Photo Station 5.7.18 

and later QTS 4.3.3: 

Photo Station 5.4.15 

and later QTS 4.2.6: 

https://www.

qnap.com/en/

security-

advisory/qsa-

22-24 

O-QNA-QTS-

200922/6141 
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Photo Station 5.2.14 

and later 

CVE ID : CVE-2022-

27593 

Affected Version(s): 5.0.1 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

08-Sep-2022 9.1 

An externally 

controlled reference 

to a resource 

vulnerability has 

been reported to 

affect QNAP NAS 

running Photo 

Station. If exploited, 

This could allow an 

attacker to modify 

system files. We have 

already fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1: Photo 

Station 6.1.2 and 

later QTS 5.0.0/4.5.x: 

Photo Station 6.0.22 

and later QTS 4.3.6: 

Photo Station 5.7.18 

and later QTS 4.3.3: 

Photo Station 5.4.15 

and later QTS 4.2.6: 

Photo Station 5.2.14 

and later 

CVE ID : CVE-2022-

27593 

https://www.

qnap.com/en/

security-

advisory/qsa-

22-24 

O-QNA-QTS-

200922/6142 

Affected Version(s): From (including) 4.5.1 Up to (including) 4.5.4.2012 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

08-Sep-2022 9.1 

An externally 

controlled reference 

to a resource 

vulnerability has 

been reported to 

affect QNAP NAS 

running Photo 

Station. If exploited, 

This could allow an 

https://www.

qnap.com/en/

security-

advisory/qsa-

22-24 

O-QNA-QTS-

200922/6143 
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attacker to modify 

system files. We have 

already fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1: Photo 

Station 6.1.2 and 

later QTS 5.0.0/4.5.x: 

Photo Station 6.0.22 

and later QTS 4.3.6: 

Photo Station 5.7.18 

and later QTS 4.3.3: 

Photo Station 5.4.15 

and later QTS 4.2.6: 

Photo Station 5.2.14 

and later 

CVE ID : CVE-2022-

27593 

Vendor: Qualcomm 

Product: apq8009w_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-APQ8-

200922/6144 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-APQ8-

200922/6145 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-APQ8-

200922/6146 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2729 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-APQ8-

200922/6147 

Product: apq8009_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-APQ8-

200922/6148 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-APQ8-

200922/6149 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-APQ8-

200922/6150 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-APQ8-

200922/6151 

Product: apq8017_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-APQ8-

200922/6152 
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Buffer 

Overflow') 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-APQ8-

200922/6153 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-APQ8-

200922/6154 
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Buffer 

Overflow') 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-APQ8-

200922/6155 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-APQ8-

200922/6156 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2734 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-APQ8-

200922/6157 

Product: apq8037_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-APQ8-

200922/6158 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2735 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: apq8053_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-APQ8-

200922/6159 

Improper 

Restriction 

of 

Operations 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

https://www.

qualcomm.co

m/company/

product-

O-QUA-APQ8-

200922/6160 
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within the 

Bounds of 

a Memory 

Buffer 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-APQ8-

200922/6161 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-APQ8-

200922/6162 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-APQ8-

200922/6163 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-APQ8-

200922/6164 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-APQ8-

200922/6165 

Product: apq8096au_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-APQ8-

200922/6166 
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a Memory 

Buffer 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-APQ8-

200922/6167 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-APQ8-

200922/6168 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-APQ8-

200922/6169 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

https://www.

qualcomm.co

m/company/

product-

O-QUA-APQ8-

200922/6170 
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corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

security/bulle

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia driver 

due to untrusted 

pointer dereference 

while reading data 

from socket in 

Snapdragon Auto 

CVE ID : CVE-2022-

22098 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-APQ8-

200922/6171 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-APQ8-

200922/6172 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-APQ8-

200922/6173 
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Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-APQ8-

200922/6174 

Product: aqt1000_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-AQT1-

200922/6175 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-AQT1-

200922/6176 
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CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-AQT1-

200922/6177 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-AQT1-

200922/6178 
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CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-AQT1-

200922/6179 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-AQT1-

200922/6180 
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Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-AQT1-

200922/6181 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-AQT1-

200922/6182 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-AQT1-

200922/6183 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-AQT1-

200922/6184 

Product: ar8031_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-AR80-

200922/6185 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-AR80-

200922/6186 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-AR80-

200922/6187 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-AR80-

200922/6188 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2749 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-AR80-

200922/6189 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-AR80-

200922/6190 

Product: ar8035_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-AR80-

200922/6191 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-AR80-

200922/6192 
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Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-AR80-

200922/6193 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-AR80-

200922/6194 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-AR80-

200922/6195 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: csra6620_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-CSRA-

200922/6196 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-CSRA-

200922/6197 
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Buffer 

Overflow') 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-CSRA-

200922/6198 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-CSRA-

200922/6199 
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Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-CSRA-

200922/6200 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-CSRA-

200922/6201 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

tins/august-

2022-bulletin 

Product: csra6640_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-CSRA-

200922/6202 

Buffer 

Copy 

without 

Checking 

Size of 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-CSRA-

200922/6203 
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Input 

('Classic 

Buffer 

Overflow') 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-CSRA-

200922/6204 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-CSRA-

200922/6205 
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Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-CSRA-

200922/6206 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

https://www.

qualcomm.co

m/company/

product-

O-QUA-CSRA-

200922/6207 
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corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

security/bulle

tins/august-

2022-bulletin 

Product: csrb31024_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-CSRB-

200922/6208 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-CSRB-

200922/6209 

Product: ipq4019_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-IPQ4-

200922/6210 
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Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: mdm9150_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6211 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6212 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6213 

Product: mdm9206_firmware 

Affected Version(s): - 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MDM9-

200922/6214 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MDM9-

200922/6215 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6216 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6217 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: mdm9250_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MDM9-

200922/6218 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6219 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6220 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6221 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: mdm9607_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MDM9-

200922/6222 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6223 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6224 

Product: mdm9626_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

https://www.

qualcomm.co

m/company/

product-

O-QUA-MDM9-

200922/6225 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2768 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

security/bulle

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6226 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6227 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: mdm9628_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MDM9-

200922/6228 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6229 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6230 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6231 

Product: mdm9640_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6232 
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Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6233 

Product: mdm9645_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6234 
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Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: mdm9650_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MDM9-

200922/6235 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MDM9-

200922/6236 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6237 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

O-QUA-MDM9-

200922/6238 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6239 
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CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MDM9-

200922/6240 

Product: msm8108_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6241 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: msm8208_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6242 

Product: msm8209_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6243 

Product: msm8608_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6244 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: msm8909w_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MSM8-

200922/6245 

Buffer 

Copy 

without 

02-Sep-2022 9.8 
Memory corruption 

due to buffer 

overflow while 

https://www.

qualcomm.co

m/company/

O-QUA-MSM8-

200922/6246 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

product-

security/bulle

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6247 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-MSM8-

200922/6248 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

tins/august-

2022-bulletin 

Product: msm8917_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MSM8-

200922/6249 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MSM8-

200922/6250 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MSM8-

200922/6251 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2783 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6252 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6253 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6254 

Product: msm8920_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6255 
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Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: msm8937_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MSM8-

200922/6256 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6257 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6258 

Product: msm8940_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6259 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: msm8953_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MSM8-

200922/6260 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MSM8-

200922/6261 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MSM8-

200922/6262 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6263 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6264 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6265 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6266 

Product: msm8996au_firmware 

Affected Version(s): - 

Improper 

Restriction 
02-Sep-2022 9.8 Memory corruption 

due to incorrect 

https://www.

qualcomm.co

O-QUA-MSM8-

200922/6267 
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of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MSM8-

200922/6268 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

https://www.

qualcomm.co

m/company/

O-QUA-MSM8-

200922/6269 
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parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

product-

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6270 
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CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-MSM8-

200922/6271 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

buffer overflow 

while processing 

count variable from 

client in Snapdragon 

Auto 

CVE ID : CVE-2022-

25680 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-MSM8-

200922/6272 

Product: pm8937_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-PM89-

200922/6273 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-PM89-

200922/6274 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-PM89-

200922/6275 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: qam8295p_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QAM8-

200922/6276 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QAM8-

200922/6277 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QAM8-

200922/6278 

Product: qca4020_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA4-

200922/6279 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA4-

200922/6280 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA4-

200922/6281 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA4-

200922/6282 

Product: qca6174a_firmware 

Affected Version(s): - 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6283 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6284 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6285 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6286 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6287 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6288 
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CVE ID : CVE-2022-

22080 

Product: qca6174_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6289 

Product: qca6175a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6290 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6291 

Product: qca6310_firmware 

Affected Version(s): - 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6292 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6293 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6294 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6295 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6296 

Product: qca6320_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6297 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6298 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6299 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6300 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6301 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: qca6335_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6302 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6303 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6304 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6305 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6306 

Product: qca6390_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

200922/6307 
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extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6308 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6309 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6310 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6311 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6312 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6313 
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Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6314 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6315 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6316 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6317 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6318 
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Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: qca6391_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6319 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6320 

Improper 

Restriction 

of 

02-Sep-2022 9.8 
Memory corruption 

due to incorrect 

pointer arithmetic 

https://www.

qualcomm.co

m/company/

O-QUA-QCA6-

200922/6321 
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Operations 

within the 

Bounds of 

a Memory 

Buffer 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

product-

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6322 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA6-

200922/6323 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6324 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6325 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6326 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6327 
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CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6328 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6329 

N/A 02-Sep-2022 7.8 
Improper validation 

of backend id in PCM 

routing process can 

https://www.

qualcomm.co

m/company/

O-QUA-QCA6-

200922/6330 
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lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

product-

security/bulle

tins/august-

2022-bulletin 

Product: qca6420_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6331 

Improper 

Restriction 

of 

Operations 

within the 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

200922/6332 
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Bounds of 

a Memory 

Buffer 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6333 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

200922/6334 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6335 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6336 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6337 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6338 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6339 

Product: qca6421_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6340 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6341 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6342 
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CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6343 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6344 

Product: qca6426_firmware 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6345 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6346 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6347 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6348 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA6-

200922/6349 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6350 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

200922/6351 
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check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

tins/august-

2022-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6352 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6353 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6354 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6355 

Product: qca6430_firmware 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6356 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6357 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6358 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6359 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA6-

200922/6360 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6361 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

200922/6362 
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issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6363 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6364 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2837 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: qca6431_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6365 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA6-

200922/6366 
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improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

security/bulle

tins/august-

2022-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6367 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6368 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6369 

Product: qca6436_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6370 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6371 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6372 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6373 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6374 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6375 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6376 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6377 
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Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6378 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6379 
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N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6380 

Product: qca6564au_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6381 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6382 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6383 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6384 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6385 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6386 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6387 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6388 
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Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6389 

Product: qca6564a_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6390 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6391 
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Buffer 

Overflow') 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6392 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6393 
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Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6394 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

200922/6395 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

tins/august-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6396 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6397 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6398 

Product: qca6564_firmware 

Affected Version(s): - 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6399 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6400 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6401 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6402 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6403 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6404 
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CVE ID : CVE-2022-

22080 

Product: qca6574au_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6405 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6406 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6407 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6408 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2857 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6409 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6410 
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CVE ID : CVE-2022-

22059 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6411 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6412 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6413 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6414 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6415 

Incorrect 

Type 
02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

https://www.

qualcomm.co

m/company/

O-QUA-QCA6-

200922/6416 
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Conversion 

or Cast 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

product-

security/bulle

tins/july-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6417 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6418 

Product: qca6574a_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6419 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6420 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6421 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6422 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6423 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6424 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6425 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

200922/6426 
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issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6427 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6428 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6429 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6430 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6431 

Product: qca6574_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

200922/6432 
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Input 

('Classic 

Buffer 

Overflow') 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6433 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

200922/6434 
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Buffer 

Overflow') 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6435 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6436 
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Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6437 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6438 
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Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6439 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6440 
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CVE ID : CVE-2022-

22080 

Product: qca6584au_firmware 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6441 

Product: qca6584_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6442 
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CVE ID : CVE-2022-

22062 

Product: qca6595au_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6443 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6444 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6445 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6446 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6447 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6448 
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CVE ID : CVE-2022-

22059 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6449 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6450 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6451 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6452 

Product: qca6595_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6453 
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Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6454 

Product: qca6696_firmware 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6455 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6456 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6457 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6458 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCA6-

200922/6459 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6460 

Missing 

Release of 

Memory 

after 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA6-

200922/6461 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2880 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Effective 

Lifetime 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6462 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6463 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA6-

200922/6464 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6465 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6466 

N/A 02-Sep-2022 7.8 Memory corruption 

in multimedia due to 

https://www.

qualcomm.co

O-QUA-QCA6-

200922/6467 
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improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA6-

200922/6468 

Product: qca8081_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA8-

200922/6469 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA8-

200922/6470 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA8-

200922/6471 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA8-

200922/6472 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: qca8337_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA8-

200922/6473 
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N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA8-

200922/6474 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA8-

200922/6475 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA8-

200922/6476 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA8-

200922/6477 

Product: qca9367_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA9-

200922/6478 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA9-

200922/6479 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA9-

200922/6480 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA9-

200922/6481 

Product: qca9377_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA9-

200922/6482 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA9-

200922/6483 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA9-

200922/6484 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA9-

200922/6485 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA9-

200922/6486 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA9-

200922/6487 

Product: qca9379_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA9-

200922/6488 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCA9-

200922/6489 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCA9-

200922/6490 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA9-

200922/6491 

Product: qca9984_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCA9-

200922/6492 

Product: qcm2290_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCM2-

200922/6493 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCM2-

200922/6494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCM2-

200922/6495 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCM2-

200922/6496 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCM2-

200922/6497 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2897 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCM2-

200922/6498 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCM2-

200922/6499 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCM2-

200922/6500 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCM2-

200922/6501 

Product: qcm4290_firmware 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCM4-

200922/6502 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCM4-

200922/6503 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCM4-

200922/6504 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCM4-

200922/6505 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCM4-

200922/6506 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCM4-

200922/6507 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCM4-

200922/6508 
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issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCM4-

200922/6509 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCM4-

200922/6510 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: qcm6125_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCM6-

200922/6511 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCM6-

200922/6512 
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APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

security/bulle

tins/august-

2022-bulletin 

Product: qcm6490_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCM6-

200922/6513 

Improper 

Restriction 

of 

Operations 

within the 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCM6-

200922/6514 
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Bounds of 

a Memory 

Buffer 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCM6-

200922/6515 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCM6-

200922/6516 
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Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCM6-

200922/6517 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCM6-

200922/6518 
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APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

security/bulle

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCM6-

200922/6519 

Product: qcn7605_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCN7-

200922/6520 
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check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

tins/august-

2022-bulletin 

Product: qcn7606_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCN7-

200922/6521 
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Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: qcs2290_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS2-

200922/6522 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS2-

200922/6523 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS2-

200922/6524 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS2-

200922/6525 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS2-

200922/6526 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS2-

200922/6527 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS2-

200922/6528 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS2-

200922/6529 
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CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS2-

200922/6530 

Product: qcs405_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS4-

200922/6531 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS4-

200922/6532 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS4-

200922/6533 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS4-

200922/6534 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS4-

200922/6535 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS4-

200922/6536 

Product: qcs410_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS4-

200922/6537 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS4-

200922/6538 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS4-

200922/6539 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS4-

200922/6540 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS4-

200922/6541 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS4-

200922/6542 

Use After 

Free 
02-Sep-2022 7.8 

Memory corruption 

in graphic driver due 

to use after free 

while calling 

multiple threads 

application to driver. 

in Snapdragon 

Consumer IOT 

CVE ID : CVE-2022-

22097 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS4-

200922/6543 

Product: qcs4290_firmware 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS4-

200922/6544 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS4-

200922/6545 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS4-

200922/6546 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS4-

200922/6547 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCS4-

200922/6548 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS4-

200922/6549 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCS4-

200922/6550 
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issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS4-

200922/6551 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS4-

200922/6552 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: qcs603_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS6-

200922/6553 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS6-

200922/6554 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS6-

200922/6555 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS6-

200922/6556 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS6-

200922/6557 

Product: qcs605_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCS6-

200922/6558 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS6-

200922/6559 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCS6-

200922/6560 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS6-

200922/6561 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS6-

200922/6562 

Product: qcs610_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS6-

200922/6563 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS6-

200922/6564 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS6-

200922/6565 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS6-

200922/6566 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS6-

200922/6567 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS6-

200922/6568 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS6-

200922/6569 

Use After 

Free 
02-Sep-2022 7.8 

Memory corruption 

in graphic driver due 

to use after free 

while calling 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QCS6-

200922/6570 
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multiple threads 

application to driver. 

in Snapdragon 

Consumer IOT 

CVE ID : CVE-2022-

22097 

security/bulle

tins/july-

2022-bulletin 

Product: qcs6125_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS6-

200922/6571 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCS6-

200922/6572 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2934 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

Product: qcs6490_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS6-

200922/6573 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS6-

200922/6574 
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a Memory 

Buffer 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QCS6-

200922/6575 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS6-

200922/6576 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS6-

200922/6577 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QCS6-

200922/6578 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QCS6-

200922/6579 

Product: qrb5165m_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QRB5-

200922/6580 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QRB5-

200922/6581 
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N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QRB5-

200922/6582 

Product: qrb5165n_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QRB5-

200922/6583 
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Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QRB5-

200922/6584 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QRB5-

200922/6585 
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Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: qrb5165_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QRB5-

200922/6586 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QRB5-

200922/6587 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QRB5-

200922/6588 

Product: qsm8350_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QSM8-

200922/6589 
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Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QSM8-

200922/6590 

Product: qualcomm215_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

https://www.

qualcomm.co

m/company/

product-

O-QUA-QUAL-

200922/6591 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

security/bulle

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-QUAL-

200922/6592 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-QUAL-

200922/6593 
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('Classic 

Buffer 

Overflow') 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QUAL-

200922/6594 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QUAL-

200922/6595 
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Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-QUAL-

200922/6596 

Product: sa415m_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA41-

200922/6597 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA41-

200922/6598 

N/A 02-Sep-2022 7.8 
Improper validation 

of backend id in PCM 

routing process can 

https://www.

qualcomm.co

m/company/

O-QUA-SA41-

200922/6599 
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lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

product-

security/bulle

tins/august-

2022-bulletin 

Product: sa515m_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA51-

200922/6600 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA51-

200922/6601 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA51-

200922/6602 

N/A 02-Sep-2022 7.8 
Improper validation 

of backend id in PCM 

routing process can 

https://www.

qualcomm.co

m/company/

O-QUA-SA51-

200922/6603 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2950 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

product-

security/bulle

tins/august-

2022-bulletin 

Product: sa6145p_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6604 

Buffer 

Copy 
02-Sep-2022 9.8 Memory corruption 

due to buffer 

https://www.

qualcomm.co

O-QUA-SA61-

200922/6605 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA61-

200922/6606 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SA61-

200922/6607 
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Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA61-

200922/6608 
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N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA61-

200922/6609 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6610 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6611 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6612 
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CVE ID : CVE-2022-

22104 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6613 

Product: sa6150p_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6614 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6615 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6616 

Uncontroll

ed 
02-Sep-2022 5.5 Denial of service in 

multimedia due to 

https://www.

qualcomm.co

O-QUA-SA61-

200922/6617 
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Resource 

Consumpti

on 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

Product: sa6155p_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6618 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6619 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6620 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA61-

200922/6621 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA61-

200922/6622 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA61-

200922/6623 
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Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA61-

200922/6624 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA61-

200922/6625 
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N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA61-

200922/6626 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6627 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6628 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6629 
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CVE ID : CVE-2022-

22104 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6630 

Product: sa6155_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6631 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6632 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA61-

200922/6633 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA61-

200922/6634 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA61-

200922/6635 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SA61-

200922/6636 
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Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA61-

200922/6637 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA61-

200922/6638 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: sa8145p_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6639 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6640 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6641 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6642 
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HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

Product: sa8150p_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6643 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6644 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6645 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6646 
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Product: sa8155p_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6647 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6648 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6649 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA81-

200922/6650 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA81-

200922/6651 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA81-

200922/6652 
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N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA81-

200922/6653 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA81-

200922/6654 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SA81-

200922/6655 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

tins/august-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6656 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6657 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6658 

Uncontroll

ed 

Resource 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SA81-

200922/6659 
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Consumpti

on 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

security/bulle

tins/july-

2022-bulletin 

Product: sa8155_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6660 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6661 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6662 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA81-

200922/6663 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA81-

200922/6664 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA81-

200922/6665 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA81-

200922/6666 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA81-

200922/6667 
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Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: sa8195p_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6668 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6669 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6670 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA81-

200922/6671 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA81-

200922/6672 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA81-

200922/6673 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2978 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA81-

200922/6674 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA81-

200922/6675 

N/A 02-Sep-2022 7.8 
Improper validation 

of backend id in PCM 

routing process can 

https://www.

qualcomm.co

m/company/

O-QUA-SA81-

200922/6676 
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lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

product-

security/bulle

tins/august-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6677 

Incorrect 

Type 

Conversion 

or Cast 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

incorrect type 

conversion while 

adding data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22102 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6678 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6679 
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Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA81-

200922/6680 

Product: sa8295p_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA82-

200922/6681 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA82-

200922/6682 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA82-

200922/6683 

Product: sa8540p_firmware 

Affected Version(s): - 
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Improper 

Validation 

of Array 

Index 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper validation 

of array index in 

Snapdragon Auto 

CVE ID : CVE-2022-

22099 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA85-

200922/6684 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA85-

200922/6685 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA85-

200922/6686 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper length 

check while copying 

the data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22106 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA85-

200922/6687 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA85-

200922/6688 
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Product: sa9000p_firmware 

Affected Version(s): - 

Improper 

Validation 

of Array 

Index 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper validation 

of array index in 

Snapdragon Auto 

CVE ID : CVE-2022-

22099 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA90-

200922/6689 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

received export 

descriptors in 

Snapdragon Auto 

CVE ID : CVE-2022-

22100 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA90-

200922/6690 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper check on 

the messages 

received. in 

Snapdragon Auto 

CVE ID : CVE-2022-

22104 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA90-

200922/6691 

N/A 02-Sep-2022 7.8 

Memory corruption 

in multimedia due to 

improper length 

check while copying 

the data in 

Snapdragon Auto 

CVE ID : CVE-2022-

22106 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SA90-

200922/6692 

Uncontroll

ed 

Resource 

Consumpti

on 

02-Sep-2022 5.5 

Denial of service in 

multimedia due to 

uncontrolled 

resource 

consumption while 

parsing an incoming 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SA90-

200922/6693 
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HAB message in 

Snapdragon Auto 

CVE ID : CVE-2022-

22101 

Product: sc8180x\+sdx55_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SC81-

200922/6694 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SC81-

200922/6695 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: sd210_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD21-

200922/6696 
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Product: sd429_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD42-

200922/6697 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD42-

200922/6698 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD42-

200922/6699 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD42-

200922/6700 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD42-

200922/6701 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD42-

200922/6702 
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Product: sd439_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD43-

200922/6703 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD43-

200922/6704 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2989 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD43-

200922/6705 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD43-

200922/6706 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD43-

200922/6707 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD43-

200922/6708 
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N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD43-

200922/6709 

Product: sd450_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD45-

200922/6710 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD45-

200922/6711 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD45-

200922/6712 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: sd460_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD46-

200922/6713 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD46-

200922/6714 

Improper 

Restriction 

of 

02-Sep-2022 9.8 
Memory corruption 

due to incorrect 

pointer arithmetic 

https://www.

qualcomm.co

m/company/

O-QUA-SD46-

200922/6715 
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Operations 

within the 

Bounds of 

a Memory 

Buffer 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

product-

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD46-

200922/6716 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SD46-

200922/6717 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD46-

200922/6718 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD46-

200922/6719 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD46-

200922/6720 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD46-

200922/6721 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD46-

200922/6722 

Product: sd480_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD48-

200922/6723 
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CVE ID : CVE-2022-

22096 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD48-

200922/6724 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD48-

200922/6725 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD48-

200922/6726 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD48-

200922/6727 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD48-

200922/6728 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD48-

200922/6729 
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Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD48-

200922/6730 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD48-

200922/6731 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD48-

200922/6732 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD48-

200922/6733 

Product: sd632_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD63-

200922/6734 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD63-

200922/6735 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD63-

200922/6736 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD63-

200922/6737 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD63-

200922/6738 
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Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD63-

200922/6739 

Product: sd660_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD66-

200922/6740 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD66-

200922/6741 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD66-

200922/6742 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD66-

200922/6743 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD66-

200922/6744 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD66-

200922/6745 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD66-

200922/6746 
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N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD66-

200922/6747 

Product: sd662_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD66-

200922/6748 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD66-

200922/6749 
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Buffer 

Overflow') 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD66-

200922/6750 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD66-

200922/6751 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3011 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD66-

200922/6752 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD66-

200922/6753 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD66-

200922/6754 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD66-

200922/6755 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD66-

200922/6756 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD66-

200922/6757 
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CVE ID : CVE-2022-

22080 

Product: sd665_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD66-

200922/6758 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD66-

200922/6759 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD66-

200922/6760 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD66-

200922/6761 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD66-

200922/6762 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD66-

200922/6763 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD66-

200922/6764 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

Product: sd670_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD67-

200922/6765 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD67-

200922/6766 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD67-

200922/6767 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD67-

200922/6768 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD67-

200922/6769 

N/A 02-Sep-2022 7.8 
Devices with 

keyprotect off may 

store unencrypted 

https://www.

qualcomm.co

m/company/

O-QUA-SD67-

200922/6770 
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keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

product-

security/bulle

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD67-

200922/6771 

Product: sd675_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD67-

200922/6772 
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command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD67-

200922/6773 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD67-

200922/6774 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD67-

200922/6775 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD67-

200922/6776 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD67-

200922/6777 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD67-

200922/6778 
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CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD67-

200922/6779 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD67-

200922/6780 

N/A 02-Sep-2022 7.8 
Improper validation 

of backend id in PCM 

routing process can 

https://www.

qualcomm.co

m/company/

O-QUA-SD67-

200922/6781 
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lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

product-

security/bulle

tins/august-

2022-bulletin 

Product: sd678_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD67-

200922/6782 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD67-

200922/6783 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD67-

200922/6784 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD67-

200922/6785 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD67-

200922/6786 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD67-

200922/6787 
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Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD67-

200922/6788 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD67-

200922/6789 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD67-

200922/6790 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD67-

200922/6791 

Product: sd680_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD68-

200922/6792 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD68-

200922/6793 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD68-

200922/6794 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD68-

200922/6795 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD68-

200922/6796 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD68-

200922/6797 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD68-

200922/6798 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD68-

200922/6799 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD68-

200922/6800 
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CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD68-

200922/6801 

Product: sd690_5g_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD69-

200922/6802 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD69-

200922/6803 
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('Classic 

Buffer 

Overflow') 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD69-

200922/6804 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD69-

200922/6805 
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Buffer 

Overflow') 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD69-

200922/6806 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD69-

200922/6807 
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Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD69-

200922/6808 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD69-

200922/6809 
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Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD69-

200922/6810 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD69-

200922/6811 
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N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD69-

200922/6812 

Product: sd695_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD69-

200922/6813 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD69-

200922/6814 
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Buffer 

Overflow') 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD69-

200922/6815 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD69-

200922/6816 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD69-

200922/6817 

Missing 

Release of 

Memory 

after 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD69-

200922/6818 
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Effective 

Lifetime 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD69-

200922/6819 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD69-

200922/6820 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD69-

200922/6821 

Product: sd710_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD71-

200922/6822 
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CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD71-

200922/6823 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD71-

200922/6824 
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CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD71-

200922/6825 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD71-

200922/6826 
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Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD71-

200922/6827 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD71-

200922/6828 
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CVE ID : CVE-2022-

22070 

Product: sd712_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD71-

200922/6829 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD71-

200922/6830 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: sd720g_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD72-

200922/6831 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD72-

200922/6832 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3049 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD72-

200922/6833 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD72-

200922/6834 
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CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD72-

200922/6835 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD72-

200922/6836 
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Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD72-

200922/6837 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD72-

200922/6838 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD72-

200922/6839 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD72-

200922/6840 

Product: sd730_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD73-

200922/6841 
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command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD73-

200922/6842 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD73-

200922/6843 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD73-

200922/6844 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD73-

200922/6845 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD73-

200922/6846 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD73-

200922/6847 
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CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD73-

200922/6848 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD73-

200922/6849 

N/A 02-Sep-2022 7.8 
Improper validation 

of backend id in PCM 

routing process can 

https://www.

qualcomm.co

m/company/

O-QUA-SD73-

200922/6850 
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lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

product-

security/bulle

tins/august-

2022-bulletin 

Product: sd750g_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD75-

200922/6851 

Improper 

Restriction 

of 

Operations 

within the 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD75-

200922/6852 
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Bounds of 

a Memory 

Buffer 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD75-

200922/6853 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD75-

200922/6854 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD75-

200922/6855 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD75-

200922/6856 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD75-

200922/6857 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD75-

200922/6858 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD75-

200922/6859 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD75-

200922/6860 
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CVE ID : CVE-2022-

22080 

Product: sd765g_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD76-

200922/6861 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD76-

200922/6862 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD76-

200922/6863 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD76-

200922/6864 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD76-

200922/6865 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6866 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6867 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6868 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6869 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6870 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6871 
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CVE ID : CVE-2022-

22080 

Product: sd765_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD76-

200922/6872 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD76-

200922/6873 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD76-

200922/6874 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD76-

200922/6875 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD76-

200922/6876 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6877 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6878 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6879 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6880 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6881 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6882 
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CVE ID : CVE-2022-

22080 

Product: sd768g_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD76-

200922/6883 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD76-

200922/6884 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD76-

200922/6885 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD76-

200922/6886 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD76-

200922/6887 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6888 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6889 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6890 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6891 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6892 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD76-

200922/6893 
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CVE ID : CVE-2022-

22080 

Product: sd778g_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD77-

200922/6894 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD77-

200922/6895 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD77-

200922/6896 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD77-

200922/6897 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD77-

200922/6898 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD77-

200922/6899 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD77-

200922/6900 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD77-

200922/6901 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD77-

200922/6902 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD77-

200922/6903 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD77-

200922/6904 
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CVE ID : CVE-2022-

22080 

Product: sd780g_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD78-

200922/6905 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD78-

200922/6906 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD78-

200922/6907 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD78-

200922/6908 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD78-

200922/6909 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD78-

200922/6910 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD78-

200922/6911 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD78-

200922/6912 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD78-

200922/6913 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD78-

200922/6914 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD78-

200922/6915 
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CVE ID : CVE-2022-

22080 

Product: sd7c_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD7C-

200922/6916 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD7C-

200922/6917 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: sd820_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD82-

200922/6918 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD82-

200922/6919 
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Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: sd821_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD82-

200922/6920 
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Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: sd835_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD83-

200922/6921 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD83-

200922/6922 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD83-

200922/6923 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD83-

200922/6924 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD83-

200922/6925 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD83-

200922/6926 
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Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD83-

200922/6927 

Product: sd845_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD84-

200922/6928 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD84-

200922/6929 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD84-

200922/6930 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3095 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD84-

200922/6931 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD84-

200922/6932 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: sd850_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD85-

200922/6933 

Improper 

Input 

Validation 

02-Sep-2022 7.8 
Memory corruption 

in audio due to lack 

of check of invalid 

https://www.

qualcomm.co

m/company/

O-QUA-SD85-

200922/6934 
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routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

product-

security/bulle

tins/august-

2022-bulletin 

Product: sd855_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD85-

200922/6935 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD85-

200922/6936 
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Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD85-

200922/6937 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD85-

200922/6938 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3099 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD85-

200922/6939 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD85-

200922/6940 
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Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD85-

200922/6941 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD85-

200922/6942 
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N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD85-

200922/6943 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD85-

200922/6944 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD85-

200922/6945 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

tins/august-

2022-bulletin 

Product: sd865_5g_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD86-

200922/6946 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD86-

200922/6947 
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Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD86-

200922/6948 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD86-

200922/6949 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD86-

200922/6950 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD86-

200922/6951 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD86-

200922/6952 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD86-

200922/6953 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD86-

200922/6954 
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Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD86-

200922/6955 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD86-

200922/6956 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD86-

200922/6957 

Product: sd870_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD87-

200922/6958 

Buffer 

Copy 

without 

02-Sep-2022 9.8 
Memory corruption 

due to buffer 

overflow occurs 

https://www.

qualcomm.co

m/company/

O-QUA-SD87-

200922/6959 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

product-

security/bulle

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD87-

200922/6960 

Buffer 

Copy 

without 

Checking 

Size of 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD87-

200922/6961 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3109 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Input 

('Classic 

Buffer 

Overflow') 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD87-

200922/6962 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD87-

200922/6963 
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Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD87-

200922/6964 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD87-

200922/6965 
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Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD87-

200922/6966 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD87-

200922/6967 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD87-

200922/6968 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD87-

200922/6969 

Product: sd888_5g_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD88-

200922/6970 
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parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD88-

200922/6971 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD88-

200922/6972 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD88-

200922/6973 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD88-

200922/6974 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD88-

200922/6975 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD88-

200922/6976 
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CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD88-

200922/6977 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD88-

200922/6978 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD88-

200922/6979 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD88-

200922/6980 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD88-

200922/6981 
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Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: sd888_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD88-

200922/6982 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD88-

200922/6983 

Improper 

Restriction 

of 

02-Sep-2022 9.8 
Memory corruption 

due to incorrect 

pointer arithmetic 

https://www.

qualcomm.co

m/company/

O-QUA-SD88-

200922/6984 
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Operations 

within the 

Bounds of 

a Memory 

Buffer 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

product-

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD88-

200922/6985 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SD88-

200922/6986 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD88-

200922/6987 
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Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD88-

200922/6988 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD88-

200922/6989 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD88-

200922/6990 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD88-

200922/6991 

Product: sdm429w_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDM4-

200922/6992 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDM4-

200922/6993 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDM4-

200922/6994 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDM4-

200922/6995 

Product: sdm630_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SDM6-

200922/6996 
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('Classic 

Buffer 

Overflow') 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDM6-

200922/6997 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDM6-

200922/6998 
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Buffer 

Overflow') 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDM6-

200922/6999 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDM6-

200922/7000 
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Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDM6-

200922/7001 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDM6-

200922/7002 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: sdw2500_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDW2-

200922/7003 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDW2-

200922/7004 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDW2-

200922/7005 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDW2-

200922/7006 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: sdx12_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX1-

200922/7007 
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CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX1-

200922/7008 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX1-

200922/7009 

Product: sdx20_firmware 
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Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDX2-

200922/7010 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDX2-

200922/7011 
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CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX2-

200922/7012 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX2-

200922/7013 
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Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX2-

200922/7014 

Product: sdx24_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX2-

200922/7015 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX2-

200922/7016 

Product: sdx50m_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SDX5-

200922/7017 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3136 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

('Classic 

Buffer 

Overflow') 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDX5-

200922/7018 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDX5-

200922/7019 
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Buffer 

Overflow') 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7020 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7021 
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Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7022 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7023 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7024 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7025 
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CVE ID : CVE-2022-

22080 

Product: sdx55m_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDX5-

200922/7026 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDX5-

200922/7027 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SDX5-

200922/7028 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDX5-

200922/7029 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SDX5-

200922/7030 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3142 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7031 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7032 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7033 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7034 
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CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7035 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7036 

N/A 02-Sep-2022 7.8 
Improper validation 

of backend id in PCM 

routing process can 

https://www.

qualcomm.co

m/company/

O-QUA-SDX5-

200922/7037 
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lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

product-

security/bulle

tins/august-

2022-bulletin 

Product: sdx55_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDX5-

200922/7038 

Improper 

Restriction 

of 

Operations 

within the 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SDX5-

200922/7039 
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Bounds of 

a Memory 

Buffer 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDX5-

200922/7040 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SDX5-

200922/7041 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7042 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7043 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7044 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7045 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX5-

200922/7046 

Product: sdx65_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX6-

200922/7047 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX6-

200922/7048 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX6-

200922/7049 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3151 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDX6-

200922/7050 

Product: sdxr1_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDXR-

200922/7051 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDXR-

200922/7052 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDXR-

200922/7053 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDXR-

200922/7054 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDXR-

200922/7055 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: sdxr2_5g_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDXR-

200922/7056 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDXR-

200922/7057 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SDXR-

200922/7058 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDXR-

200922/7059 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDXR-

200922/7060 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDXR-

200922/7061 
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Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDXR-

200922/7062 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDXR-

200922/7063 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDXR-

200922/7064 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDXR-

200922/7065 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SDXR-

200922/7066 
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Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: sd_636_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD_6-

200922/7067 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD_6-

200922/7068 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD_6-

200922/7069 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_6-

200922/7070 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3161 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_6-

200922/7071 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_6-

200922/7072 
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CVE ID : CVE-2022-

22059 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_6-

200922/7073 

Product: sd_675_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD_6-

200922/7074 

Buffer 

Copy 

without 

Checking 

Size of 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD_6-

200922/7075 
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Input 

('Classic 

Buffer 

Overflow') 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD_6-

200922/7076 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD_6-

200922/7077 
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Buffer 

Overflow') 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_6-

200922/7078 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_6-

200922/7079 
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Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_6-

200922/7080 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_6-

200922/7081 
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Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_6-

200922/7082 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_6-

200922/7083 
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CVE ID : CVE-2022-

22080 

Product: sd_8cx_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_8-

200922/7084 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_8-

200922/7085 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: sd_8cx_gen2_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_8-

200922/7086 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_8-

200922/7087 

Product: sd_8cx_gen3_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_8-

200922/7088 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3170 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_8-

200922/7089 

Product: sd_8_gen1_5g_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD_8-

200922/7090 

Buffer 

Copy 
02-Sep-2022 9.8 Memory corruption 

due to buffer 

https://www.

qualcomm.co

O-QUA-SD_8-

200922/7091 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SD_8-

200922/7092 

Buffer 

Copy 

without 

Checking 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SD_8-

200922/7093 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

security/bulle

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_8-

200922/7094 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_8-

200922/7095 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_8-

200922/7096 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_8-

200922/7097 
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Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_8-

200922/7098 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SD_8-

200922/7099 

Product: sm4125_firmware 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM41-

200922/7100 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM41-

200922/7101 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM41-

200922/7102 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM41-

200922/7103 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SM41-

200922/7104 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM41-

200922/7105 
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Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM41-

200922/7106 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM41-

200922/7107 

Product: sm6250p_firmware 

Affected Version(s): - 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM62-

200922/7108 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM62-

200922/7109 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM62-

200922/7110 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM62-

200922/7111 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM62-

200922/7112 

Product: sm6250_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM62-

200922/7113 

Buffer 

Copy 
02-Sep-2022 9.8 Memory corruption 

due to buffer 

https://www.

qualcomm.co

O-QUA-SM62-

200922/7114 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM62-

200922/7115 

Buffer 

Copy 

without 

Checking 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SM62-

200922/7116 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

security/bulle

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM62-

200922/7117 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM62-

200922/7118 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM62-

200922/7119 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM62-

200922/7120 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM62-

200922/7121 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM62-

200922/7122 
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Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: sm7250p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM72-

200922/7123 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM72-

200922/7124 

Improper 

Restriction 

of 

02-Sep-2022 9.8 
Memory corruption 

due to incorrect 

pointer arithmetic 

https://www.

qualcomm.co

m/company/

O-QUA-SM72-

200922/7125 
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Operations 

within the 

Bounds of 

a Memory 

Buffer 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

product-

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM72-

200922/7126 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SM72-

200922/7127 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM72-

200922/7128 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM72-

200922/7129 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM72-

200922/7130 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM72-

200922/7131 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM72-

200922/7132 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM72-

200922/7133 
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CVE ID : CVE-2022-

22080 

Product: sm7315_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM73-

200922/7134 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM73-

200922/7135 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM73-

200922/7136 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM73-

200922/7137 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM73-

200922/7138 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM73-

200922/7139 

Missing 

Release of 

Memory 

02-Sep-2022 7.8 
Potential memory 

leak in modem 

during the 

https://www.

qualcomm.co

m/company/

O-QUA-SM73-

200922/7140 
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after 

Effective 

Lifetime 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

product-

security/bulle

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM73-

200922/7141 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM73-

200922/7142 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM73-

200922/7143 

Product: sm7325p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM73-

200922/7144 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3196 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM73-

200922/7145 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM73-

200922/7146 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM73-

200922/7147 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM73-

200922/7148 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SM73-

200922/7149 
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improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM73-

200922/7150 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM73-

200922/7151 
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issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM73-

200922/7152 

Product: sm7325_firmware 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM73-

200922/7153 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: sm7450_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM74-

200922/7154 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM74-

200922/7155 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM74-

200922/7156 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM74-

200922/7157 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM74-

200922/7158 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM74-

200922/7159 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM74-

200922/7160 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM74-

200922/7161 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SM74-

200922/7162 
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Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM74-

200922/7163 

Product: sm8475p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM84-

200922/7164 
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CVE ID : CVE-2022-

22096 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM84-

200922/7165 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM84-

200922/7166 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM84-

200922/7167 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM84-

200922/7168 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM84-

200922/7169 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM84-

200922/7170 
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N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM84-

200922/7171 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM84-

200922/7172 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM84-

200922/7173 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

Product: sm8475_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM84-

200922/7174 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM84-

200922/7175 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM84-

200922/7176 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SM84-

200922/7177 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM84-

200922/7178 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM84-

200922/7179 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM84-

200922/7180 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM84-

200922/7181 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM84-

200922/7182 
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Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SM84-

200922/7183 

Product: sw5100p_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SW51-

200922/7184 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SW51-

200922/7185 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SW51-

200922/7186 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SW51-

200922/7187 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SW51-

200922/7188 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SW51-

200922/7189 

Product: sw5100_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SW51-

200922/7190 
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Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SW51-

200922/7191 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-SW51-

200922/7192 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SW51-

200922/7193 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SW51-

200922/7194 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-SW51-

200922/7195 

Product: wcd9326_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7196 
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Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7197 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7198 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7199 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7200 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7201 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7202 

Improper 

Input 

Validation 

02-Sep-2022 7.8 
Memory corruption 

in audio due to lack 

of check of invalid 

https://www.

qualcomm.co

m/company/

O-QUA-WCD9-

200922/7203 
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routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

product-

security/bulle

tins/august-

2022-bulletin 

Product: wcd932_firmware 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7204 

Product: wcd9330_firmware 

Affected Version(s): - 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7205 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7206 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7207 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7208 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: wcd9335_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7209 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7210 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7211 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7212 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3228 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7213 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7214 
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CVE ID : CVE-2022-

22059 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7215 

Product: wcd933_firmware 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7216 
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CVE ID : CVE-2022-

22080 

Product: wcd9340_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7217 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7218 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7219 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7220 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7221 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7222 
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CVE ID : CVE-2022-

22059 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7223 

Product: wcd9341_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7224 

Buffer 

Copy 

without 

Checking 

Size of 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCD9-

200922/7225 
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Input 

('Classic 

Buffer 

Overflow') 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7226 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCD9-

200922/7227 
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Buffer 

Overflow') 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7228 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7229 
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Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7230 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7231 
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Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7232 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7233 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCD9-

200922/7234 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

tins/august-

2022-bulletin 

Use After 

Free 
02-Sep-2022 7.8 

Memory corruption 

in graphic driver due 

to use after free 

while calling 

multiple threads 

application to driver. 

in Snapdragon 

Consumer IOT 

CVE ID : CVE-2022-

22097 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7235 

Product: wcd934_firmware 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7236 
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Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: wcd9360_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7237 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7238 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7239 

Product: wcd936_firmware 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7240 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: wcd9370_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7241 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7242 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7243 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7244 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7245 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7246 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7247 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7248 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7249 
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Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7250 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7251 
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Use After 

Free 
02-Sep-2022 7.8 

Memory corruption 

in graphic driver due 

to use after free 

while calling 

multiple threads 

application to driver. 

in Snapdragon 

Consumer IOT 

CVE ID : CVE-2022-

22097 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7252 

Product: wcd9371_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7253 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7254 
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Buffer 

Overflow') 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7255 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7256 
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Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7257 

Product: wcd9375_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

https://www.

qualcomm.co

m/company/

product-

O-QUA-WCD9-

200922/7258 
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when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7259 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7260 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3250 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7261 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7262 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7263 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7264 
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Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7265 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7266 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7267 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7268 

Product: wcd937_firmware 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7269 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: wcd9380_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7270 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7271 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7272 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7273 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7274 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7275 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7276 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7277 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7278 
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Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7279 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7280 
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Product: wcd9385_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7281 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7282 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7283 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCD9-

200922/7284 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7285 
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Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7286 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCD9-

200922/7287 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7288 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7289 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

https://www.

qualcomm.co

m/company/

product-

O-QUA-WCD9-

200922/7290 
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cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

security/bulle

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7291 

Product: wcd938_firmware 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCD9-

200922/7292 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: wcn3610_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7293 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN3-

200922/7294 
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('Classic 

Buffer 

Overflow') 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7295 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7296 
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Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Product: wcn3615_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7297 

Improper 

Restriction 

of 

02-Sep-2022 9.8 
Memory corruption 

due to incorrect 

pointer arithmetic 

https://www.

qualcomm.co

m/company/

O-QUA-WCN3-

200922/7298 
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Operations 

within the 

Bounds of 

a Memory 

Buffer 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

product-

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7299 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

https://www.

qualcomm.co

m/company/

product-

O-QUA-WCN3-

200922/7300 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7301 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7302 

Product: wcn361_firmware 

Affected Version(s): - 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7303 

Product: wcn3620_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

https://www.

qualcomm.co

m/company/

product-

O-QUA-WCN3-

200922/7304 
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within the 

Bounds of 

a Memory 

Buffer 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7305 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN3-

200922/7306 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7307 
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Product: wcn3660b_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7308 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7309 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7310 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7311 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7312 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7313 
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Product: wcn3660_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7314 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7315 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7316 

Product: wcn3680b_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7317 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7318 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7319 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7320 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7321 
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Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7322 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7323 
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Product: wcn3680_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7324 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7325 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7326 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7327 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7328 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7329 
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Product: wcn3910_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7330 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7331 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7332 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7333 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7334 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7335 
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N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7336 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7337 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN3-

200922/7338 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

tins/august-

2022-bulletin 

Product: wcn3950_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7339 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7340 
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Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7341 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7342 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7343 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7344 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7345 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7346 

Improper 

Input 

Validation 

02-Sep-2022 7.8 
Memory corruption 

in audio due to lack 

of check of invalid 

https://www.

qualcomm.co

m/company/

O-QUA-WCN3-

200922/7347 
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routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

product-

security/bulle

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7348 

Use After 

Free 
02-Sep-2022 7.8 

Memory corruption 

in graphic driver due 

to use after free 

while calling 

multiple threads 

application to driver. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN3-

200922/7349 
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in Snapdragon 

Consumer IOT 

CVE ID : CVE-2022-

22097 

tins/july-

2022-bulletin 

Product: wcn3980_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7350 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7351 

Improper 

Restriction 

of 

02-Sep-2022 9.8 
Memory corruption 

due to incorrect 

pointer arithmetic 

https://www.

qualcomm.co

m/company/

O-QUA-WCN3-

200922/7352 
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Operations 

within the 

Bounds of 

a Memory 

Buffer 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

product-

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7353 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

https://www.

qualcomm.co

m/company/

product-

O-QUA-WCN3-

200922/7354 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7355 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7356 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7357 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7358 
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Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7359 

Use After 

Free 
02-Sep-2022 7.8 

Memory corruption 

in graphic driver due 

to use after free 

while calling 

multiple threads 

application to driver. 

in Snapdragon 

Consumer IOT 

CVE ID : CVE-2022-

22097 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7360 

Product: wcn3988_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7361 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7362 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7363 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7364 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7365 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7366 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7367 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7368 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7369 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

https://www.

qualcomm.co

m/company/

product-

O-QUA-WCN3-

200922/7370 
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APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

security/bulle

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7371 

Product: wcn3990_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN3-

200922/7372 
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Input 

('Classic 

Buffer 

Overflow') 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7373 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN3-

200922/7374 
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Buffer 

Overflow') 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7375 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7376 
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Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7377 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7378 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3305 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7379 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7380 
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CVE ID : CVE-2022-

22080 

Product: wcn3991_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7381 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7382 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN3-

200922/7383 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7384 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN3-

200922/7385 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7386 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7387 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7388 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7389 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7390 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7391 
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CVE ID : CVE-2022-

22080 

Product: wcn3998_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7392 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7393 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN3-

200922/7394 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7395 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN3-

200922/7396 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7397 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7398 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7399 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7400 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7401 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7402 
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CVE ID : CVE-2022-

22080 

Product: wcn3999_firmware 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7403 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN3-

200922/7404 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7405 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7406 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7407 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN3-

200922/7408 
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Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: wcn6740_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

200922/7409 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7410 

Improper 

Restriction 

of 

02-Sep-2022 9.8 
Memory corruption 

due to incorrect 

pointer arithmetic 

https://www.

qualcomm.co

m/company/

O-QUA-WCN6-

210922/7411 
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Operations 

within the 

Bounds of 

a Memory 

Buffer 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

product-

security/bulle

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7412 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

https://www.

qualcomm.co

m/company/

product-

O-QUA-WCN6-

210922/7413 
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Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

security/bulle

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7414 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7415 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7416 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7417 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3323 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7418 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7419 
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CVE ID : CVE-2022-

22080 

Product: wcn6750_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7420 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7421 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN6-

210922/7422 
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a Memory 

Buffer 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

tins/july-

2022-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7423 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN6-

210922/7424 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

tins/august-

2022-bulletin 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7425 
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Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7426 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7427 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7428 
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CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7429 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7430 

N/A 02-Sep-2022 7.8 
Improper validation 

of backend id in PCM 

routing process can 

https://www.

qualcomm.co

m/company/

O-QUA-WCN6-

210922/7431 
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lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

product-

security/bulle

tins/august-

2022-bulletin 

Product: wcn6850_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7432 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7433 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7434 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7435 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7436 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7437 
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Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7438 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7439 

N/A 02-Sep-2022 7.8 Devices with 

keyprotect off may 

https://www.

qualcomm.co

O-QUA-WCN6-

210922/7440 
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store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7441 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7442 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: wcn6851_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7443 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7444 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7445 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7446 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7447 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7448 
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Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7449 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7450 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN6-

210922/7451 
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issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

tins/august-

2022-bulletin 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7452 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7453 
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Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: wcn6855_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7454 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7455 
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CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7456 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7457 
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CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7458 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7459 
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Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7460 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7461 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7462 
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Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7463 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7464 
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CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7465 

Product: wcn6856_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7466 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WCN6-

210922/7467 
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('Classic 

Buffer 

Overflow') 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7468 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN6-

210922/7469 
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Buffer 

Overflow') 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7470 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7471 
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Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7472 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7473 
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CVE ID : CVE-2022-

22061 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7474 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7475 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7476 
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Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN6-

210922/7477 

Product: wcn7850_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN7-

210922/7478 
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Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN7-

210922/7479 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN7-

210922/7480 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN7-

210922/7481 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN7-

210922/7482 
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CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN7-

210922/7483 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN7-

210922/7484 
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CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN7-

210922/7485 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN7-

210922/7486 

Product: wcn7851_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN7-

210922/7487 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN7-

210922/7488 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN7-

210922/7489 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WCN7-

210922/7490 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN7-

210922/7491 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN7-

210922/7492 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN7-

210922/7493 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN7-

210922/7494 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN7-

210922/7495 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN7-

210922/7496 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3358 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN7-

210922/7497 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WCN7-

210922/7498 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Product: wsa8810_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7499 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7500 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7501 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7502 
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Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7503 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7504 
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Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7505 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7506 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7507 
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Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7508 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7509 
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N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7510 

Use After 

Free 
02-Sep-2022 7.8 

Memory corruption 

in graphic driver due 

to use after free 

while calling 

multiple threads 

application to driver. 

in Snapdragon 

Consumer IOT 

CVE ID : CVE-2022-

22097 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7511 

Product: wsa8815_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7512 
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CVE ID : CVE-2022-

22096 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7513 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7514 
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CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7515 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7516 
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Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7517 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7518 
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N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7519 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7520 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7521 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7522 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7523 
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CVE ID : CVE-2022-

22080 

Use After 

Free 
02-Sep-2022 7.8 

Memory corruption 

in graphic driver due 

to use after free 

while calling 

multiple threads 

application to driver. 

in Snapdragon 

Consumer IOT 

CVE ID : CVE-2022-

22097 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7524 

Product: wsa8830_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7525 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7526 
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Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7527 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7528 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7529 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7530 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3373 of 3420 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7531 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7532 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WSA8-

210922/7533 
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Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

tins/august-

2022-bulletin 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7534 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7535 
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Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7536 

Product: wsa8832_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7537 

Buffer 

Copy 

without 

02-Sep-2022 9.8 
Memory corruption 

due to buffer 

overflow occurs 

https://www.

qualcomm.co

m/company/

O-QUA-WSA8-

210922/7538 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

product-

security/bulle

tins/july-

2022-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7539 

Buffer 

Copy 

without 

Checking 

Size of 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-WSA8-

210922/7540 
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Input 

('Classic 

Buffer 

Overflow') 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

tins/july-

2022-bulletin 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7541 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7542 
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Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7543 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7544 
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Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7545 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7546 

Product: wsa8835_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

02-Sep-2022 9.8 

Memory corruption 

in Bluetooth HOST 

due to stack-based 

buffer overflow 

when when 

extracting data using 

command length 

parameter in 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22096 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7547 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow occurs 

while processing 

invalid MKV clip 

which has invalid 

seek header in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

25657 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7548 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Sep-2022 9.8 

Memory corruption 

due to incorrect 

pointer arithmetic 

when attempting to 

change the 

endianness in video 

parser function in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7549 
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Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Sep-2022 9.8 

Memory corruption 

due to buffer 

overflow while 

parsing MKV clips 

with invalid bitmap 

size in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25659 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/july-

2022-bulletin 

O-QUA-WSA8-

210922/7550 

Double 

Free 
02-Sep-2022 9.8 

Memory corruption 

in video driver due 

to double free while 

parsing ASF clip in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7551 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

25668 

Out-of-

bounds 

Read 

02-Sep-2022 9.1 

An out-of-bounds 

read can occur while 

parsing a server 

certificate due to 

improper length 

check in Snapdragon 

Auto, Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer 

Electronics 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon IoT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking 

CVE ID : CVE-2022-

22062 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7552 

Out-of-

bounds 

Read 

02-Sep-2022 7.8 

Memory corruption 

due to out of bound 

read while parsing a 

video file in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7553 
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Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22059 

N/A 02-Sep-2022 7.8 

Out of bounds 

writing is possible 

while verifying 

device IDs due to 

improper length 

check before copying 

the data in 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22061 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7554 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

02-Sep-2022 7.8 

Potential memory 

leak in modem 

during the 

processing of NSA 

RRC Reconfiguration 

with invalid Radio 

Bearer Config in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon Mobile 

CVE ID : CVE-2022-

22067 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7555 

N/A 02-Sep-2022 7.8 

Devices with 

keyprotect off may 

store unencrypted 

keybox in RPMB and 

cause cryptographic 

issue in Snapdragon 

Auto, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7556 
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Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon 

Wearables 

CVE ID : CVE-2022-

22069 

Improper 

Input 

Validation 

02-Sep-2022 7.8 

Memory corruption 

in audio due to lack 

of check of invalid 

routing address into 

APR Routing table in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music, Snapdragon 

Wearables 

CVE ID : CVE-2022-

22070 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7557 

N/A 02-Sep-2022 7.8 

Improper validation 

of backend id in PCM 

routing process can 

lead to memory 

corruption in 

Snapdragon Auto, 

Snapdragon 

Compute, 

Snapdragon 

Connectivity, 

Snapdragon 

Consumer IOT, 

Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins/august-

2022-bulletin 

O-QUA-WSA8-

210922/7558 
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Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & 

Music 

CVE ID : CVE-2022-

22080 

Vendor: Redhat 

Product: enterprise_linux 

Affected Version(s): 8.0 

Out-of-

bounds 

Write 

06-Sep-2022 7.8 

A stack-based buffer 

overflow flaw was 

found in the Fribidi 

package. This flaw 

allows an attacker to 

pass a specially 

crafted file to the 

Fribidi application, 

which leads to a 

possible memory 

leak or a denial of 

service. 

CVE ID : CVE-2022-

25308 

https://github

.com/fribidi/f

ribidi/issues/

181 

O-RED-ENTE-

210922/7559 

Out-of-

bounds 

Write 

01-Sep-2022 7.8 

An integer coercion 

error was found in 

the openvswitch 

kernel module. Given 

a sufficiently large 

number of actions, 

while copying and 

reserving memory 

for a new action of a 

new flow, the 

reserve_sfa_size() 

function does not 

return -EMSGSIZE as 

expected, potentially 

leading to an out-of-

bounds write access. 

This flaw allows a 

local user to crash or 

potentially escalate 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2084479, 

https://github

.com/torvalds

/linux/commi

t/cefa91b233

2d7009bc0be

5d951d6cbbf

349f90f8 

O-RED-ENTE-

210922/7560 
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their privileges on 

the system. 

CVE ID : CVE-2022-

2639 

Out-of-

bounds 

Write 

06-Sep-2022 5.5 

A heap-based buffer 

overflow flaw was 

found in the Fribidi 

package and affects 

the 

fribidi_cap_rtl_to_uni

code() function of 

the fribidi-char-sets-

cap-rtl.c file. This 

flaw allows an 

attacker to pass a 

specially crafted file 

to the Fribidi 

application with the 

'--caprtl' option, 

leading to a crash 

and causing a denial 

of service. 

CVE ID : CVE-2022-

25309 

https://github

.com/fribidi/f

ribidi/commit

/f22593b82b

5d1668d1997

dbccd10a9c31

ffea3b3 

O-RED-ENTE-

210922/7561 

N/A 06-Sep-2022 5.5 

A segmentation fault 

(SEGV) flaw was 

found in the Fribidi 

package and affects 

the 

fribidi_remove_bidi_

marks() function of 

the lib/fribidi.c file. 

This flaw allows an 

attacker to pass a 

specially crafted file 

to Fribidi, leading to 

a crash and causing a 

denial of service. 

CVE ID : CVE-2022-

25310 

https://github

.com/fribidi/f

ribidi/pull/18

6 

O-RED-ENTE-

210922/7562 

Affected Version(s): 9.0 
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Out-of-

bounds 

Write 

06-Sep-2022 7.8 

A stack-based buffer 

overflow flaw was 

found in the Fribidi 

package. This flaw 

allows an attacker to 

pass a specially 

crafted file to the 

Fribidi application, 

which leads to a 

possible memory 

leak or a denial of 

service. 

CVE ID : CVE-2022-

25308 

https://github

.com/fribidi/f

ribidi/issues/

181 

O-RED-ENTE-

210922/7563 

Out-of-

bounds 

Write 

01-Sep-2022 7.8 

An integer coercion 

error was found in 

the openvswitch 

kernel module. Given 

a sufficiently large 

number of actions, 

while copying and 

reserving memory 

for a new action of a 

new flow, the 

reserve_sfa_size() 

function does not 

return -EMSGSIZE as 

expected, potentially 

leading to an out-of-

bounds write access. 

This flaw allows a 

local user to crash or 

potentially escalate 

their privileges on 

the system. 

CVE ID : CVE-2022-

2639 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2084479, 

https://github

.com/torvalds

/linux/commi

t/cefa91b233

2d7009bc0be

5d951d6cbbf

349f90f8 

O-RED-ENTE-

210922/7564 

Out-of-

bounds 

Write 

06-Sep-2022 5.5 

A heap-based buffer 

overflow flaw was 

found in the Fribidi 

package and affects 

the 

fribidi_cap_rtl_to_uni

https://github

.com/fribidi/f

ribidi/commit

/f22593b82b

5d1668d1997

O-RED-ENTE-

210922/7565 
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code() function of 

the fribidi-char-sets-

cap-rtl.c file. This 

flaw allows an 

attacker to pass a 

specially crafted file 

to the Fribidi 

application with the 

'--caprtl' option, 

leading to a crash 

and causing a denial 

of service. 

CVE ID : CVE-2022-

25309 

dbccd10a9c31

ffea3b3 

N/A 06-Sep-2022 5.5 

A segmentation fault 

(SEGV) flaw was 

found in the Fribidi 

package and affects 

the 

fribidi_remove_bidi_

marks() function of 

the lib/fribidi.c file. 

This flaw allows an 

attacker to pass a 

specially crafted file 

to Fribidi, leading to 

a crash and causing a 

denial of service. 

CVE ID : CVE-2022-

25310 

https://github

.com/fribidi/f

ribidi/pull/18

6 

O-RED-ENTE-

210922/7566 

Product: enterprise_linux_server 

Affected Version(s): 7.0 

Use After 

Free 
01-Sep-2022 8.1 

The version of 

podman as released 

for Red Hat 

Enterprise Linux 7 

Extras via RHSA-

2022:2190 advisory 

included an incorrect 

version of podman 

missing the fix for 

CVE-2020-8945, 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

2738, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2116923 

O-RED-ENTE-

210922/7567 
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which was 

previously fixed via 

RHSA-2020:2117. 

This issue could 

possibly be used to 

crash or cause 

potential code 

execution in Go 

applications that use 

the Go GPGME 

wrapper library, 

under certain 

conditions, during 

GPG signature 

verification. 

CVE ID : CVE-2022-

2738 

N/A 01-Sep-2022 7.5 

The version of 

podman as released 

for Red Hat 

Enterprise Linux 7 

Extras via RHSA-

2022:2190 advisory 

included an incorrect 

version of podman 

missing the fix for 

CVE-2020-14370, 

which was 

previously fixed via 

RHSA-2020:5056. 

This issue could 

possibly allow an 

attacker to gain 

access to sensitive 

information stored in 

environment 

variables. 

CVE ID : CVE-2022-

2739 

N/A 
O-RED-ENTE-

210922/7568 

Product: enterprise_linux_workstation 

Affected Version(s): 7.0 
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Use After 

Free 
01-Sep-2022 8.1 

The version of 

podman as released 

for Red Hat 

Enterprise Linux 7 

Extras via RHSA-

2022:2190 advisory 

included an incorrect 

version of podman 

missing the fix for 

CVE-2020-8945, 

which was 

previously fixed via 

RHSA-2020:2117. 

This issue could 

possibly be used to 

crash or cause 

potential code 

execution in Go 

applications that use 

the Go GPGME 

wrapper library, 

under certain 

conditions, during 

GPG signature 

verification. 

CVE ID : CVE-2022-

2738 

https://access

.redhat.com/s

ecurity/cve/C

VE-2022-

2738, 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=2116923 

O-RED-ENTE-

210922/7569 

N/A 01-Sep-2022 7.5 

The version of 

podman as released 

for Red Hat 

Enterprise Linux 7 

Extras via RHSA-

2022:2190 advisory 

included an incorrect 

version of podman 

missing the fix for 

CVE-2020-14370, 

which was 

previously fixed via 

RHSA-2020:5056. 

This issue could 

possibly allow an 

attacker to gain 

N/A 
O-RED-ENTE-

210922/7570 
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access to sensitive 

information stored in 

environment 

variables. 

CVE ID : CVE-2022-

2739 

Vendor: Samsung 

Product: tizenrt 

Affected Version(s): 1.0 

Missing 

Release of 

Resource 

after 

Effective 

Lifetime 

08-Sep-2022 7.5 

An issue was 

discovered in 

Samsung TizenRT 

through 3.0_GBM 

(and 3.1_PRE). 

createDB in 

security/provisionin

g/src/provisioningd

atabasemanager.c 

has a missing 

sqlite3_close after 

sqlite3_open_v2, 

leading to a denial of 

service. 

CVE ID : CVE-2022-

40280 

N/A 
O-SAM-TIZE-

210922/7571 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

08-Sep-2022 7.5 

An issue was 

discovered in 

Samsung TizenRT 

through 3.0_GBM 

(and 3.1_PRE). 

cyassl_connect_step2 

in curl/vtls/cyassl.c 

has a missing 

X509_free after 

SSL_get_peer_certific

ate, leading to 

information 

disclosure. 

CVE ID : CVE-2022-

40281 

N/A 
O-SAM-TIZE-

210922/7572 

Affected Version(s): 1.1 
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Missing 

Release of 

Resource 

after 

Effective 

Lifetime 

08-Sep-2022 7.5 

An issue was 

discovered in 

Samsung TizenRT 

through 3.0_GBM 

(and 3.1_PRE). 

createDB in 

security/provisionin

g/src/provisioningd

atabasemanager.c 

has a missing 

sqlite3_close after 

sqlite3_open_v2, 

leading to a denial of 

service. 

CVE ID : CVE-2022-

40280 

N/A 
O-SAM-TIZE-

210922/7573 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

08-Sep-2022 7.5 

An issue was 

discovered in 

Samsung TizenRT 

through 3.0_GBM 

(and 3.1_PRE). 

cyassl_connect_step2 

in curl/vtls/cyassl.c 

has a missing 

X509_free after 

SSL_get_peer_certific

ate, leading to 

information 

disclosure. 

CVE ID : CVE-2022-

40281 

N/A 
O-SAM-TIZE-

210922/7574 

Affected Version(s): 2.0 

Missing 

Release of 

Resource 

after 

Effective 

Lifetime 

08-Sep-2022 7.5 

An issue was 

discovered in 

Samsung TizenRT 

through 3.0_GBM 

(and 3.1_PRE). 

createDB in 

security/provisionin

g/src/provisioningd

atabasemanager.c 

has a missing 

N/A 
O-SAM-TIZE-

210922/7575 
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sqlite3_close after 

sqlite3_open_v2, 

leading to a denial of 

service. 

CVE ID : CVE-2022-

40280 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

08-Sep-2022 7.5 

An issue was 

discovered in 

Samsung TizenRT 

through 3.0_GBM 

(and 3.1_PRE). 

cyassl_connect_step2 

in curl/vtls/cyassl.c 

has a missing 

X509_free after 

SSL_get_peer_certific

ate, leading to 

information 

disclosure. 

CVE ID : CVE-2022-

40281 

N/A 
O-SAM-TIZE-

210922/7576 

Affected Version(s): 3.0 

Missing 

Release of 

Resource 

after 

Effective 

Lifetime 

08-Sep-2022 7.5 

An issue was 

discovered in 

Samsung TizenRT 

through 3.0_GBM 

(and 3.1_PRE). 

createDB in 

security/provisionin

g/src/provisioningd

atabasemanager.c 

has a missing 

sqlite3_close after 

sqlite3_open_v2, 

leading to a denial of 

service. 

CVE ID : CVE-2022-

40280 

N/A 
O-SAM-TIZE-

210922/7577 

Missing 

Release of 

Memory 

after 

08-Sep-2022 7.5 

An issue was 

discovered in 

Samsung TizenRT 

through 3.0_GBM 

N/A 
O-SAM-TIZE-

210922/7578 
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Effective 

Lifetime 

(and 3.1_PRE). 

cyassl_connect_step2 

in curl/vtls/cyassl.c 

has a missing 

X509_free after 

SSL_get_peer_certific

ate, leading to 

information 

disclosure. 

CVE ID : CVE-2022-

40281 

Vendor: Sophos 

Product: firewall 

Affected Version(s): * Up to (excluding) 18.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

07-Sep-2022 7.2 

Multiple SQLi 

vulnerabilities in 

Webadmin allow for 

privilege escalation 

from admin to super-

admin in Sophos 

Firewall older than 

version 18.5 MR4 

and version 19.0 

MR1. 

CVE ID : CVE-2022-

1807 

https://www.

sophos.com/e

n-us/security-

advisories/so

phos-sa-

20220907-

sfos-18-5-4, 

https://www.

sophos.com/e

n-us/security-

advisories/so

phos-sa-

20220907-

sfos-19-0-1 

O-SOP-FIRE-

210922/7579 

Affected Version(s): 18.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

07-Sep-2022 7.2 

Multiple SQLi 

vulnerabilities in 

Webadmin allow for 

privilege escalation 

from admin to super-

admin in Sophos 

Firewall older than 

version 18.5 MR4 

and version 19.0 

MR1. 

CVE ID : CVE-2022-

1807 

https://www.

sophos.com/e

n-us/security-

advisories/so

phos-sa-

20220907-

sfos-18-5-4, 

https://www.

sophos.com/e

n-us/security-

advisories/so

phos-sa-

O-SOP-FIRE-

210922/7580 
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20220907-

sfos-19-0-1 

Affected Version(s): 19.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

07-Sep-2022 7.2 

Multiple SQLi 

vulnerabilities in 

Webadmin allow for 

privilege escalation 

from admin to super-

admin in Sophos 

Firewall older than 

version 18.5 MR4 

and version 19.0 

MR1. 

CVE ID : CVE-2022-

1807 

https://www.

sophos.com/e

n-us/security-

advisories/so

phos-sa-

20220907-

sfos-18-5-4, 

https://www.

sophos.com/e

n-us/security-

advisories/so

phos-sa-

20220907-

sfos-19-0-1 

O-SOP-FIRE-

210922/7581 

Vendor: Suse 

Product: linux_enterprise 

Affected Version(s): 12.0 

Improper 

Access 

Control 

07-Sep-2022 7.8 

A Improper Access 

Control vulnerability 

in the systemd 

service of cana in 

openSUSE Backports 

SLE-15-SP3, 

openSUSE Backports 

SLE-15-SP4 allows 

local users to hijack 

the UNIX domain 

socket This issue 

affects: openSUSE 

Backports SLE-15-

SP3 canna versions 

prior to canna-3.7p3-

bp153.2.3.1. 

openSUSE Backports 

SLE-15-SP4 canna 

versions prior to 

3.7p3-bp154.3.3.1. 

openSUSE Factory 

was also affected. 

https://bugzil

la.suse.com/s

how_bug.cgi?i

d=1199280 

O-SUS-LINU-

210922/7582 
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Instead of fixing the 

package it was 

deleted there. 

CVE ID : CVE-2022-

21950 

Vendor: systematicalpha 

Product: systematic_fix_adapter_firmware 

Affected Version(s): 2.4.0.25 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Sep-2022 8.6 

Systematic FIX 

Adapter (ALFAFX) 

2.4.0.25 13/09/2017 

allows remote file 

inclusion via a UNC 

share pathname, and 

also allows absolute 

path traversal to 

local pathnames. 

CVE ID : CVE-2022-

39838 

http://system

aticalpha.com

/trading-

programs/sys

tematic-alpha-

fx-master-

fund 

O-SYS-SYST-

210922/7583 

Vendor: telosalliance 

Product: omnia_mpx_node_firmware 

Affected Version(s): 1.5.0 

Missing 

Authorizati

on 

02-Sep-2022 9.8 

A local file disclosure 

vulnerability in 

/appConfig/userDB.j

son of Telos Alliance 

Omnia MPX Node 

through 1.5.0+r1 

allows attackers to 

escalate privileges to 

root and execute 

arbitrary commands. 

CVE ID : CVE-2022-

36642 

https://www.

telosalliance.c

om/radio-

processing/au

dio-

interfaces/om

nia-mpx-node 

O-TEL-OMNI-

210922/7584 

Affected Version(s): From (including) 1.0.0 Up to (excluding) 1.5.0 

Missing 

Authorizati

on 

02-Sep-2022 9.8 

A local file disclosure 

vulnerability in 

/appConfig/userDB.j

son of Telos Alliance 

https://www.

telosalliance.c

om/radio-

processing/au

O-TEL-OMNI-

210922/7585 
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Omnia MPX Node 

through 1.5.0+r1 

allows attackers to 

escalate privileges to 

root and execute 

arbitrary commands. 

CVE ID : CVE-2022-

36642 

dio-

interfaces/om

nia-mpx-node 

Vendor: Tenda 

Product: ac18_firmware 

Affected Version(s): 15.03.05.05 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the list 

parameter at 

/goform/SetVirtualS

erverCfg. 

CVE ID : CVE-2022-

38309 

N/A 
O-TEN-AC18-

210922/7586 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the list 

parameter at 

/goform/SetStaticRo

uteCfg. 

CVE ID : CVE-2022-

38310 

N/A 
O-TEN-AC18-

210922/7587 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the time 

parameter at 

N/A 
O-TEN-AC18-

210922/7588 
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/goform/PowerSave

Set. 

CVE ID : CVE-2022-

38311 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the list 

parameter at 

/goform/SetIpMacBi

nd. 

CVE ID : CVE-2022-

38312 

N/A 
O-TEN-AC18-

210922/7589 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the time 

parameter at 

/goform/saveParent

ControlInfo. 

CVE ID : CVE-2022-

38313 

N/A 
O-TEN-AC18-

210922/7590 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the urls 

parameter at 

/goform/saveParent

ControlInfo. 

CVE ID : CVE-2022-

38314 

N/A 
O-TEN-AC18-

210922/7591 

Affected Version(s): 15.03.05.19\\(6318\\) 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 
Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

N/A 
O-TEN-AC18-

210922/7592 
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discovered to 

contain a stack 

overflow via the list 

parameter at 

/goform/SetVirtualS

erverCfg. 

CVE ID : CVE-2022-

38309 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the list 

parameter at 

/goform/SetStaticRo

uteCfg. 

CVE ID : CVE-2022-

38310 

N/A 
O-TEN-AC18-

210922/7593 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the time 

parameter at 

/goform/PowerSave

Set. 

CVE ID : CVE-2022-

38311 

N/A 
O-TEN-AC18-

210922/7594 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the list 

parameter at 

/goform/SetIpMacBi

nd. 

CVE ID : CVE-2022-

38312 

N/A 
O-TEN-AC18-

210922/7595 
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Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the time 

parameter at 

/goform/saveParent

ControlInfo. 

CVE ID : CVE-2022-

38313 

N/A 
O-TEN-AC18-

210922/7596 

Out-of-

bounds 

Write 

07-Sep-2022 9.8 

Tenda AC18 router 

v15.03.05.19 and 

v15.03.05.05 was 

discovered to 

contain a stack 

overflow via the urls 

parameter at 

/goform/saveParent

ControlInfo. 

CVE ID : CVE-2022-

38314 

N/A 
O-TEN-AC18-

210922/7597 

Product: g3_firmware 

Affected Version(s): 15.11.0.6\\(7663\\) 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Sep-2022 9.8 

In Tenda G3 

US_G3V3.0br_V15.11

.0.6(7663)_EN_TDE, 

the getsinglepppuser 

function has a buffer 

overflow caused by 

sscanf. 

CVE ID : CVE-2022-

36584 

https://www.

tendacn.com/

download/det

ail-3401.html 

O-TEN-G3_F-

210922/7598 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

07-Sep-2022 9.8 

In Tenda G3 

US_G3V3.0br_V15.11

.0.6(7663)_EN_TDE, 

in httpd binary, the 

addDhcpRule 

function has a buffer 

overflow caused by 

sscanf. 

https://www.

tendacn.com/

download/det

ail-3401.html 

O-TEN-G3_F-

210922/7599 
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Buffer 

Overflow') 

CVE ID : CVE-2022-

36585 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

08-Sep-2022 9.8 

In Tenda G3 

US_G3V3.0br_V15.11

.0.6(7663)_EN_TDE, 

there is a buffer 

overflow 

vulnerability caused 

by strcpy in function 

0x869f4 in the httpd 

binary. 

CVE ID : CVE-2022-

36586 

https://www.

tendacn.com/

download/det

ail-3401.html 

O-TEN-G3_F-

210922/7600 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

07-Sep-2022 9.8 

In Tenda G3 

US_G3V3.0br_V15.11

.0.6(7663)_EN_TDE, 

there is a buffer 

overflow 

vulnerability caused 

by sprintf in function 

in the httpd binary. 

CVE ID : CVE-2022-

36587 

https://www.

tendacn.com/

download/det

ail-3401.html 

O-TEN-G3_F-

210922/7601 

Vendor: totolink 

Product: a3002r_firmware 

Affected Version(s): 1.1.1-b20200824.0128 

Incorrect 

Default 

Permission

s 

06-Sep-2022 9.8 

TOTOLINK A3002R 

TOTOLINK-A3002R-

He-V1.1.1-

B20200824.0128 is 

vulnerable to 

Insecure 

Permissions via 

binary /bin/boa. 

CVE ID : CVE-2022-

40109 

N/A 
O-TOT-A300-

210922/7602 

Use of 

Hard-

coded 

Credentials 

06-Sep-2022 9.8 

In TOTOLINK 

A3002R TOTOLINK-

A3002R-He-V1.1.1-

B20200824.0128 in 

the shadow.sample 

N/A 
O-TOT-A300-

210922/7603 
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file, root is 

hardcoded in the 

firmware. 

CVE ID : CVE-2022-

40111 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Sep-2022 7.5 

TOTOLINK A3002R 

TOTOLINK-A3002R-

He-V1.1.1-

B20200824.0128 is 

vulnerable to Buffer 

Overflow via 

/bin/boa. 

CVE ID : CVE-2022-

40110 

N/A 
O-TOT-A300-

210922/7604 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Sep-2022 7.5 

TOTOLINK A3002R 

TOTOLINK-A3002R-

He-V1.1.1-

B20200824.0128 is 

vulnerable Buffer 

Overflow via the 

hostname parameter 

in binary /bin/boa. 

CVE ID : CVE-2022-

40112 

N/A 
O-TOT-A300-

210922/7605 

Product: a860r_firmware 

Affected Version(s): 4.1.2cu.5182_b20201027 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Sep-2022 9.8 

TOTOLINK A860R 

V4.1.2cu.5182_B202

01027 is vulnerable 

to Buffer Overflow 

via Cstecgi.cgi. 

CVE ID : CVE-2022-

37839 

N/A 
O-TOT-A860-

210922/7606 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Sep-2022 9.8 

In TOTOLINK A860R 

V4.1.2cu.5182_B202

01027, the main 

function in 

downloadfile.cgi has 

N/A 
O-TOT-A860-

210922/7607 
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('Classic 

Buffer 

Overflow') 

a buffer overflow 

vulnerability. 

CVE ID : CVE-2022-

37840 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Sep-2022 9.8 

In TOTOLINK A860R 

V4.1.2cu.5182_B202

01027, the 

parameters in 

infostat.cgi are not 

filtered, causing a 

buffer overflow 

vulnerability. 

CVE ID : CVE-2022-

37842 

N/A 
O-TOT-A860-

210922/7608 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

06-Sep-2022 9.8 

In TOTOLINK A860R 

V4.1.2cu.5182_B202

01027 in cstecgi.cgi, 

the acquired 

parameters are 

directly put into the 

system for execution 

without filtering, 

resulting in a 

command injection 

vulnerability. 

CVE ID : CVE-2022-

37843 

N/A 
O-TOT-A860-

210922/7609 

Use of 

Hard-

coded 

Credentials 

06-Sep-2022 7.5 

In TOTOLINK A860R 

V4.1.2cu.5182_B202

01027 there is a hard 

coded password for 

root in 

/etc/shadow.sample. 

CVE ID : CVE-2022-

37841 

N/A 
O-TOT-A860-

210922/7610 

Vendor: Watchguard 

Product: fireware 

Affected Version(s): 12.6.1 

Integer 

Overflow 
06-Sep-2022 9.8 An integer overflow 

in WatchGuard 

https://www.

watchguard.c

O-WAT-FIRE-

210922/7611 
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or 

Wraparoun

d 

Firebox and XTM 

appliances allows an 

unauthenticated 

remote attacker to 

trigger a buffer 

overflow and 

potentially execute 

arbitrary code by 

sending a malicious 

request to exposed 

management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31789 

om/wgrd-

psirt/advisory

/wgsa-2022-

00015 

N/A 06-Sep-2022 7.8 

WatchGuard Firebox 

and XTM appliances 

allow a local attacker 

(that has already 

obtained shell 

access) to elevate 

their privileges and 

execute code with 

root permissions. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31791 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00018 

O-WAT-FIRE-

210922/7612 

N/A 06-Sep-2022 7.5 

WatchGuard Firebox 

and XTM appliances 

allow an 

unauthenticated 

remote attacker to 

retrieve sensitive 

authentication 

server settings by 

sending a malicious 

request to exposed 

authentication 

endpoints. This is 

fixed in Fireware OS 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00017 

O-WAT-FIRE-

210922/7613 
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12.8.1, 12.5.10, and 

12.1.4. 

CVE ID : CVE-2022-

31790 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability exists 

in the management 

web interface of 

WatchGuard Firebox 

and XTM appliances. 

A remote attacker 

can potentially 

execute arbitrary 

JavaScript code in 

the management 

web interface by 

sending crafted 

requests to exposed 

management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31792 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00014 

O-WAT-FIRE-

210922/7614 

Affected Version(s): 12.6.3 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 9.8 

An integer overflow 

in WatchGuard 

Firebox and XTM 

appliances allows an 

unauthenticated 

remote attacker to 

trigger a buffer 

overflow and 

potentially execute 

arbitrary code by 

sending a malicious 

request to exposed 

management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00015 

O-WAT-FIRE-

210922/7615 
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CVE ID : CVE-2022-

31789 

N/A 06-Sep-2022 7.8 

WatchGuard Firebox 

and XTM appliances 

allow a local attacker 

(that has already 

obtained shell 

access) to elevate 

their privileges and 

execute code with 

root permissions. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31791 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00018 

O-WAT-FIRE-

210922/7616 

N/A 06-Sep-2022 7.5 

WatchGuard Firebox 

and XTM appliances 

allow an 

unauthenticated 

remote attacker to 

retrieve sensitive 

authentication 

server settings by 

sending a malicious 

request to exposed 

authentication 

endpoints. This is 

fixed in Fireware OS 

12.8.1, 12.5.10, and 

12.1.4. 

CVE ID : CVE-2022-

31790 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00017 

O-WAT-FIRE-

210922/7617 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability exists 

in the management 

web interface of 

WatchGuard Firebox 

and XTM appliances. 

A remote attacker 

can potentially 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00014 

O-WAT-FIRE-

210922/7618 
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execute arbitrary 

JavaScript code in 

the management 

web interface by 

sending crafted 

requests to exposed 

management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31792 

Affected Version(s): 12.6.4 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 9.8 

An integer overflow 

in WatchGuard 

Firebox and XTM 

appliances allows an 

unauthenticated 

remote attacker to 

trigger a buffer 

overflow and 

potentially execute 

arbitrary code by 

sending a malicious 

request to exposed 

management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31789 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00015 

O-WAT-FIRE-

210922/7619 

N/A 06-Sep-2022 7.8 

WatchGuard Firebox 

and XTM appliances 

allow a local attacker 

(that has already 

obtained shell 

access) to elevate 

their privileges and 

execute code with 

root permissions. 

This is fixed in 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00018 

O-WAT-FIRE-

210922/7620 
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Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31791 

N/A 06-Sep-2022 7.5 

WatchGuard Firebox 

and XTM appliances 

allow an 

unauthenticated 

remote attacker to 

retrieve sensitive 

authentication 

server settings by 

sending a malicious 

request to exposed 

authentication 

endpoints. This is 

fixed in Fireware OS 

12.8.1, 12.5.10, and 

12.1.4. 

CVE ID : CVE-2022-

31790 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00017 

O-WAT-FIRE-

210922/7621 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability exists 

in the management 

web interface of 

WatchGuard Firebox 

and XTM appliances. 

A remote attacker 

can potentially 

execute arbitrary 

JavaScript code in 

the management 

web interface by 

sending crafted 

requests to exposed 

management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31792 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00014 

O-WAT-FIRE-

210922/7622 
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Affected Version(s): 12.7.0 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 9.8 

An integer overflow 

in WatchGuard 

Firebox and XTM 

appliances allows an 

unauthenticated 

remote attacker to 

trigger a buffer 

overflow and 

potentially execute 

arbitrary code by 

sending a malicious 

request to exposed 

management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31789 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00015 

O-WAT-FIRE-

210922/7623 

N/A 06-Sep-2022 7.8 

WatchGuard Firebox 

and XTM appliances 

allow a local attacker 

(that has already 

obtained shell 

access) to elevate 

their privileges and 

execute code with 

root permissions. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31791 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00018 

O-WAT-FIRE-

210922/7624 

N/A 06-Sep-2022 7.5 

WatchGuard Firebox 

and XTM appliances 

allow an 

unauthenticated 

remote attacker to 

retrieve sensitive 

authentication 

server settings by 

sending a malicious 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00017 

O-WAT-FIRE-

210922/7625 
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request to exposed 

authentication 

endpoints. This is 

fixed in Fireware OS 

12.8.1, 12.5.10, and 

12.1.4. 

CVE ID : CVE-2022-

31790 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability exists 

in the management 

web interface of 

WatchGuard Firebox 

and XTM appliances. 

A remote attacker 

can potentially 

execute arbitrary 

JavaScript code in 

the management 

web interface by 

sending crafted 

requests to exposed 

management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31792 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00014 

O-WAT-FIRE-

210922/7626 

Affected Version(s): 12.7.1 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 9.8 

An integer overflow 

in WatchGuard 

Firebox and XTM 

appliances allows an 

unauthenticated 

remote attacker to 

trigger a buffer 

overflow and 

potentially execute 

arbitrary code by 

sending a malicious 

request to exposed 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00015 

O-WAT-FIRE-

210922/7627 
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management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31789 

N/A 06-Sep-2022 7.8 

WatchGuard Firebox 

and XTM appliances 

allow a local attacker 

(that has already 

obtained shell 

access) to elevate 

their privileges and 

execute code with 

root permissions. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31791 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00018 

O-WAT-FIRE-

210922/7628 

N/A 06-Sep-2022 7.5 

WatchGuard Firebox 

and XTM appliances 

allow an 

unauthenticated 

remote attacker to 

retrieve sensitive 

authentication 

server settings by 

sending a malicious 

request to exposed 

authentication 

endpoints. This is 

fixed in Fireware OS 

12.8.1, 12.5.10, and 

12.1.4. 

CVE ID : CVE-2022-

31790 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00017 

O-WAT-FIRE-

210922/7629 

Improper 

Neutralizat

ion of 

Input 

During 

06-Sep-2022 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability exists 

in the management 

web interface of 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

O-WAT-FIRE-

210922/7630 
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Web Page 

Generation 

('Cross-site 

Scripting') 

WatchGuard Firebox 

and XTM appliances. 

A remote attacker 

can potentially 

execute arbitrary 

JavaScript code in 

the management 

web interface by 

sending crafted 

requests to exposed 

management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31792 

/wgsa-2022-

00014 

Affected Version(s): 12.7.2 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 9.8 

An integer overflow 

in WatchGuard 

Firebox and XTM 

appliances allows an 

unauthenticated 

remote attacker to 

trigger a buffer 

overflow and 

potentially execute 

arbitrary code by 

sending a malicious 

request to exposed 

management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31789 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00015 

O-WAT-FIRE-

210922/7631 

N/A 06-Sep-2022 7.8 

WatchGuard Firebox 

and XTM appliances 

allow a local attacker 

(that has already 

obtained shell 

access) to elevate 

their privileges and 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00018 

O-WAT-FIRE-

210922/7632 
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execute code with 

root permissions. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31791 

N/A 06-Sep-2022 7.5 

WatchGuard Firebox 

and XTM appliances 

allow an 

unauthenticated 

remote attacker to 

retrieve sensitive 

authentication 

server settings by 

sending a malicious 

request to exposed 

authentication 

endpoints. This is 

fixed in Fireware OS 

12.8.1, 12.5.10, and 

12.1.4. 

CVE ID : CVE-2022-

31790 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00017 

O-WAT-FIRE-

210922/7633 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability exists 

in the management 

web interface of 

WatchGuard Firebox 

and XTM appliances. 

A remote attacker 

can potentially 

execute arbitrary 

JavaScript code in 

the management 

web interface by 

sending crafted 

requests to exposed 

management ports. 

This is fixed in 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00014 

O-WAT-FIRE-

210922/7634 
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Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31792 

Affected Version(s): 12.8.0 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 9.8 

An integer overflow 

in WatchGuard 

Firebox and XTM 

appliances allows an 

unauthenticated 

remote attacker to 

trigger a buffer 

overflow and 

potentially execute 

arbitrary code by 

sending a malicious 

request to exposed 

management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31789 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00015 

O-WAT-FIRE-

210922/7635 

N/A 06-Sep-2022 7.8 

WatchGuard Firebox 

and XTM appliances 

allow a local attacker 

(that has already 

obtained shell 

access) to elevate 

their privileges and 

execute code with 

root permissions. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31791 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00018 

O-WAT-FIRE-

210922/7636 

N/A 06-Sep-2022 7.5 

WatchGuard Firebox 

and XTM appliances 

allow an 

unauthenticated 

remote attacker to 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

O-WAT-FIRE-

210922/7637 
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retrieve sensitive 

authentication 

server settings by 

sending a malicious 

request to exposed 

authentication 

endpoints. This is 

fixed in Fireware OS 

12.8.1, 12.5.10, and 

12.1.4. 

CVE ID : CVE-2022-

31790 

/wgsa-2022-

00017 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability exists 

in the management 

web interface of 

WatchGuard Firebox 

and XTM appliances. 

A remote attacker 

can potentially 

execute arbitrary 

JavaScript code in 

the management 

web interface by 

sending crafted 

requests to exposed 

management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31792 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00014 

O-WAT-FIRE-

210922/7638 

Affected Version(s): From (including) 12.0.0 Up to (excluding) 12.1.4 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 9.8 

An integer overflow 

in WatchGuard 

Firebox and XTM 

appliances allows an 

unauthenticated 

remote attacker to 

trigger a buffer 

overflow and 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00015 

O-WAT-FIRE-

210922/7639 
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potentially execute 

arbitrary code by 

sending a malicious 

request to exposed 

management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31789 

N/A 06-Sep-2022 7.8 

WatchGuard Firebox 

and XTM appliances 

allow a local attacker 

(that has already 

obtained shell 

access) to elevate 

their privileges and 

execute code with 

root permissions. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31791 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00018 

O-WAT-FIRE-

210922/7640 

N/A 06-Sep-2022 7.5 

WatchGuard Firebox 

and XTM appliances 

allow an 

unauthenticated 

remote attacker to 

retrieve sensitive 

authentication 

server settings by 

sending a malicious 

request to exposed 

authentication 

endpoints. This is 

fixed in Fireware OS 

12.8.1, 12.5.10, and 

12.1.4. 

CVE ID : CVE-2022-

31790 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00017 

O-WAT-FIRE-

210922/7641 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability exists 

in the management 

web interface of 

WatchGuard Firebox 

and XTM appliances. 

A remote attacker 

can potentially 

execute arbitrary 

JavaScript code in 

the management 

web interface by 

sending crafted 

requests to exposed 

management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31792 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00014 

O-WAT-FIRE-

210922/7642 

Affected Version(s): From (including) 12.2.0 Up to (excluding) 12.5.10 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 9.8 

An integer overflow 

in WatchGuard 

Firebox and XTM 

appliances allows an 

unauthenticated 

remote attacker to 

trigger a buffer 

overflow and 

potentially execute 

arbitrary code by 

sending a malicious 

request to exposed 

management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31789 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00015 

O-WAT-FIRE-

210922/7643 

N/A 06-Sep-2022 7.8 WatchGuard Firebox 

and XTM appliances 

https://www.

watchguard.c

O-WAT-FIRE-

210922/7644 
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allow a local attacker 

(that has already 

obtained shell 

access) to elevate 

their privileges and 

execute code with 

root permissions. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31791 

om/wgrd-

psirt/advisory

/wgsa-2022-

00018 

N/A 06-Sep-2022 7.5 

WatchGuard Firebox 

and XTM appliances 

allow an 

unauthenticated 

remote attacker to 

retrieve sensitive 

authentication 

server settings by 

sending a malicious 

request to exposed 

authentication 

endpoints. This is 

fixed in Fireware OS 

12.8.1, 12.5.10, and 

12.1.4. 

CVE ID : CVE-2022-

31790 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00017 

O-WAT-FIRE-

210922/7645 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Sep-2022 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability exists 

in the management 

web interface of 

WatchGuard Firebox 

and XTM appliances. 

A remote attacker 

can potentially 

execute arbitrary 

JavaScript code in 

the management 

web interface by 

sending crafted 

https://www.

watchguard.c

om/wgrd-

psirt/advisory

/wgsa-2022-

00014 

O-WAT-FIRE-

210922/7646 
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requests to exposed 

management ports. 

This is fixed in 

Fireware OS 12.8.1, 

12.5.10, and 12.1.4. 

CVE ID : CVE-2022-

31792 

Vendor: yoctoproject 

Product: yocto 

Affected Version(s): 3.1 

Improper 

Input 

Validation 

06-Sep-2022 9.8 

In BT firmware, 

there is a possible 

out of bounds write 

due to a missing 

bounds check. This 

could lead to remote 

code execution with 

no additional 

execution privileges 

needed. User 

interaction is not 

needed for 

exploitation. Patch 

ID: ALPS06784478; 

Issue ID: 

ALPS06784478. 

CVE ID : CVE-2022-

26447 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-YOC-YOCT-

210922/7647 

Out-of-

bounds 

Write 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an incorrect bounds 

check. This could 

lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558799; 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-YOC-YOCT-

210922/7648 
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Issue ID: 

ALPS06558799. 

CVE ID : CVE-2022-

26465 

Integer 

Overflow 

or 

Wraparoun

d 

06-Sep-2022 6.7 

In audio ipi, there is 

a possible out of 

bounds write due to 

an integer overflow. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS06558777; 

Issue ID: 

ALPS06558777. 

CVE ID : CVE-2022-

26466 

https://corp.

mediatek.com

/product-

security-

bulletin/Septe

mber-2022 

O-YOC-YOCT-

210922/7649 

Vendor: Zyxel 

Product: nas326_firmware 

Affected Version(s): * Up to (excluding) 5.21\\(aazf.12\\)c0 

Use of 

Externally-

Controlled 

Format 

String 

06-Sep-2022 9.8 

A format string 

vulnerability in Zyxel 

NAS326 firmware 

versions prior to 

V5.21(AAZF.12)C0 

could allow an 

attacker to achieve 

unauthorized remote 

code execution via a 

crafted UDP packet. 

CVE ID : CVE-2022-

34747 

https://www.

zyxel.com/sup

port/Zyxel-

security-

advisory-for-

format-string-

vulnerability-

in-NAS.shtml 

O-ZYX-NAS3-

210922/7650 

 


