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Application 

1crm 

1crm 

Missing 

Authorization 
18-Sep-20 5 

An issue was discovered in 

1CRM System through 8.6.7. 

An insecure direct object 

reference to internally 

stored files allows a remote 

attacker to access various 

sensitive information via an 

unauthenticated request 

with a predictable URL. 

CVE ID : CVE-2020-15958 

N/A 
A-1CR-1CRM-

061020/1

Adobe 

media_encoder 

Out-of-bounds 

Read 
18-Sep-20 5.8 

Adobe Media Encoder 

version 14.3.2 (and earlier 

versions) has an out-of-

bounds read vulnerability 

that could be exploited to 

read past the end of an 

allocated buffer, possibly 

resulting in a crash or 

disclosure of sensitive 

information from other 

memory locations. User 

interaction is required to 

exploit this vulnerability in 

that the target must visit a 

malicious page or open a 

malicious file. 

CVE ID : CVE-2020-9739 

N/A 
A-ADO-MEDI-

061020/2

Out-of-bounds 18-Sep-20 5.8 Adobe Media Encoder 

version 14.3.2 (and earlier 
N/A A-ADO-MEDI-
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Read versions) has an out-of-

bounds read vulnerability 

that could be exploited to 

read past the end of an 

allocated buffer, possibly 

resulting in a crash or 

disclosure of sensitive 

information from other 

memory locations. User 

interaction is required to 

exploit this vulnerability in 

that the target must visit a 

malicious page or open a 

malicious file. 

CVE ID : CVE-2020-9744 

061020/3 

Out-of-bounds 

Read 
18-Sep-20 5.8 

Adobe Media Encoder 

version 14.3.2 (and earlier 

versions) has an out-of-

bounds read vulnerability 

that could be exploited to 

read past the end of an 

allocated buffer, possibly 

resulting in a crash or 

disclosure of sensitive 

information from other 

memory locations. User 

interaction is required to 

exploit this vulnerability in 

that the target must visit a 

malicious page or open a 

malicious file. 

CVE ID : CVE-2020-9745 

N/A 
A-ADO-MEDI-

061020/4 

Alfresco 

reset_password 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

17-Sep-20 5 

The Reset Password add-on 

before 1.2.0 for Alfresco 

suffers from CMIS-SQL 

Injection, which allows a 

malicious user to inject a 

N/A 
A-ALF-RESE-

061020/5 
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Command 

('SQL 

Injection') 

query within the email input 

field. 

CVE ID : CVE-2020-25727 

Weak 

Password 

Recovery 

Mechanism 

for Forgotten 

Password 

17-Sep-20 6.5 

The Reset Password add-on 

before 1.2.0 for Alfresco has 

a broken algorithm 

(involving an increment) 

that allows a malicious user 

to change any user's account 

password include the admin 

account. 

CVE ID : CVE-2020-25728 

N/A 
A-ALF-RESE-

061020/6 

Apache 

airflow 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

17-Sep-20 4.3 

In Apache Airflow < 1.10.12, 

the "origin" parameter 

passed to some of the 

endpoints like '/trigger' was 

vulnerable to XSS exploit. 

CVE ID : CVE-2020-13944 

N/A 
A-APA-AIRF-

061020/7 

atlas 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

16-Sep-20 4.3 

Apache Atlas before 2.1.0 

contain a XSS vulnerability. 

While saving search or 

rendering elements values 

are not sanitized correctly 

and because of that it 

triggers the XSS 

vulnerability. 

CVE ID : CVE-2020-13928 

N/A 
A-APA-ATLA-

061020/8 

superset 

N/A 17-Sep-20 6.5 

While investigating a bug 

report on Apache Superset, 

it was determined that an 

authenticated user could 

craft requests via a number 

N/A 
A-APA-SUPE-

061020/9 
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of templated text fields in 

the product that would 

allow arbitrary access to 

Python’s `os` package in the 

web application process in 

versions < 0.37.1. It was 

thus possible for an 

authenticated user to list 

and access files, 

environment variables, and 

process information. 

Additionally it was possible 

to set environment 

variables for the current 

process, create and update 

files in folders writable by 

the web process, and 

execute arbitrary programs 

accessible by the web 

process. All other 

operations available to the 

`os` package in Python were 

also available, even if not 

explicitly enumerated in this 

CVE. 

CVE ID : CVE-2020-13948 

Atlassian 

jira 

Information 

Exposure 
17-Sep-20 5 

Affected versions of 

Atlassian Jira Server and 

Data Center allow an 

unauthenticated user to 

enumerate users via an 

Information Disclosure 

vulnerability in the 

/ViewUserHover.jspa 

endpoint. The affected 

versions are before version 

7.13.6, from version 8.0.0 

before 8.5.7, and from 

N/A 
A-ATL-JIRA-

061020/10 
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version 8.6.0 before 8.12.0. 

CVE ID : CVE-2020-14181 

jira_server_and_data_center 

N/A 21-Sep-20 4 

Affected versions of 

Atlassian Jira Server and 

Data Center allow remote 

attackers to impact the 

application's availability via 

a Regex-based Denial of 

Service (DoS) vulnerability 

in JQL version searching. 

The affected versions are 

before version 7.13.16; from 

version 7.14.0 before 8.5.7; 

from version 8.6.0 before 

8.10.2; and from version 

8.11.0 before 8.11.1. 

CVE ID : CVE-2020-14177 

N/A 
A-ATL-JIRA-

061020/11 

Information 

Exposure 
21-Sep-20 5 

Affected versions of 

Atlassian Jira Server and 

Data Center allow remote, 

unauthenticated attackers 

to view custom field names 

and custom SLA names via 

an Information Disclosure 

vulnerability in the 

/secure/QueryComponent!

Default.jspa endpoint. The 

affected versions are before 

version 8.5.8, and from 

version 8.6.0 before 8.11.1. 

CVE ID : CVE-2020-14179 

N/A 
A-ATL-JIRA-

061020/12 

jira_software_data_center 

Information 

Exposure 
17-Sep-20 5 

Affected versions of 

Atlassian Jira Server and 

Data Center allow an 

unauthenticated user to 

enumerate users via an 

Information Disclosure 

N/A 
A-ATL-JIRA-

061020/13 
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vulnerability in the 

/ViewUserHover.jspa 

endpoint. The affected 

versions are before version 

7.13.6, from version 8.0.0 

before 8.5.7, and from 

version 8.6.0 before 8.12.0. 

CVE ID : CVE-2020-14181 

jira_service_desk 

Information 

Exposure 
21-Sep-20 4 

Affected versions of 

Atlassian Jira Service Desk 

Server and Data Center 

allow remote attackers 

authenticated as a non-

administrator user to view 

Project Request-Types and 

Descriptions, via an 

Information Disclosure 

vulnerability in the editform 

request-type-fields 

resource. The affected 

versions are before version 

4.12.0. 

CVE ID : CVE-2020-14180 

N/A 
A-ATL-JIRA-

061020/14 

aveva 

edna_enterprise_data_historian 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

24-Sep-20 7.5 

An SQL injection 

vulnerability exists in the 

Alias.asmx Web Service 

functionality of eDNA 

Enterprise Data Historian 

3.0.1.2/7.5.4989.33053. 

Parameter AliasName in 

Alias.asmx is vulnerable to 

unauthenticated SQL 

injection attacks. An 

attacker can send 

unauthenticated HTTP 

requests to trigger this 

N/A 
A-AVE-EDNA-

061020/15 
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vulnerability. 

CVE ID : CVE-2020-13508 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

24-Sep-20 7.5 

Parameter psAttribute in 

ednareporting.asmx is 

vulnerable to 

unauthenticated SQL 

injection attacks.Specially 

crafted SOAP web requests 

can cause SQL injections 

resulting in data 

compromise. An attacker 

can send unauthenticated 

HTTP requests to trigger 

this vulnerability. 

CVE ID : CVE-2020-13521 

N/A 
A-AVE-EDNA-

061020/16 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

24-Sep-20 7.5 

An exploitable SQL injection 

vulnerability exists in the 

FavoritesService.asmx Web 

Service functionality of 

eDNA Enterprise Data 

Historian 

3.0.1.2/7.5.4989.33053. A 

specially crafted SOAP web 

request can cause an SQL 

injection resulting in data 

compromise. An attacker 

can send an 

unauthenticated HTTP 

request to trigger this 

vulnerability. 

CVE ID : CVE-2020-6153 

N/A 
A-AVE-EDNA-

061020/17 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

24-Sep-20 7.5 

An SQL injection 

vulnerability exists in the 

CHaD.asmx web service 

functionality of eDNA 

Enterprise Data Historian 

3.0.1.2/7.5.4989.33053. 

Specially crafted SOAP web 

requests can cause SQL 

N/A 
A-AVE-EDNA-

061020/18 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

8 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

injections resulting in data 

compromise. Parameter 

InstancePath in CHaD.asmx 

is vulnerable to 

unauthenticated SQL 

injection attacks. 

CVE ID : CVE-2020-13499 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

24-Sep-20 7.5 

SQL injection vulnerability 

exists in the CHaD.asmx web 

service functionality of 

eDNA Enterprise Data 

Historian 

3.0.1.2/7.5.4989.33053. 

Specially crafted SOAP web 

requests can cause SQL 

injections resulting in data 

compromise. Parameter 

ClassName in CHaD.asmx is 

vulnerable to 

unauthenticated SQL 

injection attacks. 

CVE ID : CVE-2020-13500 

N/A 
A-AVE-EDNA-

061020/19 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

24-Sep-20 7.5 

An SQL injection 

vulnerability exists in the 

CHaD.asmx web service 

functionality of eDNA 

Enterprise Data Historian 

3.0.1.2/7.5.4989.33053. 

Specially crafted SOAP web 

requests can cause SQL 

injections resulting in data 

compromise. Parameter 

InstanceName in 

CHaD.asmx is vulnerable to 

unauthenticated SQL 

injection attacks. 

CVE ID : CVE-2020-13501 

N/A 
A-AVE-EDNA-

061020/20 

Improper 

Neutralization 
24-Sep-20 7.5 An exploitable SQL injection 

vulnerability exists in the 
N/A 

A-AVE-EDNA-

061020/21 
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of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

DNAPoints.asmx web 

Service functionality of 

eDNA Enterprise Data 

Historian 

3.0.1.2/7.5.4989.33053. A 

specially crafted SOAP web 

request can cause an SQL 

injection resulting in data 

compromise. An attacker 

can send an 

unauthenticated HTTP 

request to trigger this 

vulnerability. 

CVE ID : CVE-2020-13502 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

24-Sep-20 7.5 

Parameter AttFilterName in 

ednareporting.asmx is 

vulnerable to 

unauthenticated SQL 

injection attacks. Specially 

crafted SOAP web requests 

can cause SQL injections 

resulting in data 

compromise. An attacker 

can send unauthenticated 

HTTP requests to trigger 

this vulnerability. 

CVE ID : CVE-2020-13503 

N/A 
A-AVE-EDNA-

061020/22 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

24-Sep-20 7.5 

Parameter AttFilterValue in 

ednareporting.asmx is 

vulnerable to 

unauthenticated SQL 

injection attacks. Specially 

crafted SOAP web requests 

can cause SQL injections 

resulting in data 

compromise. An attacker 

can send unauthenticated 

HTTP requests to trigger 

this vulnerability. 

N/A 
A-AVE-EDNA-

061020/23 
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CVE ID : CVE-2020-13504 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

24-Sep-20 7.5 

Parameter psClass in 

ednareporting.asmx is 

vulnerable to 

unauthenticated SQL 

injection attacks. Specially 

crafted SOAP web requests 

can cause SQL injections 

resulting in data 

compromise. An attacker 

can send unauthenticated 

HTTP requests to trigger 

this vulnerability. 

CVE ID : CVE-2020-13505 

N/A 
A-AVE-EDNA-

061020/24 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

24-Sep-20 7.5 

An SQL injection 

vulnerability exists in the 

Alias.asmx Web Service 

functionality of eDNA 

Enterprise Data Historian 

3.0.1.2/7.5.4989.33053. 

Parameter OrigID in 

Alias.asmx is vulnerable to 

unauthenticated SQL 

injection attacks An attacker 

can send unauthenticated 

HTTP requests to trigger 

this vulnerability. 

CVE ID : CVE-2020-13507 

N/A 
A-AVE-EDNA-

061020/25 

bosch 

smart_home 

Improper 

Certificate 

Validation 

16-Sep-20 5.8 

Improper certificate 

validation for certain 

connections in the Bosch 

Smart Home System App for 

iOS prior to version 9.17.1 

potentially allows to 

intercept video contents by 

performing a man-in-the-

middle attack. 

N/A 
A-BOS-SMAR-

061020/26 
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CVE ID : CVE-2020-6781 

brassica 

soy_cms 

Deserializatio

n of Untrusted 

Data 

18-Sep-20 6.8 

SOY CMS 3.0.2.327 and 

earlier is affected by 

Unauthenticated Remote 

Code Execution (RCE). The 

allows remote attackers to 

execute any arbitrary code 

when the inquiry form 

feature is enabled by the 

service. The vulnerability is 

caused by unserializing the 

form without any 

restrictions. This was fixed 

in 3.0.2.328. 

CVE ID : CVE-2020-15188 

https://gith

ub.com/inun

osinsi/soyc

ms/security

/advisories/

GHSA-hrrx-

m22r-p9jp 

A-BRA-SOY_-

061020/27 

Unrestricted 

Upload of File 

with 

Dangerous 

Type 

18-Sep-20 6.5 

SOY CMS 3.0.2 and earlier is 

affected by Remote Code 

Execution (RCE) using 

Unrestricted File Upload. 

Cross-Site Scripting(XSS) 

vulnerability that was used 

in CVE-2020-15183 can be 

used to increase impact by 

redirecting the 

administrator to access a 

specially crafted page. This 

vulnerability is caused by 

insecure configuration in 

elFinder. This is fixed in 

version 3.0.2.328. 

CVE ID : CVE-2020-15189 

https://gith

ub.com/inun

osinsi/soyc

ms/security

/advisories/

GHSA-6r2f-

p68g-m433 

A-BRA-SOY_-

061020/28 

Cesanta 

mongoose 

Buffer Copy 

without 

Checking Size 

18-Sep-20 7.5 
** DISPUTED ** A buffer 

overflow vulnerability exists 

in the mg_get_http_header 

N/A 
A-CES-MONG-

061020/29 
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of Input 

('Classic 

Buffer 

Overflow') 

function in Cesanta 

Mongoose 6.18 due to a lack 

of bounds checking. A 

crafted HTTP header can 

exploit this bug. NOTE: a 

committer has stated "this 

will not happen in practice." 

CVE ID : CVE-2020-25756 

Cisco 

email_security_appliance 

Improper 

Input 

Validation 

23-Sep-20 5 

A vulnerability in the email 

message scanning of Cisco 

AsyncOS Software for Cisco 

Email Security Appliance 

(ESA) could allow an 

unauthenticated, remote 

attacker to bypass 

configured filters on the 

device. The vulnerability is 

due to improper validation 

of incoming emails. An 

attacker could exploit this 

vulnerability by sending a 

crafted email message to a 

recipient protected by the 

ESA. A successful exploit 

could allow the attacker to 

bypass the configured 

content filters, which could 

allow malicious content to 

pass through the device. 

CVE ID : CVE-2020-3133 

N/A 
A-CIS-EMAI-

061020/30 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

23-Sep-20 4.3 

A vulnerability in the web-

based management 

interface of Cisco Email 

Security Appliance (ESA) 

could allow an 

unauthenticated, remote 

attacker to conduct a cross-

N/A 
A-CIS-EMAI-

061020/31 
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Scripting') site scripting (XSS) attack 

against a user of the web-

based management 

interface of an affected 

device. The vulnerability 

exists because the web-

based management 

interface of the affected 

device does not properly 

validate user-supplied 

input. An attacker could 

exploit this vulnerability by 

persuading a user to click a 

malicious link. A successful 

exploit could allow the 

attacker to execute arbitrary 

script code in the context of 

the affected interface or to 

access sensitive, browser-

based information. 

CVE ID : CVE-2020-3137 

unified_communications_manager 

Cross-Site 

Request 

Forgery 

(CSRF) 

23-Sep-20 6.8 

A vulnerability in the web-

based management 

interface of Cisco Unified 

Communications Manager 

(UCM) could allow an 

unauthenticated, remote 

attacker to conduct a cross-

site request forgery (CSRF) 

attack on an affected device. 

The vulnerability is due to 

insufficient CSRF 

protections for the web-

based management 

interface on an affected 

device. An attacker could 

exploit this vulnerability by 

persuading a user of the 

interface to follow a 

N/A 
A-CIS-UNIF-

061020/32 
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malicious link. A successful 

exploit could allow the 

attacker to perform 

arbitrary actions with the 

privilege level of the 

targeted user. 

CVE ID : CVE-2020-3135 

unity_connection 

Improper 

Input 

Validation 

23-Sep-20 5.5 

A vulnerability in the web 

management interface of 

Cisco Unity Connection 

could allow an 

authenticated remote 

attacker to overwrite files 

on the underlying 

filesystem. The vulnerability 

is due to insufficient input 

validation. An attacker could 

exploit this vulnerability by 

sending a crafted HTTP 

request to the web 

management interface. A 

successful exploit could 

allow the attacker to 

overwrite files on the 

underlying filesystem of an 

affected system. Valid 

administrator credentials 

are required to access the 

system. 

CVE ID : CVE-2020-3130 

N/A 
A-CIS-UNIT-

061020/33 

Corephp 

pago_commerce 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

18-Sep-20 6.5 

The paGO Commerce plugin 

2.5.9.0 for Joomla! allows 

SQL Injection via the 

administrator/index.php?op

tion=com_pago&view=com

ments filter_published 

N/A 
A-COR-PAGO-

061020/34 
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('SQL 

Injection') 

parameter. 

CVE ID : CVE-2020-25751 

Cpanel 

cpanel 

N/A 25-Sep-20 7.5 

cPanel before 88.0.3 

mishandles the Exim filter 

path, leading to remote code 

execution (SEC-485). 

CVE ID : CVE-2020-26098 

N/A 
A-CPA-CPAN-

061020/35 

N/A 25-Sep-20 5 

cPanel before 88.0.3 allows 

attackers to bypass the 

SMTP greylisting protection 

mechanism (SEC-491). 

CVE ID : CVE-2020-26099 

N/A 
A-CPA-CPAN-

061020/36 

N/A 25-Sep-20 7.5 

chsh in cPanel before 88.0.3 

allows a Jailshell escape 

(SEC-497). 

CVE ID : CVE-2020-26100 

N/A 
A-CPA-CPAN-

061020/37 

Insufficiently 

Protected 

Credentials 

25-Sep-20 5 

In cPanel before 88.0.3, 

insecure RNDC credentials 

are used for BIND on a 

templated VM (SEC-549). 

CVE ID : CVE-2020-26101 

N/A 
A-CPA-CPAN-

061020/38 

Incorrect 

Authorization 
25-Sep-20 5 

In cPanel before 88.0.3, an 

insecure auth policy API key 

is used by Dovecot on a 

templated VM (SEC-550). 

CVE ID : CVE-2020-26102 

N/A 
A-CPA-CPAN-

061020/39 

Weak 

Password 

Requirements 

25-Sep-20 5 

In cPanel before 88.0.3, an 

insecure site password is 

used for Mailman on a 

templated VM (SEC-551). 

CVE ID : CVE-2020-26103 

N/A 
A-CPA-CPAN-

061020/40 

Insecure 

Storage of 

Sensitive 

25-Sep-20 5 
In cPanel before 88.0.3, an 

insecure SRS secret is used 

on a templated VM (SEC-

N/A 
A-CPA-CPAN-

061020/41 
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Information 552). 

CVE ID : CVE-2020-26104 

Insufficiently 

Protected 

Credentials 

25-Sep-20 5 

In cPanel before 88.0.3, 

insecure chkservd test 

credentials are used on a 

templated VM (SEC-554). 

CVE ID : CVE-2020-26105 

N/A 
A-CPA-CPAN-

061020/42 

Information 

Exposure 

Through Log 

Files 

25-Sep-20 5 

cPanel before 88.0.3 has 

weak permissions (world 

readable) for the proxy 

subdomains log file (SEC-

558). 

CVE ID : CVE-2020-26106 

N/A 
A-CPA-CPAN-

061020/43 

Inadequate 

Encryption 

Strength 

25-Sep-20 5 

cPanel before 88.0.3, upon 

an upgrade, establishes 

predictable PowerDNS API 

keys (SEC-561). 

CVE ID : CVE-2020-26107 

N/A 
A-CPA-CPAN-

061020/44 

N/A 25-Sep-20 7.5 

cPanel before 88.0.13 

mishandles file-extension 

dispatching, leading to code 

execution (SEC-488). 

CVE ID : CVE-2020-26108 

N/A 
A-CPA-CPAN-

061020/45 

N/A 25-Sep-20 5 

cPanel before 88.0.13 allows 

bypass of a protection 

mechanism that attempted 

to restrict package 

modification (SEC-557). 

CVE ID : CVE-2020-26109 

N/A 
A-CPA-CPAN-

061020/46 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

25-Sep-20 4.3 

cPanel before 88.0.13 allows 

self XSS via DNS Zone 

Manager DNSSEC interfaces 

(SEC-564). 

CVE ID : CVE-2020-26110 

N/A 
A-CPA-CPAN-

061020/47 
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Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

25-Sep-20 4.3 

cPanel before 90.0.10 allows 

self XSS via the WHM Edit 

DNS Zone interface (SEC-

566). 

CVE ID : CVE-2020-26111 

N/A 
A-CPA-CPAN-

061020/48 

N/A 25-Sep-20 5 

The email quota cache in 

cPanel before 90.0.10 allows 

overwriting of files. 

CVE ID : CVE-2020-26112 

N/A 
A-CPA-CPAN-

061020/49 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

25-Sep-20 4.3 

cPanel before 90.0.10 allows 

self XSS via WHM Manage 

API Tokens interfaces (SEC-

569). 

CVE ID : CVE-2020-26113 

N/A 
A-CPA-CPAN-

061020/50 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

25-Sep-20 4.3 

cPanel before 90.0.10 allows 

self XSS via the Cron Jobs 

interface (SEC-573). 

CVE ID : CVE-2020-26114 

N/A 
A-CPA-CPAN-

061020/51 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

25-Sep-20 4.3 

cPanel before 90.0.10 allows 

self XSS via the Cron Editor 

interface (SEC-574). 

CVE ID : CVE-2020-26115 

N/A 
A-CPA-CPAN-

061020/52 

cryptsetup_project 

cryptsetup 
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Out-of-bounds 

Write 
16-Sep-20 6.8 

A vulnerability was found in 

upstream release 

cryptsetup-2.2.0 where, 

there's a bug in LUKS2 

format validation code, that 

is effectively invoked on 

every device/image 

presenting itself as LUKS2 

container. The bug is in 

segments validation code in 

file 

'lib/luks2/luks2_json_metad

ata.c' in function 

hdr_validate_segments(stru

ct crypt_device *cd, 

json_object *hdr_jobj) 

where the code does not 

check for possible overflow 

on memory allocation used 

for intervals array (see 

statement "intervals = 

malloc(first_backup * 

sizeof(*intervals));"). Due to 

the bug, library can be 

*tricked* to expect such 

allocation was successful 

but for far less memory then 

originally expected. Later it 

may read data FROM image 

crafted by an attacker and 

actually write such data 

BEYOND allocated memory. 

CVE ID : CVE-2020-14382 

N/A 
A-CRY-CRYP-

061020/53 

daemonology 

bsdiff 

Out-of-bounds 

Write 
16-Sep-20 7.5 

A memory corruption 

vulnerability is present in 

bspatch as shipped in Colin 

Percival’s bsdiff tools 

version 4.3. Insufficient 

N/A 
A-DAE-BSDI-

061020/54 
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checks when handling 

external inputs allows an 

attacker to bypass the sanity 

checks in place and write 

out of a dynamically 

allocated buffer boundaries. 

CVE ID : CVE-2020-14315 

dotplant 

dotplant2 

Improper 

Restriction of 

XML External 

Entity 

Reference 

('XXE') 

18-Sep-20 5 

** UNSUPPORTED WHEN 

ASSIGNED ** An issue was 

discovered in DotPlant2 

before 2020-09-14. In class 

Pay2PayPayment in 

payment/Pay2PayPayment.

php, there is an XXE 

vulnerability in the 

checkResult function. The 

user input ($_POST['xml']) 

is used for 

simplexml_load_string 

without sanitization. NOTE: 

This vulnerability only 

affects products that are no 

longer supported by the 

maintainer. 

CVE ID : CVE-2020-25750 

N/A 
A-DOT-DOTP-

061020/55 

elementor 

elementor_page_builder 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

16-Sep-20 3.5 

A stored XSS vulnerability 

exists in the Custom Link 

Attributes control Affect 

function in Elementor Page 

Builder 2.9.2 and earlier 

versions. It is caused by 

inadequate filtering on the 

link custom attributes. 

CVE ID : CVE-2020-20406 

N/A 
A-ELE-ELEM-

061020/56 
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Fasterxml 

jackson-databind 

Deserializatio

n of Untrusted 

Data 

17-Sep-20 6.8 

FasterXML jackson-databind 

2.x before 2.9.10.6 

mishandles the interaction 

between serialization 

gadgets and typing, related 

to 

com.pastdev.httpcomponent

s.configuration.JndiConfigur

ation. 

CVE ID : CVE-2020-24750 

https://gith

ub.com/Fast

erXML/jacks

on-

databind/co

mmit/ad5a6

30174f08d2

79504bc51e

bba8772fd7

1b86b 

A-FAS-JACK-

061020/57 

gnuplot_project 

gnuplot 

N/A 16-Sep-20 7.5 

gnuplot 5.4 is affected by a 

segmentation fault in 

com_line () at command.c, 

which may result in context-

dependent arbitrary code 

execution. 

CVE ID : CVE-2020-25412 

N/A 
A-GNU-GNUP-

061020/58 

Double Free 16-Sep-20 6.8 

gnuplot 5.5 is affected by 

double free when executing 

print_set_output. This may 

result in context-dependent 

arbitrary code execution. 

CVE ID : CVE-2020-25559 

N/A 
A-GNU-GNUP-

061020/59 

gon_project 

gon 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

23-Sep-20 4.3 

An issue was discovered in 

the gon gem before gon-

6.4.0 for Ruby. MultiJson 

does not honor the 

escape_mode parameter to 

escape fields as an XSS 

protection mechanism. To 

mitigate, json_dumper.rb in 

https://gith

ub.com/gaza

y/gon/com

mit/fe3c7b2

191a992386

dc9edd37de

5447a4e809

bc7 

A-GON-GON-

061020/60 
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gon now does escaping for 

XSS by default without 

relying on MultiJson. 

CVE ID : CVE-2020-25739 

gonitro 

nitro_pro 

Out-of-bounds 

Write 
17-Sep-20 6.8 

An exploitable code 

execution vulnerability 

exists in the JPEG2000 

Stripe Decoding 

functionality of Nitro 

Software, Inc.’s Nitro Pro 

13.13.2.242 when decoding 

sub-samples. While 

initializing tiles with sub-

sample data, the application 

can miscalculate a pointer 

for the stripes in the tile 

which allow for the decoder 

to write out of-bounds and 

cause memory corruption. 

This can result in code 

execution. A specially 

crafted image can be 

embedded inside a PDF and 

loaded by a victim in order 

to trigger this vulnerability. 

CVE ID : CVE-2020-6112 

N/A 
A-GON-NITR-

061020/61 

Integer 

Overflow or 

Wraparound 

17-Sep-20 6.8 

An exploitable vulnerability 

exists in the object stream 

parsing functionality of 

Nitro Software, Inc.’s Nitro 

Pro 13.13.2.242 when 

updating its cross-reference 

table. When processing an 

object stream from a PDF 

document, the application 

will perform a calculation in 

order to allocate memory 

N/A 
A-GON-NITR-

061020/62 
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for the list of indirect 

objects. Due to an error 

when calculating this size, 

an integer overflow may 

occur which can result in an 

undersized buffer being 

allocated. Later when 

initializing this buffer, the 

application can write 

outside its bounds which 

can cause a memory 

corruption that can lead to 

code execution. A specially 

crafted document can be 

delivered to a victim in 

order to trigger this 

vulnerability. 

CVE ID : CVE-2020-6113 

Use After Free 17-Sep-20 6.8 

An exploitable vulnerability 

exists in the cross-reference 

table repairing functionality 

of Nitro Software, Inc.’s 

Nitro Pro 13.13.2.242. While 

searching for an object 

identifier in a malformed 

document that is missing 

from the cross-reference 

table, the application will 

save a reference to the 

object’s cross-reference 

table entry inside a stack 

variable. If the referenced 

object identifier is not 

found, the application may 

resize the cross-reference 

table which can change the 

scope of its entry. Later 

when the application tries 

to reference cross-reference 

entry via the stack variable, 

the application will access 

N/A 
A-GON-NITR-

061020/63 
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memory belonging to the 

recently freed table causing 

a use-after-free condition. A 

specially crafted document 

can be delivered by an 

attacker and loaded by a 

victim in order to trigger 

this vulnerability. 

CVE ID : CVE-2020-6115 

Integer 

Overflow or 

Wraparound 

17-Sep-20 6.8 

An arbitrary code execution 

vulnerability exists in the 

rendering functionality of 

Nitro Software, Inc.’s Nitro 

Pro 13.13.2.242. When 

drawing the contents of a 

page using colors from an 

indexed colorspace, the 

application can miscalculate 

the size of a buffer when 

allocating space for its 

colors. When using this 

allocated buffer, the 

application can write 

outside its bounds and 

cause memory corruption 

which can lead to code 

execution. A specially 

crafted document must be 

loaded by a victim in order 

to trigger this vulnerability. 

CVE ID : CVE-2020-6116 

N/A 
A-GON-NITR-

061020/64 

Out-of-bounds 

Write 
16-Sep-20 6.8 

An exploitable code 

execution vulnerability 

exists in the rendering 

functionality of Nitro Pro 

13.13.2.242 and 

13.16.2.300. When drawing 

the contents of a page and 

selecting the stroke color 

from an 'ICCBased' 

N/A 
A-GON-NITR-

061020/65 
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colorspace, the application 

will read a length from the 

file and use it as a loop 

sentinel when writing data 

into the member of an 

object. Due to the object 

member being a buffer of a 

static size allocated on the 

heap, this can result in a 

heap-based buffer overflow. 

A specially crafted 

document must be loaded 

by a victim in order to 

trigger this vulnerability. 

CVE ID : CVE-2020-6146 

Google 

chrome 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in networking 

in Google Chrome prior to 

85.0.4183.102 allowed an 

attacker who convinced the 

user to enable logging to 

obtain potentially sensitive 

information from process 

memory via social 

engineering. 

CVE ID : CVE-2020-15959 

N/A 
A-GOO-CHRO-

061020/66 

Out-of-bounds 

Write 
21-Sep-20 6.8 

Heap buffer overflow in 

storage in Google Chrome 

prior to 85.0.4183.121 

allowed a remote attacker 

to potentially perform out of 

bounds memory access via a 

crafted HTML page. 

CVE ID : CVE-2020-15960 

N/A 
A-GOO-CHRO-

061020/67 

N/A 21-Sep-20 6.8 
Insufficient policy validation 

in extensions in Google 

Chrome prior to 

N/A 
A-GOO-CHRO-

061020/68 
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85.0.4183.121 allowed an 

attacker who convinced a 

user to install a malicious 

extension to potentially 

perform a sandbox escape 

via a crafted Chrome 

Extension. 

CVE ID : CVE-2020-15961 

N/A 21-Sep-20 6.8 

Insufficient policy validation 

in serial in Google Chrome 

prior to 85.0.4183.121 

allowed a remote attacker 

to potentially perform out of 

bounds memory access via a 

crafted HTML page. 

CVE ID : CVE-2020-15962 

N/A 
A-GOO-CHRO-

061020/69 

N/A 21-Sep-20 6.8 

Insufficient policy 

enforcement in extensions 

in Google Chrome prior to 

85.0.4183.121 allowed an 

attacker who convinced a 

user to install a malicious 

extension to potentially 

perform a sandbox escape 

via a crafted Chrome 

Extension. 

CVE ID : CVE-2020-15963 

N/A 
A-GOO-CHRO-

061020/70 

Out-of-bounds 

Write 
21-Sep-20 6.8 

Insufficient data validation 

in media in Google Chrome 

prior to 85.0.4183.121 

allowed a remote attacker 

to potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-15964 

N/A 
A-GOO-CHRO-

061020/71 

Access of 

Resource 

Using 

Incompatible 

21-Sep-20 6.8 

Type confusion in V8 in 

Google Chrome prior to 

85.0.4183.121 allowed a 

remote attacker to 

N/A 
A-GOO-CHRO-

061020/72 
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Type ('Type 

Confusion') 

potentially perform out of 

bounds memory access via a 

crafted HTML page. 

CVE ID : CVE-2020-15965 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in extensions 

in Google Chrome prior to 

85.0.4183.121 allowed an 

attacker who convinced a 

user to install a malicious 

extension to obtain 

potentially sensitive 

information via a crafted 

Chrome Extension. 

CVE ID : CVE-2020-15966 

N/A 
A-GOO-CHRO-

061020/73 

Use After Free 21-Sep-20 6.8 

Use after free in SCTP in 

Google Chrome prior to 

84.0.4147.105 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6532 

N/A 
A-GOO-CHRO-

061020/74 

Access of 

Resource 

Using 

Incompatible 

Type ('Type 

Confusion') 

21-Sep-20 6.8 

Type confusion in V8 in 

Google Chrome prior to 

84.0.4147.105 allowed a 

remote attacker to execute 

arbitrary code inside a 

sandbox via a crafted HTML 

page. 

CVE ID : CVE-2020-6537 

N/A 
A-GOO-CHRO-

061020/75 

N/A 21-Sep-20 4.3 

Inappropriate 

implementation in WebView 

in Google Chrome on 

Android prior to 

84.0.4147.105 allowed a 

remote attacker to leak 

cross-origin data via a 

N/A 
A-GOO-CHRO-

061020/76 
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crafted HTML page. 

CVE ID : CVE-2020-6538 

Use After Free 21-Sep-20 6.8 

Use after free in CSS in 

Google Chrome prior to 

84.0.4147.105 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6539 

N/A 
A-GOO-CHRO-

061020/77 

Out-of-bounds 

Write 
21-Sep-20 6.8 

Buffer overflow in Skia in 

Google Chrome prior to 

84.0.4147.105 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6540 

N/A 
A-GOO-CHRO-

061020/78 

Use After Free 21-Sep-20 6.8 

Use after free in WebUSB in 

Google Chrome prior to 

84.0.4147.105 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6541 

N/A 
A-GOO-CHRO-

061020/79 

Use After Free 21-Sep-20 6.8 

Use after free in ANGLE in 

Google Chrome prior to 

84.0.4147.125 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6542 

N/A 
A-GOO-CHRO-

061020/80 

Use After Free 21-Sep-20 6.8 

Use after free in task 

scheduling in Google 

Chrome prior to 

84.0.4147.125 allowed a 

N/A 
A-GOO-CHRO-

061020/81 
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remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6543 

Use After Free 21-Sep-20 6.8 

Use after free in media in 

Google Chrome prior to 

84.0.4147.125 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6544 

N/A 
A-GOO-CHRO-

061020/82 

Use After Free 21-Sep-20 6.8 

Use after free in audio in 

Google Chrome prior to 

84.0.4147.125 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6545 

N/A 
A-GOO-CHRO-

061020/83 

Improper 

Privilege 

Management 

21-Sep-20 4.6 

Inappropriate 

implementation in installer 

in Google Chrome prior to 

84.0.4147.125 allowed a 

local attacker to potentially 

elevate privilege via a 

crafted filesystem. 

CVE ID : CVE-2020-6546 

N/A 
A-GOO-CHRO-

061020/84 

Information 

Exposure 
21-Sep-20 4.3 

Incorrect security UI in 

media in Google Chrome 

prior to 84.0.4147.125 

allowed a remote attacker 

to potentially obtain 

sensitive information via a 

crafted HTML page. 

CVE ID : CVE-2020-6547 

N/A 
A-GOO-CHRO-

061020/85 

Out-of-bounds 21-Sep-20 9.3 Heap buffer overflow in Skia N/A A-GOO-CHRO-
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Write in Google Chrome prior to 

84.0.4147.125 allowed a 

remote attacker who had 

compromised the renderer 

process to potentially 

exploit heap corruption via 

a crafted HTML page. 

CVE ID : CVE-2020-6548 

061020/86 

Use After Free 21-Sep-20 9.3 

Use after free in media in 

Google Chrome prior to 

84.0.4147.125 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6549 

N/A 
A-GOO-CHRO-

061020/87 

Use After Free 21-Sep-20 9.3 

Use after free in IndexedDB 

in Google Chrome prior to 

84.0.4147.125 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6550 

N/A 
A-GOO-CHRO-

061020/88 

Use After Free 21-Sep-20 9.3 

Use after free in WebXR in 

Google Chrome prior to 

84.0.4147.125 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6551 

N/A 
A-GOO-CHRO-

061020/89 

Use After Free 21-Sep-20 9.3 

Use after free in Blink in 

Google Chrome prior to 

84.0.4147.125 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

N/A 
A-GOO-CHRO-

061020/90 
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HTML page. 

CVE ID : CVE-2020-6552 

Use After Free 21-Sep-20 9.3 

Use after free in offline 

mode in Google Chrome on 

iOS prior to 84.0.4147.125 

allowed a remote attacker 

to potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6553 

N/A 
A-GOO-CHRO-

061020/91 

Use After Free 21-Sep-20 6.8 

Use after free in extensions 

in Google Chrome prior to 

84.0.4147.125 allowed a 

remote attacker to 

potentially perform a 

sandbox escape via a crafted 

Chrome Extension. 

CVE ID : CVE-2020-6554 

N/A 
A-GOO-CHRO-

061020/92 

Out-of-bounds 

Read 
21-Sep-20 4.3 

Out of bounds read in 

WebGL in Google Chrome 

prior to 84.0.4147.125 

allowed a remote attacker 

to obtain potentially 

sensitive information from 

process memory via a 

crafted HTML page. 

CVE ID : CVE-2020-6555 

N/A 
A-GOO-CHRO-

061020/93 

Out-of-bounds 

Write 
21-Sep-20 9.3 

Heap buffer overflow in 

SwiftShader in Google 

Chrome prior to 

84.0.4147.135 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6556 

N/A 
A-GOO-CHRO-

061020/94 

Incorrect 

Permission 
21-Sep-20 4.3 Insufficient policy 

enforcement in iOSWeb in 
N/A 

A-GOO-CHRO-

061020/95 
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Assignment 

for Critical 

Resource 

Google Chrome on iOS prior 

to 85.0.4183.83 allowed a 

remote attacker to bypass 

navigation restrictions via a 

crafted HTML page. 

CVE ID : CVE-2020-6558 

Use After Free 21-Sep-20 9.3 

Use after free in 

presentation API in Google 

Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6559 

N/A 
A-GOO-CHRO-

061020/96 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in autofill in 

Google Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to leak 

cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2020-6560 

N/A 
A-GOO-CHRO-

061020/97 

N/A 21-Sep-20 4.3 

Inappropriate 

implementation in Content 

Security Policy in Google 

Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to leak 

cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2020-6561 

N/A 
A-GOO-CHRO-

061020/98 

Incorrect 

Permission 

Assignment 

for Critical 

Resource 

21-Sep-20 4.3 

Insufficient policy 

enforcement in Blink in 

Google Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to leak 

cross-origin data via a 

N/A 
A-GOO-CHRO-

061020/99 
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crafted HTML page. 

CVE ID : CVE-2020-6562 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in intent 

handling in Google Chrome 

on Android prior to 

85.0.4183.83 allowed a 

remote attacker to obtain 

potentially sensitive 

information from disk via a 

crafted HTML page. 

CVE ID : CVE-2020-6563 

N/A 
A-GOO-CHRO-

061020/100 

Improper 

Preservation 

of Permissions 

21-Sep-20 4.3 

Inappropriate 

implementation in 

permissions in Google 

Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to spoof the 

contents of a permission 

dialog via a crafted HTML 

page. 

CVE ID : CVE-2020-6564 

N/A 
A-GOO-CHRO-

061020/101 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in media in 

Google Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to leak 

cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2020-6566 

N/A 
A-GOO-CHRO-

061020/102 

Improper 

Input 

Validation 

21-Sep-20 4.3 

Insufficient validation of 

untrusted input in 

command line handling in 

Google Chrome on Windows 

prior to 85.0.4183.83 

allowed a remote attacker 

to bypass navigation 

restrictions via a crafted 

N/A 
A-GOO-CHRO-

061020/103 
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HTML page. 

CVE ID : CVE-2020-6567 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in intent 

handling in Google Chrome 

on Android prior to 

85.0.4183.83 allowed a 

remote attacker to bypass 

navigation restrictions via a 

crafted HTML page. 

CVE ID : CVE-2020-6568 

N/A 
A-GOO-CHRO-

061020/104 

Integer 

Overflow or 

Wraparound 

21-Sep-20 6.8 

Integer overflow in WebUSB 

in Google Chrome prior to 

85.0.4183.83 allowed a 

remote attacker who had 

compromised the renderer 

process to potentially 

exploit heap corruption via 

a crafted HTML page. 

CVE ID : CVE-2020-6569 

N/A 
A-GOO-CHRO-

061020/105 

Information 

Exposure 
21-Sep-20 4.3 

Information leakage in 

WebRTC in Google Chrome 

prior to 85.0.4183.83 

allowed a remote attacker 

to obtain potentially 

sensitive information via a 

crafted WebRTC interaction. 

CVE ID : CVE-2020-6570 

N/A 
A-GOO-CHRO-

061020/106 

Improper 

Input 

Validation 

21-Sep-20 4.3 

Insufficient data validation 

in Omnibox in Google 

Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to perform 

domain spoofing via IDN 

homographs via a crafted 

domain name. 

CVE ID : CVE-2020-6571 

N/A 
A-GOO-CHRO-

061020/107 

Use After Free 21-Sep-20 6.8 Use after free in video in N/A A-GOO-CHRO-
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Google Chrome on Android 

prior to 85.0.4183.102 

allowed a remote attacker 

who had compromised the 

renderer process to 

potentially perform a 

sandbox escape via a crafted 

HTML page. 

CVE ID : CVE-2020-6573 

061020/108 

N/A 21-Sep-20 4.6 

Insufficient policy 

enforcement in installer in 

Google Chrome on OS X 

prior to 85.0.4183.102 

allowed a local attacker to 

potentially achieve privilege 

escalation via a crafted 

binary. 

CVE ID : CVE-2020-6574 

N/A 
A-GOO-CHRO-

061020/109 

Concurrent 

Execution 

using Shared 

Resource with 

Improper 

Synchronizati

on ('Race 

Condition') 

21-Sep-20 5.1 

Race in Mojo in Google 

Chrome prior to 

85.0.4183.102 allowed a 

remote attacker who had 

compromised the renderer 

process to potentially 

perform a sandbox escape 

via a crafted HTML page. 

CVE ID : CVE-2020-6575 

N/A 
A-GOO-CHRO-

061020/110 

Use After Free 21-Sep-20 6.8 

Use after free in offscreen 

canvas in Google Chrome 

prior to 85.0.4183.102 

allowed a remote attacker 

to potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6576 

N/A 
A-GOO-CHRO-

061020/111 

Gradle 

enterprise_cache_node 

N/A 18-Sep-20 5 An issue was discovered in https://secu A-GRA-ENTE-
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Gradle Enterprise 2017.3 - 

2020.2.4 and Gradle 

Enterprise Build Cache 

Node 1.0 - 9.2. Unrestricted 

HTTP header reflection 

allows remote attackers to 

obtain authentication 

cookies (if an XSS issue 

exists) via the 

/info/headers, /cache-

info/headers, /admin-

info/headers, /distribution-

broker-info/headers, or 

/cache-node-info/headers 

path. 

CVE ID : CVE-2020-15768 

rity.gradle.c

om/advisory

/CVE-2020-

15768 

061020/112 

Missing 

Encryption of 

Sensitive Data 

18-Sep-20 5 

An issue was discovered in 

Gradle Enterprise 2018.2 

and Gradle Enterprise Build 

Cache Node 4.1. CSRF 

mitigation can be bypassed 

because cross-site 

transmission of a cookie 

(containing a CSRF token) 

can occur. 

CVE ID : CVE-2020-15771 

https://secu

rity.gradle.c

om/advisory

/CVE-2020-

15771 

A-GRA-ENTE-

061020/113 

enterprise 

Cleartext 

Transmission 

of Sensitive 

Information 

18-Sep-20 4.3 

An issue was discovered in 

Gradle Enterprise before 

2020.2.5. Lack of the secure 

attribute on the anti-CSRF 

cookie allows an attacker 

(with the ability to read 

HTTP traffic) to obtain a 

user's anti-CSRF token if the 

user initiates a cleartext 

HTTP request. 

CVE ID : CVE-2020-15767 

https://secu

rity.gradle.c

om/advisory

/CVE-2020-

15767 

A-GRA-ENTE-

061020/114 

N/A 18-Sep-20 5 An issue was discovered in https://secu A-GRA-ENTE-
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Gradle Enterprise 2017.3 - 

2020.2.4 and Gradle 

Enterprise Build Cache 

Node 1.0 - 9.2. Unrestricted 

HTTP header reflection 

allows remote attackers to 

obtain authentication 

cookies (if an XSS issue 

exists) via the 

/info/headers, /cache-

info/headers, /admin-

info/headers, /distribution-

broker-info/headers, or 

/cache-node-info/headers 

path. 

CVE ID : CVE-2020-15768 

rity.gradle.c

om/advisory

/CVE-2020-

15768 

061020/115 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

18-Sep-20 4.3 

An issue was discovered in 

Gradle Enterprise 2020.2 - 

2020.2.4. An XSS issue exists 

via the request URL. 

CVE ID : CVE-2020-15769 

https://secu

rity.gradle.c

om/advisory

/CVE-2020-

15769 

A-GRA-ENTE-

061020/116 

Improper 

Restriction of 

Excessive 

Authenticatio

n Attempts 

18-Sep-20 5 

An issue was discovered in 

Gradle Enterprise 2018.5. 

There is a lack of lock-out 

after excessive failed login 

attempts. This allows a 

remote attacker to conduct 

brute-force guessing of a 

local user's password. 

CVE ID : CVE-2020-15770 

https://secu

rity.gradle.c

om/advisory

/CVE-2020-

15770 

A-GRA-ENTE-

061020/117 

Missing 

Encryption of 

Sensitive Data 

18-Sep-20 5 

An issue was discovered in 

Gradle Enterprise 2018.2 

and Gradle Enterprise Build 

Cache Node 4.1. CSRF 

mitigation can be bypassed 

because cross-site 

transmission of a cookie 

https://secu

rity.gradle.c

om/advisory

/CVE-2020-

15771 

A-GRA-ENTE-

061020/118 
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(containing a CSRF token) 

can occur. 

CVE ID : CVE-2020-15771 

Improper 

Restriction of 

XML External 

Entity 

Reference 

('XXE') 

18-Sep-20 4 

An issue was discovered in 

Gradle Enterprise 2018.5 - 

2020.2.4. There is XXE with 

resultant SSRF via an 

uploaded SAML IDP 

configuration. 

CVE ID : CVE-2020-15772 

https://secu

rity.gradle.c

om/advisory

/CVE-2020-

15772 

A-GRA-ENTE-

061020/119 

Origin 

Validation 

Error 

18-Sep-20 4 

An issue was discovered in 

Gradle Enterprise before 

2020.2.4. Because of 

unrestricted cross-origin 

requests to read-only data 

in the Export API, an 

attacker can access data as a 

user (for the duration of the 

browser session) after 

previously explicitly 

authenticating with the API. 

CVE ID : CVE-2020-15773 

https://secu

rity.gradle.c

om/advisory

/CVE-2020-

15773 

A-GRA-ENTE-

061020/120 

Insufficient 

Session 

Expiration 

18-Sep-20 4.6 

An issue was discovered in 

Gradle Enterprise 2018.5 - 

2020.2.4. Because of 

implicitly remembered 

user-login information, 

physically proximate 

attackers can use a user 

session after browser 

closure. 

CVE ID : CVE-2020-15774 

https://secu

rity.gradle.c

om/advisory

/CVE-2020-

15774 

A-GRA-ENTE-

061020/121 

Insecure 

Storage of 

Sensitive 

Information 

18-Sep-20 5 

An issue was discovered in 

Gradle Enterprise 2017.1 - 

2020.2.4. Unrestricted 

access to a high-level 

system-usage summary 

allows an attacker to obtain 

project names and usage 

https://secu

rity.gradle.c

om/advisory

/CVE-2020-

15775 

A-GRA-ENTE-

061020/122 
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metrics. 

CVE ID : CVE-2020-15775 

Cross-Site 

Request 

Forgery 

(CSRF) 

18-Sep-20 6.8 

An issue was discovered in 

Gradle Enterprise 2018.2 - 

2020.2.4. CSRF mitigation 

can be bypassed because the 

anti-CSRF token is in a 

cleartext cookie. 

CVE ID : CVE-2020-15776 

https://secu

rity.gradle.c

om/advisory

/CVE-2020-

15776 

A-GRA-ENTE-

061020/123 

helm 

helm 

Improper 

Input 

Validation 

17-Sep-20 4.3 

In Helm before versions 

2.16.11 and 3.3.2 there is a 

bug in which the `alias` field 

on a `Chart.yaml` is not 

properly sanitized. This 

could lead to the injection of 

unwanted information into 

a chart. This issue has been 

patched in Helm 3.3.2 and 

2.16.11. A possible 

workaround is to manually 

review the `dependencies` 

field of any untrusted chart, 

verifying that the `alias` field 

is either not used, or (if 

used) does not contain 

newlines or path characters. 

CVE ID : CVE-2020-15184 

https://gith

ub.com/hel

m/helm/sec

urity/adviso

ries/GHSA-

9vp5-m38w-

j776 

A-HEL-HELM-

061020/124 

Improper 

Neutralization 

of Special 

Elements in 

Output Used 

by a 

Downstream 

Component 

('Injection') 

17-Sep-20 3.5 

In Helm before versions 

2.16.11 and 3.3.2, a Helm 

repository can contain 

duplicates of the same chart, 

with the last one always 

used. If a repository is 

compromised, this lowers 

the level of access that an 

attacker needs to inject a 

bad chart into a repository. 

https://gith

ub.com/hel

m/helm/sec

urity/adviso

ries/GHSA-

jm56-5h66-

w453 

A-HEL-HELM-

061020/125 
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To perform this attack, an 

attacker must have write 

access to the index file 

(which can occur during a 

MITM attack on a non-SSL 

connection). This issue has 

been patched in Helm 3.3.2 

and 2.16.11. A possible 

workaround is to manually 

review the index file in the 

Helm repository cache 

before installing software. 

CVE ID : CVE-2020-15185 

Improper 

Input 

Validation 

17-Sep-20 4 

In Helm before versions 

2.16.11 and 3.3.2 plugin 

names are not sanitized 

properly. As a result, a 

malicious plugin author 

could use characters in a 

plugin name that would 

result in unexpected 

behavior, such as 

duplicating the name of 

another plugin or spoofing 

the output to `helm --help`. 

This issue has been patched 

in Helm 3.3.2. A possible 

workaround is to not install 

untrusted Helm plugins. 

Examine the `name` field in 

the `plugin.yaml` file for a 

plugin, looking for 

characters outside of the [a-

zA-Z0-9._-] range. 

CVE ID : CVE-2020-15186 

https://gith

ub.com/hel

m/helm/sec

urity/adviso

ries/GHSA-

m54r-vrmv-

hw33 

A-HEL-HELM-

061020/126 

Improper 

Neutralization 

of Special 

Elements in 

Output Used 

17-Sep-20 3.5 

In Helm before versions 

2.16.11 and 3.3.2, a Helm 

plugin can contain 

duplicates of the same 

entry, with the last one 

https://gith

ub.com/hel

m/helm/sec

urity/adviso

ries/GHSA-

A-HEL-HELM-

061020/127 
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by a 

Downstream 

Component 

('Injection') 

always used. If a plugin is 

compromised, this lowers 

the level of access that an 

attacker needs to modify a 

plugin's install hooks, 

causing a local execution 

attack. To perform this 

attack, an attacker must 

have write access to the git 

repository or plugin archive 

(.tgz) while being 

downloaded (which can 

occur during a MITM attack 

on a non-SSL connection). 

This issue has been patched 

in Helm 2.16.11 and Helm 

3.3.2. As a possible 

workaround make sure to 

install plugins using a 

secure connection protocol 

like SSL. 

CVE ID : CVE-2020-15187 

c52f-pq47-

2r9j 

hpe 

utility_computing_service_meter 

Improper 

Limitation of a 

Pathname to a 

Restricted 

Directory 

('Path 

Traversal') 

23-Sep-20 5 

Unathenticated directory 

traversal in the 

DownloadServlet class 

execute() method can lead 

to arbitrary file reads in 

HPE Pay Per Use (PPU) 

Utility Computing Service 

(UCS) Meter version 1.9. 

CVE ID : CVE-2020-24624 

N/A 
A-HPE-UTIL-

061020/128 

Improper 

Limitation of a 

Pathname to a 

Restricted 

Directory 

('Path 

23-Sep-20 5 

Unathenticated directory 

traversal in the 

ReceiverServlet class 

doGet() method can lead to 

arbitrary file reads in HPE 

Pay Per Use (PPU) Utility 

N/A 
A-HPE-UTIL-

061020/129 
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Traversal') Computing Service (UCS) 

Meter version 1.9. 

CVE ID : CVE-2020-24625 

Improper 

Limitation of a 

Pathname to a 

Restricted 

Directory 

('Path 

Traversal') 

23-Sep-20 7.5 

Unathenticated directory 

traversal in the 

ReceiverServlet class 

doPost() method can lead to 

arbitrary remote code 

execution in HPE Pay Per 

Use (PPU) Utility Computing 

Service (UCS) Meter version 

1.9. 

CVE ID : CVE-2020-24626 

N/A 
A-HPE-UTIL-

061020/130 

IBM 

data_risk_manager 

Incorrect 

Permission 

Assignment 

for Critical 

Resource 

22-Sep-20 6.5 

IBM Data Risk Manager 

(iDNA) 2.0.6 could allow an 

authenticated user to 

bypass security and execute 

actions reserved for admins. 

IBM X-Force ID: 184922. 

CVE ID : CVE-2020-4611 

https://ww

w.ibm.com/s

upport/page

s/node/633

5281 

A-IBM-DATA-

061020/131 

Information 

Exposure 
22-Sep-20 4 

IBM Data Risk Manager 

(iDNA) 2.0.6 could allow an 

authenticated user to obtain 

sensitive information using 

a specially crafted HTTP 

request. IBM X-Force ID: 

184924. 

CVE ID : CVE-2020-4612 

https://ww

w.ibm.com/s

upport/page

s/node/633

5281 

A-IBM-DATA-

061020/132 

Use of a 

Broken or 

Risky 

Cryptographic 

Algorithm 

22-Sep-20 5 

IBM Data Risk Manager 

(iDNA) 2.0.6 uses weaker 

than expected cryptographic 

algorithms that could allow 

an attacker to decrypt 

highly sensitive information. 

IBM X-Force ID: 184925. 

https://ww

w.ibm.com/s

upport/page

s/node/633

5281 

A-IBM-DATA-

061020/133 
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CVE ID : CVE-2020-4613 

Use of a 

Broken or 

Risky 

Cryptographic 

Algorithm 

22-Sep-20 5 

IBM Data Risk Manager 

(iDNA) 2.0.6 uses weaker 

than expected cryptographic 

algorithms that could allow 

an attacker to decrypt 

sensitive information. IBM 

X-Force ID: 184927. 

CVE ID : CVE-2020-4614 

https://ww

w.ibm.com/s

upport/page

s/node/633

5281 

A-IBM-DATA-

061020/134 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

22-Sep-20 3.5 

IBM Data Risk Manager 

(iDNA) 2.0.6 is vulnerable to 

cross-site scripting. This 

vulnerability allows users to 

embed arbitrary JavaScript 

code in the Web UI thus 

altering the intended 

functionality potentially 

leading to credentials 

disclosure within a trusted 

session. IBM X-Force ID: 

184928. 

CVE ID : CVE-2020-4615 

https://ww

w.ibm.com/s

upport/page

s/node/633

5281 

A-IBM-DATA-

061020/135 

Information 

Exposure 
22-Sep-20 5 

IBM Data Risk Manager 

(iDNA) 2.0.6 could disclose 

sensitive username 

information to an attacker 

using a specially crafted 

HTTP request. IBM X-Force 

ID: 184929. 

CVE ID : CVE-2020-4616 

https://ww

w.ibm.com/s

upport/page

s/node/633

5281 

A-IBM-DATA-

061020/136 

Cross-Site 

Request 

Forgery 

(CSRF) 

22-Sep-20 5.8 

IBM Data Risk Manager 

(iDNA) 2.0.6 is vulnerable to 

cross-site request forgery 

which could allow an 

attacker to execute 

malicious and unauthorized 

actions transmitted from a 

user that the website trusts. 

IBM X-Force ID: 184930. 

https://ww

w.ibm.com/s

upport/page

s/node/633

5281 

A-IBM-DATA-

061020/137 
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CVE ID : CVE-2020-4617 

Improper 

Input 

Validation 

22-Sep-20 4 

IBM Data Risk Manager 

(iDNA) 2.0.6 could allow a 

privileged user to cause a 

denial of service due to 

improper input validation. 

IBM X-Force ID: 184937. 

CVE ID : CVE-2020-4618 

https://ww

w.ibm.com/s

upport/page

s/node/633

5281 

A-IBM-DATA-

061020/138 

Cleartext 

Storage of 

Sensitive 

Information 

22-Sep-20 4 

IBM Data Risk Manager 

(iDNA) 2.0.6 stores user 

credentials in plain in clear 

text which can be read by an 

authenticated user. IBM X-

Force ID: 184976. 

CVE ID : CVE-2020-4619 

https://ww

w.ibm.com/s

upport/page

s/node/633

5281 

A-IBM-DATA-

061020/139 

Unrestricted 

Upload of File 

with 

Dangerous 

Type 

22-Sep-20 9 

IBM Data Risk Manager 

(iDNA) 2.0.6 could allow a 

remote authenticated 

attacker to upload arbitrary 

files, caused by the 

improper validation of file 

extensions. By sending a 

specially-crafted HTTP 

request, a remote attacker 

could exploit this 

vulnerability to upload a 

malicious file, which could 

allow the attacker to 

execute arbitrary code on 

the vulnerable system. IBM 

X-Force ID: 184979. 

CVE ID : CVE-2020-4620 

https://ww

w.ibm.com/s

upport/page

s/node/633

5281 

A-IBM-DATA-

061020/140 

Incorrect 

Authorization 
22-Sep-20 6.5 

IBM Data Risk Manager 

(iDNA) 2.0.6 could allow an 

authenticated user to 

escalate their privileges to 

administrator due to 

insufficient authorization 

checks. IBM X-Force ID: 

https://ww

w.ibm.com/s

upport/page

s/node/633

5281 

A-IBM-DATA-

061020/141 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

44 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

184981. 

CVE ID : CVE-2020-4621 

Use of Hard-

coded 

Credentials 

22-Sep-20 5 

IBM Data Risk Manager 

(iDNA) 2.0.6 contains hard-

coded credentials, such as a 

password or cryptographic 

key, which it uses for its 

own inbound 

authentication, outbound 

communication to external 

components, or encryption 

of internal data. IBM X-

Force ID: 184983. 

CVE ID : CVE-2020-4622 

https://ww

w.ibm.com/s

upport/page

s/node/633

5281 

A-IBM-DATA-

061020/142 

datapower_gateway 

N/A 21-Sep-20 5 

IBM DataPower Gateway 

2018.4.1.0 through 

2018.4.1.12 could allow a 

remote attacker to cause a 

denial of service by sending 

a specially crafted HTTP/2 

request with invalid 

characters. IBM X-Force ID: 

184438. 

CVE ID : CVE-2020-4579 

https://ww

w.ibm.com/s

upport/page

s/node/633

4703 

A-IBM-DATA-

061020/143 

N/A 21-Sep-20 5 

IBM DataPower Gateway 

2018.4.1.0 through 

2018.4.1.12 could allow a 

remote attacker to cause a 

denial of service by sending 

a specially crafted a JSON 

request with invalid 

characters. IBM X-Force ID: 

184439. 

CVE ID : CVE-2020-4580 

https://ww

w.ibm.com/s

upport/page

s/node/633

4705 

A-IBM-DATA-

061020/144 

N/A 21-Sep-20 5 
IBM DataPower Gateway 

2018.4.1.0 through 

2018.4.1.12 could allow a 

https://ww

w.ibm.com/s

upport/page

A-IBM-DATA-

061020/145 
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remote attacker to cause a 

denial of service by sending 

a chunked transfer-

encoding HTTP/2 request. 

IBM X-Force ID: 184441. 

CVE ID : CVE-2020-4581 

s/node/633

4707 

maximo_asset_configuration_manager 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/146 

maximo_asset_health_insights 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/147 
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trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

maximo_asset_management_scheduler 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/148 

maximo_asset_management_scheduler_plus 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/149 
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that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

maximo_calibration 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/150 

maximo_enterprise_adapter 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/151 
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user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

maximo_equipment_maintenance_assistant 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/152 

maximo_for_service_providers 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/153 
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vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

maximo_linear_asset_manager 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/154 

maximo_network_on_blockchain 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/155 
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attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

maximo_spatial_asset_management 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/156 

security_trusteer_pinpoint_detect 

Information 

Exposure 
16-Sep-20 5 

IBM Security Trusteer 

Pinpoint Detect 11.6.5 could 

disclose some information 

due to using a wildcard in 

the Access-Control-Allow-

Origin header. IBM X-Force 

ID: 187371. 

https://ww

w.ibm.com/s

upport/page

s/node/633

3049 

A-IBM-SECU-

061020/157 
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CVE ID : CVE-2020-4708 

aspera_web_application 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

21-Sep-20 4.3 

IBM Aspera Web 

Application 1.9.14 PL1 is 

vulnerable to cross-site 

scripting. This vulnerability 

allows users to embed 

arbitrary JavaScript code in 

the Web UI thus altering the 

intended functionality 

potentially leading to 

credentials disclosure 

within a trusted session. 

IBM X-Force ID: 188055. 

CVE ID : CVE-2020-4731 

https://ww

w.ibm.com/s

upport/page

s/node/632

6929 

A-IBM-ASPE-

061020/158 

security_secret_server 

Improper 

Input 

Validation 

23-Sep-20 4 

IBM Security Secret Server 

proir to 10.9 could allow a 

remote attacker to bypass 

security restrictions, caused 

by improper input 

validation. IBM X-Force ID: 

177515. 

CVE ID : CVE-2020-4324 

https://ww

w.ibm.com/s

upport/page

s/node/633

6361 

A-IBM-SECU-

061020/159 

Improper 

Certificate 

Validation 

23-Sep-20 4.3 

IBM Security Secret Server 

prior to 10.9 could allow an 

attacker to bypass SSL 

security due to improper 

certificate validation. IBM X-

Force ID: 178180. 

CVE ID : CVE-2020-4340 

https://ww

w.ibm.com/s

upport/page

s/node/633

6361 

A-IBM-SECU-

061020/160 

websphere_application_server 

N/A 21-Sep-20 4 

IBM WebSphere Application 

Server Liberty 17.0.0.3 

through 20.0.0.9 running 

oauth-2.0 or 

openidConnectServer-1.0 

server features is vulnerable 

https://ww

w.ibm.com/s

upport/page

s/node/633

3623 

A-IBM-WEBS-

061020/161 
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to a denial of service attack 

conducted by an 

authenticated client. IBM X-

Force ID: 184650. 

CVE ID : CVE-2020-4590 

Improper 

Restriction of 

XML External 

Entity 

Reference 

('XXE') 

21-Sep-20 5 

IBM WebSphere Application 

Server 7.0, 8.0, 8.5, and 9.0 

is vulnerable to an XML 

External Entity Injection 

(XXE) attack when 

processing XML data. A 

remote attacker could 

exploit this vulnerability to 

expose sensitive 

information. IBM X-Force 

ID: 185590. 

CVE ID : CVE-2020-4643 

https://ww

w.ibm.com/s

upport/page

s/node/633

4311 

A-IBM-WEBS-

061020/162 

control_desk 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-CONT-

061020/163 

maximo_asset_management 
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URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/164 

maximo_for_aviation 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/165 
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maximo_for_life_sciences 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/166 

maximo_for_nuclear_power 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/167 
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CVE ID : CVE-2020-4409 

maximo_for_oil_and_gas 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/168 

maximo_for_transportation 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/169 
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Force ID: 179537. 

CVE ID : CVE-2020-4409 

maximo_for_utilities 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-MAXI-

061020/170 

tivoli_integration_composer 

URL 

Redirection to 

Untrusted Site 

('Open 

Redirect') 

16-Sep-20 5.8 

IBM Maximo Asset 

Management 7.6.0 and 7.6.1 

could allow a remote 

attacker to conduct phishing 

attacks, using a tabnabbing 

attack. By persuading a 

victim to visit a specially-

crafted Web site, a remote 

attacker could exploit this 

vulnerability to redirect a 

user to a malicious Web site 

that would appear to be 

trusted. This could allow the 

attacker to obtain highly 

sensitive information or 

conduct further attacks 

https://ww

w.ibm.com/s

upport/page

s/node/633

3091 

A-IBM-TIVO-

061020/171 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

57 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

against the victim. IBM X-

Force ID: 179537. 

CVE ID : CVE-2020-4409 

infosphere_information_server 

Improper 

Restriction of 

Rendered UI 

Layers or 

Frames 

25-Sep-20 4.3 

IBM InfoSphere Information 

Server 11.7 could allow a 

remote attacker to hijack 

the clicking action of the 

victim. By persuading a 

victim to visit a malicious 

Web site, a remote attacker 

could exploit this 

vulnerability to hijack the 

victim's click actions and 

possibly launch further 

attacks against the victim. 

CVE ID : CVE-2020-4727 

https://ww

w.ibm.com/s

upport/page

s/node/633

6897 

A-IBM-INFO-

061020/172 

business_automation_workflow 

Unchecked 

Return Value 
25-Sep-20 5 

IBM Business Automation 

Workflow 18.0, 19.0, and 

20.0 and IBM Business 

Process Manager 8.0, 8.5, 

and 8.6 could allow a 

remote attacker to obtain 

sensitive information when 

a detailed technical error 

message is returned in the 

browser. This information 

could be used in further 

attacks against the system. 

IBM X-Force ID: 182715. 

CVE ID : CVE-2020-4531 

https://ww

w.ibm.com/s

upport/page

s/node/633

6935 

A-IBM-BUSI-

061020/173 

business_process_manager 

Unchecked 

Return Value 
25-Sep-20 5 

IBM Business Automation 

Workflow 18.0, 19.0, and 

20.0 and IBM Business 

Process Manager 8.0, 8.5, 

and 8.6 could allow a 

https://ww

w.ibm.com/s

upport/page

s/node/633

6935 

A-IBM-BUSI-

061020/174 
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remote attacker to obtain 

sensitive information when 

a detailed technical error 

message is returned in the 

browser. This information 

could be used in further 

attacks against the system. 

IBM X-Force ID: 182715. 

CVE ID : CVE-2020-4531 

ignitenet 

helios_glinq 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

23-Sep-20 4 

In IgniteNet HeliOS GLinq 

v2.2.1 r2961, the 

langSelection parameter is 

stored in the luci 

configuration file 

(/etc/config/luci) by the 

authenticator.htmlauth 

function. When modified 

with arbitrary javascript, 

this causes a denial-of-

service condition for all 

other users. 

CVE ID : CVE-2020-5781 

N/A 
A-IGN-HELI-

061020/175 

Improper 

Input 

Validation 

23-Sep-20 6.8 

In IgniteNet HeliOS GLinq 

v2.2.1 r2961, if a user logs 

in and sets the ‘wan_type’ 

parameter, the wan 

interface for the device will 

become unreachable, which 

results in a denial of service 

condition for devices 

dependent on this 

connection. 

CVE ID : CVE-2020-5782 

N/A 
A-IGN-HELI-

061020/176 

Cross-Site 

Request 

Forgery 

23-Sep-20 5.8 

In IgniteNet HeliOS GLinq 

v2.2.1 r2961, the login 

functionality does not 

contain any CSRF protection 

N/A 
A-IGN-HELI-

061020/177 
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(CSRF) mechanisms. 

CVE ID : CVE-2020-5783 

istio-operator_project 

istio-operator 

Improper 

Privilege 

Management 

16-Sep-20 6.5 

An incorrect access control 

flaw was found in the 

operator, openshift-service-

mesh/istio-rhel8-operator 

all versions through 1.1.3. 

This flaw allows an attacker 

with a basic level of access 

to the cluster to deploy a 

custom gateway/pod to any 

namespace, potentially 

gaining access to privileged 

service account tokens. The 

highest threat from this 

vulnerability is to data 

confidentiality and integrity 

as well as system 

availability. 

CVE ID : CVE-2020-14306 

N/A 
A-IST-ISTI-

061020/178 

jdownloads 

jdownloads 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

24-Sep-20 5 

SQL injection exists in the 

jdownloads 3.2.63 

component for Joomla! 

com_jdownloads/models/se

nd.php via the 

f_marked_files_id 

parameter. 

CVE ID : CVE-2020-19447 

N/A 
A-JDO-JDOW-

061020/179 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

25-Sep-20 5 

SQL injection exists in the 

jdownloads 3.2.63 

component for Joomla! via 

com_jdownloads/helpers/jd

ownloadshelper.php, 

getUserLimits function in 

N/A 
A-JDO-JDOW-

061020/180 
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('SQL 

Injection') 

the list parameter. 

CVE ID : CVE-2020-19450 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

25-Sep-20 5 

SQL injection exists in the 

jdownloads 3.2.63 

component for Joomla! via 

com_jdownloads/helpers/jd

ownloadshelper.php, 

updateLog function via the 

X-forwarded-for Header 

parameter. 

CVE ID : CVE-2020-19451 

N/A 
A-JDO-JDOW-

061020/181 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

25-Sep-20 5 

SQL injection exists in the 

jdownloads 3.2.63 

component for Joomla! via 

components/com_jdownloa

ds/helpers/categories.php, 

order function via the 

filter_order parameter. 

CVE ID : CVE-2020-19455 

N/A 
A-JDO-JDOW-

061020/182 

Jenkins 

copy_data_to_workspace 

Improper 

Limitation of a 

Pathname to a 

Restricted 

Directory 

('Path 

Traversal') 

16-Sep-20 4 

Jenkins Copy data to 

workspace Plugin 1.0 and 

earlier does not limit which 

directories can be copied 

from the Jenkins controller 

to job workspaces, allowing 

attackers with 

Job/Configure permission to 

read arbitrary files on the 

Jenkins controller. 

CVE ID : CVE-2020-2275 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1966 

A-JEN-COPY-

061020/183 

selection_tasks 

Improper 

Neutralization 

of Special 

Elements used 

in an OS 

16-Sep-20 9 

Jenkins Selection tasks 

Plugin 1.0 and earlier 

executes a user-specified 

program on the Jenkins 

controller, allowing 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

A-JEN-SELE-

061020/184 
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Command 

('OS 

Command 

Injection') 

attackers with 

Job/Configure permission to 

execute an arbitrary system 

command on the Jenkins 

controller as the OS user 

that the Jenkins process is 

running as. 

CVE ID : CVE-2020-2276 

16/#SECURI

TY-1967 

storable_configs 

Improper 

Limitation of a 

Pathname to a 

Restricted 

Directory 

('Path 

Traversal') 

16-Sep-20 4 

Jenkins Storable Configs 

Plugin 1.0 and earlier allows 

users with Job/Read 

permission to read arbitrary 

files on the Jenkins 

controller. 

CVE ID : CVE-2020-2277 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-

1968%20(1) 

A-JEN-STOR-

061020/185 

Improper 

Limitation of a 

Pathname to a 

Restricted 

Directory 

('Path 

Traversal') 

16-Sep-20 4 

Jenkins Storable Configs 

Plugin 1.0 and earlier does 

not restrict the user-

specified file name, allowing 

attackers with 

Job/Configure permission to 

replace any other '.xml' file 

on the Jenkins controller 

with a job config.xml file's 

content. 

CVE ID : CVE-2020-2278 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-

1968%20(2) 

A-JEN-STOR-

061020/186 

implied_labels 

Missing 

Authorization 
23-Sep-20 4 

Jenkins Implied Labels 

Plugin 0.6 and earlier does 

not perform a permission 

check in an HTTP endpoint, 

allowing attackers with 

Overall/Read permission to 

configure the plugin. 

CVE ID : CVE-2020-2282 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

23/#SECURI

TY-2004 

A-JEN-IMPL-

061020/187 

liquibase_runner 
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Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

23-Sep-20 3.5 

Jenkins Liquibase Runner 

Plugin 1.4.5 and earlier does 

not escape changeset 

contents, resulting in a 

stored cross-site scripting 

(XSS) vulnerability 

exploitable by users able to 

control changeset files 

evaluated by the plugin. 

CVE ID : CVE-2020-2283 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

23/#SECURI

TY-1885 

A-JEN-LIQU-

061020/188 

Improper 

Restriction of 

XML External 

Entity 

Reference 

('XXE') 

23-Sep-20 5.5 

Jenkins Liquibase Runner 

Plugin 1.4.5 and earlier does 

not configure its XML parser 

to prevent XML external 

entity (XXE) attacks. 

CVE ID : CVE-2020-2284 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

23/#SECURI

TY-1887 

A-JEN-LIQU-

061020/189 

mailer 

Improper 

Certificate 

Validation 

16-Sep-20 5.8 

Jenkins Mailer Plugin 1.32 

and earlier does not 

perform hostname 

validation when connecting 

to the configured SMTP 

server. 

CVE ID : CVE-2020-2252 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1813 

A-JEN-MAIL-

061020/190 

validating_string_parameter 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

16-Sep-20 3.5 

Jenkins Validating String 

Parameter Plugin 2.4 and 

earlier does not escape 

various user-controlled 

fields, resulting in a stored 

cross-site scripting (XSS) 

vulnerability exploitable by 

attackers with 

Job/Configure permission. 

CVE ID : CVE-2020-2257 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1935 

A-JEN-VALI-

061020/191 

computer_queue 

Improper 16-Sep-20 3.5 Jenkins computer-queue- https://ww A-JEN-COMP-
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Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

plugin Plugin 1.5 and earlier 

does not escape the agent 

name in tooltips, resulting in 

a stored cross-site scripting 

(XSS) vulnerability 

exploitable by attackers 

with Agent/Configure 

permission. 

CVE ID : CVE-2020-2259 

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1912 

061020/192 

perfecto 

Missing 

Authorization 
16-Sep-20 4 

A missing permission check 

in Jenkins Perfecto Plugin 

1.17 and earlier allows 

attackers with Overall/Read 

permission to connect to an 

attacker-specified HTTP 

URL using attacker-

specified credentials. 

CVE ID : CVE-2020-2260 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1979 

A-JEN-PERF-

061020/193 

Improper 

Neutralization 

of Special 

Elements used 

in an OS 

Command 

('OS 

Command 

Injection') 

16-Sep-20 6.5 

Jenkins Perfecto Plugin 1.17 

and earlier executes a 

command on the Jenkins 

controller, allowing 

attackers with 

Job/Configure permission to 

run arbitrary commands on 

the Jenkins controller 

CVE ID : CVE-2020-2261 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1980 

A-JEN-PERF-

061020/194 

android_lint 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

16-Sep-20 3.5 

Jenkins Android Lint Plugin 

2.6 and earlier does not 

escape the annotation 

message in tooltips, 

resulting in a stored cross-

site scripting (XSS) 

vulnerability exploitable by 

attackers able to provide 

report files to the plugin's 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1908 

A-JEN-ANDR-

061020/195 
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post-build step. 

CVE ID : CVE-2020-2262 

radiator_view 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

16-Sep-20 3.5 

Jenkins Radiator View 

Plugin 1.29 and earlier does 

not escape the full name of 

the jobs in tooltips, resulting 

in a stored cross-site 

scripting (XSS) vulnerability 

exploitable by attackers 

with Job/Configure 

permission. 

CVE ID : CVE-2020-2263 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1927 

A-JEN-RADI-

061020/196 

custom_job_icon 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

16-Sep-20 3.5 

Jenkins Custom Job Icon 

Plugin 0.2 and earlier does 

not escape the job 

descriptions in tooltips, 

resulting in a stored cross-

site scripting (XSS) 

vulnerability exploitable by 

attackers with 

Job/Configure permission. 

CVE ID : CVE-2020-2264 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1914 

A-JEN-CUST-

061020/197 

coverage\/complexity_scatter_plot 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

16-Sep-20 3.5 

Jenkins 

Coverage/Complexity 

Scatter Plot Plugin 1.1.1 and 

earlier does not escape the 

method information in 

tooltips, resulting in a 

stored cross-site scripting 

(XSS) vulnerability 

exploitable by attackers able 

to provide report files to the 

plugin's post-build step. 

CVE ID : CVE-2020-2265 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1913 

A-JEN-COVE-

061020/198 
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description_column 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

16-Sep-20 3.5 

Jenkins Description Column 

Plugin 1.3 and earlier does 

not escape the job 

description in the column 

tooltip, resulting in a stored 

cross-site scripting (XSS) 

vulnerability exploitable by 

attackers with 

Job/Configure permission. 

CVE ID : CVE-2020-2266 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1916 

A-JEN-DESC-

061020/199 

mongodb 

Missing 

Authorization 
16-Sep-20 4 

A missing permission check 

in Jenkins MongoDB Plugin 

1.3 and earlier allows 

attackers with Overall/Read 

permission to gain access to 

some metadata of any 

arbitrary files on the Jenkins 

controller. 

CVE ID : CVE-2020-2267 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1904 

A-JEN-MONG-

061020/200 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Sep-20 6.8 

A cross-site request forgery 

(CSRF) vulnerability in 

Jenkins MongoDB Plugin 1.3 

and earlier allows attackers 

to gain access to some 

metadata of any arbitrary 

files on the Jenkins 

controller. 

CVE ID : CVE-2020-2268 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1904 

A-JEN-MONG-

061020/201 

chosen-views-tabbar 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

16-Sep-20 3.5 

Jenkins chosen-views-

tabbar Plugin 1.2 and earlier 

does not escape view names 

in the dropdown to select 

views, resulting in a stored 

cross-site scripting (XSS) 

vulnerability exploitable by 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1869 

A-JEN-CHOS-

061020/202 
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Scripting') attackers with the ability to 

configure views. 

CVE ID : CVE-2020-2269 

clearcase_release 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

16-Sep-20 3.5 

Jenkins ClearCase Release 

Plugin 0.3 and earlier does 

not escape the composite 

baseline in badge tooltip, 

resulting in a stored cross-

site scripting (XSS) 

vulnerability exploitable by 

attackers with 

Job/Configure permission. 

CVE ID : CVE-2020-2270 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1911 

A-JEN-CLEA-

061020/203 

locked_files_report 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

16-Sep-20 3.5 

Jenkins Locked Files Report 

Plugin 1.6 and earlier does 

not escape locked files' 

names in tooltips, resulting 

in a stored cross-site 

scripting (XSS) vulnerability 

exploitable by attackers 

with Job/Configure 

permission. 

CVE ID : CVE-2020-2271 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1921 

A-JEN-LOCK-

061020/204 

elastest 

Missing 

Authorization 
16-Sep-20 4 

A missing permission check 

in Jenkins ElasTest Plugin 

1.2.1 and earlier allows 

attackers with Overall/Read 

permission to connect to an 

attacker-specified URL 

using attacker-specified 

credentials. 

CVE ID : CVE-2020-2272 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1903 

A-JEN-ELAS-

061020/205 

Cross-Site 

Request 

Forgery 

16-Sep-20 4.3 
A cross-site request forgery 

(CSRF) vulnerability in 

Jenkins ElasTest Plugin 1.2.1 

https://ww

w.jenkins.io/

security/adv

A-JEN-ELAS-

061020/206 
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(CSRF) and earlier allows attackers 

to connect to an attacker-

specified URL using 

attacker-specified 

credentials. 

CVE ID : CVE-2020-2273 

isory/2020-

09-

16/#SECURI

TY-1903 

Cleartext 

Storage of 

Sensitive 

Information 

16-Sep-20 2.1 

Jenkins ElasTest Plugin 1.2.1 

and earlier stores its server 

password unencrypted in its 

global configuration file on 

the Jenkins controller where 

it can be viewed by users 

with access to the Jenkins 

controller file system. 

CVE ID : CVE-2020-2274 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-2014 

A-JEN-ELAS-

061020/207 

script_security 

N/A 23-Sep-20 6.5 

A sandbox bypass 

vulnerability in Jenkins 

Script Security Plugin 1.74 

and earlier allows attackers 

with permission to define 

sandboxed scripts to 

provide crafted return 

values or script binding 

content that can result in 

arbitrary code execution on 

the Jenkins controller JVM. 

CVE ID : CVE-2020-2279 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

23/#SECURI

TY-2020 

A-JEN-SCRI-

061020/208 

warnings 

Cross-Site 

Request 

Forgery 

(CSRF) 

23-Sep-20 6.8 

A cross-site request forgery 

(CSRF) vulnerability in 

Jenkins Warnings Plugin 

5.0.1 and earlier allows 

attackers to execute 

arbitrary code. 

CVE ID : CVE-2020-2280 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

23/#SECURI

TY-2042 

A-JEN-WARN-

061020/209 

blue_ocean 
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Improper 

Limitation of a 

Pathname to a 

Restricted 

Directory 

('Path 

Traversal') 

16-Sep-20 3.5 

Jenkins Blue Ocean Plugin 

1.23.2 and earlier provides 

an undocumented feature 

flag that, when enabled, 

allows an attacker with 

Job/Configure or Job/Create 

permission to read arbitrary 

files on the Jenkins 

controller file system. 

CVE ID : CVE-2020-2254 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1956 

A-JEN-BLUE-

061020/210 

Missing 

Authorization 
16-Sep-20 4 

A missing permission check 

in Jenkins Blue Ocean Plugin 

1.23.2 and earlier allows 

attackers with Overall/Read 

permission to connect to an 

attacker-specified URL. 

CVE ID : CVE-2020-2255 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1961 

A-JEN-BLUE-

061020/211 

email_extension 

Improper 

Certificate 

Validation 

16-Sep-20 5.8 

Jenkins Email Extension 

Plugin 2.75 and earlier does 

not perform hostname 

validation when connecting 

to the configured SMTP 

server. 

CVE ID : CVE-2020-2253 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1851 

A-JEN-EMAI-

061020/212 

pipeline_maven_integration 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

16-Sep-20 3.5 

Jenkins Pipeline Maven 

Integration Plugin 3.9.2 and 

earlier does not escape the 

upstream job's display name 

shown as part of a build 

cause, resulting in a stored 

cross-site scripting (XSS) 

vulnerability exploitable by 

attackers with 

Job/Configure permission. 

CVE ID : CVE-2020-2256 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1976 

A-JEN-PIPE-

061020/213 

lockable_resources 
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Cross-Site 

Request 

Forgery 

(CSRF) 

23-Sep-20 5.8 

A cross-site request forgery 

(CSRF) vulnerability in 

Jenkins Lockable Resources 

Plugin 2.8 and earlier allows 

attackers to reserve, 

unreserve, unlock, and reset 

resources. 

CVE ID : CVE-2020-2281 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

23/#SECURI

TY-1958 

A-JEN-LOCK-

061020/214 

health_advisor_by_cloudbees 

Incorrect 

Authorization 
16-Sep-20 4 

Jenkins Health Advisor by 

CloudBees Plugin 3.2.0 and 

earlier does not correctly 

perform a permission check 

in an HTTP endpoint, 

allowing attackers with 

Overall/Read permission to 

view that HTTP endpoint. 

CVE ID : CVE-2020-2258 

https://ww

w.jenkins.io/

security/adv

isory/2020-

09-

16/#SECURI

TY-1998 

A-JEN-HEAL-

061020/215 

joplin_project 

joplin 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

24-Sep-20 4.3 

An XSS issue in Joplin 

desktop 1.0.190 to 1.0.245 

allows arbitrary code 

execution via a malicious 

HTML embed tag. 

CVE ID : CVE-2020-15930 

https://gith

ub.com/laur

ent22/joplin

/releases/ta

g/v1.1.4 

A-JOP-JOPL-

061020/216 

Libraw 

libraw 

Buffer Copy 

without 

Checking Size 

of Input 

('Classic 

Buffer 

Overflow') 

16-Sep-20 5.1 

A buffer overflow 

vulnerability in LibRaw 

version < 20.0 

LibRaw::GetNormalizedMod

el in 

src/metadata/normalize_m

odel.cpp may lead to 

context-dependent arbitrary 

N/A 
A-LIB-LIBR-

061020/217 
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code execution. 

CVE ID : CVE-2020-24889 

NULL Pointer 

Dereference 
16-Sep-20 2.6 

libraw 20.0 has a null 

pointer dereference 

vulnerability in 

parse_tiff_ifd in 

src/metadata/tiff.cpp, 

which may result in context-

dependent arbitrary code 

execution. 

CVE ID : CVE-2020-24890 

N/A 
A-LIB-LIBR-

061020/218 

Mcafee 

email_gateway 

Improper 

Limitation of a 

Pathname to a 

Restricted 

Directory 

('Path 

Traversal') 

16-Sep-20 4 

Path Traversal vulnerability 

in McAfee McAfee Email 

Gateway (MEG) prior to 

7.6.406 allows remote 

attackers to traverse the file 

system to access files or 

directories that are outside 

of the restricted directory 

via external input to 

construct a path name that 

should be within a 

restricted directory. 

CVE ID : CVE-2020-7268 

N/A 
A-MCA-EMAI-

061020/219 

web_gateway 

Improper 

Authenticatio

n 

16-Sep-20 2.7 

Privilege Escalation 

vulnerability in McAfee Web 

Gateway (MWG) prior to 

9.2.1 allows authenticated 

user interface user to access 

protected dashboard data 

via improper access control 

in the user interface. 

CVE ID : CVE-2020-7297 

N/A 
A-MCA-WEB_-

061020/220 

Misp 
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misp 

N/A 18-Sep-20 5 

An issue was discovered in 

MISP before 2.4.132. It can 

perform an unwanted action 

because of a POST operation 

on a form that is not linked 

to the login page. 

CVE ID : CVE-2020-25766 

N/A 
A-MIS-MISP-

061020/221 

Nextcloud 

nextcloud 

Cleartext 

Storage of 

Sensitive 

Information 

18-Sep-20 5 

A cleartext storage of 

sensitive information in 

Nextcloud Desktop Client 

2.6.4 gave away information 

about used proxies and their 

authentication credentials. 

CVE ID : CVE-2020-8225 

N/A 
A-NEX-NEXT-

061020/222 

Nodejs 

node.js 

Inconsistent 

Interpretation 

of HTTP 

Requests 

('HTTP 

Request 

Smuggling') 

18-Sep-20 6.4 

Node.js < 12.18.4 and < 

14.11 can be exploited to 

perform HTTP desync 

attacks and deliver 

malicious payloads to 

unsuspecting users. The 

payloads can be crafted by 

an attacker to hijack user 

sessions, poison cookies, 

perform clickjacking, and a 

multitude of other attacks 

depending on the 

architecture of the 

underlying system. The 

attack was possible due to a 

bug in processing of carrier-

return symbols in the HTTP 

header names. 

CVE ID : CVE-2020-8201 

N/A 

A-NOD-

NODE-

061020/223 
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Uncontrolled 

Resource 

Consumption 

18-Sep-20 5 

Node.js < 14.11.0 is 

vulnerable to HTTP denial 

of service (DoS) attacks 

based on delayed requests 

submission which can make 

the server unable to accept 

new connections. 

CVE ID : CVE-2020-8251 

N/A 

A-NOD-

NODE-

061020/224 

Nvidia 

games 

Information 

Exposure 
18-Sep-20 5 

NVIDIA GeForce NOW, 

versions prior to 2.0.23 

(Windows, macOS) and 

versions prior to 5.31 

(Android, Shield TV), 

contains a vulnerability in 

the application software 

where the network test 

component transmits 

sensitive information 

insecurely, which may lead 

to information disclosure. 

CVE ID : CVE-2020-5976 

https://nvid

ia.custhelp.c

om/app/ans

wers/detail/

a_id/5052 

A-NVI-GAME-

061020/225 

geforce_now 

Information 

Exposure 
18-Sep-20 5 

NVIDIA GeForce NOW, 

versions prior to 2.0.23 on 

Windows and macOS, 

contains a vulnerability in 

the desktop application 

software that includes 

sensitive information as 

part of a URL, which may 

lead to information 

disclosure. 

CVE ID : CVE-2020-5975 

https://nvid

ia.custhelp.c

om/app/ans

wers/detail/

a_id/5052 

A-NVI-GEFO-

061020/226 

Information 

Exposure 
18-Sep-20 5 

NVIDIA GeForce NOW, 

versions prior to 2.0.23 

(Windows, macOS) and 

https://nvid

ia.custhelp.c

om/app/ans

A-NVI-GEFO-

061020/227 
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versions prior to 5.31 

(Android, Shield TV), 

contains a vulnerability in 

the application software 

where the network test 

component transmits 

sensitive information 

insecurely, which may lead 

to information disclosure. 

CVE ID : CVE-2020-5976 

wers/detail/

a_id/5052 

objective_open_cbor_run-time_project 

objective_open_cbor_run-time 

Improper 

Input 

Validation 

17-Sep-20 7.5 

A memory corruption 

vulnerability in Objective 

Open CBOR Run-time 

(oocborrt) in versions 

before 2020-08-12 could 

allow an attacker to execute 

code via crafted Concise 

Binary Object 

Representation (CBOR) 

input to the cbor2json 

decoder. An uncaught error 

while decoding CBOR Major 

Type 3 text strings leads to 

the use of an attacker-

controllable uninitialized 

stack value. This can be 

used to modify memory, 

causing a crash or 

potentially exploitable heap 

corruption. 

CVE ID : CVE-2020-24753 

N/A 
A-OBJ-OBJE-

061020/228 

observium 

observium 

Improper 

Neutralization 

of Special 

Elements used 

25-Sep-20 4 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

N/A 
A-OBS-OBSE-

061020/229 
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in an SQL 

Command 

('SQL 

Injection') 

to SQL Injection due to the 

fact that it is possible to 

inject malicious SQL 

statements in malformed 

parameter types. Sending an 

improper variable type of 

Array allows a bypass of 

core SQL Injection 

sanitization. Authenticated 

users are able to inject 

malicious SQL queries. This 

vulnerability leads to full 

database leak including 

ckeys that can be used in the 

authentication process 

without knowing the 

username and cleartext 

password. This can occur 

via the ajax/actions.php 

group_id field. 

CVE ID : CVE-2020-25130 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

25-Sep-20 4.3 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

to Cross-Site Scripting (XSS) 

due to the fact that it is 

possible to inject and store 

malicious JavaScript code 

within it. This can occur via 

the role_name or role_descr 

parameter to the roles/ URI. 

CVE ID : CVE-2020-25131 

N/A 
A-OBS-OBSE-

061020/230 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

25-Sep-20 7.5 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

to SQL Injection due to the 

fact that it is possible to 

inject malicious SQL 

N/A 
A-OBS-OBSE-

061020/231 
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Injection') statements in malformed 

parameter types. Sending 

the improper variable type 

Array allows a bypass of 

core SQL Injection 

sanitization. Users are able 

to inject malicious 

statements in multiple 

functions. This vulnerability 

leads to full authentication 

bypass: any unauthorized 

user with access to the 

application is able to exploit 

this vulnerability. This can 

occur via the Cookie header 

to the default URI, within 

includes/authenticate.inc.ph

p. 

CVE ID : CVE-2020-25132 

Unrestricted 

Upload of File 

with 

Dangerous 

Type 

25-Sep-20 6.5 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

to directory traversal and 

local file inclusion due to the 

fact that there is an 

unrestricted possibility of 

loading any file with an 

inc.php extension. Inclusion 

of other files (even though 

limited to the mentioned 

extension) can lead to 

Remote Code Execution. 

This can occur via 

/ports/?format=../ URIs to 

pages/ports.inc.php. 

CVE ID : CVE-2020-25133 

N/A 
A-OBS-OBSE-

061020/232 

Unrestricted 

Upload of File 

with 

25-Sep-20 6.5 
An issue was discovered in 

Observium Professional, 

Enterprise & Community 

N/A 
A-OBS-OBSE-

061020/233 
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Dangerous 

Type 

20.8.10631. It is vulnerable 

to directory traversal and 

local file inclusion due to the 

fact that there is an 

unrestricted possibility of 

loading any file with an 

inc.php extension. Inclusion 

of other files (even though 

limited to the mentioned 

extension) can lead to 

Remote Code Execution. 

This can occur via 

/settings/?format=../ URIs 

to pages/settings.inc.php. 

CVE ID : CVE-2020-25134 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

25-Sep-20 4.3 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

to Cross-Site Scripting (XSS) 

due to the fact that it is 

possible to inject and store 

malicious JavaScript code 

within it. This can occur via 

the graph_title parameter to 

the graphs/ URI. 

CVE ID : CVE-2020-25135 

N/A 
A-OBS-OBSE-

061020/234 

Unrestricted 

Upload of File 

with 

Dangerous 

Type 

25-Sep-20 6.5 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

to directory traversal and 

local file inclusion due to the 

fact that there is an 

unrestricted possibility of 

loading any file with an 

inc.php extension. Inclusion 

of other files (even though 

limited to the mentioned 

extension) can lead to 

N/A 
A-OBS-OBSE-

061020/235 
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Remote Code Execution. 

This can occur via 

/device/device=345/?tab=r

outing&proto=../ URIs to 

device/routing.inc.php. 

CVE ID : CVE-2020-25136 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

25-Sep-20 4.3 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

to Cross-Site Scripting (XSS) 

due to the fact that it is 

possible to inject and store 

malicious JavaScript code 

within it. This can occur via 

the alert_name or 

alert_message parameter to 

the /alert_check URI. 

CVE ID : CVE-2020-25137 

N/A 
A-OBS-OBSE-

061020/236 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

25-Sep-20 4.3 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

to Cross-Site Scripting (XSS) 

due to the fact that it is 

possible to inject and store 

malicious JavaScript code 

within it. This can occur via 

/alert_check/action=delete_

alert_checker/alert_test_id= 

because of 

pages/alert_check.inc.php. 

CVE ID : CVE-2020-25138 

N/A 
A-OBS-OBSE-

061020/237 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

25-Sep-20 4.3 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

to Cross-Site Scripting (XSS) 

due to the fact that it is 

N/A 
A-OBS-OBSE-

061020/238 
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('Cross-site 

Scripting') 

possible to inject and store 

malicious JavaScript code 

within it. This can occur via 

la_id to the /syslog_rules 

URI for delete_syslog_rule, 

because of 

syslog_rules.inc.php. 

CVE ID : CVE-2020-25139 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

25-Sep-20 4.3 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

to Cross-Site Scripting (XSS) 

due to the fact that it is 

possible to inject and store 

malicious JavaScript code 

within it. This can occur in 

pages/contacts.inc.php. 

CVE ID : CVE-2020-25140 

N/A 
A-OBS-OBSE-

061020/239 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

25-Sep-20 4.3 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

to Cross-Site Scripting (XSS) 

due to the fact that it is 

possible to inject and store 

malicious JavaScript code 

within it. This can occur via 

a 

/device/device=140/tab=wi

fi/view= URI. 

CVE ID : CVE-2020-25141 

N/A 
A-OBS-OBSE-

061020/240 

Cross-Site 

Request 

Forgery 

(CSRF) 

25-Sep-20 4.3 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

if any links and forms lack 

an unpredictable CSRF 

token. Without such a token, 

N/A 
A-OBS-OBSE-

061020/241 
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attackers can forge 

malicious requests, such as 

for adding Device Settings 

via the /addsrv URI. 

CVE ID : CVE-2020-25142 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

25-Sep-20 6.5 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

to SQL Injection due to the 

fact that it is possible to 

inject malicious SQL 

statements in malformed 

parameter types. This can 

occur via 

/ajax/device_entities.php?e

ntity_type=netscalervsvr&d

evice_id[]= because of 

/ajax/device_entities.php. 

CVE ID : CVE-2020-25143 

N/A 
A-OBS-OBSE-

061020/242 

Unrestricted 

Upload of File 

with 

Dangerous 

Type 

25-Sep-20 6.5 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

to directory traversal and 

local file inclusion due to the 

fact that there is an 

unrestricted possibility of 

loading any file with an 

inc.php extension. Inclusion 

of other files (even though 

limited to the mentioned 

extension) can lead to 

Remote Code Execution. 

This can occur via 

/apps/?app=../ URIs. 

CVE ID : CVE-2020-25144 

N/A 
A-OBS-OBSE-

061020/243 

Unrestricted 

Upload of File 
25-Sep-20 6.5 An issue was discovered in 

Observium Professional, 
N/A 

A-OBS-OBSE-

061020/244 
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with 

Dangerous 

Type 

Enterprise & Community 

20.8.10631. It is vulnerable 

to directory traversal and 

local file inclusion due to the 

fact that there is an 

unrestricted possibility of 

loading any file with an 

inc.php extension. Inclusion 

of other files (even though 

limited to the mentioned 

extension) can lead to 

Remote Code Execution. 

This can occur via 

/device/device=345/?tab=p

orts&view=../ URIs because 

of device/port.inc.php. 

CVE ID : CVE-2020-25145 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

25-Sep-20 4.3 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

to Cross-Site Scripting (XSS) 

due to the fact that it is 

possible to inject and store 

malicious JavaScript code 

within it. This can occur via 

la_id to the /syslog_rules 

URI for edit_syslog_rule. 

CVE ID : CVE-2020-25146 

N/A 
A-OBS-OBSE-

061020/245 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

25-Sep-20 7.5 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

to SQL Injection due to the 

fact that it is possible to 

inject malicious SQL 

statements in malformed 

parameter types. This can 

occur via username[0] to 

the default URI, because of 

N/A 
A-OBS-OBSE-

061020/246 
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includes/authenticate.inc.ph

p. 

CVE ID : CVE-2020-25147 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

25-Sep-20 4.3 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

to Cross-Site Scripting (XSS) 

due to the fact that it is 

possible to inject and store 

malicious JavaScript code 

within it. this can occur via 

/iftype/type= because of 

pages/iftype.inc.php. 

CVE ID : CVE-2020-25148 

N/A 
A-OBS-OBSE-

061020/247 

Unrestricted 

Upload of File 

with 

Dangerous 

Type 

25-Sep-20 6.5 

An issue was discovered in 

Observium Professional, 

Enterprise & Community 

20.8.10631. It is vulnerable 

to directory traversal and 

local file inclusion due to the 

fact that there is an 

unrestricted possibility of 

loading any file with an 

inc.php extension. Inclusion 

of other files (even though 

limited to the mentioned 

extension) can lead to 

Remote Code Execution. 

This can occur via 

/device/device=345/?tab=h

ealth&metric=../ because of 

device/health.inc.php. 

CVE ID : CVE-2020-25149 

N/A 
A-OBS-OBSE-

061020/248 

Opensuse 

backports_sle 

N/A 21-Sep-20 4.3 
Insufficient policy 

enforcement in networking 

in Google Chrome prior to 

N/A 
A-OPE-BACK-

061020/249 
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85.0.4183.102 allowed an 

attacker who convinced the 

user to enable logging to 

obtain potentially sensitive 

information from process 

memory via social 

engineering. 

CVE ID : CVE-2020-15959 

Incorrect 

Permission 

Assignment 

for Critical 

Resource 

21-Sep-20 4.3 

Insufficient policy 

enforcement in iOSWeb in 

Google Chrome on iOS prior 

to 85.0.4183.83 allowed a 

remote attacker to bypass 

navigation restrictions via a 

crafted HTML page. 

CVE ID : CVE-2020-6558 

N/A 
A-OPE-BACK-

061020/250 

Use After Free 21-Sep-20 9.3 

Use after free in 

presentation API in Google 

Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6559 

N/A 
A-OPE-BACK-

061020/251 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in autofill in 

Google Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to leak 

cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2020-6560 

N/A 
A-OPE-BACK-

061020/252 

N/A 21-Sep-20 4.3 

Inappropriate 

implementation in Content 

Security Policy in Google 

Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to leak 

N/A 
A-OPE-BACK-

061020/253 
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cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2020-6561 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in intent 

handling in Google Chrome 

on Android prior to 

85.0.4183.83 allowed a 

remote attacker to obtain 

potentially sensitive 

information from disk via a 

crafted HTML page. 

CVE ID : CVE-2020-6563 

N/A 
A-OPE-BACK-

061020/254 

Improper 

Preservation 

of Permissions 

21-Sep-20 4.3 

Inappropriate 

implementation in 

permissions in Google 

Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to spoof the 

contents of a permission 

dialog via a crafted HTML 

page. 

CVE ID : CVE-2020-6564 

N/A 
A-OPE-BACK-

061020/255 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in media in 

Google Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to leak 

cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2020-6566 

N/A 
A-OPE-BACK-

061020/256 

Improper 

Input 

Validation 

21-Sep-20 4.3 

Insufficient validation of 

untrusted input in 

command line handling in 

Google Chrome on Windows 

prior to 85.0.4183.83 

allowed a remote attacker 

to bypass navigation 

restrictions via a crafted 

N/A 
A-OPE-BACK-

061020/257 
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HTML page. 

CVE ID : CVE-2020-6567 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in intent 

handling in Google Chrome 

on Android prior to 

85.0.4183.83 allowed a 

remote attacker to bypass 

navigation restrictions via a 

crafted HTML page. 

CVE ID : CVE-2020-6568 

N/A 
A-OPE-BACK-

061020/258 

Integer 

Overflow or 

Wraparound 

21-Sep-20 6.8 

Integer overflow in WebUSB 

in Google Chrome prior to 

85.0.4183.83 allowed a 

remote attacker who had 

compromised the renderer 

process to potentially 

exploit heap corruption via 

a crafted HTML page. 

CVE ID : CVE-2020-6569 

N/A 
A-OPE-BACK-

061020/259 

N/A 21-Sep-20 4.6 

Insufficient policy 

enforcement in installer in 

Google Chrome on OS X 

prior to 85.0.4183.102 

allowed a local attacker to 

potentially achieve privilege 

escalation via a crafted 

binary. 

CVE ID : CVE-2020-6574 

N/A 
A-OPE-BACK-

061020/260 

Concurrent 

Execution 

using Shared 

Resource with 

Improper 

Synchronizati

on ('Race 

Condition') 

21-Sep-20 5.1 

Race in Mojo in Google 

Chrome prior to 

85.0.4183.102 allowed a 

remote attacker who had 

compromised the renderer 

process to potentially 

perform a sandbox escape 

via a crafted HTML page. 

CVE ID : CVE-2020-6575 

N/A 
A-OPE-BACK-

061020/261 
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Use After Free 21-Sep-20 6.8 

Use after free in offscreen 

canvas in Google Chrome 

prior to 85.0.4183.102 

allowed a remote attacker 

to potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6576 

N/A 
A-OPE-BACK-

061020/262 

Ozeki 

ozeki_ng_sms_gateway 

N/A 18-Sep-20 4 

An issue was discovered in 

Ozeki NG SMS Gateway 

through 4.17.6. The ASP.net 

SMS module can be used to 

read and validate the source 

code of ASP files. By altering 

the path, it can be made to 

read any file on the 

Operating System, usually 

with NT 

AUTHORITY\SYSTEM 

privileges. 

CVE ID : CVE-2020-14021 

N/A 
A-OZE-OZEK-

061020/263 

Unrestricted 

Upload of File 

with 

Dangerous 

Type 

22-Sep-20 9 

Ozeki NG SMS Gateway 

4.17.1 through 4.17.6 does 

not check the file type when 

bulk importing new contacts 

("Import Contacts" 

functionality) from a file. It 

is possible to upload an 

executable or .bat file that 

can be executed with the 

help of a functionality (E.g. 

the "Application Starter" 

module) within the 

application. 

CVE ID : CVE-2020-14022 

N/A 
A-OZE-OZEK-

061020/264 

Server-Side 

Request 
22-Sep-20 4 Ozeki NG SMS Gateway 

through 4.17.6 allows SSRF 
N/A A-OZE-OZEK-
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Forgery 

(SSRF) 

via SMS WCF or RSS To SMS. 

CVE ID : CVE-2020-14023 

061020/265 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

22-Sep-20 4.3 

Ozeki NG SMS Gateway 

through 4.17.6 has multiple 

authenticated stored and/or 

reflected XSS vulnerabilities 

via the (1) Receiver or 

Recipient field in the 

Mailbox feature, (2) 

OZFORM_GROUPNAME field 

in the Group configuration 

of addresses, (3) listname 

field in the Defining address 

lists configuration, or (4) 

any GET Parameter in the 

/default URL of the 

application. 

CVE ID : CVE-2020-14024 

N/A 
A-OZE-OZEK-

061020/266 

Cross-Site 

Request 

Forgery 

(CSRF) 

22-Sep-20 6.8 

Ozeki NG SMS Gateway 

through 4.17.6 has multiple 

CSRF vulnerabilities. For 

example, an administrator, 

by following a link, can be 

tricked into making 

unwanted changes such as 

installing new modules or 

changing a password. 

CVE ID : CVE-2020-14025 

N/A 
A-OZE-OZEK-

061020/267 

N/A 22-Sep-20 9.3 

CSV Injection (aka Excel 

Macro Injection or Formula 

Injection) exists in the 

Export Of Contacts feature 

in Ozeki NG SMS Gateway 

through 4.17.6 via a value 

that is mishandled in a CSV 

export. 

CVE ID : CVE-2020-14026 

N/A 
A-OZE-OZEK-

061020/268 

Argument 

Injection or 
22-Sep-20 3.5 An issue was discovered in 

Ozeki NG SMS Gateway 
N/A A-OZE-OZEK-
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Modification through 4.17.6. The 

database connection strings 

accept custom unsafe 

arguments, such as 

ENABLE_LOCAL_INFILE, 

that can be leveraged by 

attackers to enable MySQL 

Load Data Local (rogue 

MySQL server) attacks. 

CVE ID : CVE-2020-14027 

061020/269 

Improper 

Limitation of a 

Pathname to a 

Restricted 

Directory 

('Path 

Traversal') 

22-Sep-20 9 

An issue was discovered in 

Ozeki NG SMS Gateway 

through 4.17.6. By 

leveraging a path traversal 

vulnerability in the 

Autoreply module's Script 

Name, an attacker may 

write to or overwrite 

arbitrary files, with 

arbitrary content, usually 

with NT 

AUTHORITY\SYSTEM 

privileges. 

CVE ID : CVE-2020-14028 

N/A 
A-OZE-OZEK-

061020/270 

Improper 

Restriction of 

XML External 

Entity 

Reference 

('XXE') 

18-Sep-20 5 

An issue was discovered in 

Ozeki NG SMS Gateway 

through 4.17.6. The RSS To 

SMS module processes XML 

files in an unsafe manner. 

This opens the application 

to an XML External Entity 

attack that can be used to 

perform SSRF or read 

arbitrary local files. 

CVE ID : CVE-2020-14029 

N/A 
A-OZE-OZEK-

061020/271 

N/A 22-Sep-20 9 

An issue was discovered in 

Ozeki NG SMS Gateway 

through 4.17.6. The outbox 

functionality of the TXT File 

N/A 
A-OZE-OZEK-

061020/272 
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module can be used to 

delete all/most files in a 

folder. Because the product 

usually runs as NT 

AUTHORITY\SYSTEM, the 

only files that will not be 

deleted are those currently 

being run by the system 

and/or files that have 

special security attributes 

(e.g., Windows Defender 

files). 

CVE ID : CVE-2020-14031 

Perl 

database_interface 

Improper 

Restriction of 

Operations 

within the 

Bounds of a 

Memory 

Buffer 

16-Sep-20 2.1 

An untrusted pointer 

dereference flaw was found 

in Perl-DBI < 1.643. A local 

attacker who is able to 

manipulate calls to 

dbd_db_login6_sv() could 

cause memory corruption, 

affecting the service's 

availability. 

CVE ID : CVE-2020-14392 

N/A 
A-PER-DATA-

061020/273 

Out-of-bounds 

Write 
16-Sep-20 3.6 

A buffer overflow was found 

in perl-DBI < 1.643 in 

DBI.xs. A local attacker who 

is able to supply a string 

longer than 300 characters 

could cause an out-of-

bounds write, affecting the 

availability of the service or 

integrity of data. 

CVE ID : CVE-2020-14393 

N/A 
A-PER-DATA-

061020/274 

Philips 

clinical_collaboration_platform 

N/A 18-Sep-20 2.7 Philips Clinical N/A A-PHI-CLIN-
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Collaboration Platform, 

Versions 12.2.1 and prior. 

The software does not 

neutralize or incorrectly 

neutralizes user-

controllable input before it 

is placed in output used as a 

webpage that is served to 

other users. 

CVE ID : CVE-2020-14525 

061020/275 

Protection 

Mechanism 

Failure 

18-Sep-20 5.8 

Philips Clinical 

Collaboration Platform, 

Versions 12.2.1 and prior. 

When an attacker claims to 

have a given identity, the 

software does not prove or 

insufficiently proves the 

claim is correct. 

CVE ID : CVE-2020-16198 

N/A 
A-PHI-CLIN-

061020/276 

Selection of 

Less-Secure 

Algorithm 

During 

Negotiation 

('Algorithm 

Downgrade') 

18-Sep-20 3.3 

Philips Clinical 

Collaboration Platform, 

Versions 12.2.1 and prior. 

The software does not 

properly control the 

allocation and maintenance 

of a limited resource, 

thereby enabling an 

attacker to influence the 

amount of resources 

consumed, eventually 

leading to the exhaustion of 

available resources. 

CVE ID : CVE-2020-16200 

N/A 
A-PHI-CLIN-

061020/277 

Cross-Site 

Request 

Forgery 

(CSRF) 

18-Sep-20 4.3 

Philips Clinical 

Collaboration Platform, 

Versions 12.2.1 and prior. 

The product receives input 

or data, but it does not 

validate or incorrectly 

N/A 
A-PHI-CLIN-

061020/278 
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validates that the input has 

the properties required to 

process the data safely and 

correctly. 

CVE ID : CVE-2020-14506 

N/A 18-Sep-20 3.6 

Philips Clinical 

Collaboration Platform, 

Versions 12.2.1 and prior. 

The product exposes a 

resource to the wrong 

control sphere, providing 

unintended actors with 

inappropriate access to the 

resource. 

CVE ID : CVE-2020-16247 

N/A 
A-PHI-CLIN-

061020/279 

podman_project 

podman 

Information 

Exposure 
23-Sep-20 4 

An information disclosure 

vulnerability was found in 

containers/podman in 

versions before 2.0.5. When 

using the deprecated 

Varlink API or the Docker-

compatible REST API, if 

multiple containers are 

created in a short duration, 

the environment variables 

from the first container will 

get leaked into subsequent 

containers. An attacker who 

has control over the 

subsequent containers 

could use this flaw to gain 

access to sensitive 

information stored in such 

variables. 

CVE ID : CVE-2020-14370 

N/A 

A-POD-

PODM-

061020/280 

Postgresql 
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postgresql 

Untrusted 

Search Path 
16-Sep-20 4.4 

The Windows installer for 

PostgreSQL 9.5 - 12 invokes 

system-provided 

executables that do not have 

fully-qualified paths. 

Executables in the directory 

where the installer loads or 

the current working 

directory take precedence 

over the intended 

executables. An attacker 

having permission to add 

files into one of those 

directories can use this to 

execute arbitrary code with 

the installer's 

administrative rights. 

CVE ID : CVE-2020-10733 

N/A 
A-POS-POST-

061020/281 

Rapid7 

appspider 

Uncontrolled 

Search Path 

Element 

18-Sep-20 4.4 

In AppSpider installer 

versions prior to 7.2.126, 

the AppSpider installer calls 

an executable which can be 

placed in the appropriate 

directory by an attacker 

with access to the local 

machine. This would 

prevent the installer from 

distinguishing between a 

valid executable called 

during an installation and 

any arbitrary code 

executable using the same 

file name. 

CVE ID : CVE-2020-7358 

N/A 
A-RAP-APPS-

061020/282 

Redhat 
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openshift_application_runtimes 

Allocation of 

Resources 

Without 

Limits or 

Throttling 

16-Sep-20 5 

A vulnerability was found in 

Keycloak before 11.0.1 

where DoS attack is possible 

by sending twenty requests 

simultaneously to the 

specified keycloak server, all 

with a Content-Length 

header value that exceeds 

the actual byte count of the 

request body. 

CVE ID : CVE-2020-10758 

N/A 
A-RED-OPEN-

061020/283 

N/A 16-Sep-20 5 

The issue appears to be that 

JBoss EAP 6.4.21 does not 

parse the field-name in 

accordance to RFC7230[1] 

as it returns a 200 instead of 

a 400. 

CVE ID : CVE-2020-1710 

N/A 
A-RED-OPEN-

061020/284 

jboss_data_grid 

N/A 16-Sep-20 5 

The issue appears to be that 

JBoss EAP 6.4.21 does not 

parse the field-name in 

accordance to RFC7230[1] 

as it returns a 200 instead of 

a 400. 

CVE ID : CVE-2020-1710 

N/A 
A-RED-JBOS-

061020/285 

jboss_fuse 

Session 

Fixation 
23-Sep-20 5.1 

A flaw was found in WildFly 

Elytron version 1.11.3.Final 

and before. When using 

WildFly Elytron FORM 

authentication with a 

session ID in the URL, an 

attacker could perform a 

session fixation attack. The 

highest threat from this 

vulnerability is to data 

N/A 
A-RED-JBOS-

061020/286 
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confidentiality and integrity 

as well as system 

availability. 

CVE ID : CVE-2020-10714 

N/A 16-Sep-20 5 

A flaw was found in Wildfly 

before wildfly-embedded-

13.0.0.Final, where the 

embedded managed process 

API has an exposed setting 

of the Thread Context 

Classloader (TCCL). This 

setting is exposed as a 

public method, which can 

bypass the security 

manager. The highest threat 

from this vulnerability is to 

confidentiality. 

CVE ID : CVE-2020-10718 

N/A 
A-RED-JBOS-

061020/287 

wildfly 

N/A 16-Sep-20 5 

A flaw was found in Wildfly 

before wildfly-embedded-

13.0.0.Final, where the 

embedded managed process 

API has an exposed setting 

of the Thread Context 

Classloader (TCCL). This 

setting is exposed as a 

public method, which can 

bypass the security 

manager. The highest threat 

from this vulnerability is to 

confidentiality. 

CVE ID : CVE-2020-10718 

N/A 
A-RED-WILD-

061020/288 

ansible_engine 

Improper 

Verification of 

Cryptographic 

Signature 

23-Sep-20 6.6 

A flaw was found in the 

Ansible Engine, in ansible-

engine 2.8.x before 2.8.15 

and ansible-engine 2.9.x 

before 2.9.13, when 

N/A 
A-RED-ANSI-

061020/289 
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installing packages using 

the dnf module. GPG 

signatures are ignored 

during installation even 

when disable_gpg_check is 

set to False, which is the 

default behavior. This flaw 

leads to malicious packages 

being installed on the 

system and arbitrary code 

executed via package 

installation scripts. The 

highest threat from this 

vulnerability is to integrity 

and system availability. 

CVE ID : CVE-2020-14365 

decision_manager 

Incorrect 

Authorization 
16-Sep-20 5 

A flaw was found in all 

supported versions before 

wildfly-elytron-1.6.8.Final-

redhat-00001, where the 

WildFlySecurityManager 

checks were bypassed when 

using custom security 

managers, resulting in an 

improper authorization. 

This flaw leads to 

information exposure by 

unauthenticated access to 

secure resources. 

CVE ID : CVE-2020-1748 

N/A 
A-RED-DECI-

061020/290 

openstack_platform 

Improper 

Verification of 

Cryptographic 

Signature 

23-Sep-20 6.6 

A flaw was found in the 

Ansible Engine, in ansible-

engine 2.8.x before 2.8.15 

and ansible-engine 2.9.x 

before 2.9.13, when 

installing packages using 

the dnf module. GPG 

N/A 
A-RED-OPEN-

061020/291 
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signatures are ignored 

during installation even 

when disable_gpg_check is 

set to False, which is the 

default behavior. This flaw 

leads to malicious packages 

being installed on the 

system and arbitrary code 

executed via package 

installation scripts. The 

highest threat from this 

vulnerability is to integrity 

and system availability. 

CVE ID : CVE-2020-14365 

keycloak 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

16-Sep-20 4.3 

A flaw was found in 

Keycloak's data filter, in 

version 10.0.1, where it 

allowed the processing of 

data URLs in some 

circumstances. This flaw 

allows an attacker to 

conduct cross-site scripting 

or further attacks. 

CVE ID : CVE-2020-10748 

N/A 
A-RED-KEYC-

061020/292 

Allocation of 

Resources 

Without 

Limits or 

Throttling 

16-Sep-20 5 

A vulnerability was found in 

Keycloak before 11.0.1 

where DoS attack is possible 

by sending twenty requests 

simultaneously to the 

specified keycloak server, all 

with a Content-Length 

header value that exceeds 

the actual byte count of the 

request body. 

CVE ID : CVE-2020-10758 

N/A 
A-RED-KEYC-

061020/293 

Incorrect 

Permission 

Assignment 

16-Sep-20 4 
A flaw was found in all 

versions of Keycloak before 

10.0.0, where the NodeJS 

N/A 
A-RED-KEYC-

061020/294 
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for Critical 

Resource 

adapter did not support the 

verify-token-audience. This 

flaw results in some users 

having access to sensitive 

information outside of their 

permissions. 

CVE ID : CVE-2020-1694 

xerces 

Improper 

Input 

Validation 

17-Sep-20 5 

A flaw was found in 

Wildfly's implementation of 

Xerces, specifically in the 

way the 

XMLSchemaValidator class 

in the JAXP component of 

Wildfly enforced the "use-

grammar-pool-only" 

feature. This flaw allows a 

specially-crafted XML file to 

manipulate the validation 

process in certain cases. 

This issue is the same flaw 

as CVE-2020-14621, which 

affected OpenJDK, and uses 

a similar code. All xerces 

jboss versions before 

2.12.0.SP3. 

CVE ID : CVE-2020-14338 

N/A 
A-RED-XERC-

061020/295 

jboss_enterprise_application_platform 

N/A 16-Sep-20 5 

The issue appears to be that 

JBoss EAP 6.4.21 does not 

parse the field-name in 

accordance to RFC7230[1] 

as it returns a 200 instead of 

a 400. 

CVE ID : CVE-2020-1710 

N/A 
A-RED-JBOS-

061020/296 

single_sign-on 

Improper 

Neutralization 
16-Sep-20 4.3 A flaw was found in 

Keycloak's data filter, in 
N/A 

A-RED-SING-

061020/297 
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of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

version 10.0.1, where it 

allowed the processing of 

data URLs in some 

circumstances. This flaw 

allows an attacker to 

conduct cross-site scripting 

or further attacks. 

CVE ID : CVE-2020-10748 

Allocation of 

Resources 

Without 

Limits or 

Throttling 

16-Sep-20 5 

A vulnerability was found in 

Keycloak before 11.0.1 

where DoS attack is possible 

by sending twenty requests 

simultaneously to the 

specified keycloak server, all 

with a Content-Length 

header value that exceeds 

the actual byte count of the 

request body. 

CVE ID : CVE-2020-10758 

N/A 
A-RED-SING-

061020/298 

N/A 16-Sep-20 5 

The issue appears to be that 

JBoss EAP 6.4.21 does not 

parse the field-name in 

accordance to RFC7230[1] 

as it returns a 200 instead of 

a 400. 

CVE ID : CVE-2020-1710 

N/A 
A-RED-SING-

061020/299 

process_automation 

Session 

Fixation 
23-Sep-20 5.1 

A flaw was found in WildFly 

Elytron version 1.11.3.Final 

and before. When using 

WildFly Elytron FORM 

authentication with a 

session ID in the URL, an 

attacker could perform a 

session fixation attack. The 

highest threat from this 

vulnerability is to data 

confidentiality and integrity 

as well as system 

N/A 
A-RED-PROC-

061020/300 
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availability. 

CVE ID : CVE-2020-10714 

Incorrect 

Authorization 
16-Sep-20 5 

A flaw was found in all 

supported versions before 

wildfly-elytron-1.6.8.Final-

redhat-00001, where the 

WildFlySecurityManager 

checks were bypassed when 

using custom security 

managers, resulting in an 

improper authorization. 

This flaw leads to 

information exposure by 

unauthenticated access to 

secure resources. 

CVE ID : CVE-2020-1748 

N/A 
A-RED-PROC-

061020/301 

wildfly_elytron 

Session 

Fixation 
23-Sep-20 5.1 

A flaw was found in WildFly 

Elytron version 1.11.3.Final 

and before. When using 

WildFly Elytron FORM 

authentication with a 

session ID in the URL, an 

attacker could perform a 

session fixation attack. The 

highest threat from this 

vulnerability is to data 

confidentiality and integrity 

as well as system 

availability. 

CVE ID : CVE-2020-10714 

N/A 
A-RED-WILD-

061020/302 

Incorrect 

Authorization 
16-Sep-20 5 

A flaw was found in all 

supported versions before 

wildfly-elytron-1.6.8.Final-

redhat-00001, where the 

WildFlySecurityManager 

checks were bypassed when 

using custom security 

managers, resulting in an 

N/A 
A-RED-WILD-

061020/303 
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improper authorization. 

This flaw leads to 

information exposure by 

unauthenticated access to 

secure resources. 

CVE ID : CVE-2020-1748 

codeready_studio 

Session 

Fixation 
23-Sep-20 5.1 

A flaw was found in WildFly 

Elytron version 1.11.3.Final 

and before. When using 

WildFly Elytron FORM 

authentication with a 

session ID in the URL, an 

attacker could perform a 

session fixation attack. The 

highest threat from this 

vulnerability is to data 

confidentiality and integrity 

as well as system 

availability. 

CVE ID : CVE-2020-10714 

N/A 
A-RED-CODE-

061020/304 

descision_manager 

Session 

Fixation 
23-Sep-20 5.1 

A flaw was found in WildFly 

Elytron version 1.11.3.Final 

and before. When using 

WildFly Elytron FORM 

authentication with a 

session ID in the URL, an 

attacker could perform a 

session fixation attack. The 

highest threat from this 

vulnerability is to data 

confidentiality and integrity 

as well as system 

availability. 

CVE ID : CVE-2020-10714 

N/A 
A-RED-DESC-

061020/305 

openshift_container_platform 

Information 23-Sep-20 4 An information disclosure N/A A-RED-OPEN-
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Exposure vulnerability was found in 

containers/podman in 

versions before 2.0.5. When 

using the deprecated 

Varlink API or the Docker-

compatible REST API, if 

multiple containers are 

created in a short duration, 

the environment variables 

from the first container will 

get leaked into subsequent 

containers. An attacker who 

has control over the 

subsequent containers 

could use this flaw to gain 

access to sensitive 

information stored in such 

variables. 

CVE ID : CVE-2020-14370 

061020/306 

ansible_tower 

Improper 

Verification of 

Cryptographic 

Signature 

23-Sep-20 6.6 

A flaw was found in the 

Ansible Engine, in ansible-

engine 2.8.x before 2.8.15 

and ansible-engine 2.9.x 

before 2.9.13, when 

installing packages using 

the dnf module. GPG 

signatures are ignored 

during installation even 

when disable_gpg_check is 

set to False, which is the 

default behavior. This flaw 

leads to malicious packages 

being installed on the 

system and arbitrary code 

executed via package 

installation scripts. The 

highest threat from this 

vulnerability is to integrity 

and system availability. 

N/A 
A-RED-ANSI-

061020/307 
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CVE ID : CVE-2020-14365 

openshift 

Improper 

Input 

Validation 

16-Sep-20 4.3 

A content spoofing 

vulnerability was found in 

the openshift/console 3.11 

and 4.x. This flaw allows an 

attacker to craft a URL and 

inject arbitrary text onto the 

error page that appears to 

be from the OpenShift 

instance. This attack could 

potentially convince a user 

that the inserted text is 

legitimate. 

CVE ID : CVE-2020-10715 

N/A 
A-RED-OPEN-

061020/308 

amq_online 

Improper 

Check for 

Unusual or 

Exceptional 

Conditions 

16-Sep-20 4 

It was found in AMQ Online 

before 1.5.2 that injecting an 

invalid field to a user's 

AddressSpace configuration 

of the user namespace puts 

AMQ Online in an 

inconsistent state, where 

the AMQ Online components 

do not operate properly, 

such as the failure of 

provisioning and the failure 

of creating addresses, 

though this does not impact 

upon already existing 

messaging clients or 

brokers. 

CVE ID : CVE-2020-14348 

N/A 
A-RED-AMQ_-

061020/309 

ceph_storage 

Improper 

Verification of 

Cryptographic 

Signature 

23-Sep-20 6.6 

A flaw was found in the 

Ansible Engine, in ansible-

engine 2.8.x before 2.8.15 

and ansible-engine 2.9.x 

before 2.9.13, when 

N/A 
A-RED-CEPH-

061020/310 
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installing packages using 

the dnf module. GPG 

signatures are ignored 

during installation even 

when disable_gpg_check is 

set to False, which is the 

default behavior. This flaw 

leads to malicious packages 

being installed on the 

system and arbitrary code 

executed via package 

installation scripts. The 

highest threat from this 

vulnerability is to integrity 

and system availability. 

CVE ID : CVE-2020-14365 

rust-lang 

rust 

Improper 

Validation of 

Array Index 

19-Sep-20 5 

An issue was discovered in 

the sized-chunks crate 

through 0.6.2 for Rust. In 

the Chunk implementation, 

the array size is not checked 

when constructed with 

unit(). 

CVE ID : CVE-2020-25791 

N/A 
A-RUS-RUST-

061020/311 

Improper 

Validation of 

Array Index 

19-Sep-20 5 

An issue was discovered in 

the sized-chunks crate 

through 0.6.2 for Rust. In 

the Chunk implementation, 

the array size is not checked 

when constructed with 

pair(). 

CVE ID : CVE-2020-25792 

N/A 
A-RUS-RUST-

061020/312 

Improper 

Validation of 

Array Index 

19-Sep-20 5 

An issue was discovered in 

the sized-chunks crate 

through 0.6.2 for Rust. In 

the Chunk implementation, 

the array size is not checked 

N/A 
A-RUS-RUST-

061020/313 
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when constructed with 

From<InlineArray<A, T>>. 

CVE ID : CVE-2020-25793 

Improper 

Release of 

Memory 

Before 

Removing 

Last 

Reference 

19-Sep-20 5 

An issue was discovered in 

the sized-chunks crate 

through 0.6.2 for Rust. In 

the Chunk implementation, 

clone can have a memory-

safety issue upon a panic. 

CVE ID : CVE-2020-25794 

N/A 
A-RUS-RUST-

061020/314 

Double Free 19-Sep-20 5 

An issue was discovered in 

the sized-chunks crate 

through 0.6.2 for Rust. In 

the Chunk implementation, 

insert_from can have a 

memory-safety issue upon a 

panic. 

CVE ID : CVE-2020-25795 

N/A 
A-RUS-RUST-

061020/315 

Improper 

Validation of 

Array Index 

19-Sep-20 5 

An issue was discovered in 

the sized-chunks crate 

through 0.6.2 for Rust. In 

the InlineArray 

implementation, an 

unaligned reference may be 

generated for a type that has 

a large alignment 

requirement. 

CVE ID : CVE-2020-25796 

N/A 
A-RUS-RUST-

061020/316 

safervpn 

safervpn 

Improper Link 

Resolution 

Before File 

Access ('Link 

Following') 

18-Sep-20 5.5 

SaferVPN before 5.0.3.3 on 

Windows could allow low-

privileged users to create or 

overwrite arbitrary files, 

which could cause a denial 

of service (DoS) condition, 

because a symlink from 

%LOCALAPPDATA%\Safer

N/A 
A-SAF-SAFE-

061020/317 
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VPN\Log is followed. 

CVE ID : CVE-2020-25744 

Schneider-electric 

scadapack_7x_remote_connect 

Deserializatio

n of Untrusted 

Data 

16-Sep-20 6.8 

A CWE-502 Deserialization 

of Untrusted Data 

vulnerability exists in 

SCADAPack 7x Remote 

Connect (V3.6.3.574 and 

prior) which could allow 

arbitrary code execution 

when an attacker builds a 

custom .PRJ file containing a 

malicious serialized buffer. 

CVE ID : CVE-2020-7528 

N/A 
A-SCH-SCAD-

061020/318 

Improper 

Limitation of a 

Pathname to a 

Restricted 

Directory 

('Path 

Traversal') 

16-Sep-20 4.3 

A CWE-22 Improper 

Limitation of a Pathname to 

a Restricted Directory ('Path 

Transversal') vulnerability 

exists in SCADAPack 7x 

Remote Connect (V3.6.3.574 

and prior) which allows an 

attacker to place content in 

any unprotected folder on 

the target system using a 

crafted .RCZ file. 

CVE ID : CVE-2020-7529 

N/A 
A-SCH-SCAD-

061020/319 

Improper 

Authorization 
16-Sep-20 6.5 

A CWE-285 Improper 

Authorization vulnerability 

exists in SCADAPack 7x 

Remote Connect (V3.6.3.574 

and prior) which allows 

improper access to 

executable code folders. 

CVE ID : CVE-2020-7530 

N/A 
A-SCH-SCAD-

061020/320 

N/A 16-Sep-20 6.8 
A CWE-284 Improper 

Access Control vulnerability 

exists in SCADAPack 7x 

N/A 
A-SCH-SCAD-

061020/321 
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Remote Connect (V3.6.3.574 

and prior) which allows an 

attacker to place 

executables in a specific 

folder and run code 

whenever RemoteConnect is 

executed by the user. 

CVE ID : CVE-2020-7531 

scadapack_x70_security_administrator 

Deserializatio

n of Untrusted 

Data 

16-Sep-20 6.8 

A CWE-502 Deserialization 

of Untrusted Data 

vulnerability exists in 

SCADAPack x70 Security 

Administrator (V1.2.0 and 

prior) which could allow 

arbitrary code execution 

when an attacker builds a 

custom .SDB file containing 

a malicious serialized buffer. 

CVE ID : CVE-2020-7532 

N/A 
A-SCH-SCAD-

061020/322 

Solarwinds 

orion_platform 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

17-Sep-20 4.3 

Stored XSS (Cross-Site 

Scripting) exists in the 

SolarWinds Orion Platform 

before before 2020.2.1 on 

multiple forms and pages. 

This vulnerability may lead 

to the Information 

Disclosure and Escalation of 

Privileges (takeover of 

administrator account). 

CVE ID : CVE-2020-13169 

https://docu

mentation.so

larwinds.co

m/en/Succe

ss_Center/or

ionplatform

/Content/Re

lease_Notes/

Orion_Platfo

rm_2020-2-

1_release_no

tes.htm#Ne

wFeaturesOr

ion 

A-SOL-ORIO-

061020/323 

soy_cms_project 

soy_cms 
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Improper 

Limitation of a 

Pathname to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Sep-20 6.8 

The SOY Inquiry component 

of SOY CMS is affected by 

Cross-site Request Forgery 

(CSRF) and Remote Code 

Execution (RCE). The 

vulnerability affects 

versions 2.0.0.3 and earlier 

of SOY Inquiry. This allows 

remote attackers to force 

the administrator to edit 

files once the administrator 

loads a specially crafted 

webpage. An administrator 

must be logged in for 

exploitation to be possible. 

This issue is fixed in SOY 

Inquiry version 2.0.0.4 and 

included in SOY CMS 

3.0.2.328. 

CVE ID : CVE-2020-15182 

https://gith

ub.com/inun

osinsi/soyc

ms/security

/advisories/

GHSA-j2qw-

747j-mfv4 

A-SOY-SOY_-

061020/324 

soy_inquiry_project 

soy_inquiry 

Improper 

Limitation of a 

Pathname to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Sep-20 6.8 

The SOY Inquiry component 

of SOY CMS is affected by 

Cross-site Request Forgery 

(CSRF) and Remote Code 

Execution (RCE). The 

vulnerability affects 

versions 2.0.0.3 and earlier 

of SOY Inquiry. This allows 

remote attackers to force 

the administrator to edit 

files once the administrator 

loads a specially crafted 

webpage. An administrator 

must be logged in for 

exploitation to be possible. 

This issue is fixed in SOY 

Inquiry version 2.0.0.4 and 

included in SOY CMS 

https://gith

ub.com/inun

osinsi/soyc

ms/security

/advisories/

GHSA-j2qw-

747j-mfv4 

A-SOY-SOY_-

061020/325 
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3.0.2.328. 

CVE ID : CVE-2020-15182 

soycms_project 

soycms 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

17-Sep-20 3.5 

SoyCMS 3.0.2 and earlier is 

affected by Reflected Cross-

Site Scripting (XSS) which 

leads to Remote Code 

Execution (RCE) from a 

known vulnerability. This 

allows remote attackers to 

force the administrator to 

edit files once the 

adminsitrator loads a 

specially crafted webpage. 

CVE ID : CVE-2020-15183 

https://gith

ub.com/inun

osinsi/soyc

ms/security

/advisories/

GHSA-33q6-

4xmp-2f48 

A-SOY-SOYC-

061020/326 

sqreen 

python_mini_racer 

Out-of-bounds 

Write 
17-Sep-20 7.5 

A heap overflow in Sqreen 

PyMiniRacer (aka Python 

Mini Racer) before 0.3.0 

allows remote attackers to 

potentially exploit heap 

corruption. 

CVE ID : CVE-2020-25489 

https://blog.

sqreen.com/

vulnerability

-disclosure-

finding-a-

vulnerability

-in-sqreens-

php-agent-

and-how-

we-fixed-it/ 

A-SQR-PYTH-

061020/327 

php_microagent 

Improper 

Verification of 

Cryptographic 

Signature 

17-Sep-20 7.5 

Lack of cryptographic 

signature verification in the 

Sqreen PHP agent daemon 

before 1.16.0 makes it 

easier for remote attackers 

to inject rules for execution 

inside the virtual machine. 

CVE ID : CVE-2020-25490 

https://blog.

sqreen.com/

vulnerability

-disclosure-

finding-a-

vulnerability

-in-sqreens-

php-agent-

and-how-

A-SQR-PHP_-

061020/328 
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we-fixed-it/ 

Suse 

salt-netapi-client 

Improper 

Access Control 
17-Sep-20 7.2 

A Improper Access Control 

vulnerability in the 

configuration of salt of SUSE 

Linux Enterprise Module for 

SUSE Manager Server 4.1, 

SUSE Manager Proxy 4.0, 

SUSE Manager Retail Branch 

Server 4.0, SUSE Manager 

Server 3.2, SUSE Manager 

Server 4.0 allows local users 

to escalate to root on every 

system managed by SUSE 

manager. On the managing 

node itself code can be 

executed as user salt, 

potentially allowing for 

escalation to root there. This 

issue affects: SUSE Linux 

Enterprise Module for SUSE 

Manager Server 4.1 google-

gson versions prior to 2.8.5-

3.4.3, httpcomponents-

client-4.5.6-3.4.2, 

httpcomponents-. SUSE 

Manager Proxy 4.0 release-

notes-susemanager-proxy 

versions prior to 4.0.9-

0.16.38.1. SUSE Manager 

Retail Branch Server 4.0 

release-notes-susemanager-

proxy versions prior to 

4.0.9-0.16.38.1. SUSE 

Manager Server 3.2 salt-

netapi-client versions prior 

to 0.16.0-4.14.1, spacewalk-. 

SUSE Manager Server 4.0 

release-notes-susemanager 

https://bugz

illa.suse.com

/show_bug.c

gi?id=11758

84 

A-SUS-SALT-

061020/329 
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versions prior to 4.0.9-

3.54.1. 

CVE ID : CVE-2020-8028 

manager_server 

Improper 

Access Control 
17-Sep-20 7.2 

A Improper Access Control 

vulnerability in the 

configuration of salt of SUSE 

Linux Enterprise Module for 

SUSE Manager Server 4.1, 

SUSE Manager Proxy 4.0, 

SUSE Manager Retail Branch 

Server 4.0, SUSE Manager 

Server 3.2, SUSE Manager 

Server 4.0 allows local users 

to escalate to root on every 

system managed by SUSE 

manager. On the managing 

node itself code can be 

executed as user salt, 

potentially allowing for 

escalation to root there. This 

issue affects: SUSE Linux 

Enterprise Module for SUSE 

Manager Server 4.1 google-

gson versions prior to 2.8.5-

3.4.3, httpcomponents-

client-4.5.6-3.4.2, 

httpcomponents-. SUSE 

Manager Proxy 4.0 release-

notes-susemanager-proxy 

versions prior to 4.0.9-

0.16.38.1. SUSE Manager 

Retail Branch Server 4.0 

release-notes-susemanager-

proxy versions prior to 

4.0.9-0.16.38.1. SUSE 

Manager Server 3.2 salt-

netapi-client versions prior 

to 0.16.0-4.14.1, spacewalk-. 

SUSE Manager Server 4.0 

https://bugz

illa.suse.com

/show_bug.c

gi?id=11758

84 

A-SUS-MANA-

061020/330 
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release-notes-susemanager 

versions prior to 4.0.9-

3.54.1. 

CVE ID : CVE-2020-8028 

sylabs 

singularity 

Incorrect 

Permission 

Assignment 

for Critical 

Resource 

16-Sep-20 5.5 

Sylabs Singularity 3.2.0 

through 3.6.2 has Insecure 

Permissions on temporary 

directories used in fakeroot 

or user namespace 

container execution. 

CVE ID : CVE-2020-25039 

N/A 
A-SYL-SING-

061020/331 

Incorrect 

Permission 

Assignment 

for Critical 

Resource 

16-Sep-20 6.5 

Sylabs Singularity through 

3.6.2 has Insecure 

Permissions on temporary 

directories used in explicit 

and implicit container build 

operations, a different 

vulnerability than CVE-

2020-25039. 

CVE ID : CVE-2020-25040 

N/A 
A-SYL-SING-

061020/332 

titanhq 

spamtitan 

Improper 

Input 

Validation 

17-Sep-20 10 

An issue was discovered in 

Titan SpamTitan 7.07. 

Improper input sanitization 

of the parameter 

community on the page 

snmp-x.php would allow a 

remote attacker to inject 

commands into the file 

snmpd.conf that would 

allow executing commands 

on the target server. 

CVE ID : CVE-2020-11698 

N/A 
A-TIT-SPAM-

061020/333 

Improper 17-Sep-20 9 An issue was discovered in N/A A-TIT-SPAM-



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

111 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Input 

Validation 

Titan SpamTitan 7.07. 

Improper validation of the 

parameter fname on the 

page certs-x.php would 

allow an attacker to execute 

remote code on the target 

server. The user has to be 

authenticated before 

interacting with this page. 

CVE ID : CVE-2020-11699 

061020/334 

Improper 

Input 

Validation 

17-Sep-20 4 

An issue was discovered in 

Titan SpamTitan 7.07. 

Improper sanitization of the 

parameter fname, used on 

the page certs-x.php, would 

allow an attacker to retrieve 

the contents of arbitrary 

files. The user has to be 

authenticated before 

interacting with this page. 

CVE ID : CVE-2020-11700 

N/A 
A-TIT-SPAM-

061020/335 

Improper 

Input 

Validation 

17-Sep-20 6.5 

An issue was discovered in 

Titan SpamTitan 7.07. 

Improper sanitization of the 

parameter jaction when 

interacting with the page 

mailqueue.php could lead to 

PHP code evaluation server-

side, because the user-

provided input is passed 

directly to the php eval() 

function. The user has to be 

authenticated on the web 

platform before interacting 

with the page. 

CVE ID : CVE-2020-11803 

N/A 
A-TIT-SPAM-

061020/336 

Improper 

Input 

Validation 

17-Sep-20 6.5 
An issue was discovered in 

Titan SpamTitan 7.07. Due 

to improper sanitization of 

N/A 
A-TIT-SPAM-

061020/337 
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the parameter quid, used in 

the page mailqueue.php, 

code injection can occur. 

The input for this parameter 

is provided directly by an 

authenticated user via an 

HTTP GET request. 

CVE ID : CVE-2020-11804 

Improper 

Privilege 

Management 

17-Sep-20 9 

A sandbox escape issue was 

discovered in TitanHQ 

SpamTitan Gateway 7.07. It 

limits the admin user to a 

restricted shell, allowing 

execution of a small number 

of tools of the operating 

system. The restricted shell 

can be bypassed by 

presenting a fake vmware-

tools ISO image to the guest 

virtual machine running 

SpamTitan Gateway. This 

ISO image should contain a 

valid Perl script at the 

vmware-freebsd-

tools/vmware-tools-

distrib/vmware-install.pl 

path. The fake ISO image 

will be mounted and the 

script wmware-install.pl 

will be executed with super-

user privileges as soon as 

the hidden option to install 

VMware Tools is selected in 

the main menu of the 

restricted shell (option 

number 5). The contents of 

the script can be whatever 

the attacker wants, 

including a backdoor or 

similar. 

N/A 
A-TIT-SPAM-

061020/338 
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CVE ID : CVE-2020-24045 

Improper 

Privilege 

Management 

17-Sep-20 9 

A sandbox escape issue was 

discovered in TitanHQ 

SpamTitan Gateway 7.07. It 

limits the admin user to a 

restricted shell, allowing 

execution of a small number 

of tools of the operating 

system. This restricted shell 

can be bypassed after 

changing the properties of 

the user admin in the 

operating system file 

/etc/passwd. This file 

cannot be accessed though 

the restricted shell, but it 

can be modified by abusing 

the Backup/Import Backup 

functionality of the web 

interface. An authenticated 

attacker would be able to 

obtain the file 

/var/tmp/admin.passwd 

after executing a Backup 

operation. This file can be 

manually modified to 

change the GUID of the user 

to 0 (root) and change the 

restricted shell to a normal 

shell /bin/sh. After the 

modification is done, the file 

can be recompressed to a 

.tar.bz file and imported 

again via the Import Backup 

functionality. The properties 

of the admin user will be 

overwritten and a root shell 

will be granted to the user 

upon the next successful 

login. 

N/A 
A-TIT-SPAM-

061020/339 
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CVE ID : CVE-2020-24046 

tt-rss 

tiny_tiny_rss 

Improper 

Input 

Validation 

19-Sep-20 10 

An issue was discovered in 

Tiny Tiny RSS (aka tt-rss) 

before 2020-09-16. It does 

not validate all URLs before 

requesting them. 

CVE ID : CVE-2020-25787 

N/A 
A-TT--TINY-

061020/340 

Inclusion of 

Functionality 

from 

Untrusted 

Control 

Sphere 

19-Sep-20 6.8 

An issue was discovered in 

Tiny Tiny RSS (aka tt-rss) 

before 2020-09-16. 

imgproxy in 

plugins/af_proxy_http/init.p

hp mishandles 

$_REQUEST["url"] in an 

error message. 

CVE ID : CVE-2020-25788 

N/A 
A-TT--TINY-

061020/341 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

19-Sep-20 4.3 

An issue was discovered in 

Tiny Tiny RSS (aka tt-rss) 

before 2020-09-16. The 

cached_url feature 

mishandles JavaScript inside 

an SVG document. 

CVE ID : CVE-2020-25789 

N/A 
A-TT--TINY-

061020/342 

typeorm 

typeorm 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

18-Sep-20 7.5 

Prototype pollution 

vulnerability in the 

TypeORM package < 0.2.25 

may allow attackers to add 

or modify Object properties 

leading to further denial of 

service or SQL injection 

attacks. 

CVE ID : CVE-2020-8158 

N/A 
A-TYP-TYPE-

061020/343 
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ua-parser-js_project 

ua-parser-js 

Improper 

Neutralization 

of Special 

Elements used 

in an 

Expression 

Language 

Statement 

('Expression 

Language 

Injection') 

16-Sep-20 5 

The package ua-parser-js 

before 0.7.22 are vulnerable 

to Regular Expression 

Denial of Service (ReDoS) 

via the regex for Redmi 

Phones and Mi Pad Tablets 

UA. 

CVE ID : CVE-2020-7733 

https://gith

ub.com/faisa

lman/ua-

parser-

js/commit/2

33d3bae22a

795153a7e6

638887ce15

9c63e557d, 

https://snyk

.io/vuln/SN

YK-JAVA-

ORGWEBJAR

SBOWERGIT

HUBFAISAL

MAN-

674666, 

https://snyk

.io/vuln/SN

YK-JAVA-

ORGWEBJAR

SNPM-

674665 

A-UA--UA-P-

061020/344 

uniqlo 

uniqlo 

N/A 18-Sep-20 4.3 

UNIQLO App for Android 

versions 7.3.3 and earlier 

allows remote attackers to 

lead a user to access an 

arbitrary website via the 

vulnerable App. As a result, 

if the access destination is a 

malicious website, the user 

may fall victim to the social 

engineering attack. 

CVE ID : CVE-2020-5628 

N/A 
A-UNI-UNIQ-

061020/345 

N/A 18-Sep-20 4.3 UNIQLO App for Android N/A A-UNI-UNIQ-
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versions 7.3.3 and earlier 

allows remote attackers to 

lead a user to access an 

arbitrary website via a 

malicious App created by 

the third party. As a result, if 

the access destination is a 

malicious website, the user 

may fall victim to the social 

engineering attack. 

CVE ID : CVE-2020-5629 

061020/346 

Vmware 

workstation_player 

Out-of-bounds 

Read 
16-Sep-20 3.6 

VMware Workstation (15.x) 

and Horizon Client for 

Windows (5.x before 5.4.4) 

contain an out-of-bounds 

read vulnerability in 

Cortado ThinPrint 

component (EMF Parser). A 

malicious actor with normal 

access to a virtual machine 

may be able to exploit these 

issues to create a partial 

denial-of-service condition 

or to leak memory from 

TPView process running on 

the system where 

Workstation or Horizon 

Client for Windows is 

installed. 

CVE ID : CVE-2020-3986 

N/A 

A-VMW-

WORK-

061020/347 

Out-of-bounds 

Read 
16-Sep-20 3.6 

VMware Workstation (15.x) 

and Horizon Client for 

Windows (5.x before 5.4.4) 

contain an out-of-bounds 

read vulnerability in 

Cortado ThinPrint 

component (EMR 

N/A 

A-VMW-

WORK-

061020/348 
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STRETCHDIBITS parser). A 

malicious actor with normal 

access to a virtual machine 

may be able to exploit these 

issues to create a partial 

denial-of-service condition 

or to leak memory from 

TPView process running on 

the system where 

Workstation or Horizon 

Client for Windows is 

installed. 

CVE ID : CVE-2020-3987 

Out-of-bounds 

Read 
16-Sep-20 3.6 

VMware Workstation (15.x) 

and Horizon Client for 

Windows (5.x before 5.4.4) 

contain an out-of-bounds 

read vulnerability in 

Cortado ThinPrint 

component (JPEG2000 

parser). A malicious actor 

with normal access to a 

virtual machine may be able 

to exploit these issues to 

create a partial denial-of-

service condition or to leak 

memory from TPView 

process running on the 

system where Workstation 

or Horizon Client for 

Windows is installed. 

CVE ID : CVE-2020-3988 

N/A 

A-VMW-

WORK-

061020/349 

Out-of-bounds 

Write 
16-Sep-20 2.1 

VMware Workstation (15.x) 

and Horizon Client for 

Windows (5.x before 5.4.4) 

contain a denial of service 

vulnerability due to an out-

of-bounds write issue in 

Cortado ThinPrint 

component. A malicious 

N/A 

A-VMW-

WORK-

061020/350 
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actor with normal access to 

a virtual machine may be 

able to exploit this issue to 

create a partial denial-of-

service condition on the 

system where Workstation 

or Horizon Client for 

Windows is installed. 

Exploitation is only possible 

if virtual printing has been 

enabled. This feature is not 

enabled by default on 

Workstation but it is 

enabled by default on 

Horizon Client. 

CVE ID : CVE-2020-3989 

Integer 

Overflow or 

Wraparound 

16-Sep-20 2.1 

VMware Workstation (15.x) 

and Horizon Client for 

Windows (5.x before 5.4.4) 

contain an information 

disclosure vulnerability due 

to an integer overflow issue 

in Cortado ThinPrint 

component. A malicious 

actor with normal access to 

a virtual machine may be 

able to exploit this issue to 

leak memory from TPView 

process running on the 

system where Workstation 

or Horizon Client for 

Windows is installed. 

Exploitation is only possible 

if virtual printing has been 

enabled. This feature is not 

enabled by default on 

Workstation but it is 

enabled by default on 

Horizon Client. 

CVE ID : CVE-2020-3990 

N/A 

A-VMW-

WORK-

061020/351 
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workstation_pro 

Out-of-bounds 

Read 
16-Sep-20 3.6 

VMware Workstation (15.x) 

and Horizon Client for 

Windows (5.x before 5.4.4) 

contain an out-of-bounds 

read vulnerability in 

Cortado ThinPrint 

component (EMF Parser). A 

malicious actor with normal 

access to a virtual machine 

may be able to exploit these 

issues to create a partial 

denial-of-service condition 

or to leak memory from 

TPView process running on 

the system where 

Workstation or Horizon 

Client for Windows is 

installed. 

CVE ID : CVE-2020-3986 

N/A 

A-VMW-

WORK-

061020/352 

Out-of-bounds 

Read 
16-Sep-20 3.6 

VMware Workstation (15.x) 

and Horizon Client for 

Windows (5.x before 5.4.4) 

contain an out-of-bounds 

read vulnerability in 

Cortado ThinPrint 

component (EMR 

STRETCHDIBITS parser). A 

malicious actor with normal 

access to a virtual machine 

may be able to exploit these 

issues to create a partial 

denial-of-service condition 

or to leak memory from 

TPView process running on 

the system where 

Workstation or Horizon 

Client for Windows is 

installed. 

CVE ID : CVE-2020-3987 

N/A 

A-VMW-

WORK-

061020/353 
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Out-of-bounds 

Read 
16-Sep-20 3.6 

VMware Workstation (15.x) 

and Horizon Client for 

Windows (5.x before 5.4.4) 

contain an out-of-bounds 

read vulnerability in 

Cortado ThinPrint 

component (JPEG2000 

parser). A malicious actor 

with normal access to a 

virtual machine may be able 

to exploit these issues to 

create a partial denial-of-

service condition or to leak 

memory from TPView 

process running on the 

system where Workstation 

or Horizon Client for 

Windows is installed. 

CVE ID : CVE-2020-3988 

N/A 

A-VMW-

WORK-

061020/354 

Out-of-bounds 

Write 
16-Sep-20 2.1 

VMware Workstation (15.x) 

and Horizon Client for 

Windows (5.x before 5.4.4) 

contain a denial of service 

vulnerability due to an out-

of-bounds write issue in 

Cortado ThinPrint 

component. A malicious 

actor with normal access to 

a virtual machine may be 

able to exploit this issue to 

create a partial denial-of-

service condition on the 

system where Workstation 

or Horizon Client for 

Windows is installed. 

Exploitation is only possible 

if virtual printing has been 

enabled. This feature is not 

enabled by default on 

Workstation but it is 

enabled by default on 

N/A 

A-VMW-

WORK-

061020/355 
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Horizon Client. 

CVE ID : CVE-2020-3989 

Integer 

Overflow or 

Wraparound 

16-Sep-20 2.1 

VMware Workstation (15.x) 

and Horizon Client for 

Windows (5.x before 5.4.4) 

contain an information 

disclosure vulnerability due 

to an integer overflow issue 

in Cortado ThinPrint 

component. A malicious 

actor with normal access to 

a virtual machine may be 

able to exploit this issue to 

leak memory from TPView 

process running on the 

system where Workstation 

or Horizon Client for 

Windows is installed. 

Exploitation is only possible 

if virtual printing has been 

enabled. This feature is not 

enabled by default on 

Workstation but it is 

enabled by default on 

Horizon Client. 

CVE ID : CVE-2020-3990 

N/A 

A-VMW-

WORK-

061020/356 

fusion 

Improper 

Privilege 

Management 

16-Sep-20 3.7 

VMware Fusion (11.x) 

contains a privilege 

escalation vulnerability due 

to the way it allows 

configuring the system wide 

path. An attacker with 

normal user privileges may 

exploit this issue to trick an 

admin user into executing 

malicious code on the 

system where Fusion is 

installed. 

N/A 
A-VMW-FUSI-

061020/357 
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CVE ID : CVE-2020-3980 

horizon_client 

Out-of-bounds 

Read 
16-Sep-20 3.6 

VMware Workstation (15.x) 

and Horizon Client for 

Windows (5.x before 5.4.4) 

contain an out-of-bounds 

read vulnerability in 

Cortado ThinPrint 

component (EMF Parser). A 

malicious actor with normal 

access to a virtual machine 

may be able to exploit these 

issues to create a partial 

denial-of-service condition 

or to leak memory from 

TPView process running on 

the system where 

Workstation or Horizon 

Client for Windows is 

installed. 

CVE ID : CVE-2020-3986 

N/A 

A-VMW-

HORI-

061020/358 

Out-of-bounds 

Read 
16-Sep-20 3.6 

VMware Workstation (15.x) 

and Horizon Client for 

Windows (5.x before 5.4.4) 

contain an out-of-bounds 

read vulnerability in 

Cortado ThinPrint 

component (EMR 

STRETCHDIBITS parser). A 

malicious actor with normal 

access to a virtual machine 

may be able to exploit these 

issues to create a partial 

denial-of-service condition 

or to leak memory from 

TPView process running on 

the system where 

Workstation or Horizon 

Client for Windows is 

installed. 

N/A 

A-VMW-

HORI-

061020/359 
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CVE ID : CVE-2020-3987 

Out-of-bounds 

Read 
16-Sep-20 3.6 

VMware Workstation (15.x) 

and Horizon Client for 

Windows (5.x before 5.4.4) 

contain an out-of-bounds 

read vulnerability in 

Cortado ThinPrint 

component (JPEG2000 

parser). A malicious actor 

with normal access to a 

virtual machine may be able 

to exploit these issues to 

create a partial denial-of-

service condition or to leak 

memory from TPView 

process running on the 

system where Workstation 

or Horizon Client for 

Windows is installed. 

CVE ID : CVE-2020-3988 

N/A 

A-VMW-

HORI-

061020/360 

Out-of-bounds 

Write 
16-Sep-20 2.1 

VMware Workstation (15.x) 

and Horizon Client for 

Windows (5.x before 5.4.4) 

contain a denial of service 

vulnerability due to an out-

of-bounds write issue in 

Cortado ThinPrint 

component. A malicious 

actor with normal access to 

a virtual machine may be 

able to exploit this issue to 

create a partial denial-of-

service condition on the 

system where Workstation 

or Horizon Client for 

Windows is installed. 

Exploitation is only possible 

if virtual printing has been 

enabled. This feature is not 

enabled by default on 

N/A 

A-VMW-

HORI-

061020/361 
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Workstation but it is 

enabled by default on 

Horizon Client. 

CVE ID : CVE-2020-3989 

Integer 

Overflow or 

Wraparound 

16-Sep-20 2.1 

VMware Workstation (15.x) 

and Horizon Client for 

Windows (5.x before 5.4.4) 

contain an information 

disclosure vulnerability due 

to an integer overflow issue 

in Cortado ThinPrint 

component. A malicious 

actor with normal access to 

a virtual machine may be 

able to exploit this issue to 

leak memory from TPView 

process running on the 

system where Workstation 

or Horizon Client for 

Windows is installed. 

Exploitation is only possible 

if virtual printing has been 

enabled. This feature is not 

enabled by default on 

Workstation but it is 

enabled by default on 

Horizon Client. 

CVE ID : CVE-2020-3990 

N/A 

A-VMW-

HORI-

061020/362 

webtareas_project 

webtareas 

Unrestricted 

Upload of File 

with 

Dangerous 

Type 

18-Sep-20 5 

webTareas through 2.1 

allows upload of the 

dangerous .exe and .shtml 

file types. 

CVE ID : CVE-2020-25733 

N/A 

A-WEB-

WEBT-

061020/363 

Improper 

Limitation of a 

Pathname to a 

Restricted 

18-Sep-20 5 

webTareas through 2.1 

allows files/Default/ 

Directory Listing. 

N/A 

A-WEB-

WEBT-

061020/364 
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Directory 

('Path 

Traversal') 

CVE ID : CVE-2020-25734 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

18-Sep-20 4.3 

webTareas through 2.1 

allows XSS in 

clients/editclient.php, 

extensions/addextension.ph

p, 

administration/add_announ

cement.php, 

administration/department

s.php, 

administration/locations.ph

p, expenses/claim_type.php, 

projects/editproject.php, 

and 

general/newnotifications.ph

p. 

CVE ID : CVE-2020-25735 

N/A 

A-WEB-

WEBT-

061020/365 

Wibu 

codemeter 

Improper 

Input 

Validation 

16-Sep-20 5 

CodeMeter (All versions 

prior to 6.81) and the 

software using it may crash 

while processing a 

specifically crafted license 

file due to unverified length 

fields. 

CVE ID : CVE-2020-14513 

N/A 
A-WIB-CODE-

061020/366 

Improper 

Verification of 

Cryptographic 

Signature 

16-Sep-20 5 

CodeMeter (All versions 

prior to 6.90 when using 

CmActLicense update files 

with CmActLicense Firm 

Code) has an issue in the 

license-file signature 

checking mechanism, which 

allows attackers to build 

arbitrary license files, 

including forging a valid 

N/A 
A-WIB-CODE-

061020/367 
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license file as if it were a 

valid license file of an 

existing vendor. Only 

CmActLicense update files 

with CmActLicense Firm 

Code are affected. 

CVE ID : CVE-2020-14515 

Inadequate 

Encryption 

Strength 

16-Sep-20 7.5 

Protocol encryption can be 

easily broken for CodeMeter 

(All versions prior to 6.90 

are affected, including 

Version 6.90 or newer only 

if CodeMeter Runtime is 

running as server) and the 

server accepts external 

connections, which may 

allow an attacker to 

remotely communicate with 

the CodeMeter API. 

CVE ID : CVE-2020-14517 

N/A 
A-WIB-CODE-

061020/368 

Origin 

Validation 

Error 

16-Sep-20 5 

This vulnerability allows an 

attacker to use the internal 

WebSockets API for 

CodeMeter (All versions 

prior to 7.00 are affected, 

including Version 7.0 or 

newer with the affected 

WebSockets API still 

enabled. This is especially 

relevant for systems or 

devices where a web 

browser is used to access a 

web server) via a 

specifically crafted Java 

Script payload, which may 

allow alteration or creation 

of license files for when 

combined with CVE-2020-

14515. 

N/A 
A-WIB-CODE-

061020/369 
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CVE ID : CVE-2020-14519 

Buffer Access 

with Incorrect 

Length Value 

16-Sep-20 7.5 

Multiple memory corruption 

vulnerabilities exist in 

CodeMeter (All versions 

prior to 7.10) where the 

packet parser mechanism 

does not verify length fields. 

An attacker could send 

specially crafted packets to 

exploit these vulnerabilities. 

CVE ID : CVE-2020-14509 

N/A 
A-WIB-CODE-

061020/370 

Improper 

Resource 

Shutdown or 

Release 

16-Sep-20 5 

An attacker could send a 

specially crafted packet that 

could have CodeMeter (All 

versions prior to 7.10) send 

back packets containing 

data from the heap. 

CVE ID : CVE-2020-16233 

N/A 
A-WIB-CODE-

061020/371 

xmlquery_project 

xmlquery 

Improper 

Input 

Validation 

16-Sep-20 7.5 

xmlquery before 1.3.1 lacks 

a check for whether a 

LoadURL response is in the 

XML format, which allows 

attackers to cause a denial 

of service (SIGSEGV) at 

xmlquery.(*Node).InnerText 

or possibly have unspecified 

other impact. 

CVE ID : CVE-2020-25614 

N/A 

A-XML-

XMLQ-

061020/372 

yworks 

yed 

Improper 

Restriction of 

XML External 

Entity 

Reference 

17-Sep-20 7.5 

yWorks yEd Desktop before 

3.20.1 allows XXE attacks 

via an XML or GraphML 

document. 

CVE ID : CVE-2020-25215 

N/A 
A-YWO-YED-

061020/373 
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('XXE') 

XML Injection 

(aka Blind 

XPath 

Injection) 

17-Sep-20 7.5 

yWorks yEd Desktop before 

3.20.1 allows code execution 

via an XSL Transformation 

when using an XML file in 

conjunction with a custom 

stylesheet. 

CVE ID : CVE-2020-25216 

N/A 
A-YWO-YED-

061020/374 

Zoneminder 

Zoneminder 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

17-Sep-20 4.3 

ZoneMinder before 1.34.21 

has XSS via the connkey 

parameter to download.php 

or export.php. 

CVE ID : CVE-2020-25729 

N/A 
A-ZON-ZONE-

061020/375 

Operating System 

Apple 

mac_os 

Information 

Exposure 
18-Sep-20 5 

NVIDIA GeForce NOW, 

versions prior to 2.0.23 on 

Windows and macOS, 

contains a vulnerability in 

the desktop application 

software that includes 

sensitive information as 

part of a URL, which may 

lead to information 

disclosure. 

CVE ID : CVE-2020-5975 

https://nvid

ia.custhelp.c

om/app/ans

wers/detail/

a_id/5052 

O-APP-MAC_-

061020/376 

Information 

Exposure 
18-Sep-20 5 

NVIDIA GeForce NOW, 

versions prior to 2.0.23 

(Windows, macOS) and 

versions prior to 5.31 

(Android, Shield TV), 

contains a vulnerability in 

https://nvid

ia.custhelp.c

om/app/ans

wers/detail/

a_id/5052 

O-APP-MAC_-

061020/377 
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the application software 

where the network test 

component transmits 

sensitive information 

insecurely, which may lead 

to information disclosure. 

CVE ID : CVE-2020-5976 

iphone_os 

Use After Free 21-Sep-20 9.3 

Use after free in offline 

mode in Google Chrome on 

iOS prior to 84.0.4147.125 

allowed a remote attacker 

to potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6553 

N/A 
O-APP-IPHO-

061020/378 

Incorrect 

Permission 

Assignment 

for Critical 

Resource 

21-Sep-20 4.3 

Insufficient policy 

enforcement in iOSWeb in 

Google Chrome on iOS prior 

to 85.0.4183.83 allowed a 

remote attacker to bypass 

navigation restrictions via a 

crafted HTML page. 

CVE ID : CVE-2020-6558 

N/A 
O-APP-IPHO-

061020/379 

mac_os_x 

Improper 

Privilege 

Management 

16-Sep-20 3.7 

VMware Fusion (11.x) 

contains a privilege 

escalation vulnerability due 

to the way it allows 

configuring the system wide 

path. An attacker with 

normal user privileges may 

exploit this issue to trick an 

admin user into executing 

malicious code on the 

system where Fusion is 

installed. 

CVE ID : CVE-2020-3980 

N/A 
O-APP-MAC_-

061020/380 
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N/A 21-Sep-20 4.6 

Insufficient policy 

enforcement in installer in 

Google Chrome on OS X 

prior to 85.0.4183.102 

allowed a local attacker to 

potentially achieve privilege 

escalation via a crafted 

binary. 

CVE ID : CVE-2020-6574 

N/A 
O-APP-MAC_-

061020/381 

Buffalo 

airstation_whr-g54s_firmware 

Improper 

Limitation of a 

Pathname to a 

Restricted 

Directory 

('Path 

Traversal') 

18-Sep-20 4 

Directory traversal 

vulnerability in WHR-G54S 

firmware 1.43 and earlier 

allows an attacker to access 

sensitive information such 

as setting values via 

unspecified vectors. 

CVE ID : CVE-2020-5605 

N/A 
O-BUF-AIRS-

061020/382 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

18-Sep-20 4.3 

Cross-site scripting 

vulnerability in WHR-G54S 

firmware 1.43 and earlier 

allows remote attackers to 

inject arbitrary script via a 

specially crafted page. 

CVE ID : CVE-2020-5606 

N/A 
O-BUF-AIRS-

061020/383 

Canonical 

ubuntu_linux 

Out-of-bounds 

Write 
16-Sep-20 6.8 

A vulnerability was found in 

upstream release 

cryptsetup-2.2.0 where, 

there's a bug in LUKS2 

format validation code, that 

is effectively invoked on 

every device/image 

presenting itself as LUKS2 

container. The bug is in 

N/A 
O-CAN-UBUN-

061020/384 
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segments validation code in 

file 

'lib/luks2/luks2_json_metad

ata.c' in function 

hdr_validate_segments(stru

ct crypt_device *cd, 

json_object *hdr_jobj) 

where the code does not 

check for possible overflow 

on memory allocation used 

for intervals array (see 

statement "intervals = 

malloc(first_backup * 

sizeof(*intervals));"). Due to 

the bug, library can be 

*tricked* to expect such 

allocation was successful 

but for far less memory then 

originally expected. Later it 

may read data FROM image 

crafted by an attacker and 

actually write such data 

BEYOND allocated memory. 

CVE ID : CVE-2020-14382 

Improper 

Restriction of 

Operations 

within the 

Bounds of a 

Memory 

Buffer 

16-Sep-20 2.1 

An untrusted pointer 

dereference flaw was found 

in Perl-DBI < 1.643. A local 

attacker who is able to 

manipulate calls to 

dbd_db_login6_sv() could 

cause memory corruption, 

affecting the service's 

availability. 

CVE ID : CVE-2020-14392 

N/A 
O-CAN-UBUN-

061020/385 

Debian 

debian_linux 

Improper 

Neutralization 

of Input 

23-Sep-20 4.3 
An issue was discovered in 

the gon gem before gon-

6.4.0 for Ruby. MultiJson 

https://gith

ub.com/gaza

y/gon/com

O-DEB-DEBI-

061020/386 
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During Web 

Page 

Generation 

('Cross-site 

Scripting') 

does not honor the 

escape_mode parameter to 

escape fields as an XSS 

protection mechanism. To 

mitigate, json_dumper.rb in 

gon now does escaping for 

XSS by default without 

relying on MultiJson. 

CVE ID : CVE-2020-25739 

mit/fe3c7b2

191a992386

dc9edd37de

5447a4e809

bc7 

Out-of-bounds 

Write 
18-Sep-20 4.6 

A flaw was found in the 

Linux kernel in versions 

from 2.2.3 through 5.9.rc5. 

When changing screen size, 

an out-of-bounds memory 

write can occur leading to 

memory corruption or a 

denial of service. This 

highest threat from this 

vulnerability is to system 

availability. 

CVE ID : CVE-2020-14390 

N/A 
O-DEB-DEBI-

061020/387 

Fedoraproject 

fedora 

Concurrent 

Execution 

using Shared 

Resource with 

Improper 

Synchronizati

on ('Race 

Condition') 

23-Sep-20 1.9 

An issue was discovered in 

Xen through 4.14.x. There is 

a race condition when 

migrating timers between 

x86 HVM vCPUs. When 

migrating timers of x86 

HVM guests between its 

vCPUs, the locking model 

used allows for a second 

vCPU of the same guest 

(also operating on the 

timers) to release a lock that 

it didn't acquire. The most 

likely effect of the issue is a 

hang or crash of the 

hypervisor, i.e., a Denial of 

N/A 
O-FED-FEDO-

061020/388 
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Service (DoS). All versions 

of Xen are affected. Only x86 

systems are vulnerable. Arm 

systems are not vulnerable. 

Only x86 HVM guests can 

leverage the vulnerability. 

x86 PV and PVH cannot 

leverage the vulnerability. 

Only guests with more than 

one vCPU can exploit the 

vulnerability. 

CVE ID : CVE-2020-25604 

Use After Free 21-Sep-20 9.3 

Use after free in 

presentation API in Google 

Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6559 

N/A 
O-FED-FEDO-

061020/389 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in autofill in 

Google Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to leak 

cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2020-6560 

N/A 
O-FED-FEDO-

061020/390 

N/A 21-Sep-20 4.3 

Inappropriate 

implementation in Content 

Security Policy in Google 

Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to leak 

cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2020-6561 

N/A 
O-FED-FEDO-

061020/391 
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N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in intent 

handling in Google Chrome 

on Android prior to 

85.0.4183.83 allowed a 

remote attacker to obtain 

potentially sensitive 

information from disk via a 

crafted HTML page. 

CVE ID : CVE-2020-6563 

N/A 
O-FED-FEDO-

061020/392 

Improper 

Preservation 

of Permissions 

21-Sep-20 4.3 

Inappropriate 

implementation in 

permissions in Google 

Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to spoof the 

contents of a permission 

dialog via a crafted HTML 

page. 

CVE ID : CVE-2020-6564 

N/A 
O-FED-FEDO-

061020/393 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in media in 

Google Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to leak 

cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2020-6566 

N/A 
O-FED-FEDO-

061020/394 

Improper 

Input 

Validation 

21-Sep-20 4.3 

Insufficient validation of 

untrusted input in 

command line handling in 

Google Chrome on Windows 

prior to 85.0.4183.83 

allowed a remote attacker 

to bypass navigation 

restrictions via a crafted 

HTML page. 

CVE ID : CVE-2020-6567 

N/A 
O-FED-FEDO-

061020/395 
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N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in intent 

handling in Google Chrome 

on Android prior to 

85.0.4183.83 allowed a 

remote attacker to bypass 

navigation restrictions via a 

crafted HTML page. 

CVE ID : CVE-2020-6568 

N/A 
O-FED-FEDO-

061020/396 

Integer 

Overflow or 

Wraparound 

21-Sep-20 6.8 

Integer overflow in WebUSB 

in Google Chrome prior to 

85.0.4183.83 allowed a 

remote attacker who had 

compromised the renderer 

process to potentially 

exploit heap corruption via 

a crafted HTML page. 

CVE ID : CVE-2020-6569 

N/A 
O-FED-FEDO-

061020/397 

free 

freebox_revolution_firmware 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Sep-20 6.8 

A CSRF vulnerability in the 

UPnP MediaServer 

implementation in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24373 

N/A 
O-FRE-FREE-

061020/398 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the UPnP 

IGD implementations in 

Freebox Server before 4.2.3. 

CVE ID : CVE-2020-24376 

N/A 
O-FRE-FREE-

061020/399 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the Freebox 

OS web interface in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24377 

N/A 
O-FRE-FREE-

061020/400 

freebox_mini_firmware 

Cross-Site 16-Sep-20 6.8 A CSRF vulnerability in the N/A O-FRE-FREE-
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Request 

Forgery 

(CSRF) 

UPnP MediaServer 

implementation in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24373 

061020/401 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the UPnP 

IGD implementations in 

Freebox Server before 4.2.3. 

CVE ID : CVE-2020-24376 

N/A 
O-FRE-FREE-

061020/402 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the Freebox 

OS web interface in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24377 

N/A 
O-FRE-FREE-

061020/403 

freebox_one_firmware 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Sep-20 6.8 

A CSRF vulnerability in the 

UPnP MediaServer 

implementation in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24373 

N/A 
O-FRE-FREE-

061020/404 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the UPnP 

IGD implementations in 

Freebox Server before 4.2.3. 

CVE ID : CVE-2020-24376 

N/A 
O-FRE-FREE-

061020/405 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the Freebox 

OS web interface in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24377 

N/A 
O-FRE-FREE-

061020/406 

freebox_delta_firmware 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Sep-20 6.8 

A CSRF vulnerability in the 

UPnP MediaServer 

implementation in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24373 

N/A 
O-FRE-FREE-

061020/407 
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Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the UPnP 

IGD implementations in 

Freebox Server before 4.2.3. 

CVE ID : CVE-2020-24376 

N/A 
O-FRE-FREE-

061020/408 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the Freebox 

OS web interface in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24377 

N/A 
O-FRE-FREE-

061020/409 

freebox_pop_firmware 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Sep-20 6.8 

A CSRF vulnerability in the 

UPnP MediaServer 

implementation in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24373 

N/A 
O-FRE-FREE-

061020/410 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the UPnP 

IGD implementations in 

Freebox Server before 4.2.3. 

CVE ID : CVE-2020-24376 

N/A 
O-FRE-FREE-

061020/411 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the Freebox 

OS web interface in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24377 

N/A 
O-FRE-FREE-

061020/412 

freebox_hd_firmware 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in Freebox HD 

before 1.5.29. 

CVE ID : CVE-2020-24374 

N/A 
O-FRE-FREE-

061020/413 

GE 

s2020_firmware 

Improper 

Neutralization 

of Input 

25-Sep-20 4.3 
The affected product is 

vulnerable to cross-site 

scripting (XSS), which may 

N/A 
O-GE-S202-

061020/414 
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During Web 

Page 

Generation 

('Cross-site 

Scripting') 

allow an attacker to trick 

application users into 

performing critical 

application actions that 

include, but are not limited 

to, adding and updating 

accounts. 

CVE ID : CVE-2020-16242 

s2024_firmware 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

25-Sep-20 4.3 

The affected product is 

vulnerable to cross-site 

scripting (XSS), which may 

allow an attacker to trick 

application users into 

performing critical 

application actions that 

include, but are not limited 

to, adding and updating 

accounts. 

CVE ID : CVE-2020-16242 

N/A 
O-GE-S202-

061020/415 

genexis 

platinum_4410_firmware 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Sep-20 4.3 

A specific router allows 

changing the Wi-Fi 

password remotely. Genexis 

Platinum 4410 V2-1.28, a 

compact router generally 

used at homes and offices 

was found to be vulnerable 

to Broken Access Control 

and CSRF which could be 

combined to remotely 

change the WIFI access 

point’s password. 

CVE ID : CVE-2020-25015 

N/A 
O-GEN-PLAT-

061020/416 

gogogate 

ismartgate_pro_firmware 
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Cross-Site 

Request 

Forgery 

(CSRF) 

24-Sep-20 4.3 

iSmartgate PRO 1.5.9 is 

vulnerable to CSRF that 

allows remote attackers to 

open/close a specified 

garage door/gate via 

/isg/opendoor.php. 

CVE ID : CVE-2020-12280 

N/A 
O-GOG-ISMA-

061020/417 

Cross-Site 

Request 

Forgery 

(CSRF) 

24-Sep-20 4.3 

iSmartgate PRO 1.5.9 is 

vulnerable to CSRF that 

allows remote attackers to 

create a new user via 

/index.php. 

CVE ID : CVE-2020-12281 

N/A 
O-GOG-ISMA-

061020/418 

Cross-Site 

Request 

Forgery 

(CSRF) 

24-Sep-20 6.8 

iSmartgate PRO 1.5.9 is 

vulnerable to CSRF via the 

busca parameter in the form 

used for searching for users, 

accessible via /index.php. 

(This can be combined with 

reflected XSS.) 

CVE ID : CVE-2020-12282 

N/A 
O-GOG-ISMA-

061020/419 

Unrestricted 

Upload of File 

with 

Dangerous 

Type 

24-Sep-20 5 

ismartgate PRO 1.5.9 is 

vulnerable to malicious file 

uploads via the form for 

uploading images to garage 

doors. The magic bytes of 

PNG must be used. 

CVE ID : CVE-2020-12837 

N/A 
O-GOG-ISMA-

061020/420 

Improper 

Control of 

Generation of 

Code ('Code 

Injection') 

24-Sep-20 7.5 

ismartgate PRO 1.5.9 is 

vulnerable to privilege 

escalation by appending 

PHP code to 

/cron/mailAdmin.php. 

CVE ID : CVE-2020-12838 

N/A 
O-GOG-ISMA-

061020/421 

Improper 

Control of 

Generation of 

Code ('Code 

24-Sep-20 7.5 

ismartgate PRO 1.5.9 is 

vulnerable to privilege 

escalation by appending 

PHP code to 

N/A 
O-GOG-ISMA-

061020/422 
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Injection') /cron/checkExpirationDate.

php. 

CVE ID : CVE-2020-12839 

Cross-Site 

Request 

Forgery 

(CSRF) 

24-Sep-20 4.3 

ismartgate PRO 1.5.9 is 

vulnerable to CSRF that 

allows remote attackers to 

upload sound files via 

/index.php 

CVE ID : CVE-2020-12840 

N/A 
O-GOG-ISMA-

061020/423 

Cross-Site 

Request 

Forgery 

(CSRF) 

24-Sep-20 4.3 

ismartgate PRO 1.5.9 is 

vulnerable to CSRF that 

allows remote attackers to 

upload imae files via 

/index.php 

CVE ID : CVE-2020-12841 

N/A 
O-GOG-ISMA-

061020/424 

Improper 

Control of 

Generation of 

Code ('Code 

Injection') 

24-Sep-20 7.5 

ismartgate PRO 1.5.9 is 

vulnerable to privilege 

escalation by appending 

PHP code to 

/cron/checkUserExpiration

Date.php. 

CVE ID : CVE-2020-12842 

N/A 
O-GOG-ISMA-

061020/425 

Unrestricted 

Upload of File 

with 

Dangerous 

Type 

24-Sep-20 7.5 

ismartgate PRO 1.5.9 is 

vulnerable to malicious file 

uploads via the form for 

uploading sounds to garage 

doors. The magic bytes for 

WAV must be used. 

CVE ID : CVE-2020-12843 

N/A 
O-GOG-ISMA-

061020/426 

Improper 

Restriction of 

Rendered UI 

Layers or 

Frames 

24-Sep-20 4.3 

ismartgate PRO 1.5.9 is 

vulnerable to clickjacking. 

CVE ID : CVE-2020-13119 

N/A 
O-GOG-ISMA-

061020/427 

Google 

android_tv 

Information 18-Sep-20 5 NVIDIA GeForce NOW, https://nvid O-GOO-
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Exposure versions prior to 2.0.23 

(Windows, macOS) and 

versions prior to 5.31 

(Android, Shield TV), 

contains a vulnerability in 

the application software 

where the network test 

component transmits 

sensitive information 

insecurely, which may lead 

to information disclosure. 

CVE ID : CVE-2020-5976 

ia.custhelp.c

om/app/ans

wers/detail/

a_id/5052 

ANDR-

061020/428 

android 

Out-of-bounds 

Write 
17-Sep-20 10 

There is a possible out of 

bounds write due to an 

incorrect bounds 

check.Product: 

AndroidVersions: Android 

SoCAndroid ID: A-

149871374 

CVE ID : CVE-2020-0123 

N/A 

O-GOO-

ANDR-

061020/429 

Out-of-bounds 

Write 
17-Sep-20 10 

There is a possible out of 

bounds write due to an 

incorrect bounds 

check.Product: 

AndroidVersions: Android 

SoCAndroid ID: A-

156333725 

CVE ID : CVE-2020-0229 

N/A 

O-GOO-

ANDR-

061020/430 

Out-of-bounds 

Write 
17-Sep-20 9.3 

In 

DecodeFrameCombinedMod

e of combined_decode.cpp, 

there is a possible out of 

bounds write due to a heap 

buffer overflow. This could 

lead to remote information 

disclosure with no 

additional execution 

privileges needed. User 

N/A 

O-GOO-

ANDR-

061020/431 
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interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

11 Android-8.0 Android-8.1 

Android-9 Android-

10Android ID: A-

152496149 

CVE ID : CVE-2020-0245 

N/A 18-Sep-20 4.6 

In WiFi tethering, there is a 

possible attacker controlled 

intent due to an unsafe 

PendingIntent. This could 

lead to local escalation of 

privilege with User 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

156353008 

CVE ID : CVE-2020-0262 

N/A 

O-GOO-

ANDR-

061020/432 

Improper 

Privilege 

Management 

18-Sep-20 2.1 

In the Accessibility service, 

there is a possible 

permission bypass due to an 

unsafe PendingIntent. This 

could lead to local 

information disclosure with 

User execution privileges 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

154913130 

CVE ID : CVE-2020-0263 

N/A 

O-GOO-

ANDR-

061020/433 

Integer 

Overflow or 

Wraparound 

17-Sep-20 6.8 
In libstagefright, there is a 

possible out of bounds write 

due to an integer overflow. 

N/A 

O-GOO-

ANDR-

061020/434 
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This could lead to remote 

code execution with no 

additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

116718596 

CVE ID : CVE-2020-0264 

Improper 

Preservation 

of Permissions 

18-Sep-20 2.1 

In Telephony, there are 

possible leaks of sensitive 

data due to missing 

permission checks. This 

could lead to local 

information disclosure with 

no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

150155839 

CVE ID : CVE-2020-0265 

N/A 

O-GOO-

ANDR-

061020/435 

Missing 

Authorization 
17-Sep-20 7.2 

In factory reset protection, 

there is a possible FRP 

bypass due to a missing 

permission check. This 

could lead to local escalation 

of privilege with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

111086459 

CVE ID : CVE-2020-0266 

N/A 

O-GOO-

ANDR-

061020/436 

Externally 17-Sep-20 9.3 In WindowManager, there is N/A O-GOO-
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Controlled 

Reference to a 

Resource in 

Another 

Sphere 

a possible launch of an 

unexpected app due to a 

confused deputy. This could 

lead to local escalation of 

privilege due to launching a 

malicious app instead of the 

one the user intended, with 

no additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

139128211 

CVE ID : CVE-2020-0267 

ANDR-

061020/437 

Concurrent 

Execution 

using Shared 

Resource with 

Improper 

Synchronizati

on ('Race 

Condition') 

18-Sep-20 4.4 

In NFC, there is a possible 

use-after-free due to a race 

condition. This could lead to 

local escalation of privilege 

with System execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

148294643 

CVE ID : CVE-2020-0268 

N/A 

O-GOO-

ANDR-

061020/438 

Improper 

Preservation 

of Permissions 

18-Sep-20 2.1 

In Android Auto Settings, 

there is a possible 

permission bypass due to an 

unsafe PendingIntent. This 

could lead to local 

information disclosure with 

User execution privileges 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

151645626 

N/A 

O-GOO-

ANDR-

061020/439 
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CVE ID : CVE-2020-0269 

Out-of-bounds 

Read 
17-Sep-20 4.3 

In tremolo, there is a 

possible out of bounds read 

due to a missing bounds 

check. This could lead to 

remote information 

disclosure with no 

additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

145790628 

CVE ID : CVE-2020-0270 

N/A 

O-GOO-

ANDR-

061020/440 

N/A 18-Sep-20 4.4 

In the Settings app, there is 

an insecure default value. 

This could lead to local 

escalation of privilege and 

tapjacking with User 

execution privileges needed. 

User interaction is needed 

for exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

144507081 

CVE ID : CVE-2020-0271 

N/A 

O-GOO-

ANDR-

061020/441 

Improper 

Initialization 
18-Sep-20 2.1 

In libhwbinder, there is a 

possible information 

disclosure due to 

uninitialized data. This 

could lead to local 

information disclosure with 

System execution privileges 

required. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

N/A 

O-GOO-

ANDR-

061020/442 
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130166487 

CVE ID : CVE-2020-0272 

Out-of-bounds 

Write 
18-Sep-20 4.6 

In hwservicemanager, there 

is a possible out of bounds 

write due to freeing a wild 

pointer. This could lead to 

local escalation of privilege 

with no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

155646800 

CVE ID : CVE-2020-0273 

N/A 

O-GOO-

ANDR-

061020/443 

N/A 17-Sep-20 2.1 

In the OMX parser, there is a 

possible information 

disclosure due to a returned 

raw pointer. This could lead 

to local information 

disclosure with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

120781925 

CVE ID : CVE-2020-0274 

N/A 

O-GOO-

ANDR-

061020/444 

Incorrect 

Default 

Permissions 

17-Sep-20 7.2 

In MediaProvider, there is a 

possible way to access 

ContentResolver and 

MediaStore entries the app 

shouldn't have access to due 

to a permissions bypass. 

This could lead to local 

escalation of privilege, with 

no additional execution 

privileges needed. User 

N/A 

O-GOO-

ANDR-

061020/445 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

147 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

150507736 

CVE ID : CVE-2020-0275 

Incorrect 

Default 

Permissions 

18-Sep-20 2.1 

In Telephony, there is a 

possible permission bypass 

due to a missing permission 

check. This could lead to 

local information disclosure 

with no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

156253586 

CVE ID : CVE-2020-0276 

N/A 

O-GOO-

ANDR-

061020/446 

Missing 

Authorization 
17-Sep-20 4.6 

In 

NetworkPolicyManagerServ

ice, there is a possible 

permissions bypass due to a 

missing permission check. 

This could lead to local 

escalation of privilege 

allowing a malicious app to 

modify the device's data 

plan with no additional 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

148627993 

CVE ID : CVE-2020-0277 

N/A 

O-GOO-

ANDR-

061020/447 

Out-of-bounds 

Write 
17-Sep-20 10 There is a possible out of 

bounds write due to an 
N/A O-GOO-

ANDR-
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incorrect bounds 

check.Product: 

AndroidVersions: Android 

SoCAndroid ID: A-

160812574 

CVE ID : CVE-2020-0278 

061020/448 

Out-of-bounds 

Read 
17-Sep-20 4.3 

In the AAC parser, there is a 

possible out of bounds read 

due to a missing bounds 

check. This could lead to 

remote information 

disclosure with no 

additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

131430997 

CVE ID : CVE-2020-0279 

N/A 

O-GOO-

ANDR-

061020/449 

Out-of-bounds 

Read 
18-Sep-20 3.5 

In NFC, there is a possible 

out of bounds read due to a 

missing bounds check. This 

could lead to remote 

information disclosure. 

System execution privileges, 

a Firmware compromise, 

and User interaction is 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

137857778 

CVE ID : CVE-2020-0281 

N/A 

O-GOO-

ANDR-

061020/450 

Out-of-bounds 

Read 
18-Sep-20 3.5 

In NFC, there is a possible 

out of bounds read due to a 

missing bounds check. This 

could lead to remote 

information disclosure. 

N/A 

O-GOO-

ANDR-

061020/451 
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System execution privileges, 

a Firmware compromise, 

and User interaction are 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

144506224 

CVE ID : CVE-2020-0282 

Incorrect 

Default 

Permissions 

18-Sep-20 2.1 

In Telephony, there is a 

possible permission bypass 

due to a missing permission 

check. This could lead to 

local information disclosure 

with no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

156253784 

CVE ID : CVE-2020-0284 

N/A 

O-GOO-

ANDR-

061020/452 

Incorrect 

Default 

Permissions 

18-Sep-20 2.1 

In Telephony, there is a 

possible permission bypass 

due to a missing permission 

check. This could lead to 

local information disclosure 

with no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

156253479 

CVE ID : CVE-2020-0285 

N/A 

O-GOO-

ANDR-

061020/453 

Information 

Exposure 
18-Sep-20 5 

In Bluetooth AVRCP, there is 

a possible leak of audio 

metadata due to residual 

data. This could lead to 

N/A 

O-GOO-

ANDR-

061020/454 
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remote information 

disclosure with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

150214479 

CVE ID : CVE-2020-0286 

Uncontrolled 

Resource 

Consumption 

17-Sep-20 4.3 

In libmkvextractor, there is 

a possible resource 

exhaustion due to a missing 

bounds check. This could 

lead to remote denial of 

service with no additional 

execution privileges needed. 

User interaction is needed 

for exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

141860394 

CVE ID : CVE-2020-0287 

N/A 

O-GOO-

ANDR-

061020/455 

Incorrect 

Authorization 
17-Sep-20 2.1 

In PackageManager, there is 

a missing permission check. 

This could lead to local 

information disclosure 

across user boundaries with 

no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

153995991 

CVE ID : CVE-2020-0288 

N/A 

O-GOO-

ANDR-

061020/456 

Missing 

Authorization 
17-Sep-20 2.1 

In PackageManager, there is 

a missing permission check. 

This could lead to local 

N/A 

O-GOO-

ANDR-

061020/457 
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information disclosure 

across users with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

153996872 

CVE ID : CVE-2020-0289 

Missing 

Authorization 
17-Sep-20 2.1 

In PackageManager, there is 

a missing permission check. 

This could lead to local 

information disclosure 

across users with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

153996866 

CVE ID : CVE-2020-0290 

N/A 

O-GOO-

ANDR-

061020/458 

Out-of-bounds 

Read 
18-Sep-20 2.1 

In Bluetooth, there is a 

possible out of bounds read 

due to a missing bounds 

check. This could lead to 

local information disclosure 

with System execution 

privileges and a 

compromised Firmware 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

146032016 

CVE ID : CVE-2020-0291 

N/A 

O-GOO-

ANDR-

061020/459 

Out-of-bounds 18-Sep-20 2.1 In Bluetooth, there is a N/A O-GOO-
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Read possible out of bounds read 

due to a missing bounds 

check. This could lead to 

local information disclosure 

with System execution 

privileges and a 

compromised Firmware 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

110107252 

CVE ID : CVE-2020-0292 

ANDR-

061020/460 

Incorrect 

Default 

Permissions 

17-Sep-20 2.1 

In Java network APIs, there 

is possible access to 

sensitive network state due 

to a missing permission 

check. This could lead to 

local information disclosure 

with no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

141455849 

CVE ID : CVE-2020-0293 

N/A 

O-GOO-

ANDR-

061020/461 

Incorrect 

Default 

Permissions 

18-Sep-20 2.1 

In the wallpaper manager, 

there is a possible 

permission bypass due to an 

unsafe PendingIntent. This 

could lead to local 

information disclosure with 

User execution privileges 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

N/A 

O-GOO-

ANDR-

061020/462 
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154915372 

CVE ID : CVE-2020-0294 

Incorrect 

Default 

Permissions 

18-Sep-20 2.1 

In Telecom, there is a 

possible permission bypass 

due to an unsafe 

PendingIntent. This could 

lead to local information 

disclosure with User 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

155650969 

CVE ID : CVE-2020-0295 

N/A 

O-GOO-

ANDR-

061020/463 

Incorrect 

Default 

Permissions 

17-Sep-20 2.1 

In ADB server and USB 

server, there is a possible 

permission bypass due to an 

unsafe PendingIntent. This 

could lead to local 

information disclosure with 

User execution privileges 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

153356209 

CVE ID : CVE-2020-0296 

N/A 

O-GOO-

ANDR-

061020/464 

Incorrect 

Default 

Permissions 

17-Sep-20 2.1 

In devicepolicy service, 

there is a possible 

permission bypass due to an 

unsafe PendingIntent. This 

could lead to local 

information disclosure with 

User execution privileges 

needed. User interaction is 

not needed for 

N/A 

O-GOO-

ANDR-

061020/465 
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exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

155183624 

CVE ID : CVE-2020-0297 

Incorrect 

Default 

Permissions 

18-Sep-20 4.6 

In Bluetooth, there is a 

possible control over 

Bluetooth enabled state due 

to a missing permission 

check. This could lead to 

local escalation of privilege 

with no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

145129266 

CVE ID : CVE-2020-0298 

N/A 

O-GOO-

ANDR-

061020/466 

Incorrect 

Default 

Permissions 

18-Sep-20 4.6 

In Bluetooth, there is a 

possible spoofing of 

bluetooth device metadata 

due to a missing permission 

check. This could lead to 

local escalation of privilege 

with User execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

145130119 

CVE ID : CVE-2020-0299 

N/A 

O-GOO-

ANDR-

061020/467 

Out-of-bounds 

Read 
18-Sep-20 5 

In NFC, there is a possible 

out of bounds read due to 

uninitialized data. This 

could lead to remote 

information disclosure with 

no additional execution 

N/A 

O-GOO-

ANDR-

061020/468 
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privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

148736216 

CVE ID : CVE-2020-0300 

Improper 

Input 

Validation 

17-Sep-20 4.3 

In libstagefright, there is a 

possible resource 

exhaustion due to improper 

input validation. This could 

lead to remote denial of 

service with no additional 

execution privileges needed. 

User interaction is needed 

for exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

124940460 

CVE ID : CVE-2020-0301 

N/A 

O-GOO-

ANDR-

061020/469 

Incorrect 

Default 

Permissions 

18-Sep-20 2.1 

In Settings, there is a 

possible permission bypass 

due to an unsafe 

PendingIntent. This could 

lead to local information 

disclosure with User 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

151646375 

CVE ID : CVE-2020-0302 

N/A 

O-GOO-

ANDR-

061020/470 

Use After Free 17-Sep-20 6.8 

In the Media extractor, there 

is a possible use after free 

due to improper locking. 

This could lead to remote 

code execution in the media 

N/A 

O-GOO-

ANDR-

061020/471 
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extractor with no additional 

execution privileges needed. 

User interaction is needed 

for exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

148223229 

CVE ID : CVE-2020-0303 

Incorrect 

Default 

Permissions 

18-Sep-20 2.1 

In Settings, there is a 

possible permission bypass 

due to an unsafe 

PendingIntent. This could 

lead to local information 

disclosure with User 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

151645695 

CVE ID : CVE-2020-0304 

N/A 

O-GOO-

ANDR-

061020/472 

Improper 

Privilege 

Management 

17-Sep-20 4.6 

In LLVM, there is a possible 

ineffective stack cookie 

placement due to stack 

frame double reservation. 

This could lead to local 

escalation of privilege with 

no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

139666480 

CVE ID : CVE-2020-0306 

N/A 

O-GOO-

ANDR-

061020/473 

Incorrect 

Default 

Permissions 

18-Sep-20 2.1 
In Settings, there is a 

possible permission bypass 

due to an unsafe 

N/A 

O-GOO-

ANDR-

061020/474 
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PendingIntent. This could 

lead to local information 

disclosure with User 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

151645867 

CVE ID : CVE-2020-0307 

Incorrect 

Default 

Permissions 

17-Sep-20 2.1 

In Window Manager, there 

is a possible permission 

bypass due to an unsafe 

PendingIntent. This could 

lead to local information 

disclosure with User 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

153654357 

CVE ID : CVE-2020-0308 

N/A 

O-GOO-

ANDR-

061020/475 

Integer 

Overflow or 

Wraparound 

18-Sep-20 4.6 

In the Bluetooth server, 

there is a possible out of 

bounds write due to an 

integer overflow. This could 

lead to local escalation of 

privilege with System 

privileges and a Firmware 

compromise needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

147227320 

CVE ID : CVE-2020-0309 

N/A 

O-GOO-

ANDR-

061020/476 
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Incorrect 

Default 

Permissions 

18-Sep-20 2.1 

In Settings, there is a 

possible permission bypass 

due to an unsafe 

PendingIntent. This could 

lead to local information 

disclosure with User 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

153356468 

CVE ID : CVE-2020-0310 

N/A 

O-GOO-

ANDR-

061020/477 

Incorrect 

Default 

Permissions 

18-Sep-20 2.1 

In InputManagerService, 

there is a possible 

permission bypass due to an 

unsafe PendingIntent. This 

could lead to local 

information disclosure with 

User execution privileges 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

153878642 

CVE ID : CVE-2020-0311 

N/A 

O-GOO-

ANDR-

061020/478 

Incorrect 

Default 

Permissions 

17-Sep-20 2.1 

In Battery Saver, there is a 

possible permission bypass 

due to an unsafe 

PendingIntent. This could 

lead to local information 

disclosure with User 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

N/A 

O-GOO-

ANDR-

061020/479 
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153879099 

CVE ID : CVE-2020-0312 

Incorrect 

Default 

Permissions 

18-Sep-20 2.1 

In 

NotificationManagerService, 

there is a possible 

permission bypass due to an 

unsafe PendingIntent. This 

could lead to local 

information disclosure with 

User execution privileges 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

154917989 

CVE ID : CVE-2020-0313 

N/A 

O-GOO-

ANDR-

061020/480 

Missing 

Authorization 
17-Sep-20 2.1 

In AudioService, there are 

missing permission checks. 

This could lead to local 

information disclosure of 

audio configuration with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

154934920 

CVE ID : CVE-2020-0314 

N/A 

O-GOO-

ANDR-

061020/481 

Incorrect 

Default 

Permissions 

18-Sep-20 2.1 

In Zen Mode, there is a 

possible permission bypass 

due to an unsafe 

PendingIntent. This could 

lead to local information 

disclosure with User 

execution privileges needed. 

User interaction is not 

needed for 

N/A 

O-GOO-

ANDR-

061020/482 
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exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

155642026 

CVE ID : CVE-2020-0315 

Incorrect 

Default 

Permissions 

18-Sep-20 2.1 

In Telephony, there is a 

missing permission check. 

This could lead to local 

information disclosure of 

radio data with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

154934919 

CVE ID : CVE-2020-0316 

N/A 

O-GOO-

ANDR-

061020/483 

Incorrect 

Default 

Permissions 

17-Sep-20 2.1 

In UsageStatsManager, there 

is a possible access to 

protected data due to a 

missing permission check. 

This could lead to local 

information disclosure with 

no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

119671929 

CVE ID : CVE-2020-0317 

N/A 

O-GOO-

ANDR-

061020/484 

Improper 

Handling of 

Exceptional 

Conditions 

18-Sep-20 4.9 

In the System UI, there is a 

possible system crash due to 

an uncaught exception. This 

could lead to local 

permanent denial of service 

with no additional execution 

privileges needed. User 

N/A 

O-GOO-

ANDR-

061020/485 
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interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-33646131 

CVE ID : CVE-2020-0318 

Out-of-bounds 

Write 
18-Sep-20 6.8 

In NFC, there is a possible 

out of bounds write due to a 

missing bounds check. This 

could lead to local escalation 

of privilege with System 

execution privileges and a 

Firmware compromise 

needed. User interaction is 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

137868765 

CVE ID : CVE-2020-0319 

N/A 

O-GOO-

ANDR-

061020/486 

Improper 

Input 

Validation 

17-Sep-20 4.3 

In libstagefright, there is a 

possible resource 

exhaustion due to improper 

input validation. This could 

lead to remote denial of 

service with no additional 

execution privileges needed. 

User interaction is needed 

for exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

129282427 

CVE ID : CVE-2020-0320 

N/A 

O-GOO-

ANDR-

061020/487 

Missing 

Initialization 

of Resource 

17-Sep-20 6.8 

In the mp3 extractor, there 

is a possible out of bounds 

write due to uninitialized 

data. This could lead to 

remote code execution with 

no additional execution 

privileges needed. User 

N/A 

O-GOO-

ANDR-

061020/488 
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interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

155171907 

CVE ID : CVE-2020-0321 

Out-of-bounds 

Read 
17-Sep-20 2.1 

In apexd, there is a possible 

out of bounds read due to a 

missing bounds check. This 

could lead to local 

information disclosure with 

System execution privileges 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

147002540 

CVE ID : CVE-2020-0322 

N/A 

O-GOO-

ANDR-

061020/489 

Out-of-bounds 

Read 
17-Sep-20 2.1 

In libavb, there is a possible 

out of bounds read due to a 

missing bounds check. This 

could lead to local 

information disclosure with 

no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

146516087 

CVE ID : CVE-2020-0323 

N/A 

O-GOO-

ANDR-

061020/490 

Out-of-bounds 

Read 
17-Sep-20 4.3 

In libsonivox, there is a 

possible out of bounds read 

due to a missing bounds 

check. This could lead to 

remote information 

disclosure with no 

additional execution 

N/A 

O-GOO-

ANDR-

061020/491 
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privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

136660304 

CVE ID : CVE-2020-0324 

N/A 18-Sep-20 2.1 

In NFC, there is a missing 

bounds check. This could 

lead to local information 

disclosure with System 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

145079309 

CVE ID : CVE-2020-0325 

N/A 

O-GOO-

ANDR-

061020/492 

Out-of-bounds 

Write 
18-Sep-20 4.6 

In NFC, there is a possible 

out of bounds write due to 

uninitialized data. This 

could lead to local escalation 

of privilege with System 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

146453119 

CVE ID : CVE-2020-0326 

N/A 

O-GOO-

ANDR-

061020/493 

Improper 

Preservation 

of Permissions 

18-Sep-20 2.1 

In core networking, there is 

a missing permission check. 

This could lead to local 

information disclosure of 

app network usage with 

User execution privileges 

needed. User interaction is 

N/A 

O-GOO-

ANDR-

061020/494 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

164 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

129151407 

CVE ID : CVE-2020-0327 

Integer 

Overflow or 

Wraparound 

17-Sep-20 2.1 

In the camera, there is a 

possible out of bounds read 

due to an integer overflow. 

This could lead to local 

information disclosure with 

System execution privileges 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

150156131 

CVE ID : CVE-2020-0328 

N/A 

O-GOO-

ANDR-

061020/495 

Out-of-bounds 

Read 
17-Sep-20 2.1 

In the OMX encoder, there is 

a possible out of bounds 

read due to invalid input 

validation. This could lead 

to local information 

disclosure with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-63522940 

CVE ID : CVE-2020-0329 

N/A 

O-GOO-

ANDR-

061020/496 

Use After Free 17-Sep-20 4.6 

In iorap, there is a possible 

memory corruption due to a 

use after free. This could 

lead to local escalation of 

privilege and code execution 

with System execution 

privileges needed. User 

N/A 

O-GOO-

ANDR-

061020/497 
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interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

150331085 

CVE ID : CVE-2020-0330 

Improper 

Preservation 

of Permissions 

18-Sep-20 2.1 

In Settings, there is a 

possible permissions 

bypass. This could lead to 

local information disclosure 

of the device's IMEI with 

User execution privileges 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

147309310 

CVE ID : CVE-2020-0331 

N/A 

O-GOO-

ANDR-

061020/498 

N/A 17-Sep-20 4.3 

In libstagefright, there is a 

possible dead loop due to an 

uncaught exception. This 

could lead to remote denial 

of service with no additional 

execution privileges needed. 

User interaction is needed 

for exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

124783982 

CVE ID : CVE-2020-0332 

N/A 

O-GOO-

ANDR-

061020/499 

Improper 

Input 

Validation 

17-Sep-20 7.5 

In UrlQuerySanitizer, there 

is a possible improper input 

validation. This could lead 

to remote code execution 

with no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

N/A 

O-GOO-

ANDR-

061020/500 
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AndroidVersions: Android-

11Android ID: A-73822755 

CVE ID : CVE-2020-0333 

Out-of-bounds 

Write 
18-Sep-20 4.6 

In NFC, there is a possible 

out of bounds write due to a 

missing bounds check. This 

could lead to local escalation 

of privilege with System 

execution privileges and a 

Firmware compromise 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

147995915 

CVE ID : CVE-2020-0334 

N/A 

O-GOO-

ANDR-

061020/501 

Out-of-bounds 

Write 
18-Sep-20 4.6 

In NFC, there is a possible 

out of bounds write due to a 

missing bounds check. This 

could lead to local escalation 

of privilege with System 

execution privileges and a 

Firmware compromise 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

122361504 

CVE ID : CVE-2020-0335 

N/A 

O-GOO-

ANDR-

061020/502 

Access of 

Resource 

Using 

Incompatible 

Type ('Type 

Confusion') 

17-Sep-20 4.6 

In SurfaceFlinger, there is 

possible memory corruption 

due to type confusion. This 

could lead to local escalation 

of privilege with System 

execution privileges needed. 

User interaction is not 

needed for 

N/A 

O-GOO-

ANDR-

061020/503 
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exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

153467444 

CVE ID : CVE-2020-0336 

Externally 

Controlled 

Reference to a 

Resource in 

Another 

Sphere 

17-Sep-20 2.1 

In MediaProvider, there is a 

possible bypass of a 

permissions check due to a 

confused deputy. This could 

lead to local information 

disclosure, with User 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

124329382 

CVE ID : CVE-2020-0337 

N/A 

O-GOO-

ANDR-

061020/504 

Externally 

Controlled 

Reference to a 

Resource in 

Another 

Sphere 

17-Sep-20 2.1 

In AccountManager, there is 

a possible bypass of a 

permissions check due to a 

confused deputy. This could 

lead to local information 

disclosure, with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

123700107 

CVE ID : CVE-2020-0338 

N/A 

O-GOO-

ANDR-

061020/505 

Missing 

Initialization 

of Resource 

17-Sep-20 4.3 

In libcodec2_soft_mp3dec, 

there is a possible 

information disclosure due 

to uninitialized data. This 

could lead to remote 

information disclosure with 

N/A 

O-GOO-

ANDR-

061020/506 
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no additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

144901522 

CVE ID : CVE-2020-0340 

Missing 

Authorization 
17-Sep-20 4.6 

In DisplayManager, there is 

a possible permission 

bypass due to a missing 

permission check. This 

could lead to local escalation 

of privilege with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

144920149 

CVE ID : CVE-2020-0341 

N/A 

O-GOO-

ANDR-

061020/507 

Out-of-bounds 

Write 
17-Sep-20 10 

There is a possible out of 

bounds write due to an 

incorrect bounds 

check.Product: 

AndroidVersions: Android 

SoCAndroid ID: A-

160812576 

CVE ID : CVE-2020-0342 

N/A 

O-GOO-

ANDR-

061020/508 

Incorrect 

Default 

Permissions 

17-Sep-20 2.1 

In NetworkStatsService, 

there is a possible access to 

protected data due to a 

missing permission check. 

This could lead to local 

information disclosure with 

no additional execution 

privileges needed. User 

interaction is not needed for 

N/A 

O-GOO-

ANDR-

061020/509 
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exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

119672472 

CVE ID : CVE-2020-0343 

Improper 

Neutralization 

of Special 

Elements used 

in an SQL 

Command 

('SQL 

Injection') 

17-Sep-20 2.1 

In MediaProvider, there is a 

possible permissions bypass 

due to SQL injection. This 

could lead to local 

information disclosure with 

no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

140729887 

CVE ID : CVE-2020-0344 

N/A 

O-GOO-

ANDR-

061020/510 

Externally 

Controlled 

Reference to a 

Resource in 

Another 

Sphere 

17-Sep-20 4.4 

In DocumentsUI, there is a 

possible permission bypass 

due to a confused deputy. 

This could lead to local 

escalation of privilege with 

no additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

144286721 

CVE ID : CVE-2020-0345 

N/A 

O-GOO-

ANDR-

061020/511 

Integer 

Overflow or 

Wraparound 

17-Sep-20 4.4 

In Mediaserver, there is a 

possible out of bounds write 

due to an integer overflow. 

This could lead to local 

escalation of privilege if 

integer sanitization were 

not enabled (which it is by 

default), with no additional 

N/A 

O-GOO-

ANDR-

061020/512 
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execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

147002762 

CVE ID : CVE-2020-0346 

Out-of-bounds 

Write 
18-Sep-20 4.6 

In iptables, there is a 

possible out of bounds write 

due to an incorrect bounds 

check. This could lead to 

local escalation of privilege 

with System execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

136658008 

CVE ID : CVE-2020-0347 

N/A 

O-GOO-

ANDR-

061020/513 

Out-of-bounds 

Read 
18-Sep-20 4 

In NFC, there is a possible 

out of bounds read due to a 

missing bounds check. This 

could lead to remote 

information disclosure over 

NFC with System execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

139188582 

CVE ID : CVE-2020-0348 

N/A 

O-GOO-

ANDR-

061020/514 

Out-of-bounds 

Read 
18-Sep-20 2.1 

In NFC, there is a possible 

out of bounds read due to a 

missing bounds check. This 

could lead to local 

information disclosure with 

N/A 

O-GOO-

ANDR-

061020/515 
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System execution privileges 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

139188779 

CVE ID : CVE-2020-0349 

Out-of-bounds 

Write 
18-Sep-20 4.6 

In NFC, there is a possible 

out of bounds write due to a 

missing bounds check. This 

could lead to local escalation 

of privilege with System 

execution privileges and a 

Firmware compromise 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

139424089 

CVE ID : CVE-2020-0350 

N/A 

O-GOO-

ANDR-

061020/516 

Improper 

Input 

Validation 

17-Sep-20 7.1 

In libstagefright, there is 

possible CPU exhaustion 

due to improper input 

validation. This could lead 

to remote denial of service 

with no additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

124777537 

CVE ID : CVE-2020-0351 

N/A 

O-GOO-

ANDR-

061020/517 

Improper 

Neutralization 

of Special 

Elements used 

17-Sep-20 2.1 

In MediaProvider, there is a 

possible permissions bypass 

due to SQL injection. This 

could lead to local 

N/A 

O-GOO-

ANDR-

061020/518 
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in an SQL 

Command 

('SQL 

Injection') 

information disclosure with 

no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

132074310 

CVE ID : CVE-2020-0352 

Improper 

Restriction of 

Operations 

within the 

Bounds of a 

Memory 

Buffer 

17-Sep-20 4.3 

In libmp4extractor, there is 

a possible resource 

exhaustion due to a missing 

bounds check. This could 

lead to remote denial of 

service with no additional 

execution privileges needed. 

User interaction is needed 

for exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

124777526 

CVE ID : CVE-2020-0353 

N/A 

O-GOO-

ANDR-

061020/519 

Out-of-bounds 

Write 
18-Sep-20 7.5 

In Bluetooth, there is a 

possible out of bounds write 

due to a missing bounds 

check. This could lead to 

remote code execution with 

no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

143604331 

CVE ID : CVE-2020-0354 

N/A 

O-GOO-

ANDR-

061020/520 

Out-of-bounds 

Read 
17-Sep-20 4.3 

In libFraunhoferAAC, there 

is a possible out of bounds 

read due to a missing 

bounds check. This could 

N/A 

O-GOO-

ANDR-

061020/521 
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lead to remote information 

disclosure with no 

additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

141883493 

CVE ID : CVE-2020-0355 

Out-of-bounds 

Write 
17-Sep-20 4.6 

In the Audio HAL, there is a 

possible out of bounds write 

due to an incorrect bounds 

check. This could lead to 

local escalation of privilege 

with System execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

143787559 

CVE ID : CVE-2020-0356 

N/A 

O-GOO-

ANDR-

061020/522 

Improper 

Locking 
17-Sep-20 4.6 

In SurfaceFlinger, there is a 

possible use-after-free due 

to improper locking. This 

could lead to local escalation 

of privilege in the graphics 

server with no additional 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

150225569 

CVE ID : CVE-2020-0357 

N/A 

O-GOO-

ANDR-

061020/523 

Time-of-check 

Time-of-use 
17-Sep-20 4.4 In SurfaceFlinger, there is a 

possible use after free due 
N/A O-GOO-

ANDR-
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(TOCTOU) 

Race 

Condition 

to a race condition. This 

could lead to local escalation 

of privilege with System 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

150227563 

CVE ID : CVE-2020-0358 

061020/524 

Out-of-bounds 

Read 
17-Sep-20 2.1 

In GLESRenderEngine, there 

is a possible out of bounds 

read due to a buffer 

overflow. This could lead to 

local information disclosure 

with no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

150303018 

CVE ID : CVE-2020-0359 

N/A 

O-GOO-

ANDR-

061020/525 

Improper 

Privilege 

Management 

17-Sep-20 6.8 

In Notification Access 

Confirmation, there is a 

possible permissions bypass 

due to uninformed consent. 

This could lead to local 

escalation of privilege with 

User execution privileges 

needed. User interaction is 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

145129456 

CVE ID : CVE-2020-0360 

N/A 

O-GOO-

ANDR-

061020/526 

Use of 17-Sep-20 4.3 In libDRCdec, there is a N/A O-GOO-
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Uninitialized 

Resource 

possible information 

disclosure due to 

uninitialized data. This 

could lead to remote 

information disclosure with 

no additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

151927433 

CVE ID : CVE-2020-0361 

ANDR-

061020/527 

Improper 

Input 

Validation 

17-Sep-20 4.3 

In libstagefright, there is a 

possible resource 

exhaustion due to improper 

input validation. This could 

lead to remote denial of 

service with no additional 

execution privileges needed. 

User interaction is needed 

for exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

123237930 

CVE ID : CVE-2020-0362 

N/A 

O-GOO-

ANDR-

061020/528 

Improper 

Input 

Validation 

17-Sep-20 4.3 

In libmedia, there is a 

possible resource 

exhaustion due to improper 

input validation. This could 

lead to remote denial of 

service with no additional 

execution privileges needed. 

User interaction is needed 

for exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

132274514 

CVE ID : CVE-2020-0363 

N/A 

O-GOO-

ANDR-

061020/529 
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Out-of-bounds 

Read 
17-Sep-20 4.3 

In libDRCdec, there is a 

possible out of bounds read 

due to a missing bounds 

check. This could lead to 

remote information 

disclosure with no 

additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

137282770 

CVE ID : CVE-2020-0364 

N/A 

O-GOO-

ANDR-

061020/530 

Out-of-bounds 

Read 
18-Sep-20 2.1 

In netd, there is a possible 

out of bounds read due to a 

missing bounds check. This 

could lead to remote denial 

of service with no additional 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

137346580 

CVE ID : CVE-2020-0365 

N/A 

O-GOO-

ANDR-

061020/531 

Improper 

Privilege 

Management 

17-Sep-20 6.8 

In PackageInstaller, there is 

a possible permissions 

bypass due to a tapjacking 

vulnerability. This could 

lead to local escalation of 

privilege using an app set as 

the default Assist app with 

User execution privileges 

needed. User interaction is 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

N/A 

O-GOO-

ANDR-

061020/532 
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138443815 

CVE ID : CVE-2020-0366 

Integer 

Overflow or 

Wraparound 

17-Sep-20 4.6 

In libavb, there is a possible 

out of bounds write due to 

an integer overflow. This 

could lead to local escalation 

of privilege with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

130231426 

CVE ID : CVE-2020-0369 

N/A 

O-GOO-

ANDR-

061020/533 

Out-of-bounds 

Read 
17-Sep-20 4.3 

In libAACdec, there is a 

possible out of bounds read 

due to missing bounds 

check. This could lead to 

remote information 

disclosure with no 

additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

112051700 

CVE ID : CVE-2020-0370 

N/A 

O-GOO-

ANDR-

061020/534 

Missing 

Authorization 
17-Sep-20 2.1 

In ActivityManager, there is 

a possible access to 

protected data due to a 

missing permission check. 

This could lead to local 

information disclosure with 

no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

N/A 

O-GOO-

ANDR-

061020/535 
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AndroidVersions: Android-

11Android ID: A-

119673147 

CVE ID : CVE-2020-0372 

Concurrent 

Execution 

using Shared 

Resource with 

Improper 

Synchronizati

on ('Race 

Condition') 

17-Sep-20 1.9 

In SoundTriggerHwService, 

there is a possible out of 

bounds read due to a race 

condition. This could lead to 

local information disclosure 

with no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

146894086 

CVE ID : CVE-2020-0373 

N/A 

O-GOO-

ANDR-

061020/536 

Incorrect 

Default 

Permissions 

17-Sep-20 7.2 

In NFC, there is a possible 

permission bypass due to an 

unsafe PendingIntent. This 

could lead to local escalation 

of privilege with User 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

156251602 

CVE ID : CVE-2020-0374 

N/A 

O-GOO-

ANDR-

061020/537 

Missing 

Authorization 
17-Sep-20 7.2 

In Telephony, there is a 

possible permission bypass 

due to a missing permission 

check. This could lead to 

local escalation of privilege 

and the setting of supported 

EUICC countries with no 

additional execution 

privileges needed. User 

N/A 

O-GOO-

ANDR-

061020/538 
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interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

156253476 

CVE ID : CVE-2020-0375 

N/A 17-Sep-20 2.9 

In the Bluetooth service, 

there is a possible spoofing 

attack due to a logic error. 

This could lead to remote 

information disclosure of 

sensitive information with 

no additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

8.0 Android-8.1 Android-9 

Android-10 Android-

11Android ID: A-

150156492 

CVE ID : CVE-2020-0379 

N/A 

O-GOO-

ANDR-

061020/539 

Out-of-bounds 

Write 
17-Sep-20 10 

In allocExcessBits of 

bitalloc.c, there is a possible 

out of bounds write due to 

an incorrect bounds check. 

This could lead to remote 

code execution with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11 Android-8.0 Android-8.1 

Android-9 Android-

10Android ID: A-

146398979 

CVE ID : CVE-2020-0380 

N/A 

O-GOO-

ANDR-

061020/540 

Integer 17-Sep-20 5 In Parse_wave of eas_mdls.c, N/A O-GOO-
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Overflow or 

Wraparound 

there is a possible out of 

bounds write due to an 

integer overflow. This could 

lead to remote information 

disclosure in a highly 

constrained process with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

8.0 Android-8.1 Android-9 

Android-10 Android-

11Android ID: A-

150159669 

CVE ID : CVE-2020-0381 

ANDR-

061020/541 

Improper 

Check for 

Unusual or 

Exceptional 

Conditions 

17-Sep-20 2.1 

In RunInternal of 

dumpstate.cpp, there is a 

possible user consent 

bypass due to an uncaught 

exception. This could lead to 

local information disclosure 

of bug report data with 

System execution privileges 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

11 Android-10Android ID: 

A-152944488 

CVE ID : CVE-2020-0382 

N/A 

O-GOO-

ANDR-

061020/542 

Out-of-bounds 

Write 
17-Sep-20 4.3 

In Parse_ins of eas_mdls.c, 

there is a possible out of 

bounds write due to a 

missing bounds check. This 

could lead to remote 

information disclosure in 

the media extractor process 

with no additional execution 

privileges needed. User 

N/A 

O-GOO-

ANDR-

061020/543 
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interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

8.1 Android-9 Android-10 

Android-11 Android-

8.0Android ID: A-

150160279 

CVE ID : CVE-2020-0383 

Out-of-bounds 

Write 
17-Sep-20 4.3 

In Parse_art of eas_mdls.c, 

there is a possible out of 

bounds write due to an 

incorrect bounds check. 

This could lead to remote 

information disclosure in 

the media extractor with no 

additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

8.1 Android-9 Android-10 

Android-11 Android-

8.0Android ID: A-

150159906 

CVE ID : CVE-2020-0384 

N/A 

O-GOO-

ANDR-

061020/544 

Out-of-bounds 

Write 
17-Sep-20 4.3 

In Parse_insh of eas_mdls.c, 

there is a possible out of 

bounds write due to an 

incorrect bounds check. 

This could lead to remote 

information disclosure in 

the media extractor with no 

additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-9 

Android-10 Android-11 

Android-8.0 Android-

8.1Android ID: A-

N/A 

O-GOO-

ANDR-

061020/545 
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150160041 

CVE ID : CVE-2020-0385 

Improper 

Privilege 

Management 

17-Sep-20 4.3 

In onCreate of 

RequestPermissionActivity.j

ava, there is a possible 

tapjacking vector due to an 

insecure default value. This 

could lead to local escalation 

of privilege allowing an 

attacker to set Bluetooth 

discoverability with User 

execution privileges needed. 

User interaction is needed 

for exploitation.Product: 

AndroidVersions: Android-

8.0 Android-8.1 Android-9 

Android-10 Android-

11Android ID: A-

155650356 

CVE ID : CVE-2020-0386 

N/A 

O-GOO-

ANDR-

061020/546 

Improper 

Privilege 

Management 

17-Sep-20 9.3 

In manifest files of the 

SmartSpace package, there 

is a possible tapjacking 

vector due to a missing 

permission check. This 

could lead to local escalation 

of privilege and account 

hijacking with no additional 

execution privileges needed. 

User interaction is needed 

for exploitation.Product: 

AndroidVersions: Android 

kernelAndroid ID: A-

156046804 

CVE ID : CVE-2020-0387 

N/A 

O-GOO-

ANDR-

061020/547 

Incorrect 

Default 

Permissions 

17-Sep-20 7.2 

In 

createEmergencyLocationU

serNotification of 

GnssVisibilityControl.java, 

N/A 

O-GOO-

ANDR-

061020/548 
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there is a possible 

permissions bypass due to 

an empty mutable 

PendingIntent. This could 

lead to local escalation of 

privilege with User 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11 Android-10Android ID: 

A-156123285 

CVE ID : CVE-2020-0388 

Incorrect 

Authorization 
17-Sep-20 2.1 

In createSaveNotification of 

RecordingService.java, there 

is a possible permission 

bypass due to an unsafe 

PendingIntent. This could 

lead to local information 

disclosure with User 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

10 Android-11Android ID: 

A-156959408 

CVE ID : CVE-2020-0389 

N/A 

O-GOO-

ANDR-

061020/549 

Incorrect 

Default 

Permissions 

17-Sep-20 2.1 

In the app zygote SE Policy, 

there is a possible 

permissions bypass. This 

could lead to local 

information disclosure with 

no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

10 Android-11Android ID: 

N/A 

O-GOO-

ANDR-

061020/550 
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A-157598026 

CVE ID : CVE-2020-0390 

Improper 

Privilege 

Management 

17-Sep-20 7.2 

In applyPolicy of 

PackageManagerService.jav

a, there is possible arbitrary 

command execution as 

System due to an 

unenforced protected-

broadcast. This could lead to 

local escalation of privilege 

with no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-9 

Android-10 Android-

11Android ID: A-

158570769 

CVE ID : CVE-2020-0391 

N/A 

O-GOO-

ANDR-

061020/551 

Double Free 17-Sep-20 7.2 

In getLayerDebugInfo of 

SurfaceFlinger.cpp, there is 

a possible code execution 

due to a double free. This 

could lead to local escalation 

of privilege with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-9 

Android-10 Android-

11Android ID: A-

150226608 

CVE ID : CVE-2020-0392 

N/A 

O-GOO-

ANDR-

061020/552 

Out-of-bounds 

Read 
17-Sep-20 4.9 

In decrypt and decrypt_1_2 

of CryptoPlugin.cpp, there is 

a possible out of bounds 

read due to a missing 

bounds check. This could 

N/A 

O-GOO-

ANDR-

061020/553 
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lead to local information 

disclosure with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-9 

Android-10 Android-

11Android ID: A-

154123412 

CVE ID : CVE-2020-0393 

Improper 

Privilege 

Management 

17-Sep-20 7.2 

In onCreate of 

BluetoothPairingDialog.java, 

there is a possible 

tapjacking vector due to an 

insecure default value. This 

could lead to local escalation 

of privilege and untrusted 

devices accessing contact 

lists with no additional 

execution privileges needed. 

User interaction is needed 

for exploitation.Product: 

AndroidVersions: Android-

8.0 Android-8.1 Android-9 

Android-10 Android-

11Android ID: A-

155648639 

CVE ID : CVE-2020-0394 

N/A 

O-GOO-

ANDR-

061020/554 

Incorrect 

Authorization 
17-Sep-20 4.9 

In showNotification of 

EmergencyCallbackModeSer

vice.java, there is a possible 

permission bypass due to an 

unsafe PendingIntent. This 

could lead to local 

information disclosure with 

User execution privileges 

needed. User interaction is 

not needed for 

exploitation.Product: 

N/A 

O-GOO-

ANDR-

061020/555 
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AndroidVersions: Android-

8.0 Android-8.1 Android-9 

Android-10 Android-

11Android ID: A-

154124307 

CVE ID : CVE-2020-0395 

Incorrect 

Authorization 
17-Sep-20 4.9 

In various places in 

Telephony, there is a 

possible permission bypass 

due to an unsafe 

PendingIntent. This could 

lead to local information 

disclosure with User 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

8.1 Android-9 Android-10 

Android-11 Android-

8.0Android ID: A-

155094269 

CVE ID : CVE-2020-0396 

N/A 

O-GOO-

ANDR-

061020/556 

Incorrect 

Authorization 
17-Sep-20 4.9 

In getNotificationBuilder of 

CarrierServiceStateTracker.j

ava, there is a possible 

permission bypass due to an 

unsafe PendingIntent. This 

could lead to local 

information disclosure with 

User execution privileges 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

8.1 Android-9 Android-10 

Android-11 Android-

8.0Android ID: A-

155092443 

N/A 

O-GOO-

ANDR-

061020/557 
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CVE ID : CVE-2020-0397 

Incorrect 

Authorization 
17-Sep-20 4.9 

In 

showLimitedSimFunctionW

arningNotification of 

NotificationMgr.java, there 

is a possible permission 

bypass due to an unsafe 

PendingIntent. This could 

lead to local information 

disclosure with User 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

8.0 Android-8.1 Android-9 

Android-10 Android-

11Android ID: A-

153993591 

CVE ID : CVE-2020-0399 

N/A 

O-GOO-

ANDR-

061020/558 

Missing 

Authorization 
17-Sep-20 7.2 

In setInstallerPackageName 

of 

PackageManagerService.jav

a, there is a missing 

permission check. This 

could lead to local escalation 

of privilege and granting 

spurious permissions with 

no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

8.0 Android-8.1 Android-9 

Android-10 Android-

11Android ID: A-

150857253 

CVE ID : CVE-2020-0401 

N/A 

O-GOO-

ANDR-

061020/559 

Improper 

Privilege 
17-Sep-20 7.2 In the FPC TrustZone 

fingerprint App, there is a 
N/A O-GOO-

ANDR-
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Management possible invalid command 

handler due to an exposed 

test feature. This could lead 

to local escalation of 

privilege in the TEE, with 

System execution privileges 

required. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android 

kernelAndroid ID: A-

131252923 

CVE ID : CVE-2020-0403 

061020/560 

Improper 

Privilege 

Management 

17-Sep-20 7.2 

In uvc_scan_chain_forward 

of uvc_driver.c, there is a 

possible linked list 

corruption due to an 

unusual root cause. This 

could lead to local escalation 

of privilege in the kernel 

with no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android 

kernelAndroid ID: A-

111893654References: 

Upstream kernel 

CVE ID : CVE-2020-0404 

N/A 

O-GOO-

ANDR-

061020/561 

Improper 

Preservation 

of Permissions 

18-Sep-20 4.6 

In NetworkStackNotifier, 

there is a possible 

permissions bypass due to 

an unsafe implicit 

PendingIntent. This could 

lead to local escalation of 

privilege with User 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

N/A 

O-GOO-

ANDR-

061020/562 
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AndroidVersions: Android-

11Android ID: A-

157475111 

CVE ID : CVE-2020-0405 

Out-of-bounds 

Write 
17-Sep-20 6.8 

In libmpeg2dec, there is a 

possible out of bounds write 

due to a missing bounds 

check. This could lead to 

local escalation of privilege 

if another exploit allowed 

this to be triggered with 

different parameters, with 

no additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

137794014 

CVE ID : CVE-2020-0406 

N/A 

O-GOO-

ANDR-

061020/563 

Inadequate 

Encryption 

Strength 

17-Sep-20 2.1 

In various functions in 

fscrypt_ice.c and related 

files in some 

implementations of f2fs 

encryption that use 

encryption hardware which 

only supports 32-bit IVs 

(Initialization Vectors), 64-

bit IVs are used and later 

are truncated to 32 bits. 

This may cause IV reuse and 

thus weakened disk 

encryption. This could lead 

to local information 

disclosure with System 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android 

N/A 

O-GOO-

ANDR-

061020/564 
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kernelAndroid ID: A-

153450752References: N/A 

CVE ID : CVE-2020-0407 

Information 

Exposure 
17-Sep-20 2.1 

There is a possible way to 

view notifications even 

when the "Lockdown" 

feature is on. This could lead 

to local information 

disclosure with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

124000380 

CVE ID : CVE-2020-0425 

N/A 

O-GOO-

ANDR-

061020/565 

Incorrect 

Default 

Permissions 

17-Sep-20 2.1 

In SyncManager, there is a 

possible permission bypass 

due to an unsafe 

PendingIntent. This could 

lead to local information 

disclosure with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

154921790 

CVE ID : CVE-2020-0426 

N/A 

O-GOO-

ANDR-

061020/566 

Use After Free 17-Sep-20 2.1 

In create_pinctrl of core.c, 

there is a possible out of 

bounds read due to a use 

after free. This could lead to 

local information disclosure 

with no additional execution 

privileges needed. User 

interaction is not needed for 

N/A 

O-GOO-

ANDR-

061020/567 
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exploitation.Product: 

AndroidVersions: Android 

kernelAndroid ID: A-

140550171 

CVE ID : CVE-2020-0427 

Concurrent 

Execution 

using Shared 

Resource with 

Improper 

Synchronizati

on ('Race 

Condition') 

17-Sep-20 4.4 

In CamX code, there is a 

possible use after free due 

to a race condition. This 

could lead to local escalation 

of privilege with System 

execution privileges 

required. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android 

kernelAndroid ID: A-

123999783 

CVE ID : CVE-2020-0428 

N/A 

O-GOO-

ANDR-

061020/568 

Use After Free 17-Sep-20 4.6 

In l2tp_session_delete and 

related functions of 

l2tp_core.c, there is possible 

memory corruption due to a 

use after free. This could 

lead to local escalation of 

privilege with System 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android 

kernelAndroid ID: A-

152735806 

CVE ID : CVE-2020-0429 

N/A 

O-GOO-

ANDR-

061020/569 

Out-of-bounds 

Read 
17-Sep-20 4.6 

In skb_headlen of 

/include/linux/skbuff.h, 

there is a possible out of 

bounds read due to memory 

corruption. This could lead 

to local escalation of 

N/A 

O-GOO-

ANDR-

061020/570 
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privilege with no additional 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android 

kernelAndroid ID: A-

153881554 

CVE ID : CVE-2020-0430 

Out-of-bounds 

Write 
17-Sep-20 4.6 

In kbd_keycode of 

keyboard.c, there is a 

possible out of bounds write 

due to a missing bounds 

check. This could lead to 

local escalation of privilege 

with no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android 

kernelAndroid ID: A-

144161459 

CVE ID : CVE-2020-0431 

N/A 

O-GOO-

ANDR-

061020/571 

Integer 

Overflow or 

Wraparound 

17-Sep-20 4.6 

In skb_to_mamac of 

networking.c, there is a 

possible out of bounds write 

due to an integer overflow. 

This could lead to local 

escalation of privilege with 

no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android 

kernelAndroid ID: A-

143560807 

CVE ID : CVE-2020-0432 

N/A 

O-GOO-

ANDR-

061020/572 

Use After Free 17-Sep-20 4.6 In 

blk_mq_queue_tag_busy_iter 
N/A O-GOO-

ANDR-
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of blk-mq-tag.c, there is a 

possible use after free due 

to improper locking. This 

could lead to local escalation 

of privilege with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android 

kernelAndroid ID: A-

151939299 

CVE ID : CVE-2020-0433 

061020/573 

Use After Free 17-Sep-20 7.2 

In Pixel's use of the Catpipe 

library, there is possible 

memory corruption due to a 

use after free. This could 

lead to local escalation of 

privilege with no additional 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android 

kernelAndroid ID: A-

150730508 

CVE ID : CVE-2020-0434 

N/A 

O-GOO-

ANDR-

061020/574 

Information 

Exposure 
18-Sep-20 5 

NVIDIA GeForce NOW, 

versions prior to 2.0.23 

(Windows, macOS) and 

versions prior to 5.31 

(Android, Shield TV), 

contains a vulnerability in 

the application software 

where the network test 

component transmits 

sensitive information 

insecurely, which may lead 

to information disclosure. 

https://nvid

ia.custhelp.c

om/app/ans

wers/detail/

a_id/5052 

O-GOO-

ANDR-

061020/575 
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CVE ID : CVE-2020-5976 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in intent 

handling in Google Chrome 

on Android prior to 

85.0.4183.83 allowed a 

remote attacker to obtain 

potentially sensitive 

information from disk via a 

crafted HTML page. 

CVE ID : CVE-2020-6563 

N/A 

O-GOO-

ANDR-

061020/576 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in intent 

handling in Google Chrome 

on Android prior to 

85.0.4183.83 allowed a 

remote attacker to bypass 

navigation restrictions via a 

crafted HTML page. 

CVE ID : CVE-2020-6568 

N/A 

O-GOO-

ANDR-

061020/577 

Improper 

Privilege 

Management 

17-Sep-20 7.2 

In 

verifyIntentFiltersIfNeeded 

of 

PackageManagerService.jav

a, there is a possible settings 

bypass allowing an app to 

become the default handler 

for arbitrary domains. This 

could lead to local escalation 

of privilege with User 

execution privileges needed. 

User interaction is not 

needed for 

exploitation.Product: 

AndroidVersions: Android-

11 Android-8.0 Android-8.1 

Android-9 Android-

10Android ID: A-

146204120 

N/A 

O-GOO-

ANDR-

061020/578 
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CVE ID : CVE-2020-0074 

Incorrect 

Permission 

Assignment 

for Critical 

Resource 

18-Sep-20 4.6 

In the audio server, there is 

a missing permission check. 

This could lead to local 

escalation of privilege 

regarding audio settings 

with no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

137015603 

CVE ID : CVE-2020-0089 

N/A 

O-GOO-

ANDR-

061020/579 

Out-of-bounds 

Read 
17-Sep-20 2.1 

In mediadrm, there is a 

possible out of bounds read 

due to a missing bounds 

check. This could lead to 

local information disclosure 

with no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

137282168 

CVE ID : CVE-2020-0125 

N/A 

O-GOO-

ANDR-

061020/580 

Improper 

Input 

Validation 

17-Sep-20 4.6 

In screencap, there is a 

possible command injection 

due to improper input 

validation. This could lead 

to local escalation of 

privilege in a system 

process with User execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

11Android ID: A-

N/A 

O-GOO-

ANDR-

061020/581 
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123230379 

CVE ID : CVE-2020-0130 

Huawei 

taurus-an00b_firmware 

Use After Free 18-Sep-20 4.6 

Taurus-AN00B versions 

earlier than 

10.1.0.156(C00E155R7P2) 

have a use-after-free (UAF) 

vulnerability. An 

authenticated, local attacker 

may perform specific 

operations to exploit this 

vulnerability. Successful 

exploitation may cause the 

attacker to obtain a higher 

privilege and compromise 

the service. 

CVE ID : CVE-2020-9084 

N/A 
O-HUA-TAUR-

061020/582 

Linux 

linux_kernel 

N/A 16-Sep-20 2.1 

A flaw was found in the 

Linux Kernel before 5.8-rc1 

in the prctl() function, 

where it can be used to 

enable indirect branch 

speculation after it has been 

disabled. This call 

incorrectly reports it as 

being 'force disabled' when 

it is not and opens the 

system to Spectre v2 

attacks. The highest threat 

from this vulnerability is to 

confidentiality. 

CVE ID : CVE-2020-10768 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=CVE-

2020-10768 

O-LIN-LINU-

061020/583 

Uncontrolled 

Resource 

Consumption 

16-Sep-20 4.9 
A flaw was found in the 

Linux Kernel before 5.8-rc6 

in the ZRAM kernel module, 

https://bugz

illa.redhat.co

m/show_bug

O-LIN-LINU-

061020/584 
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where a user with a local 

account and the ability to 

read the /sys/class/zram-

control/hot_add file can 

create ZRAM device nodes 

in the /dev/ directory. This 

read allocates kernel 

memory and is not 

accounted for a user that 

triggers the creation of that 

ZRAM device. With this 

vulnerability, continually 

reading the device may 

consume a large amount of 

system memory and cause 

the Out-of-Memory (OOM) 

killer to activate and 

terminate random 

userspace processes, 

possibly making the system 

inoperable. 

CVE ID : CVE-2020-10781 

.cgi?id=CVE-

2020-10781 

Out-of-bounds 

Write 
16-Sep-20 7.2 

A flaw was found in the 

Linux kernel before 5.9-rc4. 

Memory corruption can be 

exploited to gain root 

privileges from unprivileged 

processes. The highest 

threat from this 

vulnerability is to data 

confidentiality and integrity. 

CVE ID : CVE-2020-14386 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=CVE-

2020-14386 

O-LIN-LINU-

061020/585 

Out-of-bounds 

Write 
18-Sep-20 4.6 

A flaw was found in the 

Linux kernel in versions 

from 2.2.3 through 5.9.rc5. 

When changing screen size, 

an out-of-bounds memory 

write can occur leading to 

memory corruption or a 

denial of service. This 

N/A 
O-LIN-LINU-

061020/586 
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highest threat from this 

vulnerability is to system 

availability. 

CVE ID : CVE-2020-14390 

Microsoft 

windows 

Improper 

Input 

Validation 

23-Sep-20 4 

IBM Security Secret Server 

proir to 10.9 could allow a 

remote attacker to bypass 

security restrictions, caused 

by improper input 

validation. IBM X-Force ID: 

177515. 

CVE ID : CVE-2020-4324 

https://ww

w.ibm.com/s

upport/page

s/node/633

6361 

O-MIC-WIND-

061020/587 

Improper 

Certificate 

Validation 

23-Sep-20 4.3 

IBM Security Secret Server 

prior to 10.9 could allow an 

attacker to bypass SSL 

security due to improper 

certificate validation. IBM X-

Force ID: 178180. 

CVE ID : CVE-2020-4340 

https://ww

w.ibm.com/s

upport/page

s/node/633

6361 

O-MIC-WIND-

061020/588 

Information 

Exposure 
18-Sep-20 5 

NVIDIA GeForce NOW, 

versions prior to 2.0.23 on 

Windows and macOS, 

contains a vulnerability in 

the desktop application 

software that includes 

sensitive information as 

part of a URL, which may 

lead to information 

disclosure. 

CVE ID : CVE-2020-5975 

https://nvid

ia.custhelp.c

om/app/ans

wers/detail/

a_id/5052 

O-MIC-WIND-

061020/589 

Information 

Exposure 
18-Sep-20 5 

NVIDIA GeForce NOW, 

versions prior to 2.0.23 

(Windows, macOS) and 

versions prior to 5.31 

(Android, Shield TV), 

contains a vulnerability in 

https://nvid

ia.custhelp.c

om/app/ans

wers/detail/

a_id/5052 

O-MIC-WIND-

061020/590 
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the application software 

where the network test 

component transmits 

sensitive information 

insecurely, which may lead 

to information disclosure. 

CVE ID : CVE-2020-5976 

Improper 

Input 

Validation 

21-Sep-20 4.3 

Insufficient validation of 

untrusted input in 

command line handling in 

Google Chrome on Windows 

prior to 85.0.4183.83 

allowed a remote attacker 

to bypass navigation 

restrictions via a crafted 

HTML page. 

CVE ID : CVE-2020-6567 

N/A 
O-MIC-WIND-

061020/591 

Out-of-bounds 

Read 
18-Sep-20 5.8 

Adobe Media Encoder 

version 14.3.2 (and earlier 

versions) has an out-of-

bounds read vulnerability 

that could be exploited to 

read past the end of an 

allocated buffer, possibly 

resulting in a crash or 

disclosure of sensitive 

information from other 

memory locations. User 

interaction is required to 

exploit this vulnerability in 

that the target must visit a 

malicious page or open a 

malicious file. 

CVE ID : CVE-2020-9739 

N/A 
O-MIC-WIND-

061020/592 

Out-of-bounds 

Read 
18-Sep-20 5.8 

Adobe Media Encoder 

version 14.3.2 (and earlier 

versions) has an out-of-

bounds read vulnerability 

that could be exploited to 

N/A 
O-MIC-WIND-

061020/593 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

200 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

read past the end of an 

allocated buffer, possibly 

resulting in a crash or 

disclosure of sensitive 

information from other 

memory locations. User 

interaction is required to 

exploit this vulnerability in 

that the target must visit a 

malicious page or open a 

malicious file. 

CVE ID : CVE-2020-9744 

Out-of-bounds 

Read 
18-Sep-20 5.8 

Adobe Media Encoder 

version 14.3.2 (and earlier 

versions) has an out-of-

bounds read vulnerability 

that could be exploited to 

read past the end of an 

allocated buffer, possibly 

resulting in a crash or 

disclosure of sensitive 

information from other 

memory locations. User 

interaction is required to 

exploit this vulnerability in 

that the target must visit a 

malicious page or open a 

malicious file. 

CVE ID : CVE-2020-9745 

N/A 
O-MIC-WIND-

061020/594 

Opensuse 

leap 

Improper 

Restriction of 

Operations 

within the 

Bounds of a 

Memory 

Buffer 

16-Sep-20 2.1 

An untrusted pointer 

dereference flaw was found 

in Perl-DBI < 1.643. A local 

attacker who is able to 

manipulate calls to 

dbd_db_login6_sv() could 

cause memory corruption, 

affecting the service's 

N/A 
O-OPE-LEAP-

061020/595 
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availability. 

CVE ID : CVE-2020-14392 

Out-of-bounds 

Write 
16-Sep-20 3.6 

A buffer overflow was found 

in perl-DBI < 1.643 in 

DBI.xs. A local attacker who 

is able to supply a string 

longer than 300 characters 

could cause an out-of-

bounds write, affecting the 

availability of the service or 

integrity of data. 

CVE ID : CVE-2020-14393 

N/A 
O-OPE-LEAP-

061020/596 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in networking 

in Google Chrome prior to 

85.0.4183.102 allowed an 

attacker who convinced the 

user to enable logging to 

obtain potentially sensitive 

information from process 

memory via social 

engineering. 

CVE ID : CVE-2020-15959 

N/A 
O-OPE-LEAP-

061020/597 

Incorrect 

Permission 

Assignment 

for Critical 

Resource 

16-Sep-20 5.5 

Sylabs Singularity 3.2.0 

through 3.6.2 has Insecure 

Permissions on temporary 

directories used in fakeroot 

or user namespace 

container execution. 

CVE ID : CVE-2020-25039 

N/A 
O-OPE-LEAP-

061020/598 

Incorrect 

Permission 

Assignment 

for Critical 

Resource 

16-Sep-20 6.5 

Sylabs Singularity through 

3.6.2 has Insecure 

Permissions on temporary 

directories used in explicit 

and implicit container build 

operations, a different 

vulnerability than CVE-

2020-25039. 

N/A 
O-OPE-LEAP-

061020/599 
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CVE ID : CVE-2020-25040 

Incorrect 

Permission 

Assignment 

for Critical 

Resource 

21-Sep-20 4.3 

Insufficient policy 

enforcement in iOSWeb in 

Google Chrome on iOS prior 

to 85.0.4183.83 allowed a 

remote attacker to bypass 

navigation restrictions via a 

crafted HTML page. 

CVE ID : CVE-2020-6558 

N/A 
O-OPE-LEAP-

061020/600 

Use After Free 21-Sep-20 9.3 

Use after free in 

presentation API in Google 

Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6559 

N/A 
O-OPE-LEAP-

061020/601 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in autofill in 

Google Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to leak 

cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2020-6560 

N/A 
O-OPE-LEAP-

061020/602 

N/A 21-Sep-20 4.3 

Inappropriate 

implementation in Content 

Security Policy in Google 

Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to leak 

cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2020-6561 

N/A 
O-OPE-LEAP-

061020/603 

Incorrect 

Permission 

Assignment 

21-Sep-20 4.3 
Insufficient policy 

enforcement in Blink in 

Google Chrome prior to 

N/A 
O-OPE-LEAP-

061020/604 
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for Critical 

Resource 

85.0.4183.83 allowed a 

remote attacker to leak 

cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2020-6562 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in intent 

handling in Google Chrome 

on Android prior to 

85.0.4183.83 allowed a 

remote attacker to obtain 

potentially sensitive 

information from disk via a 

crafted HTML page. 

CVE ID : CVE-2020-6563 

N/A 
O-OPE-LEAP-

061020/605 

Improper 

Preservation 

of Permissions 

21-Sep-20 4.3 

Inappropriate 

implementation in 

permissions in Google 

Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to spoof the 

contents of a permission 

dialog via a crafted HTML 

page. 

CVE ID : CVE-2020-6564 

N/A 
O-OPE-LEAP-

061020/606 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in media in 

Google Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to leak 

cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2020-6566 

N/A 
O-OPE-LEAP-

061020/607 

Improper 

Input 

Validation 

21-Sep-20 4.3 

Insufficient validation of 

untrusted input in 

command line handling in 

Google Chrome on Windows 

prior to 85.0.4183.83 

allowed a remote attacker 

N/A 
O-OPE-LEAP-

061020/608 
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to bypass navigation 

restrictions via a crafted 

HTML page. 

CVE ID : CVE-2020-6567 

N/A 21-Sep-20 4.3 

Insufficient policy 

enforcement in intent 

handling in Google Chrome 

on Android prior to 

85.0.4183.83 allowed a 

remote attacker to bypass 

navigation restrictions via a 

crafted HTML page. 

CVE ID : CVE-2020-6568 

N/A 
O-OPE-LEAP-

061020/609 

Integer 

Overflow or 

Wraparound 

21-Sep-20 6.8 

Integer overflow in WebUSB 

in Google Chrome prior to 

85.0.4183.83 allowed a 

remote attacker who had 

compromised the renderer 

process to potentially 

exploit heap corruption via 

a crafted HTML page. 

CVE ID : CVE-2020-6569 

N/A 
O-OPE-LEAP-

061020/610 

Information 

Exposure 
21-Sep-20 4.3 

Information leakage in 

WebRTC in Google Chrome 

prior to 85.0.4183.83 

allowed a remote attacker 

to obtain potentially 

sensitive information via a 

crafted WebRTC interaction. 

CVE ID : CVE-2020-6570 

N/A 
O-OPE-LEAP-

061020/611 

Improper 

Input 

Validation 

21-Sep-20 4.3 

Insufficient data validation 

in Omnibox in Google 

Chrome prior to 

85.0.4183.83 allowed a 

remote attacker to perform 

domain spoofing via IDN 

homographs via a crafted 

domain name. 

N/A 
O-OPE-LEAP-

061020/612 
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CVE ID : CVE-2020-6571 

Use After Free 21-Sep-20 6.8 

Use after free in video in 

Google Chrome on Android 

prior to 85.0.4183.102 

allowed a remote attacker 

who had compromised the 

renderer process to 

potentially perform a 

sandbox escape via a crafted 

HTML page. 

CVE ID : CVE-2020-6573 

N/A 
O-OPE-LEAP-

061020/613 

N/A 21-Sep-20 4.6 

Insufficient policy 

enforcement in installer in 

Google Chrome on OS X 

prior to 85.0.4183.102 

allowed a local attacker to 

potentially achieve privilege 

escalation via a crafted 

binary. 

CVE ID : CVE-2020-6574 

N/A 
O-OPE-LEAP-

061020/614 

Concurrent 

Execution 

using Shared 

Resource with 

Improper 

Synchronizati

on ('Race 

Condition') 

21-Sep-20 5.1 

Race in Mojo in Google 

Chrome prior to 

85.0.4183.102 allowed a 

remote attacker who had 

compromised the renderer 

process to potentially 

perform a sandbox escape 

via a crafted HTML page. 

CVE ID : CVE-2020-6575 

N/A 
O-OPE-LEAP-

061020/615 

Use After Free 21-Sep-20 6.8 

Use after free in offscreen 

canvas in Google Chrome 

prior to 85.0.4183.102 

allowed a remote attacker 

to potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2020-6576 

N/A 
O-OPE-LEAP-

061020/616 

rad 
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secflow-1v_firmware 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Sep-20 9.3 

A vulnerability in the web-

based management 

interface of RAD SecFlow-1v 

os-image SF_0290_2.3.01.26 

could allow an 

unauthenticated, remote 

attacker to conduct a cross-

site request forgery (CSRF) 

attack on an affected 

system. The vulnerability is 

due to insufficient CSRF 

protections for the web UI 

on an affected device. An 

attacker could exploit this 

vulnerability by persuading 

a user of the interface to 

follow a malicious link. A 

successful exploit could 

allow the attacker to 

perform arbitrary actions 

with the privilege level of 

the affected user. This could 

be exploited in conjunction 

with CVE-2020-13260. 

CVE ID : CVE-2020-13259 

N/A 
O-RAD-SECF-

061020/617 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

17-Sep-20 4.3 

A vulnerability in the web-

based management 

interface of RAD SecFlow-1v 

through 2020-05-21 could 

allow an authenticated 

attacker to upload a 

JavaScript file, with a stored 

XSS payload, that will 

remain stored in the system 

as an OVPN file in 

Configuration-Services-

Security-OpenVPN-Config or 

as the static key file in 

Configuration-Services-

N/A 
O-RAD-SECF-

061020/618 
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Security-OpenVPN-Static 

Keys. This payload will 

execute each time a user 

opens an affected web page. 

This could be exploited in 

conjunction with CVE-2020-

13259. 

CVE ID : CVE-2020-13260 

Redhat 

enterprise_linux 

Information 

Exposure 
23-Sep-20 4 

An information disclosure 

vulnerability was found in 

containers/podman in 

versions before 2.0.5. When 

using the deprecated 

Varlink API or the Docker-

compatible REST API, if 

multiple containers are 

created in a short duration, 

the environment variables 

from the first container will 

get leaked into subsequent 

containers. An attacker who 

has control over the 

subsequent containers 

could use this flaw to gain 

access to sensitive 

information stored in such 

variables. 

CVE ID : CVE-2020-14370 

N/A 
O-RED-ENTE-

061020/619 

Out-of-bounds 

Write 
16-Sep-20 6.8 

A vulnerability was found in 

upstream release 

cryptsetup-2.2.0 where, 

there's a bug in LUKS2 

format validation code, that 

is effectively invoked on 

every device/image 

presenting itself as LUKS2 

container. The bug is in 

N/A 
O-RED-ENTE-

061020/620 
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segments validation code in 

file 

'lib/luks2/luks2_json_metad

ata.c' in function 

hdr_validate_segments(stru

ct crypt_device *cd, 

json_object *hdr_jobj) 

where the code does not 

check for possible overflow 

on memory allocation used 

for intervals array (see 

statement "intervals = 

malloc(first_backup * 

sizeof(*intervals));"). Due to 

the bug, library can be 

*tricked* to expect such 

allocation was successful 

but for far less memory then 

originally expected. Later it 

may read data FROM image 

crafted by an attacker and 

actually write such data 

BEYOND allocated memory. 

CVE ID : CVE-2020-14382 

XEN 

xen 

Concurrent 

Execution 

using Shared 

Resource with 

Improper 

Synchronizati

on ('Race 

Condition') 

23-Sep-20 1.9 

An issue was discovered in 

Xen through 4.14.x. There is 

a race condition when 

migrating timers between 

x86 HVM vCPUs. When 

migrating timers of x86 

HVM guests between its 

vCPUs, the locking model 

used allows for a second 

vCPU of the same guest 

(also operating on the 

timers) to release a lock that 

it didn't acquire. The most 

likely effect of the issue is a 

N/A 
O-XEN-XEN-

061020/621 
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hang or crash of the 

hypervisor, i.e., a Denial of 

Service (DoS). All versions 

of Xen are affected. Only x86 

systems are vulnerable. Arm 

systems are not vulnerable. 

Only x86 HVM guests can 

leverage the vulnerability. 

x86 PV and PVH cannot 

leverage the vulnerability. 

Only guests with more than 

one vCPU can exploit the 

vulnerability. 

CVE ID : CVE-2020-25604 

Hardware 

Buffalo 

airstation_whr-g54s 

Improper 

Limitation of a 

Pathname to a 

Restricted 

Directory 

('Path 

Traversal') 

18-Sep-20 4 

Directory traversal 

vulnerability in WHR-G54S 

firmware 1.43 and earlier 

allows an attacker to access 

sensitive information such 

as setting values via 

unspecified vectors. 

CVE ID : CVE-2020-5605 

N/A 
H-BUF-AIRS-

061020/622 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

18-Sep-20 4.3 

Cross-site scripting 

vulnerability in WHR-G54S 

firmware 1.43 and earlier 

allows remote attackers to 

inject arbitrary script via a 

specially crafted page. 

CVE ID : CVE-2020-5606 

N/A 
H-BUF-AIRS-

061020/623 

free 

freebox_revolution 

Cross-Site 

Request 

Forgery 

16-Sep-20 6.8 
A CSRF vulnerability in the 

UPnP MediaServer 

implementation in Freebox 

N/A 
H-FRE-FREE-

061020/624 
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(CSRF) Server before 4.2.3. 

CVE ID : CVE-2020-24373 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the UPnP 

IGD implementations in 

Freebox Server before 4.2.3. 

CVE ID : CVE-2020-24376 

N/A 
H-FRE-FREE-

061020/625 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the Freebox 

OS web interface in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24377 

N/A 
H-FRE-FREE-

061020/626 

freebox_mini 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Sep-20 6.8 

A CSRF vulnerability in the 

UPnP MediaServer 

implementation in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24373 

N/A 
H-FRE-FREE-

061020/627 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the UPnP 

IGD implementations in 

Freebox Server before 4.2.3. 

CVE ID : CVE-2020-24376 

N/A 
H-FRE-FREE-

061020/628 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the Freebox 

OS web interface in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24377 

N/A 
H-FRE-FREE-

061020/629 

freebox_one 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Sep-20 6.8 

A CSRF vulnerability in the 

UPnP MediaServer 

implementation in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24373 

N/A 
H-FRE-FREE-

061020/630 

Improper 

Input 
16-Sep-20 6.8 A DNS rebinding 

vulnerability in the UPnP 
N/A 

H-FRE-FREE-

061020/631 
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Validation IGD implementations in 

Freebox Server before 4.2.3. 

CVE ID : CVE-2020-24376 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the Freebox 

OS web interface in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24377 

N/A 
H-FRE-FREE-

061020/632 

freebox_delta 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Sep-20 6.8 

A CSRF vulnerability in the 

UPnP MediaServer 

implementation in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24373 

N/A 
H-FRE-FREE-

061020/633 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the UPnP 

IGD implementations in 

Freebox Server before 4.2.3. 

CVE ID : CVE-2020-24376 

N/A 
H-FRE-FREE-

061020/634 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the Freebox 

OS web interface in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24377 

N/A 
H-FRE-FREE-

061020/635 

freebox_pop 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Sep-20 6.8 

A CSRF vulnerability in the 

UPnP MediaServer 

implementation in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24373 

N/A 
H-FRE-FREE-

061020/636 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in the UPnP 

IGD implementations in 

Freebox Server before 4.2.3. 

CVE ID : CVE-2020-24376 

N/A 
H-FRE-FREE-

061020/637 

Improper 16-Sep-20 6.8 A DNS rebinding N/A H-FRE-FREE-
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Input 

Validation 

vulnerability in the Freebox 

OS web interface in Freebox 

Server before 4.2.3. 

CVE ID : CVE-2020-24377 

061020/638 

freebox_hd 

Improper 

Input 

Validation 

16-Sep-20 6.8 

A DNS rebinding 

vulnerability in Freebox HD 

before 1.5.29. 

CVE ID : CVE-2020-24374 

N/A 
H-FRE-FREE-

061020/639 

GE 

s2020 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

25-Sep-20 4.3 

The affected product is 

vulnerable to cross-site 

scripting (XSS), which may 

allow an attacker to trick 

application users into 

performing critical 

application actions that 

include, but are not limited 

to, adding and updating 

accounts. 

CVE ID : CVE-2020-16242 

N/A 
H-GE-S202-

061020/640 

s2024 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

25-Sep-20 4.3 

The affected product is 

vulnerable to cross-site 

scripting (XSS), which may 

allow an attacker to trick 

application users into 

performing critical 

application actions that 

include, but are not limited 

to, adding and updating 

accounts. 

CVE ID : CVE-2020-16242 

N/A 
H-GE-S202-

061020/641 

genexis 

platinum_4410 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Sep-20 4.3 

A specific router allows 

changing the Wi-Fi 

password remotely. Genexis 

Platinum 4410 V2-1.28, a 

compact router generally 

used at homes and offices 

was found to be vulnerable 

to Broken Access Control 

and CSRF which could be 

combined to remotely 

change the WIFI access 

point’s password. 

CVE ID : CVE-2020-25015 

N/A 
H-GEN-PLAT-

061020/642 

gogogate 

ismartgate_pro 

Cross-Site 

Request 

Forgery 

(CSRF) 

24-Sep-20 4.3 

iSmartgate PRO 1.5.9 is 

vulnerable to CSRF that 

allows remote attackers to 

open/close a specified 

garage door/gate via 

/isg/opendoor.php. 

CVE ID : CVE-2020-12280 

N/A 
H-GOG-ISMA-

061020/643 

Cross-Site 

Request 

Forgery 

(CSRF) 

24-Sep-20 4.3 

iSmartgate PRO 1.5.9 is 

vulnerable to CSRF that 

allows remote attackers to 

create a new user via 

/index.php. 

CVE ID : CVE-2020-12281 

N/A 
H-GOG-ISMA-

061020/644 

Cross-Site 

Request 

Forgery 

(CSRF) 

24-Sep-20 6.8 

iSmartgate PRO 1.5.9 is 

vulnerable to CSRF via the 

busca parameter in the form 

used for searching for users, 

accessible via /index.php. 

(This can be combined with 

reflected XSS.) 

CVE ID : CVE-2020-12282 

N/A 
H-GOG-ISMA-

061020/645 

Unrestricted 

Upload of File 
24-Sep-20 5 ismartgate PRO 1.5.9 is 

vulnerable to malicious file 
N/A 

H-GOG-ISMA-

061020/646 
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with 

Dangerous 

Type 

uploads via the form for 

uploading images to garage 

doors. The magic bytes of 

PNG must be used. 

CVE ID : CVE-2020-12837 

Improper 

Control of 

Generation of 

Code ('Code 

Injection') 

24-Sep-20 7.5 

ismartgate PRO 1.5.9 is 

vulnerable to privilege 

escalation by appending 

PHP code to 

/cron/mailAdmin.php. 

CVE ID : CVE-2020-12838 

N/A 
H-GOG-ISMA-

061020/647 

Improper 

Control of 

Generation of 

Code ('Code 

Injection') 

24-Sep-20 7.5 

ismartgate PRO 1.5.9 is 

vulnerable to privilege 

escalation by appending 

PHP code to 

/cron/checkExpirationDate.

php. 

CVE ID : CVE-2020-12839 

N/A 
H-GOG-ISMA-

061020/648 

Cross-Site 

Request 

Forgery 

(CSRF) 

24-Sep-20 4.3 

ismartgate PRO 1.5.9 is 

vulnerable to CSRF that 

allows remote attackers to 

upload sound files via 

/index.php 

CVE ID : CVE-2020-12840 

N/A 
H-GOG-ISMA-

061020/649 

Cross-Site 

Request 

Forgery 

(CSRF) 

24-Sep-20 4.3 

ismartgate PRO 1.5.9 is 

vulnerable to CSRF that 

allows remote attackers to 

upload imae files via 

/index.php 

CVE ID : CVE-2020-12841 

N/A 
H-GOG-ISMA-

061020/650 

Improper 

Control of 

Generation of 

Code ('Code 

Injection') 

24-Sep-20 7.5 

ismartgate PRO 1.5.9 is 

vulnerable to privilege 

escalation by appending 

PHP code to 

/cron/checkUserExpiration

Date.php. 

CVE ID : CVE-2020-12842 

N/A 
H-GOG-ISMA-

061020/651 
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Unrestricted 

Upload of File 

with 

Dangerous 

Type 

24-Sep-20 7.5 

ismartgate PRO 1.5.9 is 

vulnerable to malicious file 

uploads via the form for 

uploading sounds to garage 

doors. The magic bytes for 

WAV must be used. 

CVE ID : CVE-2020-12843 

N/A 
H-GOG-ISMA-

061020/652 

Improper 

Restriction of 

Rendered UI 

Layers or 

Frames 

24-Sep-20 4.3 

ismartgate PRO 1.5.9 is 

vulnerable to clickjacking. 

CVE ID : CVE-2020-13119 

N/A 
H-GOG-ISMA-

061020/653 

Huawei 

taurus-an00b 

Use After Free 18-Sep-20 4.6 

Taurus-AN00B versions 

earlier than 

10.1.0.156(C00E155R7P2) 

have a use-after-free (UAF) 

vulnerability. An 

authenticated, local attacker 

may perform specific 

operations to exploit this 

vulnerability. Successful 

exploitation may cause the 

attacker to obtain a higher 

privilege and compromise 

the service. 

CVE ID : CVE-2020-9084 

N/A 

H-HUA-

TAUR-

061020/654 

rad 

secflow-1v 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Sep-20 9.3 

A vulnerability in the web-

based management 

interface of RAD SecFlow-1v 

os-image SF_0290_2.3.01.26 

could allow an 

unauthenticated, remote 

attacker to conduct a cross-

site request forgery (CSRF) 

N/A 
H-RAD-SECF-

061020/655 
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attack on an affected 

system. The vulnerability is 

due to insufficient CSRF 

protections for the web UI 

on an affected device. An 

attacker could exploit this 

vulnerability by persuading 

a user of the interface to 

follow a malicious link. A 

successful exploit could 

allow the attacker to 

perform arbitrary actions 

with the privilege level of 

the affected user. This could 

be exploited in conjunction 

with CVE-2020-13260. 

CVE ID : CVE-2020-13259 

Improper 

Neutralization 

of Input 

During Web 

Page 

Generation 

('Cross-site 

Scripting') 

17-Sep-20 4.3 

A vulnerability in the web-

based management 

interface of RAD SecFlow-1v 

through 2020-05-21 could 

allow an authenticated 

attacker to upload a 

JavaScript file, with a stored 

XSS payload, that will 

remain stored in the system 

as an OVPN file in 

Configuration-Services-

Security-OpenVPN-Config or 

as the static key file in 

Configuration-Services-

Security-OpenVPN-Static 

Keys. This payload will 

execute each time a user 

opens an affected web page. 

This could be exploited in 

conjunction with CVE-2020-

13259. 

CVE ID : CVE-2020-13260 

N/A 
H-RAD-SECF-

061020/656 

 


