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Common Vulnerabilities and Exposures (CVE) Report 
 

 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Application 

Vendor: 10web 

Product: image_optimizer 

Affected Version(s): * Up to (excluding) 1.0.27 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

The Image Optimizer 

by 10web 

WordPress plugin 

before 1.0.27 does 

not sanitise and 

escape the 

iowd_tabs_active 

parameter before 

rendering it in the 

plugin admin panel, 

leading to a reflected 

Cross-Site Scripting 

vulnerability, 

allowing an attacker 

to trick a logged in 

admin to execute 

arbitrary javascript 

by clicking a link. 

CVE ID : CVE-2023-

2122 

N/A 
A-10W-IMAG-

110923/1 

Vendor: abhayrajmca 

Product: breadcrumb_simple 

Affected Version(s): * Up to (including) 1.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Abhay Yadav 

Breadcrumb simple 

plugin <= 1.3 

versions. 

 

CVE ID : CVE-2023-

35092 

N/A 
A-ABH-BREA-

110923/2 
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Vendor: acyba 

Product: acymailing_starter 

Affected Version(s): From (including) 6.7.0 Up to (including) 8.5.0 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

17-Aug-2023 9.8 

Unrestricted Upload 

of File with 

Dangerous Type 

vulnerability in 

AcyMailing 

component for 

Joomla. It allows 

remote code 

execution. 

CVE ID : CVE-2023-

39970 

N/A 
A-ACY-ACYM-

110923/3 

Vendor: acymailing 

Product: acymailing 

Affected Version(s): From (including) 6.7.0 Up to (excluding) 8.7.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 6.1 

Improper 

Neutralization of 

Input During Web 

Page Generation 

vulnerability in 

AcyMailing 

Enterprise 

component for 

Joomla allows XSS. 

This issue affects 

AcyMailing 

Enterprise 

component for 

Joomla: 6.7.0-8.6.3. 

CVE ID : CVE-2023-

39971 

https://ww

w.acymailing

.com/acymai

ling-release-

security-

%F0%9F%9

4%90-news-

updates/ 

A-ACY-ACYM-

110923/4 

Exposure 

of 

Resource 

to Wrong 

Sphere 

17-Aug-2023 5.3 

Exposure of 

Sensitive 

Information 

vulnerability in 

AcyMailing 

Enterprise 

component for 

Joomla. It allows 

https://ww

w.acymailing

.com/acymai

ling-release-

security-

%F0%9F%9

A-ACY-ACYM-

110923/5 
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unauthorized actors 

to get the number of 

subscribers in a 

specific list. 

CVE ID : CVE-2023-

39974 

4%90-news-

updates/ 

N/A 17-Aug-2023 4.3 

Improper Access 

Control vulnerability 

in AcyMailing 

Enterprise 

component for 

Joomla. It allows 

unauthorized users 

to create new 

mailing lists. 

CVE ID : CVE-2023-

39972 

https://ww

w.acymailing

.com/acymai

ling-release-

security-

%F0%9F%9

4%90-news-

updates/ 

A-ACY-ACYM-

110923/6 

N/A 17-Aug-2023 4.3 

Improper Access 

Control vulnerability 

in AcyMailing 

Enterprise 

component for 

Joomla. It allows the 

unauthorized 

removal of 

attachments from 

campaigns. 

CVE ID : CVE-2023-

39973 

https://ww

w.acymailing

.com/acymai

ling-release-

security-

%F0%9F%9

4%90-news-

updates/ 

A-ACY-ACYM-

110923/7 

Vendor: adenion 

Product: blog2social 

Affected Version(s): * Up to (excluding) 7.2.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

21-Aug-2023 6.1 

The Blog2Social 

WordPress plugin 

before 7.2.1 does not 

sanitise and escape a 

parameter before 

outputting it back in 

the page, leading to a 

Reflected Cross-Site 

Scripting which 

N/A 
A-ADE-BLOG-

110923/8 
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could be used 

against high 

privilege users such 

as admin 

CVE ID : CVE-2023-

3936 

Vendor: adguard-dns 

Product: adguard_dns 

Affected Version(s): * Up to (excluding) 2.2 

N/A 25-Aug-2023 7.5 

AdGuard DNS before 

2.2 allows remote 

attackers to cause a 

denial of service via 

malformed UDP 

packets. 

CVE ID : CVE-2023-

41173 

N/A 
A-ADG-ADGU-

110923/9 

Vendor: advancedcustomfields 

Product: advanced_custom_fields 

Affected Version(s): From (including) 6.1.0 Up to (including) 6.1.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

21-Aug-2023 5.4 

Cross-site scripting 

vulnerability in 

Advanced Custom 

Fields versions 6.1.0 

to 6.1.7 and 

Advanced Custom 

Fields Pro versions 

6.1.0 to 6.1.7 allows 

a remote 

authenticated 

attacker to execute 

an arbitrary script on 

the web browser of 

the user who is 

logging in to the 

product with the 

administrative 

privilege. 

CVE ID : CVE-2023-

40068 

https://ww

w.advancedc

ustomfields.c

om/blog/acf

-6-1-8/ 

A-ADV-ADVA-

110923/10 
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Vendor: advanced_category_template_project 

Product: advanced_category_template 

Affected Version(s): * Up to (including) 0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Praveen Goswami 

Advanced Category 

Template plugin 

<= 0.1 versions. 

CVE ID : CVE-2023-

31072 

N/A 
A-ADV-ADVA-

110923/11 

Vendor: affiliatewp 

Product: affiliatewp 

Affected Version(s): * Up to (including) 2.14.0 

Missing 

Authorizati

on 

30-Aug-2023 4.3 

The AffiliateWP for 

WordPress is 

vulnerable to 

unauthorized 

modification of data 

due to a missing 

capability check on 

the 

'affwp_activate_addo

ns_page_plugin' 

function called via an 

AJAX action in 

versions up to, and 

including, 2.14.0. 

This makes it 

possible for 

authenticated 

attackers, with 

subscriber-level 

access and above, to 

activate arbitrary 

plugins. 

 

CVE ID : CVE-2023-

4600 

N/A 
A-AFF-AFFI-

110923/12 
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Vendor: agendaless 

Product: pyramid 

Affected Version(s): From (including) 2.0 Up to (excluding) 2.0.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

25-Aug-2023 5.3 

Pyramid is an open 

source Python web 

framework. A path 

traversal 

vulnerability in 

Pyramid versions 

2.0.0 and 2.0.1 

impacts users of 

Python 3.11 that are 

using a Pyramid 

static view with a full 

filesystem path and 

have a `index.html` 

file that is located 

exactly one directory 

above the location of 

the static view's file 

system path. No 

further path 

traversal exists, and 

the only file that 

could be disclosed 

accidentally is 

`index.html`. 

Pyramid version 

2.0.2 rejects any path 

that contains a null-

byte out of caution. 

While valid in 

directory/file names, 

we would strongly 

consider it a mistake 

to use null-bytes in 

naming 

files/directories. 

Secondly, Python 

3.11, and 3.12 has 

fixed the underlying 

issue in 

`os.path.normpath` 

https://githu

b.com/Pylon

s/pyramid/c

ommit/347d

7750da6f45c

7436dd0c31

468885cc93

43c85, 

https://githu

b.com/pytho

n/cpython/p

ull/106816, 

https://githu

b.com/Pylon

s/pyramid/s

ecurity/advi

sories/GHSA

-j8g2-6fc7-

q8f8 

A-AGE-PYRA-

110923/13 
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to no longer truncate 

on the first `0x00` 

found, returning the 

behavior to pre-3.11 

Python, un an as of 

yet unreleased 

version. Fixes will be 

available in:Python 

3.12.0rc2 and 3.11.5. 

Some workarounds 

are available. Use a 

version of Python 3 

that is not affected, 

downgrade to 

Python 3.10 series 

temporarily, or wait 

until Python 3.11.5 is 

released and 

upgrade to the latest 

version of Python 

3.11 series. 

CVE ID : CVE-2023-

40587 

Vendor: agentejo 

Product: cockpit 

Affected Version(s): * Up to (excluding) 2.6.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18-Aug-2023 4.8 

Cross-site Scripting 

(XSS) - Stored in 

GitHub repository 

cockpit-hq/cockpit 

prior to 2.6.3. 

CVE ID : CVE-2023-

4422 

https://githu

b.com/cockp

it-

hq/cockpit/c

ommit/b8da

d5e070608b

b5e4ec58fab

bee101b5af7

37cf 

A-AGE-COCK-

110923/14 

Affected Version(s): * Up to (excluding) 2.6.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

17-Aug-2023 5.4 

Cross-site Scripting 

(XSS) - Stored in 

GitHub repository 

cockpit-hq/cockpit 

prior to 2.6.4. 

https://hunt

r.dev/bounti

es/60e3856

3-7ac8-

4a13-ac04-

2980cc48b0

A-AGE-COCK-

110923/15 
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Generation 

('Cross-site 

Scripting') 

CVE ID : CVE-2023-

4395 

da, 

https://githu

b.com/cockp

it-

hq/cockpit/c

ommit/36d1

d4d256cbba

b028342ba1

0cc493e5c1

19172c 

Affected Version(s): * Up to (including) 2.6.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

19-Aug-2023 6.1 

Cross-site Scripting 

(XSS) - Reflected in 

GitHub repository 

cockpit-hq/cockpit 

prior to 2.6.4. 

CVE ID : CVE-2023-

4432 

https://githu

b.com/cockp

it-

hq/cockpit/c

ommit/2a93

d391fbd2dd

9e730f65d4

3b29beb659

03d195, 

https://hunt

r.dev/bounti

es/6968466

3-6822-41ff-

aa05-

afbdb8f5268

f 

A-AGE-COCK-

110923/16 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-Aug-2023 6.1 

Cross-site Scripting 

(XSS) - Reflected in 

GitHub repository 

cockpit-hq/cockpit 

prior to 2.6.4. 

CVE ID : CVE-2023-

4451 

https://hunt

r.dev/bounti

es/4e111c3e

-6cf3-4b4c-

b3c1-

a540bf30f8f

a, 

https://githu

b.com/cockp

it-

hq/cockpit/c

ommit/3060

9466c817e3

9f9de18715

59603e93cd

4d0d0c 

A-AGE-COCK-

110923/17 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 9 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

19-Aug-2023 5.4 

Cross-site Scripting 

(XSS) - Stored in 

GitHub repository 

cockpit-hq/cockpit 

prior to 2.6.4. 

CVE ID : CVE-2023-

4433 

https://hunt

r.dev/bounti

es/64f3253d

-6852-4b9f-

b870-

85e896007b

1a, 

https://githu

b.com/cockp

it-

hq/cockpit/c

ommit/36d1

d4d256cbba

b028342ba1

0cc493e5c1

19172c 

A-AGE-COCK-

110923/18 

Vendor: ai-dev 

Product: aicustomfee 

Affected Version(s): * Up to (excluding) 0.2.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

16-Aug-2023 9.8 

In the module 

“Customization fields 

fee for your store” 

(aicustomfee) from 

ai-dev module for 

PrestaShop, an 

attacker can perform 

SQL injection up to 

0.2.0. Release 0.2.1 

fixed this security 

issue. 

CVE ID : CVE-2023-

33663 

N/A 
A-AI--AICU-

110923/19 

Vendor: alantien 

Product: call_now_icon_animate 

Affected Version(s): * Up to (including) 0.1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in Alan 

Tien Call Now Icon 

N/A 
A-ALA-CALL-

110923/20 
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Generation 

('Cross-site 

Scripting') 

Animate plugin 

<= 0.1.0 versions. 

CVE ID : CVE-2023-

34187 

Vendor: aleksanaharonyan 

Product: front_editor 

Affected Version(s): * Up to (including) 4.0.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 4.8 

The Front Editor 

WordPress plugin 

through 4.0.4 does 

not sanitize and 

escape some of its 

form settings, which 

could allow high-

privilege users to 

perform Stored 

Cross-Site Scripting 

attacks even when 

the unfiltered_html 

capability is 

disallowed (for 

example in multisite 

setup) 

CVE ID : CVE-2023-

1982 

N/A 
A-ALE-FRON-

110923/21 

Vendor: alibabacloud 

Product: nacos_spring_project 

Affected Version(s): * Up to (including) 1.1.1 

Deserializa

tion of 

Untrusted 

Data 

21-Aug-2023 8.8 

An issue in Nacos 

Group Nacos Spring 

Project v.1.1.1 and 

before allows a 

remote attacker to 

execute arbitrary 

code via the 

SnakeYamls 

Constructor() 

component. 

CVE ID : CVE-2023-

39106 

N/A 
A-ALI-NACO-

110923/22 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 11 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Vendor: allmywebneeds 

Product: logo_scheduler 

Affected Version(s): * Up to (excluding) 1.2.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in All 

My Web Needs Logo 

Scheduler plugin 

<= 1.2.0 versions. 

CVE ID : CVE-2023-

30875 

N/A 
A-ALL-LOGO-

110923/23 

Vendor: ansible-semaphore 

Product: ansible_semaphore 

Affected Version(s): 2.8.90 

N/A 28-Aug-2023 8.8 

An issue in ansible 

semaphore v.2.8.90 

allows a remote 

attacker to execute 

arbitrary code via a 

crafted payload to 

the extra variables 

parameter. 

CVE ID : CVE-2023-

39059 

N/A 
A-ANS-ANSI-

110923/24 

Vendor: antonioandrade 

Product: wp_htaccess_control 

Affected Version(s): * Up to (including) 3.5.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in WP 

htaccess Control 

plugin <= 3.5.1 

versions. 

CVE ID : CVE-2023-

25462 

N/A 
A-ANT-WP_H-

110923/25 

Vendor: aomedia 
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Product: aomedia 

Affected Version(s): From (including) 3.0.0 Up to (including) 3.5.0 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

29-Aug-2023 7.5 

AOMedia v3.0.0 to 

v3.5.0 was 

discovered to 

contain an invalid 

read memory access 

via the component 

assign_frame_buffer_

p in 

av1/common/av1_co

mmon_int.h. 

CVE ID : CVE-2023-

39616 

https://bugs

.chromium.o

rg/p/aomedi

a/issues/det

ail?id=3372

#c3 

A-AOM-AOME-

110923/26 

Vendor: Apache 

Product: airflow 

Affected Version(s): * Up to (excluding) 2.7.0 

N/A 23-Aug-2023 8.1 

Apache Airflow, in 

versions prior to 

2.7.0, contains a 

security 

vulnerability that can 

be exploited by an 

authenticated user 

possessing 

Connection edit 

privileges. This 

vulnerability allows 

the user to access 

connection 

information and 

exploit the test 

connection feature 

by sending many 

requests, leading to a 

denial of service 

(DoS) condition on 

the server. 

Furthermore, 

malicious actors can 

leverage this 

vulnerability to 

https://githu

b.com/apach

e/airflow/pu

ll/32052, 

https://lists.

apache.org/t

hread/g5c9v

cn27lr14go4

8thrjpo6f4v

w571r 

A-APA-AIRF-

110923/27 
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establish harmful 

connections with the 

server. 

 

Users of Apache 

Airflow are strongly 

advised to upgrade 

to version 2.7.0 or 

newer to mitigate 

the risk associated 

with this 

vulnerability. 

Additionally, 

administrators are 

encouraged to 

review and adjust 

user permissions to 

restrict access to 

sensitive 

functionalities, 

reducing the attack 

surface. 

 

 

CVE ID : CVE-2023-

37379 

Improper 

Certificate 

Validation 

23-Aug-2023 5.9 

Apache Airflow 

SMTP Provider 

before 1.3.0, Apache 

Airflow IMAP 

Provider before 

3.3.0, and Apache 

Airflow before 2.7.0 

are affected by 

the Validation of 

OpenSSL Certificate 

vulnerability. 

 

The default SSL 

context with SSL 

library did not check 

https://githu

b.com/apach

e/airflow/pu

ll/33075, 

https://githu

b.com/apach

e/airflow/pu

ll/33108, 

https://githu

b.com/apach

e/airflow/pu

ll/33070, 

https://lists.

apache.org/t

hread/xzp4

wgjg2b1o6yl

A-APA-AIRF-

110923/28 
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a server's 

X.509 certificate.  Ins

tead, the code 

accepted any 

certificate, which 

could result in the 

disclosure of mail 

server credentials or 

mail contents when 

the client connects to 

an attacker in a 

MITM position. 

 

Users are strongly 

advised to upgrade 

to Apache Airflow 

version 2.7.0 or 

newer, Apache 

Airflow IMAP 

Provider version 

3.3.0 or newer, and 

Apache Airflow 

SMTP Provider 

version 1.3.0 or 

newer to mitigate 

the risk associated 

with this 

vulnerability 

CVE ID : CVE-2023-

39441 

k2595df8bst

lbo1lb 

Affected Version(s): * Up to (including) 2.7.0 

Session 

Fixation 
23-Aug-2023 8 

The session fixation 

vulnerability allowed 

the authenticated 

user to continue 

accessing Airflow 

webserver even after 

the password of the 

user has been reset 

by the admin - up 

until the expiry of 

the session of the 

https://lists.

apache.org/t

hread/9rdm

v8ln4y4ncby

rlmjrsj903x4

l80nj 

A-APA-AIRF-

110923/29 
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user. Other than 

manually cleaning 

the session database 

(for database session 

backend), or 

changing the 

secure_key and 

restarting the 

webserver, there 

were no mechanisms 

to force-logout the 

user (and all other 

users with that). 

 

With this fix 

implemented, when 

using 

the database session 

backend, the existing 

sessions of the user 

are invalidated when 

the password of the 

user is reset. When 

using the 

securecookie session 

backend, the 

sessions are NOT 

invalidated and still 

require changing the 

secure key and 

restarting the 

webserver (and 

logging out all other 

users), but the user 

resetting the 

password is 

informed about it 

with a flash message 

warning displayed in 

the UI. 

Documentation is 

also updated 
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explaining this 

behaviour. 

 

Users of Apache 

Airflow are advised 

to upgrade to 

version 2.7.0 or 

newer to mitigate 

the risk associated 

with this 

vulnerability. 

 

CVE ID : CVE-2023-

40273 

Product: airflow_spark_provider 

Affected Version(s): * Up to (excluding) 4.1.3 

Deserializa

tion of 

Untrusted 

Data 

28-Aug-2023 8.8 

Deserialization of 

Untrusted Data, 

Inclusion of 

Functionality from 

Untrusted Control 

Sphere vulnerability 

in Apache Software 

Foundation Apache 

Airflow Spark 

Provider. 

 

When the Apache 

Spark provider is 

installed on an 

Airflow deployment, 

an Airflow user that 

is authorized to 

configure Spark 

hooks can effectively 

run arbitrary code 

on the Airflow node 

by pointing it at a 

malicious Spark 

server. Prior to 

version 4.1.3, this 

https://lists.

apache.org/t

hread/fzy95

b1d6zv31j5

wrx3znhzcsc

ck2o24, 

https://githu

b.com/apach

e/airflow/pu

ll/33233 

A-APA-AIRF-

110923/30 
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was not called out in 

the documentation 

explicitly, so it is 

possible that 

administrators 

provided 

authorizations to 

configure Spark 

hooks without taking 

this into account. We 

recommend 

administrators to 

review their 

configurations to 

make sure the 

authorization to 

configure Spark 

hooks is only 

provided to fully 

trusted users. 

To view the warning 

in the docs please 

visit  https://airflow.

apache.org/docs/apa

che-airflow-

providers-apache-

spark/4.1.3/connecti

ons/spark.html  

CVE ID : CVE-2023-

40195 

Product: airflow_sqoop_provider 

Affected Version(s): * Up to (excluding) 4.0.0 

Improper 

Input 

Validation 

28-Aug-2023 8.8 

Apache Airflow 

Sqoop Provider, 

versions before 4.0.0, 

is affected by a 

vulnerability that 

allows an attacker 

pass parameters 

with the connections, 

which makes it 

possible to 

https://githu

b.com/apach

e/airflow/pu

ll/33039, 

https://lists.

apache.org/t

hread/lswlxf

11do51ob7f

6xyyg8qp3n

7wdrgd 

A-APA-AIRF-

110923/31 
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implement RCE 

attacks via ‘sqoop 

import --connect’, 

obtain airflow server 

permissions, etc. The 

attacker needs to be 

logged in and have 

authorization 

(permissions) to 

create/edit 

connections. 

 It is recommended 

to upgrade to a 

version that is not 

affected. 

This issue was 

reported 

independently by 

happyhacking-k, And 

Xie Jianming and 

LiuHui of Caiji Sec 

Team also reported 

it. 

CVE ID : CVE-2023-

27604 

Product: apache-airflow-providers-apache-spark 

Affected Version(s): * Up to (excluding) 4.1.3 

N/A 17-Aug-2023 7.5 

Apache Airflow 

Spark Provider, 

versions before 4.1.3, 

is affected by a 

vulnerability that 

allows an attacker to 

pass in malicious 

parameters when 

establishing a 

connection giving an 

opportunity to read 

files on the Airflow 

server. 

https://lists.

apache.org/t

hread/t03gk

tyzyor20rh0

6okd91jtqm

w6k1l7 

A-APA-APAC-

110923/32 
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It is recommended to 

upgrade to a version 

that is not affected. 

CVE ID : CVE-2023-

40272 

Product: apache-airflow-providers-imap 

Affected Version(s): * Up to (excluding) 3.3.0 

Improper 

Certificate 

Validation 

23-Aug-2023 5.9 

Apache Airflow 

SMTP Provider 

before 1.3.0, Apache 

Airflow IMAP 

Provider before 

3.3.0, and Apache 

Airflow before 2.7.0 

are affected by 

the Validation of 

OpenSSL Certificate 

vulnerability. 

The default SSL 

context with SSL 

library did not check 

a server's 

X.509 certificate.  Ins

tead, the code 

accepted any 

certificate, which 

could result in the 

disclosure of mail 

server credentials or 

mail contents when 

the client connects to 

an attacker in a 

MITM position. 

Users are strongly 

advised to upgrade 

to Apache Airflow 

version 2.7.0 or 

newer, Apache 

Airflow IMAP 

Provider version 

3.3.0 or newer, and 

Apache Airflow 

https://githu

b.com/apach

e/airflow/pu

ll/33075, 

https://githu

b.com/apach

e/airflow/pu

ll/33108, 

https://githu

b.com/apach

e/airflow/pu

ll/33070, 

https://lists.

apache.org/t

hread/xzp4

wgjg2b1o6yl

k2595df8bst

lbo1lb 

A-APA-APAC-

110923/33 
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SMTP Provider 

version 1.3.0 or 

newer to mitigate 

the risk associated 

with this 

vulnerability 

CVE ID : CVE-2023-

39441 

Product: apache-airflow-providers-smtp 

Affected Version(s): * Up to (excluding) 1.3.0 

Improper 

Certificate 

Validation 

23-Aug-2023 5.9 

Apache Airflow 

SMTP Provider 

before 1.3.0, Apache 

Airflow IMAP 

Provider before 

3.3.0, and Apache 

Airflow before 2.7.0 

are affected by 

the Validation of 

OpenSSL Certificate 

vulnerability. 

The default SSL 

context with SSL 

library did not check 

a server's 

X.509 certificate.  Ins

tead, the code 

accepted any 

certificate, which 

could result in the 

disclosure of mail 

server credentials or 

mail contents when 

the client connects to 

an attacker in a 

MITM position. 

Users are strongly 

advised to upgrade 

to Apache Airflow 

version 2.7.0 or 

newer, Apache 

Airflow IMAP 

https://githu

b.com/apach

e/airflow/pu

ll/33075, 

https://githu

b.com/apach

e/airflow/pu

ll/33108, 

https://githu

b.com/apach

e/airflow/pu

ll/33070, 

https://lists.

apache.org/t

hread/xzp4

wgjg2b1o6yl

k2595df8bst

lbo1lb 

A-APA-APAC-

110923/34 
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Provider version 

3.3.0 or newer, and 

Apache Airflow 

SMTP Provider 

version 1.3.0 or 

newer to mitigate 

the risk associated 

with this 

vulnerability 

CVE ID : CVE-2023-

39441 

Product: nifi 

Affected Version(s): From (including) 1.21.0 Up to (excluding) 1.23.1 

Incorrect 

Compariso

n 

18-Aug-2023 6.5 

Apache NiFi 1.21.0 

through 1.23.0 

support JDBC and 

JNDI JMS access in 

several Processors 

and Controller 

Services with 

connection URL 

validation that does 

not provide 

sufficient protection 

against crafted 

inputs. An 

authenticated and 

authorized user can 

bypass connection 

URL validation using 

custom input 

formatting. The 

resolution enhances 

connection URL 

validation and 

introduces validation 

for additional related 

properties. 

Upgrading to Apache 

NiFi 1.23.1 is the 

recommended 

mitigation. 

https://nifi.a

pache.org/se

curity.html#

CVE-2023-

40037 

A-APA-NIFI-

110923/35 
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CVE ID : CVE-2023-

40037 

Product: tomcat 

Affected Version(s): 11.0.0 

URL 

Redirectio

n to 

Untrusted 

Site ('Open 

Redirect') 

25-Aug-2023 6.1 

URL Redirection to 

Untrusted Site 

('Open Redirect') 

vulnerability in 

FORM authentication 

feature Apache 

Tomcat.This issue 

affects Apache 

Tomcat: from 11.0.0-

M1 through 11.0.0-

M10, from 10.1.0-M1 

through 10.0.12, 

from 9.0.0-M1 

through 9.0.79 and 

from 8.5.0 through 

8.5.92. 

The vulnerability is 

limited to the ROOT 

(default) web 

application. 

CVE ID : CVE-2023-

41080 

https://lists.

apache.org/t

hread/71wv

wprtx2j2m5

4fovq9zr7gb

m2wow2f 

A-APA-TOMC-

110923/36 

Affected Version(s): From (including) 10.1.0 Up to (including) 10.1.12 

URL 

Redirectio

n to 

Untrusted 

Site ('Open 

Redirect') 

25-Aug-2023 6.1 

URL Redirection to 

Untrusted Site 

('Open Redirect') 

vulnerability in 

FORM authentication 

feature Apache 

Tomcat.This issue 

affects Apache 

Tomcat: from 11.0.0-

M1 through 11.0.0-

M10, from 10.1.0-M1 

through 10.0.12, 

from 9.0.0-M1 

through 9.0.79 and 

https://lists.

apache.org/t

hread/71wv

wprtx2j2m5

4fovq9zr7gb

m2wow2f 

A-APA-TOMC-

110923/37 
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from 8.5.0 through 

8.5.92. 

The vulnerability is 

limited to the ROOT 

(default) web 

application. 

CVE ID : CVE-2023-

41080 

Affected Version(s): From (including) 8.5.0 Up to (including) 8.5.92 

URL 

Redirectio

n to 

Untrusted 

Site ('Open 

Redirect') 

25-Aug-2023 6.1 

URL Redirection to 

Untrusted Site 

('Open Redirect') 

vulnerability in 

FORM authentication 

feature Apache 

Tomcat.This issue 

affects Apache 

Tomcat: from 11.0.0-

M1 through 11.0.0-

M10, from 10.1.0-M1 

through 10.0.12, 

from 9.0.0-M1 

through 9.0.79 and 

from 8.5.0 through 

8.5.92. 

The vulnerability is 

limited to the ROOT 

(default) web 

application. 

CVE ID : CVE-2023-

41080 

https://lists.

apache.org/t

hread/71wv

wprtx2j2m5

4fovq9zr7gb

m2wow2f 

A-APA-TOMC-

110923/38 

Affected Version(s): From (including) 9.0.0 Up to (including) 9.0.79 

URL 

Redirectio

n to 

Untrusted 

Site ('Open 

Redirect') 

25-Aug-2023 6.1 

URL Redirection to 

Untrusted Site 

('Open Redirect') 

vulnerability in 

FORM authentication 

feature Apache 

Tomcat.This issue 

affects Apache 

Tomcat: from 11.0.0-

https://lists.

apache.org/t

hread/71wv

wprtx2j2m5

4fovq9zr7gb

m2wow2f 

A-APA-TOMC-

110923/39 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 24 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

M1 through 11.0.0-

M10, from 10.1.0-M1 

through 10.0.12, 

from 9.0.0-M1 

through 9.0.79 and 

from 8.5.0 through 

8.5.92. 

The vulnerability is 

limited to the ROOT 

(default) web 

application. 

CVE ID : CVE-2023-

41080 

Vendor: Artifex 

Product: ghostscript 

Affected Version(s): * Up to (excluding) 9.51 

Out-of-

bounds 

Write 

23-Aug-2023 5.5 

A flaw was found in 

ghostscript. The fix 

for CVE-2020-16305 

in ghostscript was 

not included in 

RHSA-2021:1852-06 

advisory as it was 

claimed to be. This 

issue only affects the 

ghostscript package 

as shipped with Red 

Hat Enterprise Linux 

8. 

CVE ID : CVE-2023-

4042 

N/A 
A-ART-GHOS-

110923/40 

Vendor: artiss 

Product: plugins_list 

Affected Version(s): * Up to (excluding) 2.5.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

18-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

David Artiss Plugins 

N/A 
A-ART-PLUG-

110923/41 
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Generation 

('Cross-site 

Scripting') 

List plugin <= 2.5 

versions. 

CVE ID : CVE-2023-

31232 

Vendor: Arubanetworks 

Product: edgeconnect_sd-wan_orchestrator 

Affected Version(s): * Up to (excluding) 9.1.8 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 6.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37439 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/42 

Affected Version(s): * Up to (excluding) 9.3.1 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 6.5 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37435 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/43 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 6.5 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/44 
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against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37436 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 6.5 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

in the 

underlying database 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/45 
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potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37437 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 6.5 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37438 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/46 
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Server-

Side 

Request 

Forgery 

(SSRF) 

22-Aug-2023 5.3 

A vulnerability in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow 

an unauthenticated 

remote attacker to 

conduct a server-

side request forgery 

(SSRF) attack. A 

successful exploit 

allows an attacker to 

enumerate 

information about 

the internal 

structure of the 

EdgeConnect SD-

WAN Orchestrator 

host leading to 

potential disclosure 

of sensitive 

information. 

CVE ID : CVE-2023-

37440 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/47 

Affected Version(s): 9.3.0 

N/A 22-Aug-2023 8.1 

A vulnerability in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow 

an unauthenticated 

remote attacker to 

run arbitrary 

commands on the 

underlying host if 

certain 

preconditions 

outside of 

the attacker's control 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/48 
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are met. Successful 

exploitation of 

this vulnerability 

could allow an 

attacker to execute 

arbitrary commands 

on the underlying 

operating system 

leading to complete 

system compromise. 

CVE ID : CVE-2023-

37424 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/49 
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CVE ID : CVE-2023-

37429 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37430 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/50 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/51 
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('SQL 

Injection') 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37431 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/52 
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in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37432 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/53 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 34 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2023-

37433 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

 obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37434 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/54 

Use of 

Hard-

coded 

Credentials 

22-Aug-2023 7.5 

EdgeConnect SD-

WAN Orchestrator 

instances prior to 

the versions resolved 

in this advisory were 

found to have shared 

static SSH host keys 

for all installations. 

This vulnerability 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/55 
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could allow an 

attacker to spoof the 

SSH host signature 

and thereby 

masquerade as a 

legitimate 

Orchestrator 

host. 

CVE ID : CVE-2023-

37426 

N/A 22-Aug-2023 7.2 

A vulnerability in the 

web-based 

management 

interface 

of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated remot

e attacker to run 

arbitrary commands 

on the 

underlying host. 

Successful 

exploitation of this 

vulnerability 

allows an attacker to 

execute arbitrary 

commands as root 

on the underlying 

operating system 

leading to complete 

system compromise. 

CVE ID : CVE-2023-

37427 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/56 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

22-Aug-2023 7.2 

A vulnerability in the 

EdgeConnect SD-

WAN 

Orchestrator web-

based management 

interface allows 

remote 

authenticated users 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/57 
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('Path 

Traversal') 

to run arbitrary 

commands on the 

underlying host. A 

successful exploit 

could allow an 

attacker to 

execute arbitrary 

commands as root 

on the underlying 

operating 

system leading to 

complete system 

compromise. 

CVE ID : CVE-2023-

37428 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow 

an unauthenticated 

remote attacker to 

conduct a 

stored cross-site 

scripting (XSS) 

attack against an 

administrative user 

of the interface. A 

successful exploit 

allows an attacker to 

execute arbitrary 

script code in a 

victim's browser in 

the context of the 

affected interface. 

CVE ID : CVE-2023-

37425 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/58 

Improper 

Neutralizat

ion of 

Input 

22-Aug-2023 6.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

https://ww

w.arubanetw

orks.com/as

sets/alert/A

A-ARU-EDGE-

110923/59 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 37 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

    obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37439 

RUBA-PSA-

2023-012.txt 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 5.4 

Vulnerabilities in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated remot

e attacker to conduct 

a stored cross-site 

scripting (XSS) 

attack against an 

administrative user 

of the interface. A 

successful exploit 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/60 
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allows an attacker to 

execute 

arbitrary script code 

in a victim's browser 

in the context of 

the affected 

interface. 

CVE ID : CVE-2023-

37421 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 5.4 

Vulnerabilities in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated remot

e attacker to conduct 

a stored cross-site 

scripting (XSS) 

attack against an 

administrative user 

of the interface. A 

successful exploit 

allows an attacker to 

execute 

arbitrary script code 

in a victim's browser 

in the context of 

the affected 

interface. 

CVE ID : CVE-2023-

37422 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/61 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 5.4 

Vulnerabilities in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated remot

e attacker to conduct 

a stored cross-site 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/62 
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scripting (XSS) 

attack against an 

administrative user 

of the interface. A 

successful exploit 

allows an attacker to 

execute 

arbitrary script code 

in a victim's browser 

in the context of 

the affected 

interface. 

CVE ID : CVE-2023-

37423 

Affected Version(s): From (including) 9.0.0 Up to (including) 9.0.5 

N/A 22-Aug-2023 8.1 

A vulnerability in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow 

an unauthenticated 

remote attacker to 

run arbitrary 

commands on the 

underlying host if 

certain 

preconditions 

outside of 

the attacker's control 

are met. Successful 

exploitation of 

this vulnerability 

could allow an 

attacker to execute 

arbitrary commands 

on the underlying 

operating system 

leading to complete 

system compromise. 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/63 
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CVE ID : CVE-2023-

37424 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

    obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37429 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/64 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/65 
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('SQL 

Injection') 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

    obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37430 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/66 
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in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37431 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/67 
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CVE ID : CVE-2023-

37432 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37433 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/68 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/69 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 44 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

('SQL 

Injection') 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37434 

Use of 

Hard-

coded 

Credentials 

22-Aug-2023 7.5 

EdgeConnect SD-

WAN Orchestrator 

instances prior to 

the versions resolved 

in this advisory were 

found to have shared 

static SSH host keys 

for all installations. 

This vulnerability 

could allow an 

attacker to spoof the 

SSH host signature 

and thereby 

masquerade as a 

legitimate 

Orchestrator 

host. 

CVE ID : CVE-2023-

37426 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/70 
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N/A 22-Aug-2023 7.2 

A vulnerability in the 

web-based 

management 

interface 

of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated remot

e attacker to run 

arbitrary commands 

on the 

underlying host. 

Successful 

exploitation of this 

vulnerability 

allows an attacker to 

execute arbitrary 

commands as root 

on the underlying 

operating system 

leading to complete 

system compromise. 

CVE ID : CVE-2023-

37427 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/71 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

22-Aug-2023 7.2 

A vulnerability in the 

EdgeConnect SD-

WAN 

Orchestrator web-

based management 

interface allows 

remote 

authenticated users 

to run arbitrary 

commands on the 

underlying host. A 

successful exploit 

could allow an 

attacker to 

execute arbitrary 

commands as root 

on the underlying 

operating 

system leading to 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/72 
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complete system 

compromise. 

CVE ID : CVE-2023-

37428 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow 

an unauthenticated 

remote attacker to 

conduct a 

stored cross-site 

scripting (XSS) 

attack against an 

administrative user 

of the interface. A 

successful exploit 

allows an attacker to 

execute arbitrary 

script code in a 

victim's browser in 

the context of the 

affected interface. 

CVE ID : CVE-2023-

37425 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/73 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 5.4 

Vulnerabilities in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated remot

e attacker to conduct 

a stored cross-site 

scripting (XSS) 

attack against an 

administrative user 

of the interface. A 

successful exploit 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/74 
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allows an attacker to 

execute 

arbitrary script code 

in a victim's browser 

in the context of 

the affected 

interface. 

CVE ID : CVE-2023-

37421 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 5.4 

Vulnerabilities in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated remot

e attacker to conduct 

a stored cross-site 

scripting (XSS) 

attack against an 

administrative user 

of the interface. A 

successful exploit 

allows an attacker to 

execute 

arbitrary script code 

in a victim's browser 

in the context of 

the affected 

interface. 

CVE ID : CVE-2023-

37422 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/75 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 5.4 

Vulnerabilities in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated remot

e attacker to conduct 

a stored cross-site 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/76 
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scripting (XSS) 

attack against an 

administrative user 

of the interface. A 

successful exploit 

allows an attacker to 

execute 

arbitrary script code 

in a victim's browser 

in the context of 

the affected 

interface. 

CVE ID : CVE-2023-

37423 

Affected Version(s): From (including) 9.1.0 Up to (including) 9.1.7 

N/A 22-Aug-2023 8.1 

A vulnerability in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow 

an unauthenticated 

remote attacker to 

run arbitrary 

commands on the 

underlying host if 

certain 

preconditions 

outside of 

the attacker's control 

are met. Successful 

exploitation of 

this vulnerability 

could allow an 

attacker to execute 

arbitrary commands 

on the underlying 

operating system 

leading to complete 

system compromise. 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/77 
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CVE ID : CVE-2023-

37424 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

    obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37429 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/78 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/79 
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('SQL 

Injection') 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37430 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/80 
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in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37431 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/81 
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CVE ID : CVE-2023-

37432 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

 obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37433 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/82 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/83 
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('SQL 

Injection') 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

 obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37434 

Use of 

Hard-

coded 

Credentials 

22-Aug-2023 7.5 

EdgeConnect SD-

WAN Orchestrator 

instances prior to 

the versions resolved 

in this advisory were 

found to have shared 

static SSH host keys 

for all installations. 

This vulnerability 

could allow an 

attacker to spoof the 

SSH host signature 

and thereby 

masquerade as a 

legitimate 

Orchestrator 

host. 

CVE ID : CVE-2023-

37426 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/84 
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N/A 22-Aug-2023 7.2 

A vulnerability in the 

web-based 

management 

interface 

of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated remot

e attacker to run 

arbitrary commands 

on the 

underlying host. 

Successful 

exploitation of this 

vulnerability 

allows an attacker to 

execute arbitrary 

commands as root 

on the underlying 

operating system 

leading to complete 

system compromise. 

CVE ID : CVE-2023-

37427 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/85 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

22-Aug-2023 7.2 

A vulnerability in the 

EdgeConnect SD-

WAN 

Orchestrator web-

based management 

interface allows 

remote 

authenticated users 

to run arbitrary 

commands on the 

underlying host. A 

successful exploit 

could allow an 

attacker to 

execute arbitrary 

commands as root 

on the underlying 

operating 

system leading to 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/86 
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complete system 

compromise. 

CVE ID : CVE-2023-

37428 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow 

an unauthenticated 

remote attacker to 

conduct a 

stored cross-site 

scripting (XSS) 

attack against an 

administrative user 

of the interface. A 

successful exploit 

allows an attacker to 

execute arbitrary 

script code in a 

victim's browser in 

the context of the 

affected interface. 

CVE ID : CVE-2023-

37425 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/87 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 5.4 

Vulnerabilities in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated remot

e attacker to conduct 

a stored cross-site 

scripting (XSS) 

attack against an 

administrative user 

of the interface. A 

successful exploit 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/88 
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allows an attacker to 

execute 

arbitrary script code 

in a victim's browser 

in the context of 

the affected 

interface. 

CVE ID : CVE-2023-

37421 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 5.4 

Vulnerabilities in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated remot

e attacker to conduct 

a stored cross-site 

scripting (XSS) 

attack against an 

administrative user 

of the interface. A 

successful exploit 

allows an attacker to 

execute 

arbitrary script code 

in a victim's browser 

in the context of 

the affected 

interface. 

CVE ID : CVE-2023-

37422 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/89 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 5.4 

Vulnerabilities in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated remot

e attacker to conduct 

a stored cross-site 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/90 
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scripting (XSS) 

attack against an 

administrative user 

of the interface. A 

successful exploit 

allows an attacker to 

execute 

arbitrary script code 

in a victim's browser 

in the context of 

the affected 

interface. 

CVE ID : CVE-2023-

37423 

Affected Version(s): From (including) 9.2.0 Up to (excluding) 9.2.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 6.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

    obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/91 
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WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37439 

Affected Version(s): From (including) 9.2.0 Up to (including) 9.2.5 

N/A 22-Aug-2023 8.1 

A vulnerability in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow 

an unauthenticated 

remote attacker to 

run arbitrary 

commands on the 

underlying host if 

certain 

preconditions 

outside of 

the attacker's control 

are met. Successful 

exploitation of 

this vulnerability 

could allow an 

attacker to execute 

arbitrary commands 

on the underlying 

operating system 

leading to complete 

system compromise. 

CVE ID : CVE-2023-

37424 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/92 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/93 
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('SQL 

Injection') 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

 obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37429 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

obtain and modify 

sensitive information 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/94 
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in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37430 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

    obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/95 
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CVE ID : CVE-2023-

37431 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

    obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37432 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/96 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/97 
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('SQL 

Injection') 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

    obtain and modify 

sensitive information 

in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37433 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

22-Aug-2023 8.1 

Multiple 

vulnerabilities in the 

web-based 

management interfac

e of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated 

remote attacker to 

conduct SQL 

injection attacks 

against the 

EdgeConnect SD-

WAN 

Orchestrator instanc

e. An attacker could 

exploit these 

vulnerabilities to 

    obtain and modify 

sensitive information 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/98 
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in the 

underlying database 

potentially leading to 

the exposure and 

corruption of 

sensitive data 

controlled by the 

EdgeConnect SD-

WAN Orchestrator 

host. 

CVE ID : CVE-2023-

37434 

Use of 

Hard-

coded 

Credentials 

22-Aug-2023 7.5 

EdgeConnect SD-

WAN Orchestrator 

instances prior to 

the versions resolved 

in this advisory were 

found to have shared 

static SSH host keys 

for all installations. 

This vulnerability 

could allow an 

attacker to spoof the 

SSH host signature 

and thereby 

masquerade as a 

legitimate 

Orchestrator 

host. 

CVE ID : CVE-2023-

37426 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/99 

N/A 22-Aug-2023 7.2 

A vulnerability in the 

web-based 

management 

interface 

of EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated remot

e attacker to run 

arbitrary commands 

on the 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/100 
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underlying host. 

Successful 

exploitation of this 

vulnerability 

allows an attacker to 

execute arbitrary 

commands as root 

on the underlying 

operating system 

leading to complete 

system compromise. 

CVE ID : CVE-2023-

37427 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

22-Aug-2023 7.2 

A vulnerability in the 

EdgeConnect SD-

WAN 

Orchestrator web-

based management 

interface allows 

remote 

authenticated users 

to run arbitrary 

commands on the 

underlying host. A 

successful exploit 

could allow an 

attacker to 

execute arbitrary 

commands as root 

on the underlying 

operating 

system leading to 

complete system 

compromise. 

CVE ID : CVE-2023-

37428 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/101 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

22-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/102 
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('Cross-site 

Scripting') 

an unauthenticated 

remote attacker to 

conduct a 

stored cross-site 

scripting (XSS) 

attack against an 

administrative user 

of the interface. A 

successful exploit 

allows an attacker to 

execute arbitrary 

script code in a 

victim's browser in 

the context of the 

affected interface. 

CVE ID : CVE-2023-

37425 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 5.4 

Vulnerabilities in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated remot

e attacker to conduct 

a stored cross-site 

scripting (XSS) 

attack against an 

administrative user 

of the interface. A 

successful exploit 

allows an attacker to 

execute 

arbitrary script code 

in a victim's browser 

in the context of 

the affected 

interface. 

CVE ID : CVE-2023-

37421 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/103 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 5.4 

Vulnerabilities in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated remot

e attacker to conduct 

a stored cross-site 

scripting (XSS) 

attack against an 

administrative user 

of the interface. A 

successful exploit 

allows an attacker to 

execute 

arbitrary script code 

in a victim's browser 

in the context of 

the affected 

interface. 

CVE ID : CVE-2023-

37422 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/104 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 5.4 

Vulnerabilities in the 

web-based 

management 

interface of 

EdgeConnect SD-

WAN Orchestrator 

could allow an 

authenticated remot

e attacker to conduct 

a stored cross-site 

scripting (XSS) 

attack against an 

administrative user 

of the interface. A 

successful exploit 

allows an attacker to 

execute 

arbitrary script code 

in a victim's browser 

https://ww

w.arubanetw

orks.com/as

sets/alert/A

RUBA-PSA-

2023-012.txt 

A-ARU-EDGE-

110923/105 
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in the context of 

the affected 

interface. 

CVE ID : CVE-2023-

37423 

Vendor: asandia 

Product: url_params 

Affected Version(s): * Up to (excluding) 2.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 5.4 

The URL Params 

WordPress plugin 

before 2.5 does not 

validate and escape 

some of its shortcode 

attributes before 

outputting them 

back in a page/post 

where the shortcode 

is embed, which 

could allow users 

with the contributor 

role and above to 

perform Stored 

Cross-Site Scripting 

attacks. 

CVE ID : CVE-2023-

0274 

N/A 
A-ASA-URL_-

110923/106 

Vendor: assaabloy 

Product: control_id_gerencia_web 

Affected Version(s): 1.30 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

17-Aug-2023 5.3 

A vulnerability was 

found in Control iD 

Gerencia Web 1.30 

and classified as 

problematic. 

Affected by this issue 

is some unknown 

functionality of the 

component Cookie 

Handler. The 

manipulation leads 

to cleartext storage 

N/A 
A-ASS-CONT-

110923/107 
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of sensitive 

information. The 

attack may be 

launched remotely. 

The complexity of an 

attack is rather high. 

The exploitation is 

known to be difficult. 

The exploit has been 

disclosed to the 

public and may be 

used. The identifier 

of this vulnerability 

is VDB-237380. 

NOTE: The vendor 

was contacted early 

about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4392 

Vendor: atlos 

Product: atlos 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Formula 

Elements 

in a CSV 

File 

17-Aug-2023 8 

An issue in Atlos 

v.1.0 allows an 

authenticated 

attacker to execute 

arbitrary code via a 

crafted payload into 

the description field 

in the incident 

function. 

CVE ID : CVE-2023-

38843 

N/A 
A-ATL-ATLO-

110923/108 

Vendor: axiosys 

Product: bento4 

Affected Version(s): 1.6.0-639 

N/A 22-Aug-2023 5.5 
Bento4 v1.6.0-639 

was discovered to 

contain a 

N/A 
A-AXI-BENT-

110923/109 
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segmentation 

violation via the 

AP4_Processor::Proc

essFragments 

function in 

mp4encrypt. 

CVE ID : CVE-2023-

38666 

Vendor: ays-pro 

Product: easy_form 

Affected Version(s): * Up to (including) 1.2.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in Easy 

Form team Easy 

Form by AYS plugin 

<= 1.2.0 versions. 

CVE ID : CVE-2023-

32498 

N/A 
A-AYS-EASY-

110923/110 

Product: photo_gallery 

Affected Version(s): * Up to (excluding) 5.1.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Photo Gallery Team 

Photo Gallery by Ays 

– Responsive Image 

Gallery plugin 

<= 5.1.3 versions. 

CVE ID : CVE-2023-

32107 

N/A 
A-AYS-PHOT-

110923/111 

Vendor: badgeos 

Product: badgeos 

Affected Version(s): * Up to (including) 3.7.1.6 

Improper 

Neutralizat

ion of 

Input 

31-Aug-2023 5.4 

The BadgeOS plugin 

for WordPress is 

vulnerable to Stored 

Cross-Site Scripting 

https://plugi

ns.trac.word

press.org/br

owser/badg

A-BAD-BADG-

110923/112 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

via the plugin's 

shortcode(s) in 

versions up to, and 

including, 3.7.1.6 due 

to insufficient input 

sanitization and 

output escaping on 

user supplied 

attributes. This 

makes it possible for 

authenticated 

attackers with 

contributor-level and 

above permissions to 

inject arbitrary web 

scripts in pages that 

will execute 

whenever a user 

accesses an injected 

page. 

CVE ID : CVE-2023-

2171 

eos/trunk/in

cludes/short

codes/badge

os_achievem

ent.php#L12

5 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

31-Aug-2023 4.3 

The BadgeOS plugin 

for WordPress is 

vulnerable to 

Insecure Direct 

Object Reference in 

versions up to, and 

including, 3.7.1.6. 

This is due to 

improper validation 

and authorization 

checks within the 

badgeos_update_step

s_ajax_handler, 

badgeos_update_awa

rd_steps_ajax_handle

r, 

badgeos_update_ded

uct_steps_ajax_handl

er, and 

badgeos_update_ran

ks_req_steps_ajax_ha

https://plugi

ns.trac.word

press.org/br

owser/badg

eos/trunk/in

cludes/point

s/award-

steps-

ui.php#L397

, 

https://plugi

ns.trac.word

press.org/br

owser/badg

eos/trunk/in

cludes/point

s/deduct-

steps-

ui.php#L454 

A-BAD-BADG-

110923/113 
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ndler functions. This 

makes it possible for 

authenticated 

attackers, with 

subscriber-level 

permissions and 

above, to overwrite 

arbitrary post titles. 

CVE ID : CVE-2023-

2172 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

31-Aug-2023 4.3 

The BadgeOS plugin 

for WordPress is 

vulnerable to 

Insecure Direct 

Object Reference in 

versions up to, and 

including, 3.7.1.6. 

This is due to 

improper validation 

and authorization 

checks within the 

badgeos_delete_step_

ajax_handler, 

badgeos_delete_awar

d_step_ajax_handler, 

badgeos_delete_dedu

ct_step_ajax_handler, 

and 

badgeos_delete_rank

_req_step_ajax_handl

er functions. This 

makes it possible for 

authenticated 

attackers, with 

subscriber-level 

permissions and 

above, to delete 

arbitrary posts. 

CVE ID : CVE-2023-

2173 

https://plugi

ns.trac.word

press.org/br

owser/badg

eos/trunk/in

cludes/steps

-

ui.php#L371

, 

https://plugi

ns.trac.word

press.org/br

owser/badg

eos/trunk/in

cludes/point

s/deduct-

steps-

ui.php#L441 

A-BAD-BADG-

110923/114 
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Missing 

Authorizati

on 

31-Aug-2023 4.3 

The BadgeOS plugin 

for WordPress is 

vulnerable to 

unauthorized 

modification of data 

due to a missing 

capability check on 

the 

delete_badgeos_log_e

ntries function in 

versions up to, and 

including, 3.7.1.6. 

This makes it 

possible for 

authenticated 

attackers, with 

subscriber-level 

permissions and 

above, to delete the 

plugin's log entries. 

CVE ID : CVE-2023-

2174 

https://plugi

ns.trac.word

press.org/br

owser/badg

eos/trunk/in

cludes/ajax-

functions.ph

p#L999 

A-BAD-BADG-

110923/115 

Vendor: balasahebbhise 

Product: advanced_youtube_channel_pagination 

Affected Version(s): * Up to (including) 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Balasaheb Bhise 

Advanced Youtube 

Channel Pagination 

plugin <= 1.0 

version. 

CVE ID : CVE-2023-

28693 

N/A 
A-BAL-ADVA-

110923/116 

Vendor: bbsetheme 

Product: bbs_e-popup 

Affected Version(s): * Up to (including) 2.4.5 

Improper 

Neutralizat

ion of 

30-Aug-2023 6.1 
Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

N/A 
A-BBS-BBS_-

110923/117 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

BBS e-Theme BBS e-

Popup plugin 

<= 2.4.5 versions. 

CVE ID : CVE-2023-

34174 

Vendor: berkaygediz 

Product: o_blog 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

21-Aug-2023 7.8 

SQL injection 

vulnerability in 

berkaygediz O_Blog 

v.1.0 allows a local 

attacker to escalate 

privileges via the 

secure_file_priv 

component. 

CVE ID : CVE-2023-

38899 

https://githu

b.com/berka

ygediz/O_Bl

og/issues/2 

A-BER-O_BL-

110923/118 

Vendor: bhavikpatel 

Product: woocommerce-order-address-print 

Affected Version(s): * Up to (including) 3.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Bhavik Patel 

Woocommerce 

Order address Print 

plugin <= 3.2 

versions. 

CVE ID : CVE-2023-

34184 

N/A 
A-BHA-WOOC-

110923/119 

Vendor: bishopfox 

Product: silver 

Affected Version(s): From (including) 1.5.0 Up to (excluding) 1.5.40 

Use of a 

Broken or 

Risky 

Cryptograp

28-Aug-2023 8.1 

Sliver from v1.5.x to 

v1.5.39 has an 

improper 

cryptographic 

N/A 
A-BIS-SILV-

110923/120 
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hic 

Algorithm 

implementation, 

which allows 

attackers to execute 

a man-in-the-middle 

attack via 

intercepted and 

crafted responses. 

CVE ID : CVE-2023-

34758 

Vendor: bitapps 

Product: bit_assist 

Affected Version(s): * Up to (excluding) 1.1.9 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

21-Aug-2023 4.8 

The Bit Assist 

WordPress plugin 

before 1.1.9 does not 

sanitise and escape 

some of its settings, 

which could allow 

high privilege users 

such as admin to 

perform Stored 

Cross-Site Scripting 

attacks even when 

the unfiltered_html 

capability is 

disallowed (for 

example in multisite 

setup) 

CVE ID : CVE-2023-

3667 

N/A 
A-BIT-BIT_-

110923/121 

Vendor: bladex 

Product: springblade 

Affected Version(s): 3.6.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

29-Aug-2023 9.8 

In SpringBlade 

V3.6.0 when 

executing SQL query, 

the parameters 

submitted by the 

user are not 

wrapped in 

quotation marks, 

N/A 
A-BLA-SPRI-

110923/122 
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('SQL 

Injection') 

which leads to SQL 

injection. 

CVE ID : CVE-2023-

40787 

Vendor: boidcms 

Product: boidcms 

Affected Version(s): 2.0.0 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

21-Aug-2023 8.8 

File Upload 

vulnerability in 

BoidCMS v.2.0.0 

allows a remote 

attacker to execute 

arbitrary code via 

the GIF header 

component. 

CVE ID : CVE-2023-

38836 

https://githu

b.com/BoidC

MS/BoidCMS

/issues/27 

A-BOI-BOID-

110923/123 

Vendor: bookingultrapro 

Product: appointments_booking_calendar 

Affected Version(s): * Up to (including) 1.1.8 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Booking Ultra Pro 

Booking Ultra Pro 

Appointments 

Booking Calendar 

Plugin <= 1.1.8 

versions. 

CVE ID : CVE-2023-

32236 

N/A 
A-BOO-APPO-

110923/124 

Product: booking_ultra_pro_appointments_booking_calendar 

Affected Version(s): * Up to (including) 1.1.8 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

24-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Booking Ultra Pro 

Booking Ultra Pro 

Appointments 

N/A 
A-BOO-BOOK-

110923/125 
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Generation 

('Cross-site 

Scripting') 

Booking Calendar 

Plugin plugin 

<= 1.1.8 versions. 

CVE ID : CVE-2023-

32511 

Vendor: bookstackapp 

Product: bookstack 

Affected Version(s): * Up to (excluding) 23.08 

Server-

Side 

Request 

Forgery 

(SSRF) 

30-Aug-2023 2.4 

Server-Side Request 

Forgery (SSRF) in 

GitHub repository 

bookstackapp/books

tack prior to v23.08. 

CVE ID : CVE-2023-

4624 

https://githu

b.com/books

tackapp/boo

kstack/com

mit/c324ad9

28dbdd54ce

5b09eb0dab

e60ef9de1ea

38 

A-BOO-BOOK-

110923/126 

Vendor: butterfly-button 

Product: butterfly_button 

Affected Version(s): * Up to (including) 2023-08-21 

N/A 21-Aug-2023 7.5 

Exposure of 

Sensitive 

Information to an 

Unauthorized Actor 

vulnerability in 

BUTTERFLY 

BUTTON PROJECT - 

BUTTERFLY 

BUTTON 

(Architecture flaw) 

allows loss of 

plausible deniability 

and confidentiality. 

This issue affects 

BUTTERFLY 

BUTTON: As of 2023-

08-21. 

 

CVE ID : CVE-2023-

40735 

N/A 
A-BUT-BUTT-

110923/127 
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Vendor: byzoro 

Product: smart_s85f 

Affected Version(s): * Up to (including) 2023-08-07 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

18-Aug-2023 9.8 

A vulnerability was 

found in Beijing 

Baichuo Smart S85F 

Management 

Platform up to 

20230807. It has 

been declared as 

critical. Affected by 

this vulnerability is 

an unknown 

functionality of the 

file 

/log/decodmail.php. 

The manipulation of 

the argument file 

leads to command 

injection. The attack 

can be launched 

remotely. The exploit 

has been disclosed to 

the public and may 

be used. The 

identifier VDB-

237517 was 

assigned to this 

vulnerability. NOTE: 

The vendor was 

contacted early 

about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4414 

N/A 
A-BYZ-SMAR-

110923/128 

Product: smart_s85f_management_platform 

Affected Version(s): * Up to (including) 2023-08-09 

Direct 

Request 
26-Aug-2023 4.3 

A vulnerability was 

found in Beijing 

Baichuo Smart S85F 

Management 

N/A 
A-BYZ-SMAR-

110923/129 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 78 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

('Forced 

Browsing') 

Platform up to 

20230809. It has 

been rated as 

problematic. This 

issue affects some 

unknown processing 

of the file 

/config/php.ini. The 

manipulation leads 

to direct request. The 

attack may be 

initiated remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. The identifier 

VDB-238049 was 

assigned to this 

vulnerability. NOTE: 

The vendor was 

contacted early 

about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4544 

Affected Version(s): * Up to (including) 2023-08-16 

N/A 26-Aug-2023 6.5 

A vulnerability was 

found in Beijing 

Baichuo Smart S85F 

Management 

Platform up to 

20230816. It has 

been declared as 

problematic. 

Affected by this 

vulnerability is an 

unknown 

functionality of the 

file 

/sysmanage/licence.

php. The 

manipulation leads 

N/A 
A-BYZ-SMAR-

110923/130 
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to improper access 

controls. The exploit 

has been disclosed to 

the public and may 

be used. The 

identifier VDB-

238057 was 

assigned to this 

vulnerability. 

CVE ID : CVE-2023-

4546 

Vendor: cagewebdev 

Product: order_your_posts_manually 

Affected Version(s): * Up to (including) 2.2.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Rolf van Gelder 

Order Your Posts 

Manually plugin 

<= 2.2.5 versions. 

CVE ID : CVE-2023-

32509 

N/A 
A-CAG-ORDE-

110923/131 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

24-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Rolf van Gelder 

Order Your Posts 

Manually plugin 

<= 2.2.5 versions. 

CVE ID : CVE-2023-

32510 

N/A 
A-CAG-ORDE-

110923/132 

Vendor: campcodes 

Product: complete_online_matrimonial_website_system_script 

Affected Version(s): 3.3 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

16-Aug-2023 9.8 

install/aiz-

uploader/upload in 

Campcodes Online 

Matrimonial Website 

System Script 3.3 

N/A 
A-CAM-COMP-

110923/133 
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allows XSS via a 

crafted SVG 

document. 

CVE ID : CVE-2023-

39115 

Vendor: card_holder_management_system_project 

Product: card_holder_management_system 

Affected Version(s): 1.0 

Improper 

Validation 

of 

Specified 

Quantity in 

Input 

20-Aug-2023 5.3 

A vulnerability was 

found in 

SourceCodester Card 

Holder Management 

System 1.0 and 

classified as 

problematic. 

Affected by this issue 

is some unknown 

functionality of the 

component Minus 

Value Handler. The 

manipulation leads 

to improper 

validation of 

specified quantity in 

input. The attack 

may be launched 

remotely. The 

identifier of this 

vulnerability is VDB-

237560. 

CVE ID : CVE-2023-

4439 

N/A 
A-CAR-CARD-

110923/134 

Vendor: casier 

Product: bbpress_toolkit 

Affected Version(s): * Up to (including) 1.0.12 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Pascal Casier 

bbPress Toolkit 

N/A 
A-CAS-BBPR-

110923/135 
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Generation 

('Cross-site 

Scripting') 

plugin <= 1.0.12 

versions. 

CVE ID : CVE-2023-

34032 

Vendor: cerebrate-project 

Product: cerebrate 

Affected Version(s): 1.14 

N/A 29-Aug-2023 4.3 

In Cerebrate 1.14, a 

vulnerability in 

UserSettingsControll

er allows 

authenticated users 

to change user 

settings of other 

users. 

CVE ID : CVE-2023-

41363 

https://githu

b.com/cereb

rate-

project/cere

brate/comm

it/8e616180

ba0d6a1fcb8

326dbe3930

7960ee1946

c 

A-CER-CERE-

110923/136 

Vendor: Chamilo 

Product: chamilo 

Affected Version(s): From (including) 1.11 Up to (including) 1.11.20 

Cross-Site 

Request 

Forgery 

(CSRF) 

21-Aug-2023 3.5 

Cross Site Request 

Forgery (CSRF) 

vulnerability in 

Chamilo v.1.11 thru 

v.1.11.20 allows a 

remote 

authenticated 

privileged attacker 

to execute arbitrary 

code. 

CVE ID : CVE-2023-

39061 

https://supp

ort.chamilo.o

rg/projects/

chamilo-

18/wiki/Sec

urity_issues

#Issue-123-

2023-07-08-

Moderate-

impact-

Moderate-

risk-CSRF-

through-

admin-

account-

forum-posts 

A-CHA-CHAM-

110923/137 

Vendor: chilexpress 

Product: chilexpress-oficial 

Affected Version(s): * Up to (including) 1.2.9 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Chilexpress 

Chilexpress woo 

oficial plugin <= 1.2.9 

versions. 

CVE ID : CVE-2023-

34176 

N/A 
A-CHI-CHIL-

110923/138 

Vendor: churchadminplugin 

Product: church_admin 

Affected Version(s): * Up to (including) 3.7.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Andy Moyle Church 

Admin plugin 

<= 3.7.5 versions. 

CVE ID : CVE-2023-

30782 

N/A 
A-CHU-CHUR-

110923/139 

Vendor: Ciphercoin 

Product: easy_hide_login 

Affected Version(s): * Up to (including) 1.0.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Arshid Easy Hide 

Login plugin <= 1.0.7 

versions. 

CVE ID : CVE-2023-

32505 

N/A 
A-CIP-EASY-

110923/140 

Vendor: Cisco 

Product: application_policy_infrastructure_controller 

Affected Version(s): From (including) 5.2 Up to (excluding) 5.2\\(8d\\) 

Incorrect 

Permission 

Assignmen

23-Aug-2023 5.4 
A vulnerability in the 

restricted security 

domain 

https://sec.c

loudapps.cis

co.com/secu

A-CIS-APPL-

110923/141 
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t for 

Critical 

Resource 

implementation of 

Cisco Application 

Policy Infrastructure 

Controller (APIC) 

could allow an 

authenticated, 

remote attacker to 

read, modify, or 

delete non-tenant 

policies (for 

example, access 

policies) created by 

users associated 

with a different 

security domain on 

an affected system. 

 

 This vulnerability is 

due to improper 

access control when 

restricted security 

domains are used to 

implement multi-

tenancy for policies 

outside the tenant 

boundaries. An 

attacker with a valid 

user account 

associated with a 

restricted security 

domain could exploit 

this vulnerability. A 

successful exploit 

could allow the 

attacker to read, 

modify, or delete 

policies created by 

users associated 

with a different 

security domain. 

Exploitation is not 

possible for policies 

under tenants that 

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-apic-

uapa-

F4TAShk 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 84 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

an attacker has no 

authorization to 

access. 

CVE ID : CVE-2023-

20230 

Affected Version(s): From (including) 6.0 Up to (excluding) 6.0\\(3d\\) 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

23-Aug-2023 5.4 

A vulnerability in the 

restricted security 

domain 

implementation of 

Cisco Application 

Policy Infrastructure 

Controller (APIC) 

could allow an 

authenticated, 

remote attacker to 

read, modify, or 

delete non-tenant 

policies (for 

example, access 

policies) created by 

users associated 

with a different 

security domain on 

an affected system. 

 

 This vulnerability is 

due to improper 

access control when 

restricted security 

domains are used to 

implement multi-

tenancy for policies 

outside the tenant 

boundaries. An 

attacker with a valid 

user account 

associated with a 

restricted security 

domain could exploit 

this vulnerability. A 

successful exploit 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-apic-

uapa-

F4TAShk 

A-CIS-APPL-

110923/142 
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could allow the 

attacker to read, 

modify, or delete 

policies created by 

users associated 

with a different 

security domain. 

Exploitation is not 

possible for policies 

under tenants that 

an attacker has no 

authorization to 

access. 

CVE ID : CVE-2023-

20230 

Product: duo_device_health_application 

Affected Version(s): From (including) 5.0.0 Up to (excluding) 5.2.0 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

16-Aug-2023 7.1 

A vulnerability in the 

CryptoService 

function of Cisco Duo 

Device Health 

Application for 

Windows could 

allow an 

authenticated, local 

attacker with low 

privileges to conduct 

directory traversal 

attacks and 

overwrite arbitrary 

files on an affected 

system. 

 

 This vulnerability is 

due to insufficient 

input validation. An 

attacker could 

exploit this 

vulnerability by 

executing a directory 

traversal attack on 

an affected host. A 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-duo-dha-

filewrite-

xPMBMZAK 

A-CIS-DUO_-

110923/143 
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successful exploit 

could allow an 

attacker to use a 

cryptographic key to 

overwrite arbitrary 

files with SYSTEM-

level privileges, 

resulting in a denial 

of service (DoS) 

condition or data 

loss on the affected 

system. 

CVE ID : CVE-2023-

20229 

Product: evolved_programmable_network_manager 

Affected Version(s): * Up to (excluding) 7.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 5.4 

Multiple 

vulnerabilities in the 

web-based 

management 

interface of Cisco 

Prime Infrastructure 

and Cisco Evolved 

Programmable 

Network Manager 

(EPNM) could allow 

an authenticated, 

remote attacker to 

conduct a stored 

cross-site scripting 

(XSS) attack against 

a user of the 

interface on an 

affected device. 

 

 These 

vulnerabilities are 

due to insufficient 

validation of user-

supplied input. An 

attacker could 

exploit these 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-pi-epnm-

BFjSRJP5 

A-CIS-EVOL-

110923/144 
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vulnerabilities by 

persuading a user of 

an affected interface 

to view a page 

containing malicious 

HTML or script 

content. A successful 

exploit could allow 

the attacker to 

execute arbitrary 

script code in the 

context of the 

affected interface or 

access sensitive, 

browser-based 

information. To 

exploit these 

vulnerabilities, the 

attacker must have 

valid credentials to 

access the web-

based management 

interface of the 

affected device. 

CVE ID : CVE-2023-

20201 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 5.4 

Multiple 

vulnerabilities in the 

web-based 

management 

interface of Cisco 

Prime Infrastructure 

and Cisco Evolved 

Programmable 

Network Manager 

(EPNM) could allow 

an authenticated, 

remote attacker to 

conduct a stored 

cross-site scripting 

(XSS) attack against 

a user of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-pi-epnm-

BFjSRJP5 

A-CIS-EVOL-

110923/145 
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interface on an 

affected device. 

 

 These 

vulnerabilities are 

due to insufficient 

validation of user-

supplied input. An 

attacker could 

exploit these 

vulnerabilities by 

persuading a user of 

an affected interface 

to view a page 

containing malicious 

HTML or script 

content. A successful 

exploit could allow 

the attacker to 

execute arbitrary 

script code in the 

context of the 

affected interface or 

access sensitive, 

browser-based 

information. To 

exploit these 

vulnerabilities, the 

attacker must have 

valid credentials to 

access the web-

based management 

interface of the 

affected device. 

CVE ID : CVE-2023-

20203 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

16-Aug-2023 5.4 

Multiple 

vulnerabilities in the 

web-based 

management 

interface of Cisco 

Prime Infrastructure 

and Cisco Evolved 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

A-CIS-EVOL-

110923/146 
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('Cross-site 

Scripting') 

Programmable 

Network Manager 

(EPNM) could allow 

an authenticated, 

remote attacker to 

conduct a stored 

cross-site scripting 

(XSS) attack against 

a user of the 

interface on an 

affected device. 

 

 These 

vulnerabilities are 

due to insufficient 

validation of user-

supplied input. An 

attacker could 

exploit these 

vulnerabilities by 

persuading a user of 

an affected interface 

to view a page 

containing malicious 

HTML or script 

content. A successful 

exploit could allow 

the attacker to 

execute arbitrary 

script code in the 

context of the 

affected interface or 

access sensitive, 

browser-based 

information. To 

exploit these 

vulnerabilities, the 

attacker must have 

valid credentials to 

access the web-

based management 

interface of the 

affected device. 

sa-pi-epnm-

BFjSRJP5 
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CVE ID : CVE-2023-

20205 

Affected Version(s): * Up to (including) 7.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Prime Infrastructure 

and Cisco Evolved 

Programmable 

Network Manager 

(EPNM) could allow 

an unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface on an 

affected device. 

 The vulnerability is 

due to insufficient 

validation of user-

supplied input by the 

web-based 

management 

interface of an 

affected system. An 

attacker could 

exploit this 

vulnerability by 

injecting malicious 

code into specific 

pages of the 

interface. A 

successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the context of the 

affected interface or 

access sensitive, 

browser-based 

information. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-pi-epnm-

storedxss-

tTjO62r 

A-CIS-EVOL-

110923/147 
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CVE ID : CVE-2023-

20222 

Product: identity_services_engine 

Affected Version(s): * Up to (including) 2.6.0 

N/A 16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Identity Services 

Engine (ISE) could 

allow an 

authenticated, 

remote attacker to 

access sensitive 

information. 

 

 This vulnerability is 

due to the improper 

storage of sensitive 

information within 

the web-based 

management 

interface. An 

attacker could 

exploit this 

vulnerability by 

logging in to the 

web-based 

management 

interface and 

viewing hidden fields 

within the 

application. A 

successful exploit 

could allow the 

attacker to access 

sensitive 

information, 

including device 

entry credentials, 

that could aid the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ise-

credentials-

tkTO3h3 

A-CIS-IDEN-

110923/148 
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attacker in further 

attacks. 

CVE ID : CVE-2023-

20111 

Affected Version(s): 2.7.0 

N/A 16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Identity Services 

Engine (ISE) could 

allow an 

authenticated, 

remote attacker to 

access sensitive 

information. 

 

 This vulnerability is 

due to the improper 

storage of sensitive 

information within 

the web-based 

management 

interface. An 

attacker could 

exploit this 

vulnerability by 

logging in to the 

web-based 

management 

interface and 

viewing hidden fields 

within the 

application. A 

successful exploit 

could allow the 

attacker to access 

sensitive 

information, 

including device 

entry credentials, 

that could aid the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ise-

credentials-

tkTO3h3 

A-CIS-IDEN-

110923/149 
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attacker in further 

attacks. 

CVE ID : CVE-2023-

20111 

Affected Version(s): 3.0.0 

N/A 16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Identity Services 

Engine (ISE) could 

allow an 

authenticated, 

remote attacker to 

access sensitive 

information. 

 

 This vulnerability is 

due to the improper 

storage of sensitive 

information within 

the web-based 

management 

interface. An 

attacker could 

exploit this 

vulnerability by 

logging in to the 

web-based 

management 

interface and 

viewing hidden fields 

within the 

application. A 

successful exploit 

could allow the 

attacker to access 

sensitive 

information, 

including device 

entry credentials, 

that could aid the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ise-

credentials-

tkTO3h3 

A-CIS-IDEN-

110923/150 
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attacker in further 

attacks. 

CVE ID : CVE-2023-

20111 

Affected Version(s): 3.1 

N/A 16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Identity Services 

Engine (ISE) could 

allow an 

authenticated, 

remote attacker to 

access sensitive 

information. 

 

 This vulnerability is 

due to the improper 

storage of sensitive 

information within 

the web-based 

management 

interface. An 

attacker could 

exploit this 

vulnerability by 

logging in to the 

web-based 

management 

interface and 

viewing hidden fields 

within the 

application. A 

successful exploit 

could allow the 

attacker to access 

sensitive 

information, 

including device 

entry credentials, 

that could aid the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ise-

credentials-

tkTO3h3 

A-CIS-IDEN-

110923/151 
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attacker in further 

attacks. 

CVE ID : CVE-2023-

20111 

Product: intersight_assist 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

16-Aug-2023 4.3 

A vulnerability in 

Cisco Intersight 

Virtual Appliance 

could allow an 

unauthenticated, 

adjacent attacker to 

access internal HTTP 

services that are 

otherwise 

inaccessible. 

 

 This vulnerability is 

due to insufficient 

restrictions on 

internally accessible 

http proxies. An 

attacker could 

exploit this 

vulnerability by 

submitting a crafted 

CLI command. A 

successful exploit 

could allow the 

attacker access to 

internal subnets 

beyond the sphere of 

their intended access 

level. 

CVE ID : CVE-2023-

20237 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-

intersight-

forward-

C45ncgqb 

A-CIS-INTE-

110923/152 

Product: intersight_connected_virtual_appliance 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

16-Aug-2023 4.3 
A vulnerability in 

Cisco Intersight 

Virtual Appliance 

https://sec.c

loudapps.cis

co.com/secu

A-CIS-INTE-

110923/153 
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Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

could allow an 

unauthenticated, 

adjacent attacker to 

access internal HTTP 

services that are 

otherwise 

inaccessible. 

 

 This vulnerability is 

due to insufficient 

restrictions on 

internally accessible 

http proxies. An 

attacker could 

exploit this 

vulnerability by 

submitting a crafted 

CLI command. A 

successful exploit 

could allow the 

attacker access to 

internal subnets 

beyond the sphere of 

their intended access 

level. 

CVE ID : CVE-2023-

20237 

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-

intersight-

forward-

C45ncgqb 

Product: intersight_private_virtual_appliance 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

16-Aug-2023 4.3 

A vulnerability in 

Cisco Intersight 

Virtual Appliance 

could allow an 

unauthenticated, 

adjacent attacker to 

access internal HTTP 

services that are 

otherwise 

inaccessible. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-

intersight-

forward-

C45ncgqb 

A-CIS-INTE-

110923/154 
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 This vulnerability is 

due to insufficient 

restrictions on 

internally accessible 

http proxies. An 

attacker could 

exploit this 

vulnerability by 

submitting a crafted 

CLI command. A 

successful exploit 

could allow the 

attacker access to 

internal subnets 

beyond the sphere of 

their intended access 

level. 

CVE ID : CVE-2023-

20237 

Affected Version(s): 1.0.9 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

16-Aug-2023 9.1 

Multiple 

vulnerabilities in 

Cisco Intersight 

Private Virtual 

Appliance could 

allow an 

authenticated, 

remote attacker to 

execute arbitrary 

commands using 

root-level privileges. 

The attacker would 

need to have 

Administrator 

privileges on the 

affected device to 

exploit these 

vulnerabilities. 

 

 These 

vulnerabilities are 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ivpa-

cmdinj-

C5XRbbOy 

A-CIS-INTE-

110923/155 
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input validation 

when extracting 

uploaded software 

packages. An 

attacker could 

exploit these 

vulnerabilities by 

authenticating to an 

affected device and 

uploading a crafted 

software package. A 

successful exploit 

could allow the 

attacker to execute 

commands on the 

underlying operating 

system with root-

level privileges. 

CVE ID : CVE-2023-

20013 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

16-Aug-2023 9.1 

Multiple 

vulnerabilities in 

Cisco Intersight 

Private Virtual 

Appliance could 

allow an 

authenticated, 

remote attacker to 

execute arbitrary 

commands using 

root-level privileges. 

The attacker would 

need to have 

Administrator 

privileges on the 

affected device to 

exploit these 

vulnerabilities. 

 

 These 

vulnerabilities are 

due to insufficient 

input validation 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ivpa-

cmdinj-

C5XRbbOy 

A-CIS-INTE-

110923/156 
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when extracting 

uploaded software 

packages. An 

attacker could 

exploit these 

vulnerabilities by 

authenticating to an 

affected device and 

uploading a crafted 

software package. A 

successful exploit 

could allow the 

attacker to execute 

commands on the 

underlying operating 

system with root-

level privileges. 

CVE ID : CVE-2023-

20017 

Product: intersight_virtual_appliance 

Affected Version(s): * Up to (excluding) 1.0.9-589 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

16-Aug-2023 4.3 

A vulnerability in 

Cisco Intersight 

Virtual Appliance 

could allow an 

unauthenticated, 

adjacent attacker to 

access internal HTTP 

services that are 

otherwise 

inaccessible. 

 

 This vulnerability is 

due to insufficient 

restrictions on 

internally accessible 

http proxies. An 

attacker could 

exploit this 

vulnerability by 

submitting a crafted 

CLI command. A 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-

intersight-

forward-

C45ncgqb 

A-CIS-INTE-

110923/157 
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successful exploit 

could allow the 

attacker access to 

internal subnets 

beyond the sphere of 

their intended access 

level. 

CVE ID : CVE-2023-

20237 

Product: prime_infrastructure 

Affected Version(s): * Up to (excluding) 3.10.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 5.4 

Multiple 

vulnerabilities in the 

web-based 

management 

interface of Cisco 

Prime Infrastructure 

and Cisco Evolved 

Programmable 

Network Manager 

(EPNM) could allow 

an authenticated, 

remote attacker to 

conduct a stored 

cross-site scripting 

(XSS) attack against 

a user of the 

interface on an 

affected device. 

 

 These 

vulnerabilities are 

due to insufficient 

validation of user-

supplied input. An 

attacker could 

exploit these 

vulnerabilities by 

persuading a user of 

an affected interface 

to view a page 

containing malicious 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-pi-epnm-

BFjSRJP5 

A-CIS-PRIM-

110923/158 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 101 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

HTML or script 

content. A successful 

exploit could allow 

the attacker to 

execute arbitrary 

script code in the 

context of the 

affected interface or 

access sensitive, 

browser-based 

information. To 

exploit these 

vulnerabilities, the 

attacker must have 

valid credentials to 

access the web-

based management 

interface of the 

affected device. 

CVE ID : CVE-2023-

20201 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 5.4 

Multiple 

vulnerabilities in the 

web-based 

management 

interface of Cisco 

Prime Infrastructure 

and Cisco Evolved 

Programmable 

Network Manager 

(EPNM) could allow 

an authenticated, 

remote attacker to 

conduct a stored 

cross-site scripting 

(XSS) attack against 

a user of the 

interface on an 

affected device. 

 

 These 

vulnerabilities are 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-pi-epnm-

BFjSRJP5 

A-CIS-PRIM-

110923/159 
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validation of user-

supplied input. An 

attacker could 

exploit these 

vulnerabilities by 

persuading a user of 

an affected interface 

to view a page 

containing malicious 

HTML or script 

content. A successful 

exploit could allow 

the attacker to 

execute arbitrary 

script code in the 

context of the 

affected interface or 

access sensitive, 

browser-based 

information. To 

exploit these 

vulnerabilities, the 

attacker must have 

valid credentials to 

access the web-

based management 

interface of the 

affected device. 

CVE ID : CVE-2023-

20203 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 5.4 

Multiple 

vulnerabilities in the 

web-based 

management 

interface of Cisco 

Prime Infrastructure 

and Cisco Evolved 

Programmable 

Network Manager 

(EPNM) could allow 

an authenticated, 

remote attacker to 

conduct a stored 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-pi-epnm-

BFjSRJP5 

A-CIS-PRIM-

110923/160 
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cross-site scripting 

(XSS) attack against 

a user of the 

interface on an 

affected device. 

 

 These 

vulnerabilities are 

due to insufficient 

validation of user-

supplied input. An 

attacker could 

exploit these 

vulnerabilities by 

persuading a user of 

an affected interface 

to view a page 

containing malicious 

HTML or script 

content. A successful 

exploit could allow 

the attacker to 

execute arbitrary 

script code in the 

context of the 

affected interface or 

access sensitive, 

browser-based 

information. To 

exploit these 

vulnerabilities, the 

attacker must have 

valid credentials to 

access the web-

based management 

interface of the 

affected device. 

CVE ID : CVE-2023-

20205 

Affected Version(s): * Up to (including) 3.10 

Improper 

Neutralizat
16-Aug-2023 6.1 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

A-CIS-PRIM-

110923/161 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

management 

interface of Cisco 

Prime Infrastructure 

and Cisco Evolved 

Programmable 

Network Manager 

(EPNM) could allow 

an unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface on an 

affected device. 

 

 The vulnerability is 

due to insufficient 

validation of user-

supplied input by the 

web-based 

management 

interface of an 

affected system. An 

attacker could 

exploit this 

vulnerability by 

injecting malicious 

code into specific 

pages of the 

interface. A 

successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the context of the 

affected interface or 

access sensitive, 

browser-based 

information. 

CVE ID : CVE-2023-

20222 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-pi-epnm-

storedxss-

tTjO62r 

Product: secure_endpoint 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 105 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): * Up to (excluding) 1.22.0 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

16-Aug-2023 7.5 

A vulnerability in the 

filesystem image 

parser for 

Hierarchical File 

System Plus (HFS+) 

of ClamAV could 

allow an 

unauthenticated, 

remote attacker to 

cause a denial of 

service (DoS) 

condition on an 

affected device. 

 

 This vulnerability is 

due to an incorrect 

check for completion 

when a file is 

decompressed, 

which may result in a 

loop condition that 

could cause the 

affected software to 

stop responding. An 

attacker could 

exploit this 

vulnerability by 

submitting a crafted 

HFS+ filesystem 

image to be scanned 

by ClamAV on an 

affected device. A 

successful exploit 

could allow the 

attacker to cause the 

ClamAV scanning 

process to stop 

responding, resulting 

in a DoS condition on 

the affected software 

and consuming 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-clamav-

rNwNEEee 

A-CIS-SECU-

110923/162 
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available system 

resources. 

 

 For a description of 

this vulnerability, see 

the ClamAV blog . 

CVE ID : CVE-2023-

20197 

Affected Version(s): * Up to (excluding) 7.5.13.21586 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

16-Aug-2023 7.5 

A vulnerability in the 

filesystem image 

parser for 

Hierarchical File 

System Plus (HFS+) 

of ClamAV could 

allow an 

unauthenticated, 

remote attacker to 

cause a denial of 

service (DoS) 

condition on an 

affected device. 

 

 This vulnerability is 

due to an incorrect 

check for completion 

when a file is 

decompressed, 

which may result in a 

loop condition that 

could cause the 

affected software to 

stop responding. An 

attacker could 

exploit this 

vulnerability by 

submitting a crafted 

HFS+ filesystem 

image to be scanned 

by ClamAV on an 

affected device. A 

successful exploit 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-clamav-

rNwNEEee 

A-CIS-SECU-

110923/163 
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could allow the 

attacker to cause the 

ClamAV scanning 

process to stop 

responding, resulting 

in a DoS condition on 

the affected software 

and consuming 

available system 

resources. 

 

 For a description of 

this vulnerability, see 

the ClamAV blog . 

CVE ID : CVE-2023-

20197 

Affected Version(s): * Up to (excluding) 8.1.7.21585 

N/A 18-Aug-2023 7.5 

A vulnerability in the 

AutoIt module of 

ClamAV could allow 

an unauthenticated, 

remote attacker to 

cause a denial of 

service (DoS) 

condition on an 

affected device.  

 

 This vulnerability is 

due to a logic error 

in the memory 

management of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

submitting a crafted 

AutoIt file to be 

scanned by ClamAV 

on the affected 

device. A successful 

exploit could allow 

the attacker to cause 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-clamav-

dos-

FTkhqMWZ 

A-CIS-SECU-

110923/164 
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the ClamAV scanning 

process to restart 

unexpectedly, 

resulting in a DoS 

condition. 

CVE ID : CVE-2023-

20212 

Affected Version(s): From (including) 8.0.1.21160 Up to (excluding) 8.1.7.21585 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

16-Aug-2023 7.5 

A vulnerability in the 

filesystem image 

parser for 

Hierarchical File 

System Plus (HFS+) 

of ClamAV could 

allow an 

unauthenticated, 

remote attacker to 

cause a denial of 

service (DoS) 

condition on an 

affected device. 

 

 This vulnerability is 

due to an incorrect 

check for completion 

when a file is 

decompressed, 

which may result in a 

loop condition that 

could cause the 

affected software to 

stop responding. An 

attacker could 

exploit this 

vulnerability by 

submitting a crafted 

HFS+ filesystem 

image to be scanned 

by ClamAV on an 

affected device. A 

successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-clamav-

rNwNEEee 

A-CIS-SECU-

110923/165 
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attacker to cause the 

ClamAV scanning 

process to stop 

responding, resulting 

in a DoS condition on 

the affected software 

and consuming 

available system 

resources. 

 

 For a description of 

this vulnerability, see 

the ClamAV blog . 

CVE ID : CVE-2023-

20197 

Product: secure_endpoint_private_cloud 

Affected Version(s): * Up to (excluding) 3.8.0 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

16-Aug-2023 7.5 

A vulnerability in the 

filesystem image 

parser for 

Hierarchical File 

System Plus (HFS+) 

of ClamAV could 

allow an 

unauthenticated, 

remote attacker to 

cause a denial of 

service (DoS) 

condition on an 

affected device. 

 

 This vulnerability is 

due to an incorrect 

check for completion 

when a file is 

decompressed, 

which may result in a 

loop condition that 

could cause the 

affected software to 

stop responding. An 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-clamav-

rNwNEEee 

A-CIS-SECU-

110923/166 
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attacker could 

exploit this 

vulnerability by 

submitting a crafted 

HFS+ filesystem 

image to be scanned 

by ClamAV on an 

affected device. A 

successful exploit 

could allow the 

attacker to cause the 

ClamAV scanning 

process to stop 

responding, resulting 

in a DoS condition on 

the affected software 

and consuming 

available system 

resources. 

 

 For a description of 

this vulnerability, see 

the ClamAV blog . 

CVE ID : CVE-2023-

20197 

N/A 18-Aug-2023 7.5 

A vulnerability in the 

AutoIt module of 

ClamAV could allow 

an unauthenticated, 

remote attacker to 

cause a denial of 

service (DoS) 

condition on an 

affected device.  

 

 This vulnerability is 

due to a logic error 

in the memory 

management of an 

affected device. An 

attacker could 

exploit this 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-clamav-

dos-

FTkhqMWZ 

A-CIS-SECU-

110923/167 
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vulnerability by 

submitting a crafted 

AutoIt file to be 

scanned by ClamAV 

on the affected 

device. A successful 

exploit could allow 

the attacker to cause 

the ClamAV scanning 

process to restart 

unexpectedly, 

resulting in a DoS 

condition. 

CVE ID : CVE-2023-

20212 

Product: telepresence_video_communication_server 

Affected Version(s): * Up to (excluding) 14.3.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

16-Aug-2023 7.2 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Expressway Series 

and Cisco 

TelePresence Video 

Communication 

Server (VCS) could 

allow an 

authenticated, 

remote attacker with 

read-write privileges 

on the application to 

perform a command 

injection attack that 

could result in 

remote code 

execution on an 

affected device. 

 

 This vulnerability is 

due to insufficient 

validation of user-

supplied input. An 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-

expressway-

injection-

X475EbTQ 

A-CIS-TELE-

110923/168 
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attacker could 

exploit this 

vulnerability by 

sending a crafted 

request to the web-

based management 

interface of an 

affected device. A 

successful exploit 

could allow the 

attacker to establish 

a remote shell with 

root privileges. 

CVE ID : CVE-2023-

20209 

Product: thousandeyes_enterprise_agent 

Affected Version(s): * Up to (excluding) 0.230 

Improper 

Neutralizat

ion of 

Argument 

Delimiters 

in a 

Command 

('Argument 

Injection') 

16-Aug-2023 7.8 

A vulnerability in the 

CLI of Cisco 

ThousandEyes 

Enterprise Agent, 

Virtual Appliance 

installation type, 

could allow an 

authenticated, local 

attacker to elevate 

privileges to root on 

an affected device. 

 

 This vulnerability is 

due to insufficient 

input validation of 

user-supplied CLI 

arguments. An 

attacker could 

exploit this 

vulnerability by 

authenticating to an 

affected device and 

using crafted 

commands at the 

prompt. A successful 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-thoueye-

privesc-

NVhHGwb3 

A-CIS-THOU-

110923/169 
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exploit could allow 

the attacker to 

execute arbitrary 

commands as root. 

The attacker must 

have valid 

credentials on the 

affected device. 

CVE ID : CVE-2023-

20224 

N/A 16-Aug-2023 5.5 

A vulnerability in the 

CLI of Cisco 

ThousandEyes 

Enterprise Agent, 

Virtual Appliance 

installation type, 

could allow an 

authenticated, local 

attacker to elevate 

privileges on an 

affected device. 

 

 This vulnerability is 

due to insufficient 

input validation by 

the operating system 

CLI. An attacker 

could exploit this 

vulnerability by 

issuing certain 

commands using 

sudo. A successful 

exploit could allow 

the attacker to view 

arbitrary files as root 

on the underlying 

operating system. 

The attacker must 

have valid 

credentials on the 

affected device. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-te-va-

priv-esc-

PUdgrx8E 

A-CIS-THOU-

110923/170 
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CVE ID : CVE-2023-

20217 

Product: thousandeyes_recorder 

Affected Version(s): - 

N/A 16-Aug-2023 5.5 

A vulnerability in the 

CLI of Cisco 

ThousandEyes 

Enterprise Agent, 

Virtual Appliance 

installation type, 

could allow an 

authenticated, local 

attacker to elevate 

privileges on an 

affected device. 

 

 This vulnerability is 

due to insufficient 

input validation by 

the operating system 

CLI. An attacker 

could exploit this 

vulnerability by 

issuing certain 

commands using 

sudo. A successful 

exploit could allow 

the attacker to view 

arbitrary files as root 

on the underlying 

operating system. 

The attacker must 

have valid 

credentials on the 

affected device. 

CVE ID : CVE-2023-

20217 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-te-va-

priv-esc-

PUdgrx8E 

A-CIS-THOU-

110923/171 

Product: unified_communications_manager 

Affected Version(s): 11.5\\(1\\) 

Improper 

Neutralizat
16-Aug-2023 6.1 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

A-CIS-UNIF-

110923/172 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

management 

interface of Cisco 

Unified 

Communications 

Manager (Unified 

CM), Cisco Unified 

CM Session 

Management Edition 

(Unified CM SME), 

and Cisco Unified 

Communications 

Manager IM &amp; 

Presence Service 

(Unified CM 

IM&amp;P) could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface. 

 

 This vulnerability 

exists because the 

web-based 

management 

interface does not 

properly validate 

user-supplied input. 

An attacker could 

exploit this 

vulnerability by 

persuading a user of 

the interface to click 

a crafted link. A 

successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the context of the 

affected interface or 

access sensitive, 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cucm-

imp-xss-

QtT4VdsK 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 116 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

browser-based 

information. 

CVE ID : CVE-2023-

20242 

Affected Version(s): 12.5\\(1\\) 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Unified 

Communications 

Manager (Unified 

CM), Cisco Unified 

CM Session 

Management Edition 

(Unified CM SME), 

and Cisco Unified 

Communications 

Manager IM &amp; 

Presence Service 

(Unified CM 

IM&amp;P) could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface. 

 

 This vulnerability 

exists because the 

web-based 

management 

interface does not 

properly validate 

user-supplied input. 

An attacker could 

exploit this 

vulnerability by 

persuading a user of 

the interface to click 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cucm-

imp-xss-

QtT4VdsK 

A-CIS-UNIF-

110923/173 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 117 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

a crafted link. A 

successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the context of the 

affected interface or 

access sensitive, 

browser-based 

information. 

CVE ID : CVE-2023-

20242 

Affected Version(s): 14.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

16-Aug-2023 8.8 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Unified 

Communications 

Manager (Unified 

CM) and Cisco 

Unified 

Communications 

Manager Session 

Management Edition 

(Unified CM SME) 

could allow an 

authenticated, 

remote attacker to 

conduct SQL 

injection attacks on 

an affected system.  

 

 This vulnerability is 

due to improper 

validation of user-

supplied input. An 

attacker could 

exploit this 

vulnerability by 

authenticating to the 

application as a user 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cucm-

injection-

g6MbwH2 

A-CIS-UNIF-

110923/174 
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with read-only or 

higher privileges and 

sending crafted 

HTTP requests to an 

affected system. A 

successful exploit 

could allow the 

attacker to read or 

modify data in the 

underlying database 

or elevate their 

privileges. 

CVE ID : CVE-2023-

20211 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Unified 

Communications 

Manager (Unified 

CM), Cisco Unified 

CM Session 

Management Edition 

(Unified CM SME), 

and Cisco Unified 

Communications 

Manager IM &amp; 

Presence Service 

(Unified CM 

IM&amp;P) could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface. 

 

 This vulnerability 

exists because the 

web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cucm-

imp-xss-

QtT4VdsK 

A-CIS-UNIF-

110923/175 
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interface does not 

properly validate 

user-supplied input. 

An attacker could 

exploit this 

vulnerability by 

persuading a user of 

the interface to click 

a crafted link. A 

successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the context of the 

affected interface or 

access sensitive, 

browser-based 

information. 

CVE ID : CVE-2023-

20242 

Affected Version(s): From (including) 12.5\\(1\\) Up to (excluding) 12.5\\(1\\)sub 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

16-Aug-2023 8.8 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Unified 

Communications 

Manager (Unified 

CM) and Cisco 

Unified 

Communications 

Manager Session 

Management Edition 

(Unified CM SME) 

could allow an 

authenticated, 

remote attacker to 

conduct SQL 

injection attacks on 

an affected system.  

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cucm-

injection-

g6MbwH2 

A-CIS-UNIF-

110923/176 
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 This vulnerability is 

due to improper 

validation of user-

supplied input. An 

attacker could 

exploit this 

vulnerability by 

authenticating to the 

application as a user 

with read-only or 

higher privileges and 

sending crafted 

HTTP requests to an 

affected system. A 

successful exploit 

could allow the 

attacker to read or 

modify data in the 

underlying database 

or elevate their 

privileges. 

CVE ID : CVE-2023-

20211 

Product: unified_communications_manager_im_and_presence_service 

Affected Version(s): 11.5\\(1\\) 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Unified 

Communications 

Manager (Unified 

CM), Cisco Unified 

CM Session 

Management Edition 

(Unified CM SME), 

and Cisco Unified 

Communications 

Manager IM &amp; 

Presence Service 

(Unified CM 

IM&amp;P) could 

allow an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cucm-

imp-xss-

QtT4VdsK 

A-CIS-UNIF-

110923/177 
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unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface. 

 

 This vulnerability 

exists because the 

web-based 

management 

interface does not 

properly validate 

user-supplied input. 

An attacker could 

exploit this 

vulnerability by 

persuading a user of 

the interface to click 

a crafted link. A 

successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the context of the 

affected interface or 

access sensitive, 

browser-based 

information. 

CVE ID : CVE-2023-

20242 

Affected Version(s): 12.5\\(1\\) 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Unified 

Communications 

Manager (Unified 

CM), Cisco Unified 

CM Session 

Management Edition 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cucm-

imp-xss-

QtT4VdsK 

A-CIS-UNIF-

110923/178 
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(Unified CM SME), 

and Cisco Unified 

Communications 

Manager IM &amp; 

Presence Service 

(Unified CM 

IM&amp;P) could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface. 

 

 This vulnerability 

exists because the 

web-based 

management 

interface does not 

properly validate 

user-supplied input. 

An attacker could 

exploit this 

vulnerability by 

persuading a user of 

the interface to click 

a crafted link. A 

successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the context of the 

affected interface or 

access sensitive, 

browser-based 

information. 

CVE ID : CVE-2023-

20242 

Affected Version(s): 14.0 

Improper 

Neutralizat
16-Aug-2023 6.1 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

A-CIS-UNIF-

110923/179 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

management 

interface of Cisco 

Unified 

Communications 

Manager (Unified 

CM), Cisco Unified 

CM Session 

Management Edition 

(Unified CM SME), 

and Cisco Unified 

Communications 

Manager IM &amp; 

Presence Service 

(Unified CM 

IM&amp;P) could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface. 

 

 This vulnerability 

exists because the 

web-based 

management 

interface does not 

properly validate 

user-supplied input. 

An attacker could 

exploit this 

vulnerability by 

persuading a user of 

the interface to click 

a crafted link. A 

successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the context of the 

affected interface or 

access sensitive, 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cucm-

imp-xss-

QtT4VdsK 
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browser-based 

information. 

CVE ID : CVE-2023-

20242 

Product: unified_contact_center_express 

Affected Version(s): * Up to (excluding) 12.5\\(1\\)_su2_es05 

Improper 

Input 

Validation 

16-Aug-2023 5.3 

A vulnerability in the 

Tomcat 

implementation for 

Cisco Unified Contact 

Center Express 

(Unified CCX) could 

allow an 

unauthenticated, 

remote attacker to 

cause a web cache 

poisoning attack on 

an affected device.  

 

 This vulnerability is 

due to improper 

input validation of 

HTTP requests. An 

attacker could 

exploit this 

vulnerability by 

sending crafted 

HTTP requests to a 

specific API endpoint 

on the Unified CCX 

Finesse Portal. A 

successful exploit 

could allow the 

attacker to cause the 

internal WebProxy 

to redirect users to 

an attacker-

controlled host. 

CVE ID : CVE-2023-

20232 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-uccx-wcp-

JJeqDT3S 

A-CIS-UNIF-

110923/180 

Vendor: cloudflare 
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Product: lol-html 

Affected Version(s): * Up to (excluding) 1.1.1 

N/A 16-Aug-2023 7.5 

lol-html can cause 

panics on certain 

HTML inputs. 

Anyone processing 

arbitrary 3rd party 

HTML with the 

library is affected. 

 

 

CVE ID : CVE-2023-

4241 

https://githu

b.com/cloud

flare/lol-

html/securit

y/advisories

/GHSA-c3x7-

354f-4p2x 

A-CLO-LOL--

110923/181 

Product: warp 

Affected Version(s): * Up to (excluding) 6.29 

N/A 29-Aug-2023 5.5 

Due to lack of a 

security policy, the 

WARP Mobile Client 

(<=6.29) for Android 

was susceptible to 

this vulnerability 

which allowed a 

malicious app 

installed on a 

victim's device to 

exploit a peculiarity 

in an Android 

function, wherein 

under certain 

conditions, the 

malicious app could 

dictate the task 

behaviour of the 

WARP app. 

CVE ID : CVE-2023-

0238 

N/A 
A-CLO-WARP-

110923/182 

Improper 

Restriction 

of 

Rendered 

29-Aug-2023 3.7 

Due to a 

misconfiguration, the 

WARP Mobile Client 

(< 6.29) for Android 

was susceptible to a 

N/A 
A-CLO-WARP-

110923/183 
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UI Layers 

or Frames 

tapjacking attack. In 

the event that an 

attacker built a 

malicious application 

and managed to 

install it on a victim's 

device, the attacker 

would be able to 

trick the user into 

believing that the 

app shown on the 

screen was the 

WARP client when in 

reality it was the 

attacker's app. 

 

 

CVE ID : CVE-2023-

0654 

Vendor: cloudprimero 

Product: dbargain 

Affected Version(s): * Up to (including) 3.0.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Cloud Primero B.V 

DBargain plugin 

<= 3.0.0 versions. 

CVE ID : CVE-2023-

32591 

N/A 
A-CLO-DBAR-

110923/184 

Vendor: Cminds 

Product: cm_on_demand_search_and_replace 

Affected Version(s): * Up to (excluding) 1.3.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

18-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

CreativeMindsSoluti

ons CM On Demand 

N/A 
A-CMI-CM_O-

110923/185 
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Generation 

('Cross-site 

Scripting') 

Search And Replace 

plugin <= 1.3.0 

versions. 

CVE ID : CVE-2023-

31228 

Vendor: cookie_monster_project 

Product: cookie_monster 

Affected Version(s): * Up to (including) 1.51 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

gsmith Cookie 

Monster plugin 

<= 1.51 versions. 

CVE ID : CVE-2023-

33208 

N/A 
A-COO-COOK-

110923/186 

Vendor: coraza 

Product: coraza 

Affected Version(s): 3.0.0 

N/A 25-Aug-2023 7.5 

OWASP Coraza WAF 

is a golang 

modsecurity 

compatible web 

application firewall 

library. Due to the 

misuse of `log.Fatalf`, 

the application using 

coraza crashed after 

receiving crafted 

requests from 

attackers. The 

application will 

immediately crash 

after receiving a 

malicious request 

that triggers an error 

in 

`mime.ParseMediaTy

pe`. This issue was 

https://githu

b.com/coraz

awaf/coraza

/commit/a5

239ba3ce83

9e14d9b4f9

486e1b4a40

3dcade8c, 

https://githu

b.com/coraz

awaf/coraza

/security/ad

visories/GHS

A-c2pj-v37r-

2p6h 

A-COR-CORA-

110923/187 
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patched in version 

3.0.1. 

 

CVE ID : CVE-2023-

40586 

Vendor: Craftcms 

Product: craft_cms 

Affected Version(s): 4.0.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

23-Aug-2023 7.2 

Craft is a CMS for 

creating custom 

digital experiences 

on the web and 

beyond. Bypassing 

the validatePath 

function can lead to 

potential remote 

code execution. This 

vulnerability can 

lead to malicious 

control of vulnerable 

systems and data 

exfiltrations. 

Although the 

vulnerability is 

exploitable only in 

the authenticated 

users, configuration 

with 

ALLOW_ADMIN_CHA

NGES=true, there is 

still a potential 

security threat 

(Remote Code 

Execution). This 

issue has been 

patched in version 

4.4.15 and version 

3.8.15. 

 

CVE ID : CVE-2023-

40035 

https://githu

b.com/craftc

ms/cms/sec

urity/adviso

ries/GHSA-

44wr-rmwq-

3phw, 

https://githu

b.com/craftc

ms/cms/co

mmit/0bd33

861abdc60c

93209cff03e

eee54504d3

d3b5 

A-CRA-CRAF-

110923/188 
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Affected Version(s): From (including) 3.0.0 Up to (excluding) 3.8.15 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

23-Aug-2023 7.2 

Craft is a CMS for 

creating custom 

digital experiences 

on the web and 

beyond. Bypassing 

the validatePath 

function can lead to 

potential remote 

code execution. This 

vulnerability can 

lead to malicious 

control of vulnerable 

systems and data 

exfiltrations. 

Although the 

vulnerability is 

exploitable only in 

the authenticated 

users, configuration 

with 

ALLOW_ADMIN_CHA

NGES=true, there is 

still a potential 

security threat 

(Remote Code 

Execution). This 

issue has been 

patched in version 

4.4.15 and version 

3.8.15. 

 

CVE ID : CVE-2023-

40035 

https://githu

b.com/craftc

ms/cms/sec

urity/adviso

ries/GHSA-

44wr-rmwq-

3phw, 

https://githu

b.com/craftc

ms/cms/co

mmit/0bd33

861abdc60c

93209cff03e

eee54504d3

d3b5 

A-CRA-CRAF-

110923/189 

Affected Version(s): From (including) 4.0.0 Up to (excluding) 4.4.15 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

23-Aug-2023 7.2 

Craft is a CMS for 

creating custom 

digital experiences 

on the web and 

beyond. Bypassing 

the validatePath 

function can lead to 

https://githu

b.com/craftc

ms/cms/sec

urity/adviso

ries/GHSA-

44wr-rmwq-

3phw, 

A-CRA-CRAF-

110923/190 
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Downstrea

m 

Componen

t 

('Injection'

) 

potential remote 

code execution. This 

vulnerability can 

lead to malicious 

control of vulnerable 

systems and data 

exfiltrations. 

Although the 

vulnerability is 

exploitable only in 

the authenticated 

users, configuration 

with 

ALLOW_ADMIN_CHA

NGES=true, there is 

still a potential 

security threat 

(Remote Code 

Execution). This 

issue has been 

patched in version 

4.4.15 and version 

3.8.15. 

 

CVE ID : CVE-2023-

40035 

https://githu

b.com/craftc

ms/cms/co

mmit/0bd33

861abdc60c

93209cff03e

eee54504d3

d3b5 

Vendor: credit_lite_project 

Product: credit_lite 

Affected Version(s): 1.5.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

18-Aug-2023 9.8 

A vulnerability 

classified as critical 

was found in 

Codecanyon Credit 

Lite 1.5.4. Affected 

by this vulnerability 

is an unknown 

functionality of the 

file 

/portal/reports/acco

unt_statement of the 

component POST 

Request Handler. 

N/A 
A-CRE-CRED-

110923/191 
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The manipulation of 

the argument 

date1/date2 leads to 

sql injection. The 

attack can be 

launched remotely. 

The associated 

identifier of this 

vulnerability is VDB-

237511. 

CVE ID : CVE-2023-

4407 

Vendor: cszcms 

Product: csz_cms 

Affected Version(s): 1.3.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18-Aug-2023 6.1 

CSZ CMS 1.3.0 is 

vulnerable to cross-

site scripting (XSS), 

which allows 

attackers to execute 

arbitrary web scripts 

or HTML via a 

crafted payload 

entered in the 

'Carousel Wiget' 

section and choosing 

our carousel widget 

created above, in 

'Photo URL' and 

'YouTube URL' 

plugin. 

CVE ID : CVE-2023-

38910 

N/A 
A-CSZ-CSZ_-

110923/192 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

18-Aug-2023 5.4 

A Cross-Site 

Scripting (XSS) 

vulnerability in CSZ 

CMS 1.3.0 allows 

attackers to execute 

arbitrary code via a 

crafted payload to 

the Gallery 

N/A 
A-CSZ-CSZ_-

110923/193 
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('Cross-site 

Scripting') 

parameter in the 

YouTube URL fields. 

CVE ID : CVE-2023-

38911 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 5.4 

Cross-Site Scripting 

(XSS) vulnerability in 

CSZ CMS v.1.3.0 

allows attackers to 

execute arbitrary 

code via a crafted 

payload to the Social 

Settings parameter. 

CVE ID : CVE-2023-

39599 

N/A 
A-CSZ-CSZ_-

110923/194 

Vendor: daggerheart 

Product: query_wrangler 

Affected Version(s): * Up to (including) 1.5.51 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Jonathan Daggerhart 

Query Wrangler 

plugin <= 1.5.51 

versions. 

CVE ID : CVE-2023-

30779 

N/A 
A-DAG-QUER-

110923/195 

Vendor: danielpowney 

Product: multi_rating 

Affected Version(s): * Up to (including) 5.0.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Daniel Powney Multi 

Rating plugin 

<= 5.0.6 versions. 

CVE ID : CVE-2023-

32130 

N/A 
A-DAN-MULT-

110923/196 

Vendor: datasette 
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Product: datasette 

Affected Version(s): 1.0 

N/A 25-Aug-2023 5.3 

Datasette is an open 

source multi-tool for 

exploring and 

publishing data. This 

bug affects Datasette 

instances running a 

Datasette 1.0 alpha - 

1.0a0, 1.0a1, 1.0a2 or 

1.0a3 - in an online 

accessible location 

but with 

authentication 

enabled using a 

plugin such as 

datasette-auth-

passwords. The `/-

/api` API explorer 

endpoint could 

reveal the names of 

both databases and 

tables - but not their 

contents - to an 

unauthenticated 

user. Datasette 1.0a4 

has a fix for this 

issue. This will block 

access to the API 

explorer but will still 

allow access to the 

Datasette read or 

write JSON APIs, as 

those use different 

URL patterns within 

the Datasette 

`/database` 

hierarchy. This issue 

is patched in version 

1.0a4. 

CVE ID : CVE-2023-

40570 

https://githu

b.com/simon

w/datasette

/security/ad

visories/GHS

A-7ch3-

7pp7-7cpq, 

https://githu

b.com/simon

w/datasette

/commit/01

e0558825b8

f7ec17d3b69

1aa072daf12

2fcc74 

A-DAT-DATA-

110923/197 
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Vendor: davidmichaelross 

Product: dave\'s_wordpress_live_search 

Affected Version(s): * Up to (including) 4.8.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in Dave 

Ross Dave's 

WordPress Live 

Search plugin 

<= 4.8.1 versions. 

CVE ID : CVE-2023-

30876 

N/A 
A-DAV-DAVE-

110923/198 

Vendor: davidsword 

Product: mobile_call_now_\&_map_buttons 

Affected Version(s): * Up to (including) 1.5.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Davidsword Mobile 

Call Now & Map 

Buttons plugin 

<= 1.5.0 versions. 

CVE ID : CVE-2023-

24401 

N/A 
A-DAV-MOBI-

110923/199 

Vendor: decapcms 

Product: netlify_cms 

Affected Version(s): 2.10.192 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 5.4 

A Cross Site Scripting 

(XSS) vulnerability in 

Netlify CMS 

v.2.10.192 allows a 

remote attacker to 

execute arbitrary 

code via a crafted 

payload to the body 

parameter of the 

new post function. 

N/A 
A-DEC-NETL-

110923/200 
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CVE ID : CVE-2023-

38904 

Vendor: Dedecms 

Product: dedecms 

Affected Version(s): * Up to (including) 5.7.110 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

24-Aug-2023 5.4 

DedeCMS up to and 

including 5.7.110 

was discovered to 

contain multiple 

cross-site scripting 

(XSS) vulnerabilities 

at 

/dede/vote_add.php 

via the votename and 

voteitem1 

parameters. 

CVE ID : CVE-2023-

40874 

N/A 
A-DED-DEDE-

110923/201 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

24-Aug-2023 5.4 

DedeCMS up to and 

including 5.7.110 

was discovered to 

contain multiple 

cross-site scripting 

(XSS) vulnerabilities 

at 

/dede/vote_edit.php 

via the votename and 

votenote parameters. 

CVE ID : CVE-2023-

40875 

N/A 
A-DED-DEDE-

110923/202 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

24-Aug-2023 5.4 

DedeCMS up to and 

including 5.7.110 

was discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability at 

/dede/freelist_add.p

hp via the title 

parameter. 

CVE ID : CVE-2023-

40876 

N/A 
A-DED-DEDE-

110923/203 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

24-Aug-2023 5.4 

DedeCMS up to and 

including 5.7.110 

was discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability at 

/dede/freelist_edit.p

hp via the title 

parameter. 

CVE ID : CVE-2023-

40877 

N/A 
A-DED-DEDE-

110923/204 

Vendor: Dell 

Product: powerscale_onefs 

Affected Version(s): From (including) 9.2.1.0 Up to (including) 9.2.1.22 

Improper 

Privilege 

Manageme

nt 

29-Aug-2023 8.8 

 

Dell PowerScale 

OneFS, versions 

8.2.2.x-9.5.0.x, 

contains an 

improper privilege 

management 

vulnerability. A 

remote attacker with 

low privileges could 

potentially exploit 

this vulnerability, 

leading to escalation 

of privileges. 

 

 

CVE ID : CVE-2023-

32457 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002169

16/dsa-

2023-277-

security-

update-for-

dell-

powerscale-

onefs-for-

improper-

privilege-

management

-

vulnerability 

A-DEL-POWE-

110923/205 

N/A 16-Aug-2023 7.8 

 

Dell PowerScale 

OneFS, 8.2.x - 9.5.0.x, 

contains an elevation 

of privilege 

vulnerability. A low 

privileged local 

attacker could 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

A-DEL-POWE-

110923/206 
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potentially exploit 

this vulnerability, 

leading to denial of 

service, code 

execution and 

information 

disclosure.  

 

 

CVE ID : CVE-2023-

32487 

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

N/A 16-Aug-2023 7.8 

 

Dell PowerScale 

OneFS, 8.2.x-9.5.x, 

contains a exposure 

of sensitive 

information to an 

unauthorized Actor 

vulnerability. An 

authorized local 

attacker could 

potentially exploit 

this vulnerability, 

leading to escalation 

of privileges. 

 

 

CVE ID : CVE-2023-

32495 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

A-DEL-POWE-

110923/207 

Incorrect 

Default 

Permission

s 

16-Aug-2023 7.1 

 

Dell PowerScale 

OneFS 9.5.0.x 

contains an incorrect 

default permissions 

vulnerability. A low-

privileged local 

attacker could 

potentially exploit 

this vulnerability, 

leading to 

information 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

A-DEL-POWE-

110923/208 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 138 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

disclosure or 

allowing to modify 

files. 

 

 

CVE ID : CVE-2023-

32492 

multiple-

security-

vulnerabiliti

es 

N/A 16-Aug-2023 6.7 

 

Dell PowerScale 

OneFS 8.2x -9.5x 

contains a privilege 

escalation 

vulnerability. A local 

attacker with high 

privileges could 

potentially exploit 

this vulnerability, to 

bypass mode 

protections and gain 

elevated privileges.   

 

 

CVE ID : CVE-2023-

32489 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

A-DEL-POWE-

110923/209 

N/A 16-Aug-2023 6.7 

 

Dell PowerScale 

OneFS 8.2x -9.5x 

contains an 

improper privilege 

management 

vulnerability. A high 

privilege local 

attacker could 

potentially exploit 

this vulnerability, 

leading to system 

takeover.  

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

A-DEL-POWE-

110923/210 
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CVE ID : CVE-2023-

32490 

N/A 16-Aug-2023 6.7 

 

Dell PowerScale 

OneFS, 8.0.x-9.5.x, 

contains an 

improper handling of 

insufficient 

privileges 

vulnerability. A local  

privileged attacker 

could potentially 

exploit this 

vulnerability, leading 

to elevation of 

privilege and affect 

in compliance mode 

also. 

 

 

CVE ID : CVE-2023-

32494 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

A-DEL-POWE-

110923/211 

N/A 16-Aug-2023 4.3 

 

Dell PowerScale 

OneFS, 8.2.x-9.5.0.x, 

contains an 

information 

disclosure 

vulnerability in NFS. 

A low privileged 

attacker could 

potentially exploit 

this vulnerability, 

leading to 

information 

disclosure. 

 

 

CVE ID : CVE-2023-

32488 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

A-DEL-POWE-

110923/212 
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Affected Version(s): From (including) 9.4.0.0 Up to (including) 9.4.0.13 

Improper 

Privilege 

Manageme

nt 

29-Aug-2023 8.8 

 

Dell PowerScale 

OneFS, versions 

8.2.2.x-9.5.0.x, 

contains an 

improper privilege 

management 

vulnerability. A 

remote attacker with 

low privileges could 

potentially exploit 

this vulnerability, 

leading to escalation 

of privileges. 

 

 

CVE ID : CVE-2023-

32457 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002169

16/dsa-

2023-277-

security-

update-for-

dell-

powerscale-

onefs-for-

improper-

privilege-

management

-

vulnerability 

A-DEL-POWE-

110923/213 

N/A 16-Aug-2023 7.8 

 

Dell PowerScale 

OneFS, 8.2.x - 9.5.0.x, 

contains an elevation 

of privilege 

vulnerability. A low 

privileged local 

attacker could 

potentially exploit 

this vulnerability, 

leading to denial of 

service, code 

execution and 

information 

disclosure.  

 

 

CVE ID : CVE-2023-

32487 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

A-DEL-POWE-

110923/214 

N/A 16-Aug-2023 7.8  https://ww

w.dell.com/s

A-DEL-POWE-

110923/215 
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Dell PowerScale 

OneFS, 8.2.x-9.5.x, 

contains a exposure 

of sensitive 

information to an 

unauthorized Actor 

vulnerability. An 

authorized local 

attacker could 

potentially exploit 

this vulnerability, 

leading to escalation 

of privileges. 

 

 

CVE ID : CVE-2023-

32495 

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

Incorrect 

Default 

Permission

s 

16-Aug-2023 7.1 

 

Dell PowerScale 

OneFS 9.5.0.x 

contains an incorrect 

default permissions 

vulnerability. A low-

privileged local 

attacker could 

potentially exploit 

this vulnerability, 

leading to 

information 

disclosure or 

allowing to modify 

files. 

 

 

CVE ID : CVE-2023-

32492 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

A-DEL-POWE-

110923/216 

N/A 16-Aug-2023 6.7 

 

Dell PowerScale 

OneFS 8.2x -9.5x 

contains a privilege 

escalation 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

A-DEL-POWE-

110923/217 
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vulnerability. A local 

attacker with high 

privileges could 

potentially exploit 

this vulnerability, to 

bypass mode 

protections and gain 

elevated privileges.   

 

 

CVE ID : CVE-2023-

32489 

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

N/A 16-Aug-2023 6.7 

 

Dell PowerScale 

OneFS 8.2x -9.5x 

contains an 

improper privilege 

management 

vulnerability. A high 

privilege local 

attacker could 

potentially exploit 

this vulnerability, 

leading to system 

takeover.  

 

 

CVE ID : CVE-2023-

32490 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

A-DEL-POWE-

110923/218 

N/A 16-Aug-2023 6.7 

 

Dell PowerScale 

OneFS, 8.0.x-9.5.x, 

contains an 

improper handling of 

insufficient 

privileges 

vulnerability. A local  

privileged attacker 

could potentially 

exploit this 

vulnerability, leading 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

A-DEL-POWE-

110923/219 
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to elevation of 

privilege and affect 

in compliance mode 

also. 

 

 

CVE ID : CVE-2023-

32494 

multiple-

security-

vulnerabiliti

es 

N/A 16-Aug-2023 4.3 

 

Dell PowerScale 

OneFS, 8.2.x-9.5.0.x, 

contains an 

information 

disclosure 

vulnerability in NFS. 

A low privileged 

attacker could 

potentially exploit 

this vulnerability, 

leading to 

information 

disclosure. 

 

 

CVE ID : CVE-2023-

32488 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

A-DEL-POWE-

110923/220 

Affected Version(s): From (including) 9.5.0.0 Up to (including) 9.5.0.3 

N/A 16-Aug-2023 9.8 

 

Dell PowerScale 

OneFS, 9.5.0.x, 

contains a protection 

mechanism bypass 

vulnerability. An 

unprivileged, remote 

attacker could 

potentially exploit 

this vulnerability, 

leading to denial of 

service, information 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

A-DEL-POWE-

110923/221 
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disclosure and 

remote execution. 

 

 

CVE ID : CVE-2023-

32493 

vulnerabiliti

es 

Improper 

Privilege 

Manageme

nt 

29-Aug-2023 8.8 

 

Dell PowerScale 

OneFS, versions 

8.2.2.x-9.5.0.x, 

contains an 

improper privilege 

management 

vulnerability. A 

remote attacker with 

low privileges could 

potentially exploit 

this vulnerability, 

leading to escalation 

of privileges. 

 

 

CVE ID : CVE-2023-

32457 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002169

16/dsa-

2023-277-

security-

update-for-

dell-

powerscale-

onefs-for-

improper-

privilege-

management

-

vulnerability 

A-DEL-POWE-

110923/222 

N/A 16-Aug-2023 7.8 

 

Dell PowerScale 

OneFS 9.5.x version 

contain a privilege 

escalation 

vulnerability. A low 

privilege local 

attacker could 

potentially exploit 

this vulnerability, 

leading to escalation 

of privileges. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

A-DEL-POWE-

110923/223 
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CVE ID : CVE-2023-

32486 

N/A 16-Aug-2023 7.8 

 

Dell PowerScale 

OneFS, 8.2.x - 9.5.0.x, 

contains an elevation 

of privilege 

vulnerability. A low 

privileged local 

attacker could 

potentially exploit 

this vulnerability, 

leading to denial of 

service, code 

execution and 

information 

disclosure.  

 

 

CVE ID : CVE-2023-

32487 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

A-DEL-POWE-

110923/224 

N/A 16-Aug-2023 7.8 

 

Dell PowerScale 

OneFS, 8.2.x-9.5.x, 

contains a exposure 

of sensitive 

information to an 

unauthorized Actor 

vulnerability. An 

authorized local 

attacker could 

potentially exploit 

this vulnerability, 

leading to escalation 

of privileges. 

 

 

CVE ID : CVE-2023-

32495 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

A-DEL-POWE-

110923/225 
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Incorrect 

Default 

Permission

s 

16-Aug-2023 7.1 

 

Dell PowerScale 

OneFS 9.5.0.x 

contains an incorrect 

default permissions 

vulnerability. A low-

privileged local 

attacker could 

potentially exploit 

this vulnerability, 

leading to 

information 

disclosure or 

allowing to modify 

files. 

 

 

CVE ID : CVE-2023-

32492 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

A-DEL-POWE-

110923/226 

N/A 16-Aug-2023 6.7 

 

Dell PowerScale 

OneFS 8.2x -9.5x 

contains a privilege 

escalation 

vulnerability. A local 

attacker with high 

privileges could 

potentially exploit 

this vulnerability, to 

bypass mode 

protections and gain 

elevated privileges.   

 

 

CVE ID : CVE-2023-

32489 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

A-DEL-POWE-

110923/227 

N/A 16-Aug-2023 6.7 

 

Dell PowerScale 

OneFS 8.2x -9.5x 

contains an 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

A-DEL-POWE-

110923/228 
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improper privilege 

management 

vulnerability. A high 

privilege local 

attacker could 

potentially exploit 

this vulnerability, 

leading to system 

takeover.  

 

 

CVE ID : CVE-2023-

32490 

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

N/A 16-Aug-2023 6.7 

 

Dell PowerScale 

OneFS, 8.0.x-9.5.x, 

contains an 

improper handling of 

insufficient 

privileges 

vulnerability. A local  

privileged attacker 

could potentially 

exploit this 

vulnerability, leading 

to elevation of 

privilege and affect 

in compliance mode 

also. 

 

 

CVE ID : CVE-2023-

32494 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

A-DEL-POWE-

110923/229 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

16-Aug-2023 6.5 

 

Dell PowerScale 

OneFS 9.5.0.x, 

contains an insertion 

of sensitive 

information into log 

file vulnerability in 

SNMPv3. A low 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

A-DEL-POWE-

110923/230 
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privileges user could 

potentially exploit 

this vulnerability, 

leading to 

information 

disclosure. 

 

 

CVE ID : CVE-2023-

32491 

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

N/A 16-Aug-2023 4.3 

 

Dell PowerScale 

OneFS, 8.2.x-9.5.0.x, 

contains an 

information 

disclosure 

vulnerability in NFS. 

A low privileged 

attacker could 

potentially exploit 

this vulnerability, 

leading to 

information 

disclosure. 

 

 

CVE ID : CVE-2023-

32488 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002167

17/dsa-

2023-269-

security-

update-for-

dell-

powerscale-

onefs-for-

multiple-

security-

vulnerabiliti

es 

A-DEL-POWE-

110923/231 

Product: storage_integration_tools_for_vmware 

Affected Version(s): 06.01.00.016 

Exposure 

of 

Resource 

to Wrong 

Sphere 

16-Aug-2023 5.5 

 

Dell Storage 

Integration Tools for 

VMware (DSITV) 

06.01.00.016 contain 

an information 

disclosure 

vulnerability. A local 

low-privileged 

malicious user could 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002166

15/dsa-

2023-282-

security-

update-for-

dell-storage-

A-DEL-STOR-

110923/232 
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potentially exploit 

this vulnerability to 

retrieve an 

encryption key that 

could aid in further 

attacks. 

 

 

CVE ID : CVE-2023-

39250 

integration-

tools-for-

vmware-

dsitv-

vulnerabiliti

es 

Vendor: devbuddy 

Product: twitter_feed 

Affected Version(s): * Up to (including) 4.0.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in Eji 

Osigwe DevBuddy 

Twitter Feed plugin 

<= 4.0.0 versions. 

CVE ID : CVE-2023-

32577 

N/A 
A-DEV-TWIT-

110923/233 

Vendor: devolutions 

Product: remote_desktop_manager 

Affected Version(s): * Up to (including) 2023.2.19 

Improper 

Authentica

tion 

21-Aug-2023 9.8 

 

Inadequate 

validation of 

permissions when 

employing remote 

tools and macros 

within Devolutions 

Remote Desktop 

Manager versions 

2023.2.19 and 

earlier permits a 

user to initiate a 

connection without 

proper execution 

https://devo

lutions.net/s

ecurity/advi

sories/DEVO

-2023-0015/ 

A-DEV-REMO-

110923/234 
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rights via the remote 

tools feature. 

 

 

CVE ID : CVE-2023-

4373 

N/A 21-Aug-2023 6.5 

Improper access 

controls in the entry 

duplication 

component in 

Devolutions Remote 

Desktop Manager 

2023.2.19 and 

earlier versions on 

Windows allows an 

authenticated user, 

under specific 

circumstances, to 

inadvertently share 

their personal vault 

entry with shared 

vaults via an 

incorrect vault in the 

duplication write 

process. 

CVE ID : CVE-2023-

4417 

https://devo

lutions.net/s

ecurity/advi

sories/DEVO

-2023-0015 

A-DEV-REMO-

110923/235 

Vendor: didcode 

Product: spamreferrerblock 

Affected Version(s): * Up to (including) 2.22 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Didier Sampaolo 

SpamReferrerBlock 

plugin <= 2.22 

versions. 

CVE ID : CVE-2023-

34372 

N/A 
A-DID-SPAM-

110923/236 
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Vendor: Douran 

Product: dsgate 

Affected Version(s): * 

N/A 22-Aug-2023 6.7 

An issue in all 

versions of Douran 

DSGate allows a local 

authenticated 

privileged attacker 

to execute arbitrary 

code via the debug 

command. 

CVE ID : CVE-2023-

38996 

N/A 
A-DOU-DSGA-

110923/237 

Vendor: ebecas 

Product: ebecas 

Affected Version(s): * Up to (including) 3.1.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in John 

Newcombe eBecas 

plugin <= 3.1.3 

versions. 

CVE ID : CVE-2023-

32584 

N/A 
A-EBE-EBEC-

110923/238 

Vendor: Ec-cube 

Product: ec-cube 

Affected Version(s): 2.13.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 4.8 

EC-CUBE 2.11.0 to 

2.17.2-p1 contain a 

cross-site scripting 

vulnerability in 

"mail/template" and 

"products/product" 

of Management page. 

If this vulnerability is 

exploited, an 

arbitrary script may 

be executed on the 

https://ww

w.ec-

cube.net/inf

o/weakness

/20230727/ 

A-EC--EC-C-

110923/239 
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web browser of the 

other administrator 

or the user who 

accessed the website 

using the product. 

CVE ID : CVE-2023-

40281 

Affected Version(s): 2.17.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 4.8 

EC-CUBE 2.11.0 to 

2.17.2-p1 contain a 

cross-site scripting 

vulnerability in 

"mail/template" and 

"products/product" 

of Management page. 

If this vulnerability is 

exploited, an 

arbitrary script may 

be executed on the 

web browser of the 

other administrator 

or the user who 

accessed the website 

using the product. 

CVE ID : CVE-2023-

40281 

https://ww

w.ec-

cube.net/inf

o/weakness

/20230727/ 

A-EC--EC-C-

110923/240 

Affected Version(s): From (including) 2.11.0 Up to (including) 2.11.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 4.8 

EC-CUBE 2.11.0 to 

2.17.2-p1 contain a 

cross-site scripting 

vulnerability in 

"mail/template" and 

"products/product" 

of Management page. 

If this vulnerability is 

exploited, an 

arbitrary script may 

be executed on the 

web browser of the 

other administrator 

or the user who 

https://ww

w.ec-

cube.net/inf

o/weakness

/20230727/ 

A-EC--EC-C-

110923/241 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 153 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

accessed the website 

using the product. 

CVE ID : CVE-2023-

40281 

Affected Version(s): From (including) 2.12.0 Up to (including) 2.12.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 4.8 

EC-CUBE 2.11.0 to 

2.17.2-p1 contain a 

cross-site scripting 

vulnerability in 

"mail/template" and 

"products/product" 

of Management page. 

If this vulnerability is 

exploited, an 

arbitrary script may 

be executed on the 

web browser of the 

other administrator 

or the user who 

accessed the website 

using the product. 

CVE ID : CVE-2023-

40281 

https://ww

w.ec-

cube.net/inf

o/weakness

/20230727/ 

A-EC--EC-C-

110923/242 

Affected Version(s): From (including) 2.13.0 Up to (excluding) 2.13.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 4.8 

EC-CUBE 2.11.0 to 

2.17.2-p1 contain a 

cross-site scripting 

vulnerability in 

"mail/template" and 

"products/product" 

of Management page. 

If this vulnerability is 

exploited, an 

arbitrary script may 

be executed on the 

web browser of the 

other administrator 

or the user who 

accessed the website 

using the product. 

https://ww

w.ec-

cube.net/inf

o/weakness

/20230727/ 

A-EC--EC-C-

110923/243 
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CVE ID : CVE-2023-

40281 

Affected Version(s): From (including) 2.17.0 Up to (excluding) 2.17.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 4.8 

EC-CUBE 2.11.0 to 

2.17.2-p1 contain a 

cross-site scripting 

vulnerability in 

"mail/template" and 

"products/product" 

of Management page. 

If this vulnerability is 

exploited, an 

arbitrary script may 

be executed on the 

web browser of the 

other administrator 

or the user who 

accessed the website 

using the product. 

CVE ID : CVE-2023-

40281 

https://ww

w.ec-

cube.net/inf

o/weakness

/20230727/ 

A-EC--EC-C-

110923/244 

Vendor: ectouch 

Product: ectouch 

Affected Version(s): 2.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

28-Aug-2023 9.8 

ECTouch v2 was 

discovered to 

contain a SQL 

injection 

vulnerability via the 

$arr['id'] parameter 

at 

\default\helpers\ins

ert.php. 

CVE ID : CVE-2023-

39560 

N/A 
A-ECT-ECTO-

110923/245 

Vendor: edetw 

Product: u-office_force 

Affected Version(s): 20.0.7668d 
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Unrestricte

d Upload of 

File with 

Dangerous 

Type 

25-Aug-2023 9.8 

 

e-Excellence U-Office 

Force file uploading 

function does not 

restrict upload of file 

with dangerous type. 

An unauthenticated 

remote attacker 

without logging the 

service can exploit 

this vulnerability to 

upload arbitrary files 

to perform arbitrary 

command or disrupt 

service. 

 

 

CVE ID : CVE-2023-

32757 

N/A 
A-EDE-U-OF-

110923/246 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

25-Aug-2023 7.5 

 

e-Excellence U-Office 

Force has a path 

traversal 

vulnerability within 

its file uploading and 

downloading 

functions. An 

unauthenticated 

remote attacker can 

exploit this 

vulnerability to read 

arbitrary system 

files, but can’t 

control system or 

disrupt service. 

 

 

CVE ID : CVE-2023-

32756 

N/A 
A-EDE-U-OF-

110923/247 
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Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

25-Aug-2023 5.3 

 

e-Excellence U-Office 

Force generates an 

error message in 

webiste service. An 

unauthenticated 

remote attacker can 

obtain partial 

sensitive system 

information from 

error message by 

sending a crafted 

command. 

 

 

CVE ID : CVE-2023-

32755 

N/A 
A-EDE-U-OF-

110923/248 

Vendor: eduva 

Product: albo_pretorio_online 

Affected Version(s): * Up to (including) 4.6.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Ignazio Scimone 

Albo Pretorio On line 

plugin <= 4.6.3 

versions. 

CVE ID : CVE-2023-

32108 

N/A 
A-EDU-ALBO-

110923/249 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Ignazio Scimone 

Albo Pretorio On line 

plugin <= 4.6.3 

versions. 

CVE ID : CVE-2023-

32109 

N/A 
A-EDU-ALBO-

110923/250 

Vendor: Enalean 
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Product: tuleap 

Affected Version(s): * Up to (excluding) 14.10-6 

Missing 

Authorizati

on 

24-Aug-2023 4.3 

Tuleap is an open 

source suite to 

improve 

management of 

software 

developments and 

collaboration. In 

Tuleap Community 

Edition prior to 

version 14.11.99.28 

and Tuleap 

Enterprise Edition 

prior to versions 

14.10-6 and 14.11-3, 

the preview of an 

artifact link with a 

type does not respect 

the project, tracker 

and artifact level 

permissions. The 

issue occurs on the 

artifact view (not 

reproducible on the 

artifact modal). 

Users might get 

access to information 

they should not have 

access to. Only the 

title, status, assigned 

to and last update 

date fields as defined 

by the semantics are 

impacted. If those 

fields have strict 

permissions (e.g. the 

title is only visible to 

a specific user 

group) those 

permissions are still 

enforced. Tuleap 

Community Edition 

https://tulea

p.net/plugin

s/tracker/?a

id=33608, 

https://githu

b.com/Enale

an/tuleap/se

curity/advis

ories/GHSA-

h637-g4xp-

2992, 

https://tulea

p.net/plugin

s/git/tuleap

/tuleap/stab

le?a=commit

&h=307c1c8

044522a2dc

c711062b18

a3b3f9059a

6c3 

A-ENA-TULE-

110923/251 
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14.11.99.28, Tuleap 

Enterprise Edition 

14.10-6, and Tuleap 

Enterprise Edition 

14.11-3 contain a fix 

for this issue. 

CVE ID : CVE-2023-

38508 

Affected Version(s): * Up to (excluding) 14.10-7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

24-Aug-2023 4.8 

Tuleap is an open 

source suite to 

improve 

management of 

software 

developments and 

collaboration. In 

Tuleap Community 

Edition prior to 

version 14.11.99.28 

and Tuleap 

Enterprise Edition 

prior to versions 

14.10-6 and 14.11-3, 

content displayed in 

the "card fields" 

(visible in the 

kanban and PV2 

apps) is not properly 

escaped. An agile 

dashboard 

administrator 

deleting a kanban 

with a malicious 

label can be forced to 

execute uncontrolled 

code. Tuleap 

Community Edition 

14.11.99.28, Tuleap 

Enterprise Edition 

14.10-6, and Tuleap 

Enterprise Edition 

14.11-3 contain a fix 

for this issue. 

https://githu

b.com/Enale

an/tuleap/c

ommit/93d1

0654b1d95c

5bf5002046

66310418b0

1b8a8d, 

https://tulea

p.net/plugin

s/git/tuleap

/tuleap/stab

le?a=commit

&h=93d1065

4b1d95c5bf

5002046663

10418b01b8

a8d, 

https://tulea

p.net/plugin

s/tracker/?a

id=33656 

A-ENA-TULE-

110923/252 
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CVE ID : CVE-2023-

39521 

Affected Version(s): * Up to (excluding) 14.11.99.28 

Missing 

Authorizati

on 

24-Aug-2023 4.3 

Tuleap is an open 

source suite to 

improve 

management of 

software 

developments and 

collaboration. In 

Tuleap Community 

Edition prior to 

version 14.11.99.28 

and Tuleap 

Enterprise Edition 

prior to versions 

14.10-6 and 14.11-3, 

the preview of an 

artifact link with a 

type does not respect 

the project, tracker 

and artifact level 

permissions. The 

issue occurs on the 

artifact view (not 

reproducible on the 

artifact modal). 

Users might get 

access to information 

they should not have 

access to. Only the 

title, status, assigned 

to and last update 

date fields as defined 

by the semantics are 

impacted. If those 

fields have strict 

permissions (e.g. the 

title is only visible to 

a specific user 

group) those 

permissions are still 

enforced. Tuleap 

https://tulea

p.net/plugin

s/tracker/?a

id=33608, 

https://githu

b.com/Enale

an/tuleap/se

curity/advis

ories/GHSA-

h637-g4xp-

2992, 

https://tulea

p.net/plugin

s/git/tuleap

/tuleap/stab

le?a=commit

&h=307c1c8

044522a2dc

c711062b18

a3b3f9059a

6c3 

A-ENA-TULE-

110923/253 
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Community Edition 

14.11.99.28, Tuleap 

Enterprise Edition 

14.10-6, and Tuleap 

Enterprise Edition 

14.11-3 contain a fix 

for this issue. 

CVE ID : CVE-2023-

38508 

Affected Version(s): * Up to (excluding) 14.11.99.82 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

24-Aug-2023 4.8 

Tuleap is an open 

source suite to 

improve 

management of 

software 

developments and 

collaboration. In 

Tuleap Community 

Edition prior to 

version 14.11.99.28 

and Tuleap 

Enterprise Edition 

prior to versions 

14.10-6 and 14.11-3, 

content displayed in 

the "card fields" 

(visible in the 

kanban and PV2 

apps) is not properly 

escaped. An agile 

dashboard 

administrator 

deleting a kanban 

with a malicious 

label can be forced to 

execute uncontrolled 

code. Tuleap 

Community Edition 

14.11.99.28, Tuleap 

Enterprise Edition 

14.10-6, and Tuleap 

Enterprise Edition 

https://githu

b.com/Enale

an/tuleap/c

ommit/93d1

0654b1d95c

5bf5002046

66310418b0

1b8a8d, 

https://tulea

p.net/plugin

s/git/tuleap

/tuleap/stab

le?a=commit

&h=93d1065

4b1d95c5bf

5002046663

10418b01b8

a8d, 

https://tulea

p.net/plugin

s/tracker/?a

id=33656 

A-ENA-TULE-

110923/254 
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14.11-3 contain a fix 

for this issue. 

CVE ID : CVE-2023-

39521 

Affected Version(s): From (including) 14.11 Up to (excluding) 14.11-3 

Missing 

Authorizati

on 

24-Aug-2023 4.3 

Tuleap is an open 

source suite to 

improve 

management of 

software 

developments and 

collaboration. In 

Tuleap Community 

Edition prior to 

version 14.11.99.28 

and Tuleap 

Enterprise Edition 

prior to versions 

14.10-6 and 14.11-3, 

the preview of an 

artifact link with a 

type does not respect 

the project, tracker 

and artifact level 

permissions. The 

issue occurs on the 

artifact view (not 

reproducible on the 

artifact modal). 

Users might get 

access to information 

they should not have 

access to. Only the 

title, status, assigned 

to and last update 

date fields as defined 

by the semantics are 

impacted. If those 

fields have strict 

permissions (e.g. the 

title is only visible to 

a specific user 

group) those 

https://tulea

p.net/plugin

s/tracker/?a

id=33608, 

https://githu

b.com/Enale

an/tuleap/se

curity/advis

ories/GHSA-

h637-g4xp-

2992, 

https://tulea

p.net/plugin

s/git/tuleap

/tuleap/stab

le?a=commit

&h=307c1c8

044522a2dc

c711062b18

a3b3f9059a

6c3 

A-ENA-TULE-

110923/255 
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permissions are still 

enforced. Tuleap 

Community Edition 

14.11.99.28, Tuleap 

Enterprise Edition 

14.10-6, and Tuleap 

Enterprise Edition 

14.11-3 contain a fix 

for this issue. 

CVE ID : CVE-2023-

38508 

Affected Version(s): From (including) 14.11 Up to (excluding) 14.11-5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

24-Aug-2023 4.8 

Tuleap is an open 

source suite to 

improve 

management of 

software 

developments and 

collaboration. In 

Tuleap Community 

Edition prior to 

version 14.11.99.28 

and Tuleap 

Enterprise Edition 

prior to versions 

14.10-6 and 14.11-3, 

content displayed in 

the "card fields" 

(visible in the 

kanban and PV2 

apps) is not properly 

escaped. An agile 

dashboard 

administrator 

deleting a kanban 

with a malicious 

label can be forced to 

execute uncontrolled 

code. Tuleap 

Community Edition 

14.11.99.28, Tuleap 

Enterprise Edition 

14.10-6, and Tuleap 

https://githu

b.com/Enale

an/tuleap/c

ommit/93d1

0654b1d95c

5bf5002046

66310418b0

1b8a8d, 

https://tulea

p.net/plugin

s/git/tuleap

/tuleap/stab

le?a=commit

&h=93d1065

4b1d95c5bf

5002046663

10418b01b8

a8d, 

https://tulea

p.net/plugin

s/tracker/?a

id=33656 

A-ENA-TULE-

110923/256 
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Enterprise Edition 

14.11-3 contain a fix 

for this issue. 

CVE ID : CVE-2023-

39521 

Vendor: escanav 

Product: escan_anti-virus 

Affected Version(s): 7.0.32 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

16-Aug-2023 7.8 

A vulnerability, 

which was classified 

as critical, was found 

in MicroWorld eScan 

Anti-Virus 7.0.32 on 

Linux. This affects an 

unknown part of the 

file runasroot. The 

manipulation leads 

to incorrect 

execution-assigned 

permissions. The 

attack needs to be 

approached locally. 

The exploit has been 

disclosed to the 

public and may be 

used. The associated 

identifier of this 

vulnerability is VDB-

237315. NOTE: The 

vendor was 

contacted early 

about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4383 

N/A 
A-ESC-ESCA-

110923/257 

Vendor: esotericsoftware 

Product: yamlbeans 

Affected Version(s): * Up to (including) 1.15 
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Deserializa

tion of 

Untrusted 

Data 

25-Aug-2023 7.8 

An issue was 

discovered in 

Esoteric YamlBeans 

through 1.15. It 

allows untrusted 

deserialisation to 

Java classes by 

default, where the 

data and class are 

controlled by the 

author of the YAML 

document being 

processed. 

CVE ID : CVE-2023-

24621 

N/A 
A-ESO-YAML-

110923/258 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

25-Aug-2023 5.5 

An issue was 

discovered in 

Esoteric YamlBeans 

through 1.15. A 

crafted YAML 

document is able 

perform am XML 

Entity Expansion 

attack against 

YamlBeans 

YamlReader. By 

exploiting the 

Anchor feature in 

YAML, it is possible 

to generate a small 

YAML document 

that, when read, is 

expanded to a large 

size, causing CPU and 

memory 

consumption, such 

as a Java Out-of-

Memory exception. 

CVE ID : CVE-2023-

24620 

N/A 
A-ESO-YAML-

110923/259 

Vendor: Esri 

Product: arcgis_server 
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Affected Version(s): From (including) 10.8.1 Up to (including) 11.0 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

25-Aug-2023 5.3 

 

 

 

 

 

ArcGIS Enterprise 

Server versions 11.0 

and below have an 

information 

disclosure 

vulnerability where a 

remote, 

unauthorized 

attacker may submit 

a crafted query that 

may result in a low 

severity information 

disclosure issue.  

 

The information 

disclosed is limited 

to a single attribute 

in a database 

connection string. No 

business data is 

disclosed. 

 

 

 

 

 

 

 

 

 

CVE ID : CVE-2023-

25848 

https://ww

w.esri.com/a

rcgis-

blog/produc

ts/trust-

arcgis/anno

uncements/a

rcgis-server-

map-and-

feature-

service-

security-

2023-

update-1-

patch/ 

A-ESR-ARCG-

110923/260 
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Vendor: etictelecom 

Product: remote_access_server 

Affected Version(s): * Up to (including) 4.7.0 

Insecure 

Default 

Initializatio

n of 

Resource 

23-Aug-2023 8.1 

 

ETIC Telecom RAS 

versions 4.7.0 and 

prior the web 

management portal 

authentication 

disabled by default. 

This could allow an 

attacker with 

adjacent network 

access to alter the 

configuration of the 

device or cause a 

denial-of-service 

condition. 

 

 

CVE ID : CVE-2023-

3453 

https://ww

w.cisa.gov/n

ews-

events/ics-

advisories/ic

sa-23-208-

01 

A-ETI-REMO-

110923/261 

Vendor: etoilewebdesign 

Product: order_tracking 

Affected Version(s): * Up to (including) 3.3.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

31-Aug-2023 6.1 

The Order Tracking 

Pro plugin for 

WordPress is 

vulnerable to 

Reflected Cross-Site 

Scripting via the 

start_date and 

end_date parameters 

in versions up to, and 

including, 3.3.6 due 

to insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

unauthenticated 

https://plugi

ns.trac.word

press.org/ch

angeset?sfp_

email=&sfph

_mail=&repo

name=&new

=2959453%

40order-

tracking%2F

trunk&old=2

949611%40

order-

tracking%2F

trunk&sfp_e

A-ETO-ORDE-

110923/262 
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attackers to inject 

arbitrary web scripts 

in pages that execute 

if they can 

successfully trick a 

user into performing 

an action such as 

clicking on a link. 

CVE ID : CVE-2023-

4471 

mail=&sfph_

mail= 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

31-Aug-2023 4.8 

The Order Tracking 

Pro plugin for 

WordPress is 

vulnerable to Stored 

Cross-Site Scripting 

via the order status 

parameter in 

versions up to, and 

including, 3.3.6 due 

to insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

authenticated 

attackers (admin or 

higher) to inject 

arbitrary web scripts 

in pages that execute 

if they can 

successfully trick a 

user into performing 

an action such as 

clicking on a link. 

This only affects 

multi-site 

installations and 

installations where 

unfiltered_html has 

been disabled. 

CVE ID : CVE-2023-

4500 

https://plugi

ns.trac.word

press.org/ch

angeset?sfp_

email=&sfph

_mail=&repo

name=&new

=2959453%

40order-

tracking%2F

trunk&old=2

949611%40

order-

tracking%2F

trunk&sfp_e

mail=&sfph_

mail= 

A-ETO-ORDE-

110923/263 

Vendor: excalidraw 
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Product: excalidraw 

Affected Version(s): * 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

Versions of the 

package 

@excalidraw/excalid

raw from 0.0.0 are 

vulnerable to Cross-

site Scripting (XSS) 

via embedded links 

in whiteboard 

objects due to 

improper input 

sanitization. 

CVE ID : CVE-2023-

26140 

https://githu

b.com/excali

draw/excali

draw/commi

t/b33fa6d6f

64d27adc3a

47b25c0aa5

5711740d0a

f 

A-EXC-EXCA-

110923/264 

Vendor: fahad_mahmood 

Product: wp_docs 

Affected Version(s): * Up to (excluding) 2.0.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Fahad Mahmood WP 

Docs plugin <= 1.9.9 

versions. 

CVE ID : CVE-2023-

32106 

N/A 
A-FAH-WP_D-

110923/265 

Vendor: filemage 

Product: filemage 

Affected Version(s): * Up to (including) 1.10.8 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

22-Aug-2023 7.5 

Directory Traversal 

vulnerability in 

FileMage Gateway 

Windows 

Deployments 

v.1.10.8 and before 

allows a remote 

attacker to obtain 

sensitive information 

via a crafted request 

N/A 
A-FIL-FILE-

110923/266 
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to the /mgmt/ 

component. 

CVE ID : CVE-2023-

39026 

Vendor: fit2cloud 

Product: cloudexplorer_lite 

Affected Version(s): * Up to (excluding) 1.4.0 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

24-Aug-2023 4.9 

Cloud Explorer Lite 

is an open source 

cloud management 

platform. Prior to 

version 1.4.0, there is 

a risk of sensitive 

information leakage 

in the user 

information 

acquisition of 

CloudExplorer Lite. 

The vulnerability has 

been fixed in version 

1.4.0. 

 

 

CVE ID : CVE-2023-

39519 

N/A 
A-FIT-CLOU-

110923/267 

Vendor: flarum 

Product: flarum 

Affected Version(s): * Up to (excluding) 1.8.0 

Server-

Side 

Request 

Forgery 

(SSRF) 

16-Aug-2023 7.1 

Flarum is an open 

source forum 

software. Flarum is 

affected by a 

vulnerability that 

allows an attacker to 

conduct a Blind 

Server-Side Request 

Forgery (SSRF) 

attack or disclose 

any file on the 

server, even with a 

https://githu

b.com/flaru

m/framewor

k/commit/d

1059c1cc79f

e61f9538f3d

a55e8f42abb

ede570, 

https://githu

b.com/flaru

m/framewor

k/security/a

A-FLA-FLAR-

110923/268 
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basic user account 

on any Flarum 

forum. By uploading 

a file containing a 

URL and spoofing the 

MIME type, an 

attacker can 

manipulate the 

application to 

execute unintended 

actions. The 

vulnerability is due 

to the behavior of the 

`intervention/image` 

package, which 

attempts to interpret 

the supplied file 

contents as a URL, 

which then fetches 

its contents. This 

allows an attacker to 

exploit the 

vulnerability to 

perform SSRF 

attacks, disclose local 

file contents, or 

conduct a blind 

oracle attack. This 

has been patched in 

Flarum version 1.8.0. 

Users are advised to 

upgrade. Users 

unable to upgrade 

may disable PHP's 

`allow_url_fopen` 

which will prevent 

the fetching of 

external files via 

URLs as a temporary 

workaround for the 

SSRF aspect of the 

vulnerability. 

dvisories/G

HSA-67c6-

q4j4-hccg 
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CVE ID : CVE-2023-

40033 

Vendor: fobybus 

Product: social-media-skeleton 

Affected Version(s): * Up to (excluding) 1.0.5 

Insufficient 

Session 

Expiration 

18-Aug-2023 9.8 

Social media 

skeleton is an 

uncompleted/frame

work social media 

project implemented 

using a php, css 

,javascript and html. 

Insufficient session 

expiration is a web 

application security 

vulnerability that 

occurs when a web 

application does not 

properly manage the 

lifecycle of a user's 

session. Social media 

skeleton releases 

prior to 1.0.5 did not 

properly limit 

manage user session 

lifecycles. This issue 

has been addressed 

in version 1.0.5 and 

users are advised to 

upgrade. There are 

no known 

workarounds for this 

vulnerability. 

 

 

CVE ID : CVE-2023-

40174 

https://githu

b.com/fobyb

us/social-

media-

skeleton/co

mmit/99738

b2cc5efb6a5

739161c931

daa43f9943

1e5a 

A-FOB-SOCI-

110923/269 

Cross-Site 

Request 

Forgery 

(CSRF) 

18-Aug-2023 8.8 

Social media 

skeleton is an 

uncompleted/frame

work social media 

https://githu

b.com/fobyb

us/social-

media-

A-FOB-SOCI-

110923/270 
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project implemented 

using a php, css 

,javascript and html. 

A Cross-site request 

forgery (CSRF) 

attack is a type of 

malicious attack 

whereby an attacker 

tricks a victim into 

performing an action 

on a website that 

they do not intend to 

do. This can be done 

by sending the victim 

a malicious link or by 

exploiting a 

vulnerability in the 

website. Prior to 

version 1.0.5 Social 

media skeleton did 

not properly restrict 

CSRF attacks. This 

has been addressed 

in version 1.0.5 and 

all users are advised 

to upgrade. There 

are no known 

workarounds for this 

vulnerability. 

CVE ID : CVE-2023-

40172 

skeleton/co

mmit/344d7

98e82d6cc3

9844962c6d

3cb2560f59

07848 

Insufficient

ly 

Protected 

Credentials 

18-Aug-2023 7.5 

Social media 

skeleton is an 

uncompleted/frame

work social media 

project implemented 

using a php, css 

,javascript and html. 

Prior to version 1.0.5 

Social media 

skeleton did not 

properly salt 

passwords leaving 

https://githu

b.com/fobyb

us/social-

media-

skeleton/co

mmit/344d7

98e82d6cc3

9844962c6d

3cb2560f59

07848, 

https://githu

b.com/fobyb

A-FOB-SOCI-

110923/271 
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user passwords 

susceptible to 

cracking should an 

attacker gain access 

to hashed 

passwords. This 

issue has been 

addressed in version 

1.0.5 and users are 

advised to upgrade. 

There are no known 

workarounds for this 

issue. 

CVE ID : CVE-2023-

40173 

us/social-

media-

skeleton/co

mmit/df31d

a44ffed3ea0

65cbbadc3c

8052d0d489

a2ef 

Vendor: Foliovision 

Product: fv_flowplayer_video_player 

Affected Version(s): * Up to (including) 7.5.32.7212 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

FolioVision FV 

Flowplayer Video 

Player plugin 

<= 7.5.32.7212 

versions. 

CVE ID : CVE-2023-

30499 

N/A 
A-FOL-FV_F-

110923/272 

Affected Version(s): * Up to (including) 7.5.37.7212 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 6.1 

The FV Flowplayer 

Video Player plugin 

for WordPress is 

vulnerable to Stored 

Cross-Site Scripting 

via the 

‘_fv_player_user_vide

o’ parameter saved 

via the 'save' 

function hooked via 

init, and the plugin is 

also vulnerable to 

https://plugi

ns.trac.word

press.org/ch

angeset/295

7322/fv-

wordpress-

flowplayer#f

ile2 

A-FOL-FV_F-

110923/273 
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Arbitrary Usermeta 

Update via the 'save' 

function in versions 

up to, and including, 

7.5.37.7212 due to 

insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

unauthenticated 

attackers to inject 

arbitrary web scripts 

in pages that will 

execute whenever a 

user accesses an 

injected page, and 

makes it possible to 

update the user 

metas arbitrarily, but 

the meta value can 

only be a string. 

CVE ID : CVE-2023-

4520 

Vendor: formcrafts 

Product: formcraft 

Affected Version(s): * Up to (excluding) 1.2.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 4.8 

The FormCraft 

WordPress plugin 

before 1.2.7 does not 

sanitise and escape 

some of its settings, 

which could allow 

high privilege users 

such as admin to 

perform Stored 

Cross-Site Scripting 

attacks even when 

the unfiltered_html 

capability is 

disallowed (for 

example in multisite 

setup). 

N/A 
A-FOR-FORM-

110923/274 
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CVE ID : CVE-2023-

3501 

Vendor: free_and_open_source_inventory_management_system_project 

Product: free_and_open_source_inventory_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

28-Aug-2023 6.1 

A stored cross-site 

scripting (XSS) 

vulnerability in Free 

and Open Source 

Inventory 

Management System 

v1.0 allows attackers 

to execute arbitrary 

web scripts or HTML 

via injecting a 

crafted payload into 

the Add New 

parameter under the 

New Buy section. 

CVE ID : CVE-2023-

39708 

N/A 
A-FRE-FREE-

110923/275 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

28-Aug-2023 6.1 

Multiple cross-site 

scripting (XSS) 

vulnerabilities in 

Free and Open 

Source Inventory 

Management System 

v1.0 allows attackers 

to execute arbitrary 

web scripts or HTML 

via injecting a 

crafted payload into 

the Name, Address, 

and Company 

parameters under 

the Add Member 

section. 

CVE ID : CVE-2023-

39709 

N/A 
A-FRE-FREE-

110923/276 

Improper 

Neutralizat
25-Aug-2023 5.4 A stored cross-site 

scripting (XSS) 
N/A 

A-FRE-FREE-

110923/277 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

vulnerability in Free 

and Open Source 

Inventory 

Management System 

v1.0 allows attackers 

to execute arbitrary 

web scripts or HTML 

via injecting a 

crafted payload into 

the Add Expense 

parameter under the 

Expense section. 

CVE ID : CVE-2023-

39707 

Vendor: free_hospital_management_system_for_small_practices_project 

Product: free_hospital_management_system_for_small_practices 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

20-Aug-2023 9.8 

A vulnerability was 

found in 

SourceCodester Free 

Hospital 

Management System 

for Small Practices 

1.0. It has been 

classified as critical. 

This affects an 

unknown part of the 

file 

appointment.php. 

The manipulation of 

the argument 

sheduledate leads to 

sql injection. It is 

possible to initiate 

the attack remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. The identifier 

VDB-237561 was 

assigned to this 

vulnerability. 

N/A 
A-FRE-FREE-

110923/278 
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CVE ID : CVE-2023-

4440 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

21-Aug-2023 9.8 

A vulnerability was 

found in 

SourceCodester Free 

Hospital 

Management System 

for Small Practices 

1.0. It has been 

declared as critical. 

This vulnerability 

affects unknown 

code of the file 

/patient/appointme

nt.php. The 

manipulation of the 

argument 

sheduledate leads to 

sql injection. The 

attack can be 

initiated remotely. 

VDB-237562 is the 

identifier assigned to 

this vulnerability. 

CVE ID : CVE-2023-

4441 

N/A 
A-FRE-FREE-

110923/279 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

21-Aug-2023 9.8 

A vulnerability was 

found in 

SourceCodester Free 

Hospital 

Management System 

for Small Practices 

1.0. It has been rated 

as critical. This issue 

affects some 

unknown processing 

of the file 

\vm\patient\bookin

g-complete.php. The 

manipulation of the 

argument 

userid/apponum/sc

heduleid leads to sql 

N/A 
A-FRE-FREE-

110923/280 
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injection. The attack 

may be initiated 

remotely. The exploit 

has been disclosed to 

the public and may 

be used. The 

associated identifier 

of this vulnerability 

is VDB-237563. 

CVE ID : CVE-2023-

4442 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

21-Aug-2023 9.8 

A vulnerability 

classified as critical 

has been found in 

SourceCodester Free 

Hospital 

Management System 

for Small Practices 

1.0/5.0.12. Affected 

is an unknown 

function of the file 

vm\doctor\edit-

doc.php. The 

manipulation of the 

argument 

id00/nic/oldemail/e

mail/spec/Tele leads 

to sql injection. It is 

possible to launch 

the attack remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. The identifier 

of this vulnerability 

is VDB-237564. 

CVE ID : CVE-2023-

4443 

N/A 
A-FRE-FREE-

110923/281 

Improper 

Neutralizat

ion of 

Special 

Elements 

21-Aug-2023 9.8 

A vulnerability 

classified as critical 

was found in 

SourceCodester Free 

Hospital 

N/A 
A-FRE-FREE-

110923/282 
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used in an 

SQL 

Command 

('SQL 

Injection') 

Management System 

for Small Practices 

1.0. Affected by this 

vulnerability is an 

unknown 

functionality of the 

file vm\patient\edit-

user.php. The 

manipulation of the 

argument 

id00/nic/oldemail/e

mail/spec/Tele leads 

to sql injection. The 

attack can be 

launched remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. The identifier 

VDB-237565 was 

assigned to this 

vulnerability. 

CVE ID : CVE-2023-

4444 

Vendor: froger 

Product: wp_remote_users_sync 

Affected Version(s): * Up to (excluding) 1.2.12 

Missing 

Authorizati

on 

16-Aug-2023 4.3 

The WP Remote 

Users Sync plugin for 

WordPress is 

vulnerable to 

unauthorized access 

of data and addition 

of data due to a 

missing capability 

check on the 

'refresh_logs_async' 

functions in versions 

up to, and including, 

1.2.11. This makes it 

possible for 

authenticated 

N/A 
A-FRO-WP_R-

110923/283 
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attackers with 

subscriber privileges 

or above, to view 

logs. 

CVE ID : CVE-2023-

4374 

Affected Version(s): * Up to (excluding) 1.2.13 

Server-

Side 

Request 

Forgery 

(SSRF) 

16-Aug-2023 5.4 

The WP Remote 

Users Sync plugin for 

WordPress is 

vulnerable to Server 

Side Request Forgery 

via the 

'notify_ping_remote' 

AJAX function in 

versions up to, and 

including, 1.2.12. 

This can allow 

authenticated 

attackers with 

subscriber-level 

permissions or 

above to make web 

requests to arbitrary 

locations originating 

from the web 

application and can 

be used to query and 

modify information 

from internal 

services. This was 

partially patched in 

version 1.2.12 and 

fully patched in 

version 1.2.13. 

CVE ID : CVE-2023-

3958 

https://plugi

ns.trac.word

press.org/ch

angeset/295

3845/wp-

remote-

users-

sync#file0, 

https://plugi

ns.trac.word

press.org/ch

angeset/294

6667/wp-

remote-

users-

sync#file127 

A-FRO-WP_R-

110923/284 

Vendor: frrouting 

Product: frrouting 

Affected Version(s): * Up to (including) 9.0 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

29-Aug-2023 9.8 

An issue was 

discovered in 

FRRouting FRR 9.0. 

bgpd/bgp_open.c 

does not check for an 

overly large length of 

the rcv software 

version. 

CVE ID : CVE-2023-

41361 

https://githu

b.com/FRRo

uting/frr/pu

ll/14241 

A-FRR-FRRO-

110923/285 

Out-of-

bounds 

Read 

29-Aug-2023 9.1 

An issue was 

discovered in 

FRRouting FRR 

through 9.0. There is 

an out-of-bounds 

read in 

bgp_attr_aigp_valid 

in bgpd/bgp_attr.c 

because there is no 

check for the 

availability of two 

bytes during AIGP 

validation. 

CVE ID : CVE-2023-

41359 

https://githu

b.com/FRRo

uting/frr/pu

ll/14232 

A-FRR-FRRO-

110923/286 

Out-of-

bounds 

Read 

29-Aug-2023 9.1 

An issue was 

discovered in 

FRRouting FRR 

through 9.0. 

bgpd/bgp_packet.c 

can read the initial 

byte of the ORF 

header in an ahead-

of-stream situation. 

CVE ID : CVE-2023-

41360 

https://githu

b.com/FRRo

uting/frr/pu

ll/14245 

A-FRR-FRRO-

110923/287 

NULL 

Pointer 

Dereferenc

e 

29-Aug-2023 7.5 

An issue was 

discovered in 

FRRouting FRR 

through 9.0. 

bgpd/bgp_packet.c 

processes NLRIs if 

https://githu

b.com/FRRo

uting/frr/pu

ll/14260 

A-FRR-FRRO-

110923/288 
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the attribute length 

is zero. 

CVE ID : CVE-2023-

41358 

Affected Version(s): From (including) 7.5.1 Up to (including) 9.0 

Improper 

Validation 

of Integrity 

Check 

Value 

29-Aug-2023 7.5 

FRRouting FRR 7.5.1 

through 9.0 and 

Pica8 PICOS 4.3.3.2 

allow a remote 

attacker to cause a 

denial of service via 

a crafted BGP update 

with a corrupted 

attribute 23 (Tunnel 

Encapsulation). 

CVE ID : CVE-2023-

38802 

N/A 
A-FRR-FRRO-

110923/289 

Vendor: fuzzguard 

Product: captcha_them_all 

Affected Version(s): * Up to (including) 1.3.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Benjamin Guy 

Captcha Them All 

plugin <= 1.3.3 

versions. 

CVE ID : CVE-2023-

30786 

N/A 
A-FUZ-CAPT-

110923/290 

Vendor: gabrieleventuri 

Product: pandasai 

Affected Version(s): * Up to (including) 0.8.0 

N/A 21-Aug-2023 9.8 

An issue in Gaberiele 

Venturi pandasai 

v.0.8.0 and before 

allows a remote 

attacker to execute 

arbitrary code via a 

https://githu

b.com/gvent

uri/pandas-

ai/issues/39

9, 

https://githu

A-GAB-PAND-

110923/291 
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crafted request to 

the prompt function. 

CVE ID : CVE-2023-

39660 

b.com/gvent

uri/pandas-

ai/pull/409 

Vendor: genians 

Product: genian_nac 

Affected Version(s): 5.0.42 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

17-Aug-2023 9.8 

Improper Control of 

Generation of Code 

('Code Injection') 

vulnerability in 

Genians Genian NAC 

V4.0, Genians Genian 

NAC V5.0, Genians 

Genian NAC Suite 

V5.0, Genians Genian 

ZTNA allows Replace 

Trusted 

Executable.This issue 

affects Genian NAC 

V4.0: from V4.0.0 

through V4.0.155; 

Genian NAC V5.0: 

from V5.0.0 through 

V5.0.42 (Revision 

117460); Genian 

NAC Suite V5.0: from 

V5.0.0 through 

V5.0.54; Genian 

ZTNA: from V6.0.0 

through V6.0.15. 

 

 

CVE ID : CVE-2023-

40252 

N/A 
A-GEN-GENI-

110923/292 

Missing 

Encryption 

of Sensitive 

Data 

17-Aug-2023 5.9 

Missing Encryption 

of Sensitive Data 

vulnerability in 

Genians Genian NAC 

V4.0, Genians Genian 

NAC V5.0, Genians 

N/A 
A-GEN-GENI-

110923/293 
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Genian NAC Suite 

V5.0, Genians Genian 

ZTNA allows Man in 

the Middle 

Attack.This issue 

affects Genian NAC 

V4.0: from V4.0.0 

through V4.0.155; 

Genian NAC V5.0: 

from V5.0.0 through 

V5.0.42 (Revision 

117460); Genian 

NAC Suite V5.0: from 

V5.0.0 through 

V5.0.54; Genian 

ZTNA: from V6.0.0 

through V6.0.15. 

 

 

CVE ID : CVE-2023-

40251 

Affected Version(s): From (including) 4.0.0 Up to (excluding) 4.0.156 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

17-Aug-2023 9.8 

Improper Control of 

Generation of Code 

('Code Injection') 

vulnerability in 

Genians Genian NAC 

V4.0, Genians Genian 

NAC V5.0, Genians 

Genian NAC Suite 

V5.0, Genians Genian 

ZTNA allows Replace 

Trusted 

Executable.This issue 

affects Genian NAC 

V4.0: from V4.0.0 

through V4.0.155; 

Genian NAC V5.0: 

from V5.0.0 through 

V5.0.42 (Revision 

117460); Genian 

NAC Suite V5.0: from 

N/A 
A-GEN-GENI-

110923/294 
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V5.0.0 through 

V5.0.54; Genian 

ZTNA: from V6.0.0 

through V6.0.15. 

 

 

CVE ID : CVE-2023-

40252 

Missing 

Encryption 

of Sensitive 

Data 

17-Aug-2023 5.9 

Missing Encryption 

of Sensitive Data 

vulnerability in 

Genians Genian NAC 

V4.0, Genians Genian 

NAC V5.0, Genians 

Genian NAC Suite 

V5.0, Genians Genian 

ZTNA allows Man in 

the Middle 

Attack.This issue 

affects Genian NAC 

V4.0: from V4.0.0 

through V4.0.155; 

Genian NAC V5.0: 

from V5.0.0 through 

V5.0.42 (Revision 

117460); Genian 

NAC Suite V5.0: from 

V5.0.0 through 

V5.0.54; Genian 

ZTNA: from V6.0.0 

through V6.0.15. 

 

 

CVE ID : CVE-2023-

40251 

N/A 
A-GEN-GENI-

110923/295 

Affected Version(s): From (including) 5.0.0 Up to (excluding) 5.0.55 

Improper 

Control of 

Generation 

of Code 

17-Aug-2023 9.8 

Improper Control of 

Generation of Code 

('Code Injection') 

vulnerability in 

Genians Genian NAC 

N/A 
A-GEN-GENI-

110923/296 
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('Code 

Injection') 

V4.0, Genians Genian 

NAC V5.0, Genians 

Genian NAC Suite 

V5.0, Genians Genian 

ZTNA allows Replace 

Trusted 

Executable.This issue 

affects Genian NAC 

V4.0: from V4.0.0 

through V4.0.155; 

Genian NAC V5.0: 

from V5.0.0 through 

V5.0.42 (Revision 

117460); Genian 

NAC Suite V5.0: from 

V5.0.0 through 

V5.0.54; Genian 

ZTNA: from V6.0.0 

through V6.0.15. 

 

 

CVE ID : CVE-2023-

40252 

Missing 

Encryption 

of Sensitive 

Data 

17-Aug-2023 5.9 

Missing Encryption 

of Sensitive Data 

vulnerability in 

Genians Genian NAC 

V4.0, Genians Genian 

NAC V5.0, Genians 

Genian NAC Suite 

V5.0, Genians Genian 

ZTNA allows Man in 

the Middle 

Attack.This issue 

affects Genian NAC 

V4.0: from V4.0.0 

through V4.0.155; 

Genian NAC V5.0: 

from V5.0.0 through 

V5.0.42 (Revision 

117460); Genian 

NAC Suite V5.0: from 

V5.0.0 through 

N/A 
A-GEN-GENI-

110923/297 
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V5.0.54; Genian 

ZTNA: from V6.0.0 

through V6.0.15. 

 

 

CVE ID : CVE-2023-

40251 

Product: genian_ztna 

Affected Version(s): From (including) 6.0.0 Up to (excluding) 6.0.16 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

17-Aug-2023 9.8 

Improper Control of 

Generation of Code 

('Code Injection') 

vulnerability in 

Genians Genian NAC 

V4.0, Genians Genian 

NAC V5.0, Genians 

Genian NAC Suite 

V5.0, Genians Genian 

ZTNA allows Replace 

Trusted 

Executable.This issue 

affects Genian NAC 

V4.0: from V4.0.0 

through V4.0.155; 

Genian NAC V5.0: 

from V5.0.0 through 

V5.0.42 (Revision 

117460); Genian 

NAC Suite V5.0: from 

V5.0.0 through 

V5.0.54; Genian 

ZTNA: from V6.0.0 

through V6.0.15. 

 

 

CVE ID : CVE-2023-

40252 

N/A 
A-GEN-GENI-

110923/298 

Missing 

Encryption 
17-Aug-2023 5.9 

Missing Encryption 

of Sensitive Data 

vulnerability in 

Genians Genian NAC 

N/A 
A-GEN-GENI-

110923/299 
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of Sensitive 

Data 

V4.0, Genians Genian 

NAC V5.0, Genians 

Genian NAC Suite 

V5.0, Genians Genian 

ZTNA allows Man in 

the Middle 

Attack.This issue 

affects Genian NAC 

V4.0: from V4.0.0 

through V4.0.155; 

Genian NAC V5.0: 

from V5.0.0 through 

V5.0.42 (Revision 

117460); Genian 

NAC Suite V5.0: from 

V5.0.0 through 

V5.0.54; Genian 

ZTNA: from V6.0.0 

through V6.0.15. 

 

 

CVE ID : CVE-2023-

40251 

Vendor: geomatika 

Product: isigeo_web 

Affected Version(s): 6.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

22-Aug-2023 8.8 

An issue was 

discovered in 

Geomatika IsiGeo 

Web 6.0. It allows 

remote 

authenticated users 

to execute 

commands. 

CVE ID : CVE-2023-

23564 

N/A 
A-GEO-ISIG-

110923/300 

Improper 

Neutralizat

ion of 

Special 

Elements 

22-Aug-2023 6.5 

An issue was 

discovered in 

Geomatika IsiGeo 

Web 6.0. It allows 

remote 

N/A 
A-GEO-ISIG-

110923/301 
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used in an 

SQL 

Command 

('SQL 

Injection') 

authenticated users 

to obtain sensitive 

database content via 

SQL Injection. 

CVE ID : CVE-2023-

23563 

N/A 22-Aug-2023 4.9 

An issue was 

discovered in 

Geomatika IsiGeo 

Web 6.0. It allows 

remote 

authenticated users 

to retrieve PHP files 

from the server via 

Local File Inclusion. 

CVE ID : CVE-2023-

23565 

N/A 
A-GEO-ISIG-

110923/302 

Vendor: geosolutionsgroup 

Product: geonode 

Affected Version(s): From (including) 3.2.0 Up to (including) 4.1.2 

Server-

Side 

Request 

Forgery 

(SSRF) 

24-Aug-2023 7.5 

GeoNode is an open 

source platform that 

facilitates the 

creation, sharing, 

and collaborative use 

of geospatial data. In 

versions 3.2.0 

through 4.1.2, the 

endpoint 

`/proxy/?url=` does 

not properly protect 

against server-side 

request forgery. This 

allows an attacker to 

port scan internal 

hosts and request 

information from 

internal hosts. A 

patch is available at 

commit 

a9eebae80cb362009

https://githu

b.com/GeoN

ode/geonod

e/commit/a

9eebae80cb

362009660a

1fd49e105e

7cdb499b9 

A-GEO-GEON-

110923/303 
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660a1fd49e105e7cd

b499b9. 

CVE ID : CVE-2023-

40017 

Vendor: gerbv_project 

Product: gerbv 

Affected Version(s): From (including) 2.4.0 Up to (including) 2.10.0 

Access of 

Uninitialize

d Pointer 

24-Aug-2023 5.5 

A user able to control 

file input to Gerbv, 

between versions 

2.4.0 and 2.10.0, can 

cause a crash and 

cause denial-of-

service with a 

specially crafted 

Gerber RS-274X file. 

CVE ID : CVE-2023-

4508 

https://githu

b.com/gerbv

/gerbv/com

mit/dfb5aac

533a3f9e8cc

d93ca217a7

53258cba4fe

5 

A-GER-GERB-

110923/304 

Vendor: giflib_project 

Product: giflib 

Affected Version(s): 5.2.1 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

25-Aug-2023 5.5 

giflib v5.2.1 was 

discovered to 

contain a 

segmentation fault 

via the component 

getarg.c. 

CVE ID : CVE-2023-

39742 

N/A 
A-GIF-GIFL-

110923/305 

Vendor: goauthentik 

Product: authentik 

Affected Version(s): * Up to (excluding) 2023.5.6 

Observable 

Discrepanc

y 

29-Aug-2023 5.3 

goauthentik is an 

open-source Identity 

Provider. In affected 

versions using a 

recovery flow with 

an identification 

https://githu

b.com/goaut

hentik/authe

ntik/commit

/aa874dd92

a770d5f8cd8

A-GOA-AUTH-

110923/306 
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stage an attacker is 

able to determine if a 

username exists. 

Only setups 

configured with a 

recovery flow are 

impacted by this. 

Anyone with a user 

account on a system 

with the recovery 

flow described above 

is susceptible to 

having their 

username/email 

revealed as existing. 

An attacker can 

easily enumerate 

and check users' 

existence using the 

recovery flow, as a 

clear message is 

shown when a user 

doesn't exist. 

Depending on 

configuration this 

can either be done 

by username, email, 

or both. This issue 

has been addressed 

in versions 2023.5.6 

and 2023.6.2. Users 

are advised to 

upgrade. There are 

no known 

workarounds for this 

issue. 

CVE ID : CVE-2023-

39522 

f265b7cdd3

1cd73a4599, 

https://githu

b.com/goaut

hentik/authe

ntik/security

/advisories/

GHSA-vmf9-

6pcv-xr87 

Affected Version(s): From (including) 2023.6.0 Up to (excluding) 2023.6.2 

Observable 

Discrepanc

y 

29-Aug-2023 5.3 

goauthentik is an 

open-source Identity 

Provider. In affected 

versions using a 

https://githu

b.com/goaut

hentik/authe

ntik/commit

A-GOA-AUTH-

110923/307 
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recovery flow with 

an identification 

stage an attacker is 

able to determine if a 

username exists. 

Only setups 

configured with a 

recovery flow are 

impacted by this. 

Anyone with a user 

account on a system 

with the recovery 

flow described above 

is susceptible to 

having their 

username/email 

revealed as existing. 

An attacker can 

easily enumerate 

and check users' 

existence using the 

recovery flow, as a 

clear message is 

shown when a user 

doesn't exist. 

Depending on 

configuration this 

can either be done 

by username, email, 

or both. This issue 

has been addressed 

in versions 2023.5.6 

and 2023.6.2. Users 

are advised to 

upgrade. There are 

no known 

workarounds for this 

issue. 

CVE ID : CVE-2023-

39522 

/aa874dd92

a770d5f8cd8

f265b7cdd3

1cd73a4599, 

https://githu

b.com/goaut

hentik/authe

ntik/security

/advisories/

GHSA-vmf9-

6pcv-xr87 

Vendor: Google 

Product: chrome 
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Affected Version(s): * Up to (excluding) 116.0.5845.110 

Use After 

Free 
23-Aug-2023 8.8 

Use after free in 

Loader in Google 

Chrome prior to 

116.0.5845.110 

allowed a remote 

attacker to 

potentially exploit 

heap corruption via a 

crafted HTML page. 

(Chromium security 

severity: High) 

CVE ID : CVE-2023-

4429 

https://chro

mereleases.g

oogleblog.co

m/2023/08/

chrome-

desktop-

stable-

update.html 

A-GOO-CHRO-

110923/308 

Use After 

Free 
23-Aug-2023 8.8 

Use after free in 

Vulkan in Google 

Chrome prior to 

116.0.5845.110 

allowed a remote 

attacker to 

potentially exploit 

heap corruption via a 

crafted HTML page. 

(Chromium security 

severity: High) 

CVE ID : CVE-2023-

4430 

https://crbu

g.com/1469

542 

A-GOO-CHRO-

110923/309 

Out-of-

bounds 

Read 

23-Aug-2023 8.1 

Out of bounds 

memory access in V8 

in Google Chrome 

prior to 

116.0.5845.110 

allowed a remote 

attacker to perform 

an out of bounds 

memory read via a 

crafted HTML page. 

(Chromium security 

severity: High) 

CVE ID : CVE-2023-

4427 

https://chro

mereleases.g

oogleblog.co

m/2023/08/

chrome-

desktop-

stable-

update.html 

A-GOO-CHRO-

110923/310 
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Out-of-

bounds 

Read 

23-Aug-2023 8.1 

Out of bounds 

memory access in 

CSS in Google 

Chrome prior to 

116.0.5845.110 

allowed a remote 

attacker to perform 

an out of bounds 

memory read via a 

crafted HTML page. 

(Chromium security 

severity: High) 

CVE ID : CVE-2023-

4428 

https://chro

mereleases.g

oogleblog.co

m/2023/08/

chrome-

desktop-

stable-

update.html 

A-GOO-CHRO-

110923/311 

Out-of-

bounds 

Read 

23-Aug-2023 8.1 

Out of bounds 

memory access in 

Fonts in Google 

Chrome prior to 

116.0.5845.110 

allowed a remote 

attacker to perform 

an out of bounds 

memory read via a 

crafted HTML page. 

(Chromium security 

severity: Medium) 

CVE ID : CVE-2023-

4431 

N/A 
A-GOO-CHRO-

110923/312 

Affected Version(s): * Up to (excluding) 116.0.5845.140 

Use After 

Free 
29-Aug-2023 8.8 

Use after free in 

MediaStream in 

Google Chrome prior 

to 116.0.5845.140 

allowed a remote 

attacker to 

potentially exploit 

heap corruption via a 

crafted HTML page. 

(Chromium security 

severity: High) 

CVE ID : CVE-2023-

4572 

https://chro

mereleases.g

oogleblog.co

m/2023/08/

stable-

channel-

update-for-

desktop_29.h

tml 

A-GOO-CHRO-

110923/313 
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Product: critters 

Affected Version(s): From (including) 0.0.17 Up to (including) 0.0.19 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

21-Aug-2023 6.1 

Critters versions 

0.0.17-0.0.19 have an 

issue when parsing 

the HTML, which 

leads to a potential 

cross-site scripting 

(XSS) bug. We 

recommend 

upgrading to version 

0.0.20 of the 

extension.  

CVE ID : CVE-2023-

3481 

https://githu

b.com/Googl

eChromeLab

s/critters/se

curity/advis

ories/GHSA-

cx3j-qqxj-

9597 

A-GOO-CRIT-

110923/314 

Vendor: gpac 

Product: gpac 

Affected Version(s): 2.3 

Use After 

Free 
28-Aug-2023 5.5 

GPAC v2.3-DEV-

rev449-g5948e4f70-

master was 

discovered to 

contain a heap-use-

after-free via the 

gf_bs_align function 

at bitstream.c. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via supplying a 

crafted file. 

CVE ID : CVE-2023-

39562 

N/A 
A-GPA-GPAC-

110923/315 

Vendor: gravitl 

Product: netmaker 

Affected Version(s): * Up to (excluding) 0.17.1 

Improperly 

Controlled 

Modificatio

n of 

24-Aug-2023 8.8 

Netmaker makes 

networks with 

WireGuard. A Mass 

assignment 

https://githu

b.com/gravit

l/netmaker/

security/adv

A-GRA-NETM-

110923/316 
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Dynamicall

y-

Determine

d Object 

Attributes 

vulnerability was 

found in versions 

prior to 0.17.1 and 

0.18.6 that allows a 

non-admin user to 

escalate privileges to 

those of an admin 

user. The issue is 

patched in 0.17.1 and 

fixed in 0.18.6. If 

Users are using 

0.17.1, they should 

run `docker pull 

gravitl/netmaker:v0.

17.1` and `docker-

compose up -d`. This 

will switch them to 

the patched users If 

users are using 

v0.18.0-0.18.5, they 

should upgrade to 

v0.18.6 or later. As a 

workaround, 

someone using 

version 0.17.1 can 

pull the latest docker 

image of the backend 

and restart the 

server. 

CVE ID : CVE-2023-

32079 

isories/GHS

A-826j-

8wp2-4x6q 

Use of 

Hard-

coded 

Credentials 

24-Aug-2023 7.5 

Netmaker makes 

networks with 

WireGuard. Prior to 

versions 0.17.1 and 

0.18.6, hardcoded 

DNS key usage has 

been found in 

Netmaker allowing 

unauth users to 

interact with DNS 

API endpoints. The 

issue is patched in 

https://githu

b.com/gravit

l/netmaker/

pull/2170, 

https://githu

b.com/gravit

l/netmaker/

commit/162

1c27c1d176

b639e9768b

2acad7693e

387fd51, 

A-GRA-NETM-

110923/317 
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0.17.1 and fixed in 

0.18.6.  If users are 

using 0.17.1, they 

should run `docker 

pull 

gravitl/netmaker:v0.

17.1` and `docker-

compose up -d`. This 

will switch them to 

the patched users. If 

users are using 

v0.18.0-0.18.5, they 

should upgrade to 

v0.18.6 or later. As a 

workaround, 

someone who is 

using version 0.17.1 

can pull the latest 

docker image of the 

backend and restart 

the server. 

CVE ID : CVE-2023-

32077 

https://githu

b.com/gravit

l/netmaker/

commit/936

2c39a9a822f

0e07361aa7

c77af261059

7e657 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

24-Aug-2023 7.5 

Netmaker makes 

networks with 

WireGuard. An 

Insecure Direct 

Object Reference 

(IDOR) vulnerability 

was found in 

versions prior to 

0.17.1 and 0.18.6 in 

the user update 

function. By 

specifying another 

user's username, it 

was possible to 

update the other 

user's password. The 

issue is patched in 

0.17.1 and fixed in 

0.18.6. If Users are 

using 0.17.1, they 

https://githu

b.com/gravit

l/netmaker/

security/adv

isories/GHS

A-256m-

j5qw-38f4, 

https://githu

b.com/gravit

l/netmaker/

pull/2158, 

https://githu

b.com/gravit

l/netmaker/

commit/b3b

e57c65bf0bb

fab43b6685

3c8e3637a4

3e2839 

A-GRA-NETM-

110923/318 
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should run `docker 

pull 

gravitl/netmaker:v0.

17.1` and `docker-

compose up -d`. This 

will switch them to 

the patched users. If 

users are using 

v0.18.0-0.18.5, they 

should upgrade to 

v0.18.6 or later. As a 

workaround, 

someone using 

version 0.17.1 can 

pull the latest docker 

image of the backend 

and restart the 

server. 

CVE ID : CVE-2023-

32078 

Affected Version(s): From (including) 0.18.0 Up to (including) 0.18.5 

Improperly 

Controlled 

Modificatio

n of 

Dynamicall

y-

Determine

d Object 

Attributes 

24-Aug-2023 8.8 

Netmaker makes 

networks with 

WireGuard. A Mass 

assignment 

vulnerability was 

found in versions 

prior to 0.17.1 and 

0.18.6 that allows a 

non-admin user to 

escalate privileges to 

those of an admin 

user. The issue is 

patched in 0.17.1 and 

fixed in 0.18.6. If 

Users are using 

0.17.1, they should 

run `docker pull 

gravitl/netmaker:v0.

17.1` and `docker-

compose up -d`. This 

will switch them to 

the patched users If 

https://githu

b.com/gravit

l/netmaker/

security/adv

isories/GHS

A-826j-

8wp2-4x6q 

A-GRA-NETM-

110923/319 
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users are using 

v0.18.0-0.18.5, they 

should upgrade to 

v0.18.6 or later. As a 

workaround, 

someone using 

version 0.17.1 can 

pull the latest docker 

image of the backend 

and restart the 

server. 

CVE ID : CVE-2023-

32079 

Use of 

Hard-

coded 

Credentials 

24-Aug-2023 7.5 

Netmaker makes 

networks with 

WireGuard. Prior to 

versions 0.17.1 and 

0.18.6, hardcoded 

DNS key usage has 

been found in 

Netmaker allowing 

unauth users to 

interact with DNS 

API endpoints. The 

issue is patched in 

0.17.1 and fixed in 

0.18.6.  If users are 

using 0.17.1, they 

should run `docker 

pull 

gravitl/netmaker:v0.

17.1` and `docker-

compose up -d`. This 

will switch them to 

the patched users. If 

users are using 

v0.18.0-0.18.5, they 

should upgrade to 

v0.18.6 or later. As a 

workaround, 

someone who is 

using version 0.17.1 

can pull the latest 

https://githu

b.com/gravit

l/netmaker/

pull/2170, 

https://githu

b.com/gravit

l/netmaker/

commit/162

1c27c1d176

b639e9768b

2acad7693e

387fd51, 

https://githu

b.com/gravit

l/netmaker/

commit/936

2c39a9a822f

0e07361aa7

c77af261059

7e657 

A-GRA-NETM-

110923/320 
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docker image of the 

backend and restart 

the server. 

CVE ID : CVE-2023-

32077 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

24-Aug-2023 7.5 

Netmaker makes 

networks with 

WireGuard. An 

Insecure Direct 

Object Reference 

(IDOR) vulnerability 

was found in 

versions prior to 

0.17.1 and 0.18.6 in 

the user update 

function. By 

specifying another 

user's username, it 

was possible to 

update the other 

user's password. The 

issue is patched in 

0.17.1 and fixed in 

0.18.6. If Users are 

using 0.17.1, they 

should run `docker 

pull 

gravitl/netmaker:v0.

17.1` and `docker-

compose up -d`. This 

will switch them to 

the patched users. If 

users are using 

v0.18.0-0.18.5, they 

should upgrade to 

v0.18.6 or later. As a 

workaround, 

someone using 

version 0.17.1 can 

pull the latest docker 

image of the backend 

and restart the 

server. 

https://githu

b.com/gravit

l/netmaker/

security/adv

isories/GHS

A-256m-

j5qw-38f4, 

https://githu

b.com/gravit

l/netmaker/

pull/2158, 

https://githu

b.com/gravit

l/netmaker/

commit/b3b

e57c65bf0bb

fab43b6685

3c8e3637a4

3e2839 

A-GRA-NETM-

110923/321 
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CVE ID : CVE-2023-

32078 

Vendor: hamza417 

Product: inure 

Affected Version(s): * Up to (excluding) build88 

Missing 

Authorizati

on 

20-Aug-2023 6.1 

Missing 

Authorization in 

GitHub repository 

hamza417/inure 

prior to build88. 

CVE ID : CVE-2023-

4434 

https://githu

b.com/hamz

a417/inure/

commit/217

6af74ca3a81

fd001e6cc8e

ea5a8306f48

4fbb 

A-HAM-INUR-

110923/322 

Improper 

Input 

Validation 

20-Aug-2023 5.5 

Improper Input 

Validation in GitHub 

repository 

hamza417/inure 

prior to build88. 

CVE ID : CVE-2023-

4435 

https://githu

b.com/hamz

a417/inure/

commit/e74

062e439f86

0fd144da4bf

c3f35e96c19

c3abd 

A-HAM-INUR-

110923/323 

Vendor: happysoft 

Product: nbs\&happysoftwechat 

Affected Version(s): 1.1.6 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

18-Aug-2023 8.8 

A vulnerability, 

which was classified 

as critical, has been 

found in 

NBS&HappySoftWeC

hat 1.1.6. Affected by 

this issue is some 

unknown 

functionality. The 

manipulation leads 

to unrestricted 

upload. The attack 

may be launched 

remotely. The exploit 

has been disclosed to 

the public and may 

be used. The 

N/A 
A-HAP-NBS\-

110923/324 
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identifier of this 

vulnerability is VDB-

237512. 

CVE ID : CVE-2023-

4409 

Vendor: hasthemes 

Product: wishsuite 

Affected Version(s): * Up to (including) 1.3.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

HasTheme WishSuite 

– Wishlist for 

WooCommerce 

plugin <= 1.3.4 

versions. 

CVE ID : CVE-2023-

32962 

N/A 
A-HAS-WISH-

110923/325 

Vendor: hcaptcha_for_ext\ 

Product: form_project 

Affected Version(s): hcaptcha_for_ext\\ Up to (excluding) 2.1.2 

N/A 23-Aug-2023 5.3 

An issue was 

discovered in the 

hcaptcha (aka 

hCaptcha for 

EXT:form) extension 

before 2.1.2 for 

TYPO3. It fails to 

check that the 

required captcha 

field is submitted in 

the form data. 

allowing a remote 

user to bypass the 

CAPTCHA check. 

CVE ID : CVE-2023-

41100 

https://typo

3.org/securit

y/advisory/t

ypo3-ext-sa-

2023-007 

A-HCA-FORM-

110923/326 

Vendor: Hitachi 
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Product: eh-view 

Affected Version(s): - 

Out-of-

bounds 

Write 

23-Aug-2023 7.8 

** UNSUPPPORTED 

WHEN ASSIGNED ** 

** UNSUPPORTED 

WHEN ASSIGNED ** 

Out-of-bounds Write 

vulnerability in 

Hitachi EH-VIEW 

(KeypadDesigner) 

allows local 

attackers to 

potentially execute 

arbitray code on 

affected EH-VIEW 

installations. User 

interaction is 

required to exploit 

the vulnerabilities in 

that the user must 

open a malicious file. 

NOTE: This 

vulnerability only 

affects products that 

are no longer 

supported by the 

maintainer. 

 

CVE ID : CVE-2023-

3495 

https://ww

w.hitachi.co

m/hirt/hitac

hi-

sec/2023/00

2.html 

A-HIT-EH-V-

110923/327 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

23-Aug-2023 7.8 

** UNSUPPPORTED 

WHEN ASSIGNED ** 

** UNSUPPORTED 

WHEN ASSIGNED ** 

Improper Restriction 

of Operations within 

the Bounds of a 

Memory Buffer 

vulnerability in 

Hitachi EH-VIEW 

(KeypadDesigner) 

allows local 

https://ww

w.hitachi.co

m/hirt/hitac

hi-

sec/2023/00

2.html 

A-HIT-EH-V-

110923/328 
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attackers to 

potentially disclose 

information and 

execute arbitray 

code on affected EH-

VIEW installations. 

User interaction is 

required to exploit 

the vulnerabilities in 

that the user must 

open a malicious file. 

NOTE: This 

vulnerability only 

affects products that 

are no longer 

supported by the 

maintainer. 

 

CVE ID : CVE-2023-

39984 

Out-of-

bounds 

Write 

23-Aug-2023 7.8 

** UNSUPPPORTED 

WHEN ASSIGNED ** 

** UNSUPPORTED 

WHEN ASSIGNED ** 

Out-of-bounds Write 

vulnerability in 

Hitachi EH-VIEW 

(Designer) allows 

local attackers to 

potentially execute 

arbitray code on 

affected EH-VIEW 

installations. User 

interaction is 

required to exploit 

the vulnerabilities in 

that the user must 

open a malicious file. 

NOTE: This 

vulnerability only 

affects products that 

are no longer 

https://ww

w.hitachi.co

m/hirt/hitac

hi-

sec/2023/00

2.html 

A-HIT-EH-V-

110923/329 
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supported by the 

maintainer. 

CVE ID : CVE-2023-

39985 

Out-of-

bounds 

Read 

23-Aug-2023 5.5 

** UNSUPPPORTED 

WHEN ASSIGNED ** 

** UNSUPPORTED 

WHEN ASSIGNED ** 

Out-of-bounds Read 

vulnerability in 

Hitachi EH-VIEW 

(Designer) allows 

local attackers to 

potentially disclose 

information on 

affected EH-VIEW 

installations. User 

interaction is 

required to exploit 

the vulnerabilities in 

that the user must 

open a malicious file. 

NOTE: This 

vulnerability only 

affects products that 

are no longer 

supported by the 

maintainer. 

CVE ID : CVE-2023-

39986 

https://ww

w.hitachi.co

m/hirt/hitac

hi-

sec/2023/00

2.html 

A-HIT-EH-V-

110923/330 

Vendor: html2pdf_project 

Product: html2pdf 

Affected Version(s): * Up to (excluding) 5.2.8 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

28-Aug-2023 6.1 

Cross Site Scripting 

vulnerability in 

Spipu HTML2PDF 

before v.5.2.8 allows 

a remote attacker to 

execute arbitrary 

code via a crafted 

N/A 
A-HTM-HTML-

110923/331 
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('Cross-site 

Scripting') 

script to the 

forms.php. 

CVE ID : CVE-2023-

39062 

Vendor: hupe13 

Product: extensions_for_leaflet_map 

Affected Version(s): * Up to (including) 3.4.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

hupe13 Extensions 

for Leaflet Map 

plugin <= 3.4.1 

versions. 

CVE ID : CVE-2023-

31074 

N/A 
A-HUP-EXTE-

110923/332 

Vendor: i13websolution 

Product: video_carousel_slider_with_lightbox 

Affected Version(s): * Up to (including) 1.0.22 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

I Thirteen Web 

Solution video 

carousel slider with 

lightbox plugin 

<= 1.0.22 versions. 

CVE ID : CVE-2023-

32797 

N/A 
A-I13-VIDE-

110923/333 

Product: video_gallery 

Affected Version(s): * Up to (including) 1.0.10 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

I Thirteen Web 

Solution Video 

Gallery plugin 

<= 1.0.10 versions. 

N/A 
A-I13-VIDE-

110923/334 
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('Cross-site 

Scripting') 

CVE ID : CVE-2023-

32597 

Product: video_grid 

Affected Version(s): * Up to (including) 1.21 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

I Thirteen Web 

Solution Video Grid 

plugin <= 1.21 

versions. 

CVE ID : CVE-2023-

30785 

N/A 
A-I13-VIDE-

110923/335 

Vendor: iansadowsky 

Product: wordpress_tables 

Affected Version(s): * Up to (including) 1.3.9 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Ian Sadovy 

WordPress Tables 

plugin <= 1.3.9 

versions. 

CVE ID : CVE-2023-

25453 

N/A 
A-IAN-WORD-

110923/336 

Vendor: IBM 

Product: cics_tx 

Affected Version(s): 10.1 

Observable 

Discrepanc

y 

22-Aug-2023 7.5 

 

IBM GSKit-Crypto 

could allow a remote 

attacker to obtain 

sensitive 

information, caused 

by a timing-based 

side channel in the 

RSA Decryption 

implementation. By 

sending an overly 

https://ww

w.ibm.com/s

upport/page

s/node/702

2413, 

https://ww

w.ibm.com/s

upport/page

s/node/702

2414, 

https://ww

A-IBM-CICS-

110923/337 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 208 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

large number of trial 

messages for 

decryption, an 

attacker could 

exploit this 

vulnerability to 

obtain sensitive 

information. IBM X-

Force ID: 257132. 

 

 

CVE ID : CVE-2023-

33850 

w.ibm.com/s

upport/page

s/node/701

0369, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25713

2 

Affected Version(s): 11.1 

Observable 

Discrepanc

y 

22-Aug-2023 7.5 

 

IBM GSKit-Crypto 

could allow a remote 

attacker to obtain 

sensitive 

information, caused 

by a timing-based 

side channel in the 

RSA Decryption 

implementation. By 

sending an overly 

large number of trial 

messages for 

decryption, an 

attacker could 

exploit this 

vulnerability to 

obtain sensitive 

information. IBM X-

Force ID: 257132. 

 

 

CVE ID : CVE-2023-

33850 

https://ww

w.ibm.com/s

upport/page

s/node/702

2413, 

https://ww

w.ibm.com/s

upport/page

s/node/702

2414, 

https://ww

w.ibm.com/s

upport/page

s/node/701

0369, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25713

2 

A-IBM-CICS-

110923/338 

Product: cognos_analytics 

Affected Version(s): 11.1.7 
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Server-

Side 

Request 

Forgery 

(SSRF) 

16-Aug-2023 5.4 

IBM Cognos 

Analytics 11.1.7, 

11.2.0, and 11.2.1 is 

vulnerable to server-

side request forgery 

(SSRF). This may 

allow an 

authenticated 

attacker to send 

unauthorized 

requests from the 

system, potentially 

leading to network 

enumeration or 

facilitating other 

attacks.  IBM X-Force 

ID:  257705. 

CVE ID : CVE-2023-

35011 

https://ww

w.ibm.com/s

upport/page

s/node/702

6692, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25770

5 

A-IBM-COGN-

110923/339 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

16-Aug-2023 5.3 

IBM Cognos 

Analytics 11.1.7, 

11.2.0, and 11.2.1 

could allow a remote 

attacker to obtain 

system information 

without 

authentication which 

could be used in 

reconnaissance to 

gather information 

that could be used 

for future attacks.  

IBM X-Force ID:  

257703. 

CVE ID : CVE-2023-

35009 

https://ww

w.ibm.com/s

upport/page

s/node/702

6692, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25770

3 

A-IBM-COGN-

110923/340 

Affected Version(s): 11.2.4 

Server-

Side 

Request 

Forgery 

(SSRF) 

16-Aug-2023 5.4 

IBM Cognos 

Analytics 11.1.7, 

11.2.0, and 11.2.1 is 

vulnerable to server-

side request forgery 

https://ww

w.ibm.com/s

upport/page

s/node/702

6692, 

A-IBM-COGN-

110923/341 
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(SSRF). This may 

allow an 

authenticated 

attacker to send 

unauthorized 

requests from the 

system, potentially 

leading to network 

enumeration or 

facilitating other 

attacks.  IBM X-Force 

ID:  257705. 

CVE ID : CVE-2023-

35011 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25770

5 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

16-Aug-2023 5.3 

IBM Cognos 

Analytics 11.1.7, 

11.2.0, and 11.2.1 

could allow a remote 

attacker to obtain 

system information 

without 

authentication which 

could be used in 

reconnaissance to 

gather information 

that could be used 

for future attacks.  

IBM X-Force ID:  

257703. 

CVE ID : CVE-2023-

35009 

https://ww

w.ibm.com/s

upport/page

s/node/702

6692, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25770

3 

A-IBM-COGN-

110923/342 

Affected Version(s): From (including) 11.1.0 Up to (excluding) 11.1.7 

Server-

Side 

Request 

Forgery 

(SSRF) 

16-Aug-2023 5.4 

IBM Cognos 

Analytics 11.1.7, 

11.2.0, and 11.2.1 is 

vulnerable to server-

side request forgery 

(SSRF). This may 

allow an 

authenticated 

attacker to send 

unauthorized 

https://ww

w.ibm.com/s

upport/page

s/node/702

6692, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

A-IBM-COGN-

110923/343 
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requests from the 

system, potentially 

leading to network 

enumeration or 

facilitating other 

attacks.  IBM X-Force 

ID:  257705. 

CVE ID : CVE-2023-

35011 

lities/25770

5 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

16-Aug-2023 5.3 

IBM Cognos 

Analytics 11.1.7, 

11.2.0, and 11.2.1 

could allow a remote 

attacker to obtain 

system information 

without 

authentication which 

could be used in 

reconnaissance to 

gather information 

that could be used 

for future attacks.  

IBM X-Force ID:  

257703. 

CVE ID : CVE-2023-

35009 

https://ww

w.ibm.com/s

upport/page

s/node/702

6692, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25770

3 

A-IBM-COGN-

110923/344 

Affected Version(s): From (including) 11.2.0 Up to (excluding) 11.2.4 

Server-

Side 

Request 

Forgery 

(SSRF) 

16-Aug-2023 5.4 

IBM Cognos 

Analytics 11.1.7, 

11.2.0, and 11.2.1 is 

vulnerable to server-

side request forgery 

(SSRF). This may 

allow an 

authenticated 

attacker to send 

unauthorized 

requests from the 

system, potentially 

leading to network 

enumeration or 

facilitating other 

https://ww

w.ibm.com/s

upport/page

s/node/702

6692, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25770

5 

A-IBM-COGN-

110923/345 
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attacks.  IBM X-Force 

ID:  257705. 

CVE ID : CVE-2023-

35011 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

16-Aug-2023 5.3 

IBM Cognos 

Analytics 11.1.7, 

11.2.0, and 11.2.1 

could allow a remote 

attacker to obtain 

system information 

without 

authentication which 

could be used in 

reconnaissance to 

gather information 

that could be used 

for future attacks.  

IBM X-Force ID:  

257703. 

CVE ID : CVE-2023-

35009 

https://ww

w.ibm.com/s

upport/page

s/node/702

6692, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25770

3 

A-IBM-COGN-

110923/346 

Product: guardium_cloud_key_manager 

Affected Version(s): * Up to (including) 1.10.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

28-Aug-2023 9.8 

IBM Security 

Guardium Data 

Encryption (IBM 

Guardium Cloud Key 

Manager (GCKM) 

1.10.3)) could allow 

a remote attacker to 

execute arbitrary 

code on the system, 

caused by an angular 

template injection 

flaw. By sending 

specially crafted 

request, an attacker 

could exploit this 

vulnerability to 

execute arbitrary 

code on the system.  

https://ww

w.ibm.com/s

upport/page

s/node/699

5161, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/24811

9 

A-IBM-GUAR-

110923/347 
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IBM X-Force ID:  

248119. 

CVE ID : CVE-2023-

26270 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

28-Aug-2023 7.5 

IBM Security 

Guardium Data 

Encryption (IBM 

Guardium Cloud Key 

Manager (GCKM) 

1.10.3)) uses an 

inadequate account 

lockout setting that 

could allow a remote 

attacker to brute 

force account 

credentials.  IBM X-

Force ID:  248126. 

CVE ID : CVE-2023-

26271 

https://ww

w.ibm.com/s

upport/page

s/node/699

5161, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/24812

6 

A-IBM-GUAR-

110923/348 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

28-Aug-2023 5.3 

IBM Security 

Guardium Data 

Encryption (IBM 

Guardium Cloud Key 

Manager (GCKM) 

1.10.3)) could allow 

a remote attacker to 

obtain sensitive 

information when a 

detailed technical 

error message is 

returned in the 

browser.  This 

information could be 

used in further 

attacks against the 

system.  IBM X-Force 

ID:  248133. 

CVE ID : CVE-2023-

26272 

https://ww

w.ibm.com/s

upport/page

s/node/699

5161, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/24813

3 

A-IBM-GUAR-

110923/349 

Product: infosphere_information_server 

Affected Version(s): From (including) 11.7.0.0 Up to (excluding) 11.7.1.0 
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Improper 

Neutralizat

ion of 

Formula 

Elements 

in a CSV 

File 

28-Aug-2023 8.8 

IBM InfoSphere 

Information Server 

11.7 is potentially 

vulnerable to CSV 

Injection. A remote 

attacker could 

execute arbitrary 

commands on the 

system, caused by 

improper validation 

of csv file contents.  

IBM X-Force ID:  

244368. 

CVE ID : CVE-2023-

22877 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/24436

8, 

https://ww

w.ibm.com/s

upport/page

s/node/698

8623 

A-IBM-INFO-

110923/350 

Cross-Site 

Request 

Forgery 

(CSRF) 

28-Aug-2023 8.8 

IBM InfoSphere 

Information Server 

11.7 is vulnerable to 

cross-site request 

forgery which could 

allow an attacker to 

execute malicious 

and unauthorized 

actions transmitted 

from a user that the 

website trusts.  IBM 

X-Force ID:  245400. 

CVE ID : CVE-2023-

23473 

https://ww

w.ibm.com/s

upport/page

s/node/698

8169, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/24540

0 

A-IBM-INFO-

110923/351 

N/A 28-Aug-2023 7.5 

IBM InfoSphere 

Information Systems 

11.7 could expose 

information about 

the host system and 

environment 

configuration.  IBM 

X-Force ID:  246332. 

CVE ID : CVE-2023-

24959 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/24633

2, 

https://ww

w.ibm.com/s

upport/page

s/node/698

8615 

A-IBM-INFO-

110923/352 

Affected Version(s): From (including) 11.7.0.0 Up to (excluding) 11.7.1.4 
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Improper 

Neutralizat

ion of 

Formula 

Elements 

in a CSV 

File 

28-Aug-2023 8.8 

IBM InfoSphere 

Information Server 

11.7 is potentially 

vulnerable to CSV 

Injection. A remote 

attacker could 

execute arbitrary 

commands on the 

system, caused by 

improper validation 

of csv file contents.  

IBM X-Force ID:  

244368. 

CVE ID : CVE-2023-

22877 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/24436

8, 

https://ww

w.ibm.com/s

upport/page

s/node/698

8623 

A-IBM-INFO-

110923/353 

Cross-Site 

Request 

Forgery 

(CSRF) 

28-Aug-2023 8.8 

IBM InfoSphere 

Information Server 

11.7 is vulnerable to 

cross-site request 

forgery which could 

allow an attacker to 

execute malicious 

and unauthorized 

actions transmitted 

from a user that the 

website trusts.  IBM 

X-Force ID:  245400. 

CVE ID : CVE-2023-

23473 

https://ww

w.ibm.com/s

upport/page

s/node/698

8169, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/24540

0 

A-IBM-INFO-

110923/354 

N/A 28-Aug-2023 7.5 

IBM InfoSphere 

Information Systems 

11.7 could expose 

information about 

the host system and 

environment 

configuration.  IBM 

X-Force ID:  246332. 

CVE ID : CVE-2023-

24959 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/24633

2, 

https://ww

w.ibm.com/s

upport/page

s/node/698

8615 

A-IBM-INFO-

110923/355 

Product: robotic_process_automation 

Affected Version(s): 23.0.0 
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Improper 

Privilege 

Manageme

nt 

22-Aug-2023 9.8 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7.1 and 

23.0.0 through 23.0.1 

is vulnerable to 

incorrect privilege 

assignment when 

importing users from 

an LDAP directory.  

IBM X-Force ID:  

262481. 

 

 

CVE ID : CVE-2023-

38734 

https://ww

w.ibm.com/s

upport/page

s/node/702

8227, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26248

1 

A-IBM-ROBO-

110923/356 

Affected Version(s): 23.0.1 

Improper 

Privilege 

Manageme

nt 

22-Aug-2023 9.8 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7.1 and 

23.0.0 through 23.0.1 

is vulnerable to 

incorrect privilege 

assignment when 

importing users from 

an LDAP directory.  

IBM X-Force ID:  

262481. 

 

 

CVE ID : CVE-2023-

38734 

https://ww

w.ibm.com/s

upport/page

s/node/702

8227, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26248

1 

A-IBM-ROBO-

110923/357 

Affected Version(s): From (including) 21.0.0 Up to (including) 21.0.7 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

22-Aug-2023 4.3 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7 

server could allow an 

authenticated user to 

https://ww

w.ibm.com/s

upport/page

s/node/702

8221, 

https://exch

A-IBM-ROBO-

110923/358 
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view sensitive 

information from 

application logs. IBM 

X-Force ID: 262289. 

 

 

CVE ID : CVE-2023-

38732 

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26228

9 

Affected Version(s): From (including) 21.0.0 Up to (including) 21.0.7.1 

Improper 

Privilege 

Manageme

nt 

22-Aug-2023 9.8 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7.1 and 

23.0.0 through 23.0.1 

is vulnerable to 

incorrect privilege 

assignment when 

importing users from 

an LDAP directory.  

IBM X-Force ID:  

262481. 

 

 

CVE ID : CVE-2023-

38734 

https://ww

w.ibm.com/s

upport/page

s/node/702

8227, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26248

1 

A-IBM-ROBO-

110923/359 

N/A 22-Aug-2023 5.3 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7.1 

runtime is 

vulnerable to 

information 

disclosure of script 

content if the remote 

REST request 

computer policy is 

enabled.  IBM X-

Force ID:  263470. 

 

https://ww

w.ibm.com/s

upport/page

s/node/702

8218, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26347

0 

A-IBM-ROBO-

110923/360 
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CVE ID : CVE-2023-

40370 

Affected Version(s): From (including) 21.0.0 Up to (including) 21.0.7.3 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

22-Aug-2023 4.3 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7.1 and 

23.0.0 through 23.0.1 

server could allow an 

authenticated user to 

view sensitive 

information from 

installation logs.  

IBM X-Force Id:  

262293. 

 

 

CVE ID : CVE-2023-

38733 

https://ww

w.ibm.com/s

upport/page

s/node/702

8223, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26229

3 

A-IBM-ROBO-

110923/361 

Affected Version(s): From (including) 23.0.0 Up to (including) 23.0.3 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

22-Aug-2023 4.3 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7.1 and 

23.0.0 through 23.0.1 

server could allow an 

authenticated user to 

view sensitive 

information from 

installation logs.  

IBM X-Force Id:  

262293. 

 

 

CVE ID : CVE-2023-

38733 

https://ww

w.ibm.com/s

upport/page

s/node/702

8223, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26229

3 

A-IBM-ROBO-

110923/362 

Product: robotic_process_automation_for_cloud_pak 

Affected Version(s): From (including) 21.0.0 Up to (including) 21.0.7 
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Insertion 

of Sensitive 

Informatio

n into Log 

File 

22-Aug-2023 4.3 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7 

server could allow an 

authenticated user to 

view sensitive 

information from 

application logs. IBM 

X-Force ID: 262289. 

 

 

CVE ID : CVE-2023-

38732 

https://ww

w.ibm.com/s

upport/page

s/node/702

8221, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26228

9 

A-IBM-ROBO-

110923/363 

Affected Version(s): From (including) 21.0.0 Up to (including) 21.0.7.1 

N/A 22-Aug-2023 5.3 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7.1 

runtime is 

vulnerable to 

information 

disclosure of script 

content if the remote 

REST request 

computer policy is 

enabled.  IBM X-

Force ID:  263470. 

 

 

CVE ID : CVE-2023-

40370 

https://ww

w.ibm.com/s

upport/page

s/node/702

8218, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26347

0 

A-IBM-ROBO-

110923/364 

Product: security_guardium 

Affected Version(s): 10.6 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

16-Aug-2023 8.8 

IBM Security 

Guardium 10.6, 11.3, 

11.4, and 11.5 could 

allow a remote 

authenticated 

attacker to execute 

https://ww

w.ibm.com/s

upport/page

s/node/702

7853, 

https://exch

A-IBM-SECU-

110923/365 
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OS 

Command 

('OS 

Command 

Injection') 

arbitrary commands 

on the system by 

sending a specially 

crafted request.  IBM 

X-Force ID:  258824. 

CVE ID : CVE-2023-

35893 

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25882

4 

Affected Version(s): 11.3 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

16-Aug-2023 8.8 

IBM Security 

Guardium 10.6, 11.3, 

11.4, and 11.5 could 

allow a remote 

authenticated 

attacker to execute 

arbitrary commands 

on the system by 

sending a specially 

crafted request.  IBM 

X-Force ID:  258824. 

CVE ID : CVE-2023-

35893 

https://ww

w.ibm.com/s

upport/page

s/node/702

7853, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25882

4 

A-IBM-SECU-

110923/366 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

27-Aug-2023 5.4 

IBM Security 

Guardium 11.3, 11.4, 

and 11.5 is 

vulnerable to stored 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the intended 

functionality 

potentially leading to 

credentials 

disclosure within a 

trusted session.  IBM 

X-Force ID:  252291. 

CVE ID : CVE-2023-

30435 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25229

1, 

https://ww

w.ibm.com/s

upport/page

s/node/702

8506 

A-IBM-SECU-

110923/367 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

27-Aug-2023 5.4 

IBM Security 

Guardium 11.3, 11.4, 

and 11.5 is 

vulnerable to cross-

site scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading to 

credentials 

disclosure within a 

trusted session.  IBM 

X-Force ID: 252292. 

CVE ID : CVE-2023-

30436 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25229

2, 

https://ww

w.ibm.com/s

upport/page

s/node/702

8506 

A-IBM-SECU-

110923/368 

N/A 27-Aug-2023 5.3 

IBM Security 

Guardium 11.3, 11.4, 

and 11.5 could allow 

an unauthorized user 

to enumerate 

usernames by 

sending a specially 

crafted HTTP 

request.  IBM X-

Force ID:  252293. 

CVE ID : CVE-2023-

30437 

https://ww

w.ibm.com/s

upport/page

s/node/702

8506 

A-IBM-SECU-

110923/369 

Affected Version(s): 11.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

16-Aug-2023 8.8 

IBM Security 

Guardium 10.6, 11.3, 

11.4, and 11.5 could 

allow a remote 

authenticated 

attacker to execute 

arbitrary commands 

on the system by 

sending a specially 

https://ww

w.ibm.com/s

upport/page

s/node/702

7853, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

A-IBM-SECU-

110923/370 
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Command 

Injection') 

crafted request.  IBM 

X-Force ID:  258824. 

CVE ID : CVE-2023-

35893 

lities/25882

4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

27-Aug-2023 5.4 

IBM Security 

Guardium 11.3, 11.4, 

and 11.5 is 

vulnerable to stored 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the intended 

functionality 

potentially leading to 

credentials 

disclosure within a 

trusted session.  IBM 

X-Force ID:  252291. 

CVE ID : CVE-2023-

30435 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25229

1, 

https://ww

w.ibm.com/s

upport/page

s/node/702

8506 

A-IBM-SECU-

110923/371 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

27-Aug-2023 5.4 

IBM Security 

Guardium 11.3, 11.4, 

and 11.5 is 

vulnerable to cross-

site scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading to 

credentials 

disclosure within a 

trusted session.  IBM 

X-Force ID: 252292. 

CVE ID : CVE-2023-

30436 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25229

2, 

https://ww

w.ibm.com/s

upport/page

s/node/702

8506 

A-IBM-SECU-

110923/372 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

27-Aug-2023 5.4 

IBM Security 

Guardium 11.4 is 

vulnerable to SQL 

injection. A remote 

attacker could send 

specially crafted SQL 

statements, which 

could allow the 

attacker to view, add, 

modify or delete 

information in the 

back-end database.  

IBM X-Force ID:  

257614. 

CVE ID : CVE-2023-

33852 

https://ww

w.ibm.com/s

upport/page

s/node/702

8514, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25761

4 

A-IBM-SECU-

110923/373 

N/A 27-Aug-2023 5.3 

IBM Security 

Guardium 11.3, 11.4, 

and 11.5 could allow 

an unauthorized user 

to enumerate 

usernames by 

sending a specially 

crafted HTTP 

request.  IBM X-

Force ID:  252293. 

CVE ID : CVE-2023-

30437 

https://ww

w.ibm.com/s

upport/page

s/node/702

8506 

A-IBM-SECU-

110923/374 

Affected Version(s): 11.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

16-Aug-2023 8.8 

IBM Security 

Guardium 10.6, 11.3, 

11.4, and 11.5 could 

allow a remote 

authenticated 

attacker to execute 

arbitrary commands 

on the system by 

sending a specially 

crafted request.  IBM 

X-Force ID:  258824. 

CVE ID : CVE-2023-

35893 

https://ww

w.ibm.com/s

upport/page

s/node/702

7853, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25882

4 

A-IBM-SECU-

110923/375 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

27-Aug-2023 5.4 

IBM Security 

Guardium 11.3, 11.4, 

and 11.5 is 

vulnerable to stored 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the intended 

functionality 

potentially leading to 

credentials 

disclosure within a 

trusted session.  IBM 

X-Force ID:  252291. 

CVE ID : CVE-2023-

30435 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25229

1, 

https://ww

w.ibm.com/s

upport/page

s/node/702

8506 

A-IBM-SECU-

110923/376 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

27-Aug-2023 5.4 

IBM Security 

Guardium 11.3, 11.4, 

and 11.5 is 

vulnerable to cross-

site scripting. This 

vulnerability allows 

users to embed 

arbitrary JavaScript 

code in the Web UI 

thus altering the 

intended 

functionality 

potentially leading to 

credentials 

disclosure within a 

trusted session.  IBM 

X-Force ID: 252292. 

CVE ID : CVE-2023-

30436 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25229

2, 

https://ww

w.ibm.com/s

upport/page

s/node/702

8506 

A-IBM-SECU-

110923/377 

N/A 27-Aug-2023 5.3 

IBM Security 

Guardium 11.3, 11.4, 

and 11.5 could allow 

an unauthorized user 

to enumerate 

https://ww

w.ibm.com/s

upport/page

A-IBM-SECU-

110923/378 
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usernames by 

sending a specially 

crafted HTTP 

request.  IBM X-

Force ID:  252293. 

CVE ID : CVE-2023-

30437 

s/node/702

8506 

Product: security_verify_information_queue 

Affected Version(s): 10.0.4 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

31-Aug-2023 7.5 

IBM Security Verify 

Information Queue 

10.0.4 and 10.0.5 

could allow a remote 

attacker to obtain 

sensitive information 

that could aid in 

further attacks 

against the system.  

IBM X-Force ID:  

256015. 

CVE ID : CVE-2023-

33835 

https://ww

w.ibm.com/s

upport/page

s/node/702

9584 

A-IBM-SECU-

110923/379 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

31-Aug-2023 5.3 

IBM Security Verify 

Information Queue 

10.0.4 and 10.0.5 

could allow a remote 

attacker to obtain 

sensitive information 

that could aid in 

further attacks 

against the system.  

IBM X-force ID:  

256014. 

CVE ID : CVE-2023-

33834 

https://ww

w.ibm.com/s

upport/page

s/node/702

9584 

A-IBM-SECU-

110923/380 

Missing 

Encryption 

of Sensitive 

Data 

31-Aug-2023 3.3 

IBM Security Verify 

Information Queue 

10.0.4 and 10.0.5 

stores sensitive 

information in plain 

clear text which can 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25601

3, 

A-IBM-SECU-

110923/381 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 226 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

be read by a local 

user.  IBM X-Force 

ID:  256013. 

CVE ID : CVE-2023-

33833 

https://ww

w.ibm.com/s

upport/page

s/node/702

9584 

Affected Version(s): 10.0.5 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

31-Aug-2023 7.5 

IBM Security Verify 

Information Queue 

10.0.4 and 10.0.5 

could allow a remote 

attacker to obtain 

sensitive information 

that could aid in 

further attacks 

against the system.  

IBM X-Force ID:  

256015. 

CVE ID : CVE-2023-

33835 

https://ww

w.ibm.com/s

upport/page

s/node/702

9584 

A-IBM-SECU-

110923/382 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

31-Aug-2023 5.3 

IBM Security Verify 

Information Queue 

10.0.4 and 10.0.5 

could allow a remote 

attacker to obtain 

sensitive information 

that could aid in 

further attacks 

against the system.  

IBM X-force ID:  

256014. 

CVE ID : CVE-2023-

33834 

https://ww

w.ibm.com/s

upport/page

s/node/702

9584 

A-IBM-SECU-

110923/383 

Missing 

Encryption 

of Sensitive 

Data 

31-Aug-2023 3.3 

IBM Security Verify 

Information Queue 

10.0.4 and 10.0.5 

stores sensitive 

information in plain 

clear text which can 

be read by a local 

user.  IBM X-Force 

ID:  256013. 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25601

3, 

https://ww

w.ibm.com/s

upport/page

A-IBM-SECU-

110923/384 
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CVE ID : CVE-2023-

33833 

s/node/702

9584 

Product: storage_copy_data_management 

Affected Version(s): From (including) 2.2.0.0 Up to (including) 2.2.19.0 

Use of a 

Broken or 

Risky 

Cryptograp

hic 

Algorithm 

27-Aug-2023 7.5 

IBM Storage Copy 

Data Management 

2.2.0.0 through 

2.2.19.0 uses weaker 

than expected 

cryptographic 

algorithms that could 

allow an attacker to 

decrypt highly 

sensitive 

information.  IBM X-

Force ID:  262268. 

CVE ID : CVE-2023-

38730 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26226

8, 

https://ww

w.ibm.com/s

upport/page

s/node/702

8841 

A-IBM-STOR-

110923/385 

Product: txseries_for_multiplatform 

Affected Version(s): 8.1 

Observable 

Discrepanc

y 

22-Aug-2023 7.5 

 

IBM GSKit-Crypto 

could allow a remote 

attacker to obtain 

sensitive 

information, caused 

by a timing-based 

side channel in the 

RSA Decryption 

implementation. By 

sending an overly 

large number of trial 

messages for 

decryption, an 

attacker could 

exploit this 

vulnerability to 

obtain sensitive 

information. IBM X-

Force ID: 257132. 

 

https://ww

w.ibm.com/s

upport/page

s/node/702

2413, 

https://ww

w.ibm.com/s

upport/page

s/node/702

2414, 

https://ww

w.ibm.com/s

upport/page

s/node/701

0369, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25713

2 

A-IBM-TXSE-

110923/386 
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CVE ID : CVE-2023-

33850 

Affected Version(s): 8.2 

Observable 

Discrepanc

y 

22-Aug-2023 7.5 

 

IBM GSKit-Crypto 

could allow a remote 

attacker to obtain 

sensitive 

information, caused 

by a timing-based 

side channel in the 

RSA Decryption 

implementation. By 

sending an overly 

large number of trial 

messages for 

decryption, an 

attacker could 

exploit this 

vulnerability to 

obtain sensitive 

information. IBM X-

Force ID: 257132. 

 

 

CVE ID : CVE-2023-

33850 

https://ww

w.ibm.com/s

upport/page

s/node/702

2413, 

https://ww

w.ibm.com/s

upport/page

s/node/702

2414, 

https://ww

w.ibm.com/s

upport/page

s/node/701

0369, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25713

2 

A-IBM-TXSE-

110923/387 

Affected Version(s): 9.1 

Observable 

Discrepanc

y 

22-Aug-2023 7.5 

 

IBM GSKit-Crypto 

could allow a remote 

attacker to obtain 

sensitive 

information, caused 

by a timing-based 

side channel in the 

RSA Decryption 

implementation. By 

sending an overly 

large number of trial 

https://ww

w.ibm.com/s

upport/page

s/node/702

2413, 

https://ww

w.ibm.com/s

upport/page

s/node/702

2414, 

https://ww

w.ibm.com/s

A-IBM-TXSE-

110923/388 
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messages for 

decryption, an 

attacker could 

exploit this 

vulnerability to 

obtain sensitive 

information. IBM X-

Force ID: 257132. 

 

 

CVE ID : CVE-2023-

33850 

upport/page

s/node/701

0369, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25713

2 

Product: vios 

Affected Version(s): 3.1 

N/A 24-Aug-2023 5.5 

IBM AIX 7.2, 7.3, 

VIOS 3.1's OpenSSH 

implementation 

could allow a non-

privileged local user 

to access files 

outside of those 

allowed due to 

improper access 

controls.  IBM X-

Force ID:  263476. 

CVE ID : CVE-2023-

40371 

https://ww

w.ibm.com/s

upport/page

s/node/702

8420, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26347

6 

A-IBM-VIOS-

110923/389 

Product: websphere_application_server 

Affected Version(s): From (including) 22.0.0.13 Up to (including) 23.0.0.7 

Uncontroll

ed 

Resource 

Consumpti

on 

16-Aug-2023 7.5 

IBM WebSphere 

Application Server 

Liberty 22.0.0.13 

through 23.0.0.7 is 

vulnerable to a 

denial of service, 

caused by sending a 

specially-crafted 

request. A remote 

attacker could 

exploit this 

vulnerability to 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26256

7, 

https://ww

w.ibm.com/s

upport/page

s/node/702

7509 

A-IBM-WEBS-

110923/390 
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cause the server to 

consume memory 

resources.  IBM X-

Force ID:  262567. 

CVE ID : CVE-2023-

38737 

Vendor: ibos 

Product: ibos 

Affected Version(s): 4.5.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

25-Aug-2023 9.8 

A vulnerability was 

found in IBOS OA 

4.5.5. It has been 

declared as critical. 

This vulnerability 

affects unknown 

code of the file 

?r=recruit/contact/e

xport&contactids=x. 

The manipulation 

leads to sql injection. 

The attack can be 

initiated remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. The identifier 

of this vulnerability 

is VDB-238048. 

NOTE: The vendor 

was contacted early 

about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4543 

N/A 
A-IBO-IBOS-

110923/391 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

26-Aug-2023 9.8 

A vulnerability was 

found in IBOS OA 

4.5.5. It has been 

classified as critical. 

Affected is an 

unknown function of 

the file 

N/A 
A-IBO-IBOS-

110923/392 
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Command 

('SQL 

Injection') 

?r=recruit/bgchecks

/export&checkids=x. 

The manipulation 

leads to sql injection. 

It is possible to 

launch the attack 

remotely. The exploit 

has been disclosed to 

the public and may 

be used. The 

identifier of this 

vulnerability is VDB-

238056. NOTE: The 

vendor was 

contacted early 

about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4545 

Vendor: Icewarp 

Product: icewarp 

Affected Version(s): 11.4.6.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 6.1 

IceWarp 11.4.6.0 

was discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability via the 

color parameter. 

CVE ID : CVE-2023-

39600 

N/A 
A-ICE-ICEW-

110923/393 

Product: mail_server 

Affected Version(s): 10.4.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

25-Aug-2023 9.8 

IceWarp Mail Server 

v10.4.5 was 

discovered to 

contain a local file 

inclusion (LFI) 

vulnerability via the 

component 

N/A 
A-ICE-MAIL-

110923/394 
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('Path 

Traversal') 

/calendar/minimizer

/index.php. This 

vulnerability allows 

attackers to include 

or execute files from 

the local file system 

of the targeted 

server. 

CVE ID : CVE-2023-

39699 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 6.1 

IceWarp Mail Server 

v10.4.5 was 

discovered to 

contain a reflected 

cross-site scripting 

(XSS) vulnerability 

via the color 

parameter. 

CVE ID : CVE-2023-

39700 

N/A 
A-ICE-MAIL-

110923/395 

Vendor: icopydoc 

Product: xml_for_google_merchant_center 

Affected Version(s): * Up to (including) 3.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Maxim Glazunov 

XML for Google 

Merchant Center 

plugin <= 3.0.1 

versions. 

CVE ID : CVE-2023-

30877 

N/A 
A-ICO-XML_-

110923/396 

Product: yml_for_yandex_market 

Affected Version(s): * Up to (including) 3.10.7 

Improper 

Neutralizat

ion of 

Input 

During 

16-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Maxim Glazunov 

YML for Yandex 

N/A 
A-ICO-YML_-

110923/397 
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Web Page 

Generation 

('Cross-site 

Scripting') 

Market plugin 

<= 3.10.7 versions. 

CVE ID : CVE-2023-

30473 

Vendor: iframe_project 

Product: iframe 

Affected Version(s): * Up to (including) 3.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in Gopi 

Ramasamy iframe 

popup plugin <= 3.3 

versions. 

CVE ID : CVE-2023-

24394 

N/A 
A-IFR-IFRA-

110923/398 

Vendor: incsub 

Product: forminator 

Affected Version(s): * Up to (including) 1.24.6 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

30-Aug-2023 9.8 

The Forminator 

plugin for 

WordPress is 

vulnerable to 

arbitrary file uploads 

due to file type 

validation occurring 

after a file has been 

uploaded to the 

server in the 

upload_post_image() 

function in versions 

up to, and including, 

1.24.6. This makes it 

possible for 

unauthenticated 

attackers to upload 

arbitrary files on the 

affected site's server 

which may make 

https://plugi

ns.trac.word

press.org/ch

angeset/295

4409/formin

ator/trunk/l

ibrary/fields

/postdata.ph

p 

A-INC-FORM-

110923/399 
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remote code 

execution possible. 

CVE ID : CVE-2023-

4596 

Vendor: instantcms 

Product: instantcms 

Affected Version(s): * Up to (excluding) 2.16.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

31-Aug-2023 6.1 

Cross-site Scripting 

(XSS) - Reflected in 

GitHub repository 

instantsoft/icms2 

prior to 2.16.1. 

CVE ID : CVE-2023-

4655 

https://githu

b.com/insta

ntsoft/icms2

/commit/a6

a30e7bc96c

d208170738

8046c02598

70533da6, 

https://hunt

r.dev/bounti

es/e2189ad

5-b665-

4ba5-b6c4-

112e58ae9a

97 

A-INS-INST-

110923/400 

Session 

Fixation 
31-Aug-2023 5.4 

Session Fixation in 

GitHub repository 

instantsoft/icms2 

prior to 2.16.1. 

CVE ID : CVE-2023-

4649 

https://githu

b.com/insta

ntsoft/icms2

/commit/ca

5f150da11d

9caae86638

885137afe3

5bcc3592, 

https://hunt

r.dev/bounti

es/069bb1f3

-0805-480d-

a6e1-

b3345cdc60f

3 

A-INS-INST-

110923/401 

Server-

Side 

Request 

31-Aug-2023 5.4 
Server-Side Request 

Forgery (SSRF) in 

GitHub repository 

https://githu

b.com/insta

ntsoft/icms2

/commit/a6

bf758de0b3

A-INS-INST-

110923/402 
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Forgery 

(SSRF) 

instantsoft/icms2 

prior to 2.16.1. 

CVE ID : CVE-2023-

4651 

242b0c0e4b

47a588aae0

c94305b0, 

https://hunt

r.dev/bounti

es/beba9b9

8-2a5c-

4629-987d-

b67f47ba94

37 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

31-Aug-2023 5.4 

Cross-site Scripting 

(XSS) - Stored in 

GitHub repository 

instantsoft/icms2 

prior to 2.16.1-git. 

CVE ID : CVE-2023-

4652 

https://githu

b.com/insta

ntsoft/icms2

/commit/7a

7e57e77f12f

36d0e96be6

d5b9066389

372dbcd, 

https://hunt

r.dev/bounti

es/7869e4af

-fad9-48c3-

9e4f-

c949e54cbb

41 

A-INS-INST-

110923/403 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

31-Aug-2023 4.8 

Cross-site Scripting 

(XSS) - Stored in 

GitHub repository 

instantsoft/icms2 

prior to 2.16.1-git. 

CVE ID : CVE-2023-

4653 

https://githu

b.com/insta

ntsoft/icms2

/commit/7e

9d79818bd5

2dfa7811d5

978c727850

54c65242, 

https://hunt

r.dev/bounti

es/e0bf7e95

-fc8c-4fd4-

8575-

8b46b9431c

6d 

A-INS-INST-

110923/404 

N/A 16-Aug-2023 4.3 
Unverified Password 

Change in GitHub 

repository 

https://hunt

r.dev/bounti

es/666c261

A-INS-INST-

110923/405 
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instantsoft/icms2 

prior to 2.16.1-git. 

CVE ID : CVE-2023-

4381 

7-e3e9-

4955-9c97-

2f8ed5262cc

3, 

https://githu

b.com/insta

ntsoft/icms2

/commit/58f

8b9941b53b

606a1b15a4

364005cd2b

1965507 

Sensitive 

Cookie in 

HTTPS 

Session 

Without 

'Secure' 

Attribute 

31-Aug-2023 3.5 

Sensitive Cookie in 

HTTPS Session 

Without 'Secure' 

Attribute in GitHub 

repository 

instantsoft/icms2 

prior to 2.16.1. 

CVE ID : CVE-2023-

4654 

https://githu

b.com/insta

ntsoft/icms2

/commit/ca

5f150da11d

9caae86638

885137afe3

5bcc3592, 

https://hunt

r.dev/bounti

es/56432a7

5-af43-4b1a-

9307-

bd8de56835

1b 

A-INS-INST-

110923/406 

Vendor: Insyde 

Product: insydeh2o 

Affected Version(s): 5.0 

N/A 18-Aug-2023 5.5 

An issue was 

discovered in Insyde 

InsydeH2O with 

kernel 5.0 through 

5.5. UEFI 

implementations do 

not correctly protect 

and validate 

information 

contained in the 

'MeSetup' UEFI 

variable. On some 

https://ww

w.insyde.co

m/security-

pledge/SA-

2023036 

A-INS-INSY-

110923/407 
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systems, this 

variable can be 

overwritten using 

operating system 

APIs. Exploitation of 

this vulnerability 

could potentially 

lead to denial of 

service for the 

platform. 

CVE ID : CVE-2023-

27471 

Affected Version(s): 5.1 

N/A 18-Aug-2023 5.5 

An issue was 

discovered in Insyde 

InsydeH2O with 

kernel 5.0 through 

5.5. UEFI 

implementations do 

not correctly protect 

and validate 

information 

contained in the 

'MeSetup' UEFI 

variable. On some 

systems, this 

variable can be 

overwritten using 

operating system 

APIs. Exploitation of 

this vulnerability 

could potentially 

lead to denial of 

service for the 

platform. 

CVE ID : CVE-2023-

27471 

https://ww

w.insyde.co

m/security-

pledge/SA-

2023036 

A-INS-INSY-

110923/408 

Affected Version(s): 5.2 

N/A 18-Aug-2023 5.5 

An issue was 

discovered in Insyde 

InsydeH2O with 

kernel 5.0 through 

https://ww

w.insyde.co

m/security-

A-INS-INSY-

110923/409 
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5.5. UEFI 

implementations do 

not correctly protect 

and validate 

information 

contained in the 

'MeSetup' UEFI 

variable. On some 

systems, this 

variable can be 

overwritten using 

operating system 

APIs. Exploitation of 

this vulnerability 

could potentially 

lead to denial of 

service for the 

platform. 

CVE ID : CVE-2023-

27471 

pledge/SA-

2023036 

Affected Version(s): 5.3 

N/A 18-Aug-2023 5.5 

An issue was 

discovered in Insyde 

InsydeH2O with 

kernel 5.0 through 

5.5. UEFI 

implementations do 

not correctly protect 

and validate 

information 

contained in the 

'MeSetup' UEFI 

variable. On some 

systems, this 

variable can be 

overwritten using 

operating system 

APIs. Exploitation of 

this vulnerability 

could potentially 

lead to denial of 

service for the 

platform. 

https://ww

w.insyde.co

m/security-

pledge/SA-

2023036 

A-INS-INSY-

110923/410 
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CVE ID : CVE-2023-

27471 

Affected Version(s): 5.4 

N/A 18-Aug-2023 5.5 

An issue was 

discovered in Insyde 

InsydeH2O with 

kernel 5.0 through 

5.5. UEFI 

implementations do 

not correctly protect 

and validate 

information 

contained in the 

'MeSetup' UEFI 

variable. On some 

systems, this 

variable can be 

overwritten using 

operating system 

APIs. Exploitation of 

this vulnerability 

could potentially 

lead to denial of 

service for the 

platform. 

CVE ID : CVE-2023-

27471 

https://ww

w.insyde.co

m/security-

pledge/SA-

2023036 

A-INS-INSY-

110923/411 

Affected Version(s): 5.5 

N/A 18-Aug-2023 5.5 

An issue was 

discovered in Insyde 

InsydeH2O with 

kernel 5.0 through 

5.5. UEFI 

implementations do 

not correctly protect 

and validate 

information 

contained in the 

'MeSetup' UEFI 

variable. On some 

systems, this 

variable can be 

https://ww

w.insyde.co

m/security-

pledge/SA-

2023036 

A-INS-INSY-

110923/412 
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overwritten using 

operating system 

APIs. Exploitation of 

this vulnerability 

could potentially 

lead to denial of 

service for the 

platform. 

CVE ID : CVE-2023-

27471 

Vendor: inventory_management_system_project 

Product: inventory_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

20-Aug-2023 9.8 

A vulnerability, 

which was classified 

as critical, has been 

found in 

SourceCodester 

Inventory 

Management System 

1.0. This issue affects 

some unknown 

processing of the file 

app/action/edit_upd

ate.php. The 

manipulation of the 

argument user_id 

leads to sql injection. 

The attack may be 

initiated remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. The identifier 

VDB-237557 was 

assigned to this 

vulnerability. 

CVE ID : CVE-2023-

4436 

N/A 
A-INV-INVE-

110923/413 

Improper 

Neutralizat

ion of 

20-Aug-2023 9.8 
A vulnerability, 

which was classified 

as critical, was found 

N/A 
A-INV-INVE-

110923/414 
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Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

in SourceCodester 

Inventory 

Management System 

1.0. Affected is an 

unknown function of 

the file 

app/ajax/search_sell

_paymen_report.php. 

The manipulation of 

the argument 

customer leads to sql 

injection. It is 

possible to launch 

the attack remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. VDB-237558 is 

the identifier 

assigned to this 

vulnerability. 

CVE ID : CVE-2023-

4437 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

20-Aug-2023 9.8 

A vulnerability has 

been found in 

SourceCodester 

Inventory 

Management System 

1.0 and classified as 

critical. Affected by 

this vulnerability is 

an unknown 

functionality of the 

file 

app/ajax/search_sal

es_report.php. The 

manipulation of the 

argument customer 

leads to sql injection. 

The attack can be 

launched remotely. 

The exploit has been 

disclosed to the 

N/A 
A-INV-INVE-

110923/415 
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public and may be 

used. The associated 

identifier of this 

vulnerability is VDB-

237559. 

CVE ID : CVE-2023-

4438 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

27-Aug-2023 9.8 

A vulnerability 

classified as critical 

has been found in 

SourceCodester 

Inventory 

Management System 

1.0. Affected is an 

unknown function of 

the file 

app/ajax/search_pur

chase_paymen_repor

t.php. The 

manipulation of the 

argument customer 

leads to sql injection. 

It is possible to 

launch the attack 

remotely. The exploit 

has been disclosed to 

the public and may 

be used. VDB-

238158 is the 

identifier assigned to 

this vulnerability. 

CVE ID : CVE-2023-

4557 

N/A 
A-INV-INVE-

110923/416 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

27-Aug-2023 9.8 

A vulnerability 

classified as critical 

was found in 

SourceCodester 

Inventory 

Management System 

1.0. Affected by this 

vulnerability is an 

unknown 

functionality of the 

N/A 
A-INV-INVE-

110923/417 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 243 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

('SQL 

Injection') 

file staff_data.php. 

The manipulation of 

the argument 

columns[0][data] 

leads to sql injection. 

The attack can be 

launched remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. The associated 

identifier of this 

vulnerability is VDB-

238159. 

CVE ID : CVE-2023-

4558 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

21-Aug-2023 8.8 

A vulnerability was 

found in 

SourceCodester Free 

and Open Source 

Inventory 

Management System 

1.0. It has been 

classified as critical. 

Affected is an 

unknown function of 

the file 

/index.php?page=me

mber. The 

manipulation of the 

argument 

columns[0][data] 

leads to sql injection. 

It is possible to 

launch the attack 

remotely. The exploit 

has been disclosed to 

the public and may 

be used. VDB-

237570 is the 

identifier assigned to 

this vulnerability. 

N/A 
A-INV-INVE-

110923/418 
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CVE ID : CVE-2023-

4449 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

27-Aug-2023 6.1 

A vulnerability has 

been found in 

SourceCodester 

Inventory 

Management System 

1.0 and classified as 

problematic. 

Affected by this 

vulnerability is an 

unknown 

functionality of the 

file 

suppliar_data.php. 

The manipulation of 

the argument 

name/company 

leads to cross site 

scripting. The attack 

can be launched 

remotely. The exploit 

has been disclosed to 

the public and may 

be used. The 

identifier VDB-

238153 was 

assigned to this 

vulnerability. 

CVE ID : CVE-2023-

4555 

N/A 
A-INV-INVE-

110923/419 

Vendor: ivanti 

Product: mobileiron_sentry 

Affected Version(s): * Up to (including) 9.18.0 

Incorrect 

Authorizati

on 

21-Aug-2023 9.8 

A security 

vulnerability in MICS 

Admin Portal in 

Ivanti MobileIron 

Sentry versions 

9.18.0 and below, 

which may allow an 

attacker to bypass 

https://foru

ms.ivanti.co

m/s/article/

CVE-2023-

38035-API-

Authenticati

on-Bypass-

on-Sentry-

A-IVA-MOBI-

110923/420 
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authentication 

controls on the 

administrative 

interface due to an 

insufficiently 

restrictive Apache 

HTTPD 

configuration.  

CVE ID : CVE-2023-

38035 

Administrato

r-Interface 

Vendor: jeecg 

Product: jeecg_boot 

Affected Version(s): * Up to (including) 3.5.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

17-Aug-2023 5.5 

SQL injection 

vulnerability in 

Jeecg-boot v.3.5.0 

and before allows a 

local attacker to 

cause a denial of 

service via the 

Benchmark, 

PG_Sleep, 

DBMS_Lock.Sleep, 

Waitfor, DECODE, 

and 

DBMS_PIPE.RECEIVE

_MESSAGE functions. 

CVE ID : CVE-2023-

38905 

N/A 
A-JEE-JEEC-

110923/421 

Product: jimureport 

Affected Version(s): * Up to (excluding) 1.6.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

21-Aug-2023 9.8 

A vulnerability was 

found in jeecgboot 

JimuReport up to 

1.6.0. It has been 

declared as critical. 

Affected by this 

vulnerability is an 

unknown 

functionality of the 

component Template 

N/A 
A-JEE-JIMU-

110923/422 
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t 

('Injection'

) 

Handler. The 

manipulation leads 

to injection. The 

attack can be 

launched remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. Upgrading to 

version 1.6.1 is able 

to address this issue. 

It is recommended to 

upgrade the affected 

component. The 

associated identifier 

of this vulnerability 

is VDB-237571. 

CVE ID : CVE-2023-

4450 

Vendor: Jenkins 

Product: blue_ocean 

Affected Version(s): * Up to (including) 1.27.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 8.8 

A cross-site request 

forgery (CSRF) 

vulnerability in 

Jenkins Blue Ocean 

Plugin 1.27.5 and 

earlier allows 

attackers to connect 

to an attacker-

specified URL, 

capturing GitHub 

credentials 

associated with an 

attacker-specified 

job. 

CVE ID : CVE-2023-

40341 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-3116 

A-JEN-BLUE-

110923/423 

Product: config_file_provider 

Affected Version(s): * Up to (including) 952.va_544a_6234b_46 
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N/A 16-Aug-2023 7.5 

Jenkins Config File 

Provider Plugin 

952.va_544a_6234b_

46 and earlier does 

not mask (i.e., 

replace with 

asterisks) 

credentials specified 

in configuration files 

when they're written 

to the build log. 

CVE ID : CVE-2023-

40339 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-3090 

A-JEN-CONF-

110923/424 

Product: delphix 

Affected Version(s): * Up to (including) 3.0.2 

Insufficient

ly 

Protected 

Credentials 

16-Aug-2023 6.5 

Jenkins Delphix 

Plugin 3.0.2 and 

earlier does not set 

the appropriate 

context for 

credentials lookup, 

allowing attackers 

with Overall/Read 

permission to access 

and capture 

credentials they are 

not entitled to. 

CVE ID : CVE-2023-

40345 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-

3214%20(2) 

A-JEN-DELP-

110923/425 

Missing 

Authorizati

on 

16-Aug-2023 4.3 

A missing 

permission check in 

Jenkins Delphix 

Plugin 3.0.2 and 

earlier allows 

attackers with 

Overall/Read 

permission to 

enumerate 

credentials IDs of 

credentials stored in 

Jenkins. 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-

3214%20(1) 

A-JEN-DELP-

110923/426 
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CVE ID : CVE-2023-

40344 

Product: docker_swarm 

Affected Version(s): * Up to (including) 1.11 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 5.4 

Jenkins Docker 

Swarm Plugin 1.11 

and earlier does not 

escape values 

returned from 

Docker before 

inserting them into 

the Docker Swarm 

Dashboard view, 

resulting in a stored 

cross-site scripting 

(XSS) vulnerability 

exploitable by 

attackers able to 

control responses 

from Docker. 

CVE ID : CVE-2023-

40350 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-2811 

A-JEN-DOCK-

110923/427 

Product: favorite_view 

Affected Version(s): * Up to (including) 5.v77a_37f62782d 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 4.3 

A cross-site request 

forgery (CSRF) 

vulnerability in 

Jenkins Favorite 

View Plugin 

5.v77a_37f62782d 

and earlier allows 

attackers to add or 

remove views from 

another user's 

favorite views tab 

bar. 

CVE ID : CVE-2023-

40351 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-3201 

A-JEN-FAVO-

110923/428 

Product: flaky_test_handler 

Affected Version(s): * Up to (including) 1.2.2 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 5.4 

Jenkins Flaky Test 

Handler Plugin 1.2.2 

and earlier does not 

escape JUnit test 

contents when 

showing them on the 

Jenkins UI, resulting 

in a stored cross-site 

scripting (XSS) 

vulnerability 

exploitable by 

attackers able to 

control JUnit report 

file contents. 

CVE ID : CVE-2023-

40342 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-3223 

A-JEN-FLAK-

110923/429 

Product: folders 

Affected Version(s): * Up to (including) 6.846.v23698686f0f6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 8.8 

A cross-site request 

forgery (CSRF) 

vulnerability in 

Jenkins Folders 

Plugin 

6.846.v23698686f0f

6 and earlier allows 

attackers to copy 

folders. 

CVE ID : CVE-2023-

40336 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-3106 

A-JEN-FOLD-

110923/430 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

16-Aug-2023 7.5 

Jenkins Folders 

Plugin 

6.846.v23698686f0f

6 and earlier 

displays an error 

message that 

includes an absolute 

path of a log file 

when attempting to 

access the Scan 

Organization Folder 

Log if no logs are 

available, exposing 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-3109 

A-JEN-FOLD-

110923/431 
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information about 

the Jenkins 

controller file 

system. 

CVE ID : CVE-2023-

40338 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 4.3 

A cross-site request 

forgery (CSRF) 

vulnerability in 

Jenkins Folders 

Plugin 

6.846.v23698686f0f

6 and earlier allows 

attackers to copy a 

view inside a folder. 

CVE ID : CVE-2023-

40337 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-3105 

A-JEN-FOLD-

110923/432 

Product: fortify 

Affected Version(s): * Up to (excluding) 22.2.39 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

21-Aug-2023 6.1 

Jenkins Fortify 

Plugin 22.1.38 and 

earlier does not 

escape the error 

message for a form 

validation method, 

resulting in an HTML 

injection 

vulnerability. 

 

 

CVE ID : CVE-2023-

4303 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-3140 

A-JEN-FORT-

110923/433 

Cross-Site 

Request 

Forgery 

(CSRF) 

21-Aug-2023 5.4 

A cross-site request 

forgery (CSRF) 

vulnerability in 

Jenkins Fortify 

Plugin 22.1.38 and 

earlier allows 

attackers to connect 

to an attacker-

specified URL using 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-3115 

A-JEN-FORT-

110923/434 
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attacker-specified 

credentials IDs 

obtained through 

another method, 

capturing credentials 

stored in Jenkins. 

 

 

CVE ID : CVE-2023-

4301 

Missing 

Authorizati

on 

21-Aug-2023 4.3 

A missing 

permission check in 

Jenkins Fortify 

Plugin 22.1.38 and 

earlier allows 

attackers with 

Overall/Read 

permission to 

connect to an 

attacker-specified 

URL using attacker-

specified credentials 

IDs obtained through 

another method, 

capturing credentials 

stored in Jenkins. 

 

 

CVE ID : CVE-2023-

4302 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-3115 

A-JEN-FORT-

110923/435 

Product: gogs 

Affected Version(s): * Up to (including) 1.0.15 

N/A 16-Aug-2023 5.3 

The webhook 

endpoint in Jenkins 

Gogs Plugin 1.0.15 

and earlier provides 

unauthenticated 

attackers 

information about 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-2894 

A-JEN-GOGS-

110923/436 
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the existence of jobs 

in its output. 

CVE ID : CVE-2023-

40348 

Improper 

Initializatio

n 

16-Aug-2023 5.3 

Jenkins Gogs Plugin 

1.0.15 and earlier 

improperly 

initializes an option 

to secure its 

webhook endpoint, 

allowing 

unauthenticated 

attackers to trigger 

builds of jobs. 

CVE ID : CVE-2023-

40349 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-2894 

A-JEN-GOGS-

110923/437 

Product: maven_artifact_choicelistprovider_\(nexus\) 

Affected Version(s): * Up to (including) 1.14 

Insufficient

ly 

Protected 

Credentials 

16-Aug-2023 6.5 

Jenkins Maven 

Artifact 

ChoiceListProvider 

(Nexus) Plugin 1.14 

and earlier does not 

set the appropriate 

context for 

credentials lookup, 

allowing attackers 

with Item/Configure 

permission to access 

and capture 

credentials they are 

not entitled to. 

CVE ID : CVE-2023-

40347 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-3153 

A-JEN-MAVE-

110923/438 

Product: nodejs 

Affected Version(s): * Up to (including) 1.6.0 

N/A 16-Aug-2023 7.5 

Jenkins NodeJS 

Plugin 1.6.0 and 

earlier does not 

properly mask (i.e., 

replace with 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

A-JEN-NODE-

110923/439 
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asterisks) 

credentials specified 

in the Npm config file 

in Pipeline build logs. 

CVE ID : CVE-2023-

40340 

16/#SECURI

TY-3196 

Product: shortcut_job 

Affected Version(s): * Up to (including) 0.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 5.4 

Jenkins Shortcut Job 

Plugin 0.4 and earlier 

does not escape the 

shortcut redirection 

URL, resulting in a 

stored cross-site 

scripting (XSS) 

vulnerability 

exploitable by 

attackers able to 

configure shortcut 

jobs. 

CVE ID : CVE-2023-

40346 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-3071 

A-JEN-SHOR-

110923/440 

Product: tuleap_authentication 

Affected Version(s): * Up to (including) 1.1.20 

Observable 

Discrepanc

y 

16-Aug-2023 5.9 

Jenkins Tuleap 

Authentication 

Plugin 1.1.20 and 

earlier uses a non-

constant time 

comparison function 

when validating an 

authentication token 

allowing attackers to 

use statistical 

methods to obtain a 

valid authentication 

token. 

CVE ID : CVE-2023-

40343 

https://ww

w.jenkins.io/

security/adv

isory/2023-

08-

16/#SECURI

TY-3229 

A-JEN-TULE-

110923/441 

Vendor: Jerryscript 
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Product: jerryscript 

Affected Version(s): 3.0.0 

Out-of-

bounds 

Write 

21-Aug-2023 9.8 

Buffer Overflwo 

vulnerability in 

JerryScript Project 

jerryscript v.3.0.0 

allows a remote 

attacker to execute 

arbitrary code via 

the 

scanner_is_context_n

eeded component in 

js-scanner-until.c. 

CVE ID : CVE-2023-

38961 

https://githu

b.com/jerrys

cript-

project/jerry

script/issues

/5092 

A-JER-JERR-

110923/442 

Vendor: Jetbrains 

Product: teamcity 

Affected Version(s): * Up to (excluding) 2023.05.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 6.1 

In JetBrains 

TeamCity before 

2023.05.3 reflected 

XSS was possible 

during copying Build 

Step 

CVE ID : CVE-2023-

41249 

https://ww

w.jetbrains.c

om/privacy-

security/issu

es-fixed/ 

A-JET-TEAM-

110923/443 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 6.1 

In JetBrains 

TeamCity before 

2023.05.3 reflected 

XSS was possible 

during user 

registration 

CVE ID : CVE-2023-

41250 

https://ww

w.jetbrains.c

om/privacy-

security/issu

es-fixed/ 

A-JET-TEAM-

110923/444 

Improper 

Neutralizat

ion of 

Input 

During 

25-Aug-2023 5.4 

In JetBrains 

TeamCity before 

2023.05.3 stored XSS 

was possible during 

https://ww

w.jetbrains.c

om/privacy-

security/issu

es-fixed/ 

A-JET-TEAM-

110923/445 
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Web Page 

Generation 

('Cross-site 

Scripting') 

Cloud Profiles 

configuration 

CVE ID : CVE-2023-

41248 

Vendor: jokiruiz 

Product: easy_admin_menu 

Affected Version(s): * Up to (including) 1.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Joaquín Ruiz Easy 

Admin Menu plugin 

<= 1.3 versions. 

CVE ID : CVE-2023-

33929 

N/A 
A-JOK-EASY-

110923/446 

Vendor: jorani 

Product: jorani 

Affected Version(s): 1.0.0 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 9.8 

In Jorani 1.0.0, an 

attacker could 

leverage path 

traversal to access 

files and execute 

code on the server. 

CVE ID : CVE-2023-

26469 

N/A 
A-JOR-JORA-

110923/447 

Vendor: juliencrego 

Product: manager_for_icomoon 

Affected Version(s): * Up to (including) 2.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

18-Aug-2023 5.4 

Auth. (contributor+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Julien Crego Manager 

for Icomoon plugin 

<= 2.0 versions. 

N/A 
A-JUL-MANA-

110923/448 
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('Cross-site 

Scripting') 

CVE ID : CVE-2023-

29387 

Vendor: Jupyter 

Product: jupyter_server 

Affected Version(s): * Up to (excluding) 2.7.2 

URL 

Redirectio

n to 

Untrusted 

Site ('Open 

Redirect') 

28-Aug-2023 6.1 

jupyter-server is the 

backend for Jupyter 

web applications. 

Open Redirect 

Vulnerability. 

Maliciously crafted 

login links to known 

Jupyter Servers can 

cause successful 

login or an already 

logged-in session to 

be redirected to 

arbitrary sites, which 

should be restricted 

to Jupyter Server-

served URLs. This 

issue has been 

addressed in commit 

`29036259` which is 

included in release 

2.7.2. Users are 

advised to upgrade. 

There are no known 

workarounds for this 

vulnerability. 

CVE ID : CVE-2023-

39968 

https://githu

b.com/jupyt

er-

server/jupyt

er_server/co

mmit/29036

2593b2ffb23

c59f8114d7

6f77875de4

b925, 

https://githu

b.com/jupyt

er-

server/jupyt

er_server/se

curity/advis

ories/GHSA-

r726-vmfq-

j9j3 

A-JUP-JUPY-

110923/449 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

28-Aug-2023 6.1 

jupyter-server is the 

backend for Jupyter 

web applications. 

Improper cross-site 

credential checks on 

`/files/` URLs could 

allow exposure of 

certain file contents, 

or accessing files 

when opening 

https://githu

b.com/jupyt

er-

server/jupyt

er_server/se

curity/advis

ories/GHSA-

64x5-55rw-

9974, 

https://githu

A-JUP-JUPY-

110923/450 
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untrusted files via  

"Open image in new 

tab". This issue has 

been addressed in 

commit 

`87a49272728` 

which has been 

included in release 

`2.7.2`. Users are 

advised to upgrade. 

Users unable to 

upgrade may use the 

lower performance `-

-

ContentsManager.file

s_handler_class=jupy

ter_server.files.handl

ers.FilesHandler`, 

which implements 

the correct checks. 

CVE ID : CVE-2023-

40170 

b.com/jupyt

er-

server/jupyt

er_server/co

mmit/87a49

27272819f0

b1cae1afa4c

8c86ee2da0

02fd 

Vendor: kaplugins 

Product: free-google-fonts 

Affected Version(s): * Up to (including) 3.0.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

KAPlugins Google 

Fonts For WordPress 

plugin <= 3.0.0 

versions. 

CVE ID : CVE-2023-

34180 

N/A 
A-KAP-FREE-

110923/451 

Vendor: kayastudio 

Product: kaya_qr_code_generator 

Affected Version(s): * Up to (including) 1.5.2 

Improper 

Neutralizat

ion of 

Input 

16-Aug-2023 5.4 

Auth. (contributor+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in Kaya 

N/A 
A-KAY-KAYA-

110923/452 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Studio Kaya QR Code 

Generator plugin 

<= 1.5.2 versions. 

CVE ID : CVE-2023-

30784 

Vendor: kevonadonis 

Product: wp_abstracts 

Affected Version(s): * Up to (including) 2.6.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Kevon Adonis WP 

Abstracts plugin 

<= 2.6.3 versions. 

CVE ID : CVE-2023-

28692 

N/A 
A-KEV-WP_A-

110923/453 

Vendor: kidus 

Product: minimati 

Affected Version(s): 1.0.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

18-Aug-2023 7.5 

SQL injection 

vulnerability in 

Kidus Minimati 

v.1.0.0 allows a 

remote attacker to 

obtain sensitive 

information via 

theID parameter in 

the fulldelete.php 

component. 

CVE ID : CVE-2023-

38839 

N/A 
A-KID-MINI-

110923/454 

Vendor: kiduswb 

Product: minimati 

Affected Version(s): 1.0.0 

Improper 

Neutralizat

ion of 

Special 

17-Aug-2023 7.5 

SQL injection 

vulnerability in 

Kidus Minimati 

v.1.0.0 allows a 

https://githu

b.com/kidus

A-KID-MINI-

110923/455 
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Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

remote attacker to 

obtain sensitive 

information via the 

edit.php component. 

CVE ID : CVE-2023-

38838 

wb/minimat

i/issues/1 

Vendor: ko-fi 

Product: ko-fi_button 

Affected Version(s): * Up to (excluding) 1.3.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 4.8 

The Ko-fi Button 

WordPress plugin 

before 1.3.3 does not 

properly some of its 

settings, which could 

allow high-privilege 

users to perform 

Stored Cross-Site 

Scripting (XSS) 

attacks even when 

the unfiltered_html 

capability is 

disallowed (for 

example in multisite 

setup), and we 

consider it a low risk. 

CVE ID : CVE-2023-

2254 

N/A 
A-KO--KO-F-

110923/456 

Vendor: kreci 

Product: subscribers_text_counter 

Affected Version(s): * Up to (excluding) 1.7.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

30-Aug-2023 4.3 

The Subscribers Text 

Counter WordPress 

plugin before 1.7.1 

does not have CSRF 

check in place when 

updating its settings, 

which could allow 

attackers to make a 

logged in admin 

change them via a 

CSRF attack, which 

N/A 
A-KRE-SUBS-

110923/457 
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also lead to Stored 

Cross-Site Scripting 

due to the lack of 

sanitisation and 

escaping 

CVE ID : CVE-2023-

3356 

Vendor: kunalnagar 

Product: custom_404_pro 

Affected Version(s): * Up to (including) 3.8.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Kunal Nagar Custom 

404 Pro plugin 

<= 3.8.1 versions. 

CVE ID : CVE-2023-

32740 

N/A 
A-KUN-CUST-

110923/458 

Vendor: laiketui 

Product: laiketui 

Affected Version(s): - 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

27-Aug-2023 9.8 

A vulnerability, 

which was classified 

as critical, has been 

found in Bettershop 

LaikeTui. Affected by 

this issue is some 

unknown 

functionality of the 

file 

index.php?module=a

pi&action=user&m=

upload of the 

component POST 

Request Handler. 

The manipulation 

leads to unrestricted 

upload. The attack 

may be launched 

remotely. This 

N/A 
A-LAI-LAIK-

110923/459 
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product is using a 

rolling release to 

provide continious 

delivery. Therefore, 

no version details for 

affected nor updated 

releases are 

available. The 

identifier of this 

vulnerability is VDB-

238160. 

CVE ID : CVE-2023-

4559 

Vendor: langchain 

Product: langchain 

Affected Version(s): 0.0.171 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

22-Aug-2023 9.8 

An issue in langchain 

v.0.0.171 allows a 

remote attacker to 

execute arbitrary 

code via the via the a 

json file to the 

load_prompt 

parameter. 

CVE ID : CVE-2023-

36281 

https://githu

b.com/hwch

ase17/langc

hain/issues/

4394 

A-LAN-LANG-

110923/460 

Vendor: Lenovo 

Product: universal_device_client 

Affected Version(s): * Up to (excluding) 23.4 

Uncontroll

ed Search 

Path 

Element 

17-Aug-2023 7.8 

An uncontrolled 

search path 

vulnerability was 

reported in the 

Lenovo Universal 

Device Client (UDC) 

that could allow an 

attacker with local 

access to execute 

code with elevated 

privileges. 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

121183 

A-LEN-UNIV-

110923/461 
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CVE ID : CVE-2023-

3078 

Vendor: Libming 

Product: libming 

Affected Version(s): 0.4.8 

Out-of-

bounds 

Write 

28-Aug-2023 6.5 

Buffer Overflow 

vulnerability in 

Libming Libming 

v.0.4.8 allows a 

remote attacker to 

cause a denial of 

service via a crafted 

.swf file to the 

makeswf function. 

CVE ID : CVE-2023-

40781 

https://githu

b.com/libmi

ng/libming/i

ssues/288 

A-LIB-LIBM-

110923/462 

Vendor: Libreswan 

Product: libreswan 

Affected Version(s): From (including) 3.0 Up to (excluding) 4.0 

NULL 

Pointer 

Dereferenc

e 

25-Aug-2023 7.5 

An issue was 

discovered in 

Libreswan 3.x and 

4.x before 4.12. 

When an IKEv1 

ISAKMP SA 

Informational 

Exchange packet 

contains a 

Delete/Notify 

payload followed by 

further Notifies that 

act on the ISAKMP 

SA, such as a 

duplicated 

Delete/Notify 

message, a NULL 

pointer dereference 

on the deleted state 

causes the pluto 

daemon to crash and 

restart. 

N/A 
A-LIB-LIBR-

110923/463 
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CVE ID : CVE-2023-

38712 

Affected Version(s): From (including) 3.20 Up to (excluding) 4.12 

N/A 25-Aug-2023 7.5 

An issue was 

discovered in 

Libreswan before 

4.12. When an IKEv2 

Child SA REKEY 

packet contains an 

invalid IPsec 

protocol ID number 

of 0 or 1, an error 

notify INVALID_SPI 

is sent back. The 

notify payload's 

protocol ID is copied 

from the incoming 

packet, but the code 

that verifies outgoing 

packets fails an 

assertion that the 

protocol ID must be 

ESP (2) or AH(3) and 

causes the pluto 

daemon to crash and 

restart. NOTE: the 

earliest affected 

version is 3.20. 

CVE ID : CVE-2023-

38710 

N/A 
A-LIB-LIBR-

110923/464 

Affected Version(s): From (including) 4.0 Up to (excluding) 4.12 

NULL 

Pointer 

Dereferenc

e 

25-Aug-2023 7.5 

An issue was 

discovered in 

Libreswan 3.x and 

4.x before 4.12. 

When an IKEv1 

ISAKMP SA 

Informational 

Exchange packet 

contains a 

Delete/Notify 

payload followed by 

N/A 
A-LIB-LIBR-

110923/465 
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further Notifies that 

act on the ISAKMP 

SA, such as a 

duplicated 

Delete/Notify 

message, a NULL 

pointer dereference 

on the deleted state 

causes the pluto 

daemon to crash and 

restart. 

CVE ID : CVE-2023-

38712 

Affected Version(s): From (including) 4.6 Up to (excluding) 4.12 

NULL 

Pointer 

Dereferenc

e 

25-Aug-2023 7.5 

An issue was 

discovered in 

Libreswan before 

4.12. When an IKEv1 

Quick Mode 

connection 

configured with 

ID_IPV4_ADDR or 

ID_IPV6_ADDR 

receives an IDcr 

payload with 

ID_FQDN, a NULL 

pointer dereference 

causes a crash and 

restart of the pluto 

daemon. NOTE: the 

earliest affected 

version is 4.6. 

CVE ID : CVE-2023-

38711 

N/A 
A-LIB-LIBR-

110923/466 

Vendor: Linuxfoundation 

Product: argo-cd 

Affected Version(s): 2.7.11 

Insufficient 

Session 

Expiration 

23-Aug-2023 7.1 

Argo CD is a 

declarative, GitOps 

continuous delivery 

tool for Kubernetes. 

https://githu

b.com/argop

roj/argo-

cd/security/

A-LIN-ARGO-

110923/467 
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All versions of Argo 

CD starting from 

version 2.6.0 have a 

bug where open web 

terminal sessions do 

not expire. This bug 

allows users to send 

any websocket 

messages even if the 

token has already 

expired. The most 

straightforward 

scenario is when a 

user opens the 

terminal view and 

leaves it open for an 

extended period. 

This allows the user 

to view sensitive 

information even 

when they should 

have been logged out 

already. A patch for 

this vulnerability has 

been released in the 

following Argo CD 

versions: 2.6.14, 

2.7.12 and 2.8.1. 

 

CVE ID : CVE-2023-

40025 

advisories/G

HSA-c8xw-

vjgf-94hr, 

https://githu

b.com/argop

roj/argo-

cd/commit/

e047efa8f95

18c54d00d2

e4493b64bc

4dba98478 

Affected Version(s): 2.8.0 

Insufficient 

Session 

Expiration 

23-Aug-2023 7.1 

Argo CD is a 

declarative, GitOps 

continuous delivery 

tool for Kubernetes. 

All versions of Argo 

CD starting from 

version 2.6.0 have a 

bug where open web 

terminal sessions do 

not expire. This bug 

allows users to send 

https://githu

b.com/argop

roj/argo-

cd/security/

advisories/G

HSA-c8xw-

vjgf-94hr, 

https://githu

b.com/argop

roj/argo-

cd/commit/

A-LIN-ARGO-

110923/468 
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any websocket 

messages even if the 

token has already 

expired. The most 

straightforward 

scenario is when a 

user opens the 

terminal view and 

leaves it open for an 

extended period. 

This allows the user 

to view sensitive 

information even 

when they should 

have been logged out 

already. A patch for 

this vulnerability has 

been released in the 

following Argo CD 

versions: 2.6.14, 

2.7.12 and 2.8.1. 

 

CVE ID : CVE-2023-

40025 

e047efa8f95

18c54d00d2

e4493b64bc

4dba98478 

Affected Version(s): From (including) 2.6.0 Up to (including) 2.6.13 

Insufficient 

Session 

Expiration 

23-Aug-2023 7.1 

Argo CD is a 

declarative, GitOps 

continuous delivery 

tool for Kubernetes. 

All versions of Argo 

CD starting from 

version 2.6.0 have a 

bug where open web 

terminal sessions do 

not expire. This bug 

allows users to send 

any websocket 

messages even if the 

token has already 

expired. The most 

straightforward 

scenario is when a 

user opens the 

https://githu

b.com/argop

roj/argo-

cd/security/

advisories/G

HSA-c8xw-

vjgf-94hr, 

https://githu

b.com/argop

roj/argo-

cd/commit/

e047efa8f95

18c54d00d2

e4493b64bc

4dba98478 

A-LIN-ARGO-

110923/469 
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terminal view and 

leaves it open for an 

extended period. 

This allows the user 

to view sensitive 

information even 

when they should 

have been logged out 

already. A patch for 

this vulnerability has 

been released in the 

following Argo CD 

versions: 2.6.14, 

2.7.12 and 2.8.1. 

 

CVE ID : CVE-2023-

40025 

Product: spinnaker 

Affected Version(s): * Up to (excluding) 1.28.8 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

28-Aug-2023 5.3 

Spinnaker is an open 

source, multi-cloud 

continuous delivery 

platform. Log output 

when updating 

GitHub status is 

improperly set to 

FULL always.  It's 

recommended to 

apply the patch and 

rotate the GitHub 

token used for github 

status notifications.  

Given that this would 

output github tokens 

to a log system, the 

risk is slightly higher 

than a "low" since 

token exposure 

could grant elevated 

access to 

repositories outside 

of control.  If using 

https://githu

b.com/spinn

aker/echo/p

ull/1316, 

https://githu

b.com/spinn

aker/spinna

ker/security

/advisories/

GHSA-rq5c-

hvw6-8pr7 

A-LIN-SPIN-

110923/470 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 268 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

READ restricted 

tokens, the exposure 

is such that the token 

itself could be used 

to access resources 

otherwise restricted 

from reads. This only 

affects users of 

GitHub Status 

Notifications. This 

issue has been 

addressed in pull 

request 1316. Users 

are advised to 

upgrade. Users 

unable to upgrade 

should disable GH 

Status Notifications, 

Filter their logs for 

Echo log data and 

use read-only tokens 

that are limited in 

scope. 

CVE ID : CVE-2023-

39348 

Affected Version(s): 1.30.0 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

28-Aug-2023 5.3 

Spinnaker is an open 

source, multi-cloud 

continuous delivery 

platform. Log output 

when updating 

GitHub status is 

improperly set to 

FULL always.  It's 

recommended to 

apply the patch and 

rotate the GitHub 

token used for github 

status notifications.  

Given that this would 

output github tokens 

to a log system, the 

risk is slightly higher 

https://githu

b.com/spinn

aker/echo/p

ull/1316, 

https://githu

b.com/spinn

aker/spinna

ker/security

/advisories/

GHSA-rq5c-

hvw6-8pr7 

A-LIN-SPIN-

110923/471 
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than a "low" since 

token exposure 

could grant elevated 

access to 

repositories outside 

of control.  If using 

READ restricted 

tokens, the exposure 

is such that the token 

itself could be used 

to access resources 

otherwise restricted 

from reads. This only 

affects users of 

GitHub Status 

Notifications. This 

issue has been 

addressed in pull 

request 1316. Users 

are advised to 

upgrade. Users 

unable to upgrade 

should disable GH 

Status Notifications, 

Filter their logs for 

Echo log data and 

use read-only tokens 

that are limited in 

scope. 

CVE ID : CVE-2023-

39348 

Affected Version(s): From (including) 1.29.0 Up to (excluding) 1.29.6 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

28-Aug-2023 5.3 

Spinnaker is an open 

source, multi-cloud 

continuous delivery 

platform. Log output 

when updating 

GitHub status is 

improperly set to 

FULL always.  It's 

recommended to 

apply the patch and 

rotate the GitHub 

https://githu

b.com/spinn

aker/echo/p

ull/1316, 

https://githu

b.com/spinn

aker/spinna

ker/security

/advisories/

GHSA-rq5c-

hvw6-8pr7 

A-LIN-SPIN-

110923/472 
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token used for github 

status notifications.  

Given that this would 

output github tokens 

to a log system, the 

risk is slightly higher 

than a "low" since 

token exposure 

could grant elevated 

access to 

repositories outside 

of control.  If using 

READ restricted 

tokens, the exposure 

is such that the token 

itself could be used 

to access resources 

otherwise restricted 

from reads. This only 

affects users of 

GitHub Status 

Notifications. This 

issue has been 

addressed in pull 

request 1316. Users 

are advised to 

upgrade. Users 

unable to upgrade 

should disable GH 

Status Notifications, 

Filter their logs for 

Echo log data and 

use read-only tokens 

that are limited in 

scope. 

CVE ID : CVE-2023-

39348 

Affected Version(s): From (including) 1.30.0 Up to (excluding) 1.30.3 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

28-Aug-2023 5.3 

Spinnaker is an open 

source, multi-cloud 

continuous delivery 

platform. Log output 

when updating 

https://githu

b.com/spinn

aker/echo/p

ull/1316, 

https://githu

A-LIN-SPIN-

110923/473 
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GitHub status is 

improperly set to 

FULL always.  It's 

recommended to 

apply the patch and 

rotate the GitHub 

token used for github 

status notifications.  

Given that this would 

output github tokens 

to a log system, the 

risk is slightly higher 

than a "low" since 

token exposure 

could grant elevated 

access to 

repositories outside 

of control.  If using 

READ restricted 

tokens, the exposure 

is such that the token 

itself could be used 

to access resources 

otherwise restricted 

from reads. This only 

affects users of 

GitHub Status 

Notifications. This 

issue has been 

addressed in pull 

request 1316. Users 

are advised to 

upgrade. Users 

unable to upgrade 

should disable GH 

Status Notifications, 

Filter their logs for 

Echo log data and 

use read-only tokens 

that are limited in 

scope. 

CVE ID : CVE-2023-

39348 

b.com/spinn

aker/spinna

ker/security

/advisories/

GHSA-rq5c-

hvw6-8pr7 
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Vendor: login_configurator_project 

Product: login_configurator 

Affected Version(s): * Up to (including) 2.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

GrandSlambert Login 

Configurator plugin 

<= 2.1 versions. 

CVE ID : CVE-2023-

34175 

N/A 
A-LOG-LOGI-

110923/474 

Vendor: long_range_zip_project 

Product: long_range_zip 

Affected Version(s): 0.651 

Out-of-

bounds 

Write 

17-Aug-2023 5.5 

lrzip v0.651 was 

discovered to 

contain a heap 

overflow via the 

libzpaq::PostProcess

or::write(int) 

function at 

/libzpaq/libzpaq.cpp

. This vulnerability 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted file. 

CVE ID : CVE-2023-

39741 

N/A 
A-LON-LONG-

110923/475 

Vendor: luxsoft 

Product: luxcal_web_calendar 

Affected Version(s): * Up to (excluding) 5.2.3l 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

21-Aug-2023 9.1 

SQL injection 

vulnerability in 

LuxCal Web Calendar 

prior to 5.2.3M 

(MySQL version) and 

LuxCal Web Calendar 

prior to 5.2.3L 

N/A 
A-LUX-LUXC-

110923/476 
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Command 

('SQL 

Injection') 

(SQLite version) 

allows a remote 

unauthenticated 

attacker to execute 

arbitrary queries 

against the database 

and obtain or alter 

the information in it. 

CVE ID : CVE-2023-

39939 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

21-Aug-2023 6.1 

Cross-site scripting 

vulnerability in 

LuxCal Web Calendar 

prior to 5.2.3M 

(MySQL version) and 

LuxCal Web Calendar 

prior to 5.2.3L 

(SQLite version) 

allows a remote 

unauthenticated 

attacker to execute 

an arbitrary script on 

the web browser of 

the user who is using 

the product. 

CVE ID : CVE-2023-

39543 

N/A 
A-LUX-LUXC-

110923/477 

Affected Version(s): * Up to (excluding) 5.2.3m 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

21-Aug-2023 9.1 

SQL injection 

vulnerability in 

LuxCal Web Calendar 

prior to 5.2.3M 

(MySQL version) and 

LuxCal Web Calendar 

prior to 5.2.3L 

(SQLite version) 

allows a remote 

unauthenticated 

attacker to execute 

arbitrary queries 

against the database 

N/A 
A-LUX-LUXC-

110923/478 
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and obtain or alter 

the information in it. 

CVE ID : CVE-2023-

39939 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

21-Aug-2023 6.1 

Cross-site scripting 

vulnerability in 

LuxCal Web Calendar 

prior to 5.2.3M 

(MySQL version) and 

LuxCal Web Calendar 

prior to 5.2.3L 

(SQLite version) 

allows a remote 

unauthenticated 

attacker to execute 

an arbitrary script on 

the web browser of 

the user who is using 

the product. 

CVE ID : CVE-2023-

39543 

N/A 
A-LUX-LUXC-

110923/479 

Vendor: m-files 

Product: classic_web 

Affected Version(s): * Up to (excluding) 23.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

25-Aug-2023 6.5 

Path Traversal issue 

in M-Files Classic 

Web versions below 

23.6.12695.3 and 

LTS Service Release 

Versions before 23.2 

LTS SR3 allows 

authenticated user to 

read some restricted 

files on the web 

server 

CVE ID : CVE-2023-

3406 

https://ww

w.m-

files.com/ab

out/trust-

center/secur

ity-

advisories/c

ve-2023-

3406 

A-M-F-CLAS-

110923/480 

Out-of-

bounds 

Read 

25-Aug-2023 5.3 

Out-of-bounds read 

issue in M-Files 

Server versions 

below 23.8.12892.6 

https://ww

w.m-

files.com/ab

out/trust-

A-M-F-CLAS-

110923/481 
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and LTS Service 

Release Versions 

before 23.2 LTS SR3 

allows 

unauthenticated user 

to read restricted 

amount of bytes 

from memory. 

CVE ID : CVE-2023-

3425 

center/secur

ity-

advisories/c

ve-2023-

3425 

Affected Version(s): * Up to (excluding) 23.6.12695.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

25-Aug-2023 6.5 

Path Traversal issue 

in M-Files Classic 

Web versions below 

23.6.12695.3 and 

LTS Service Release 

Versions before 23.2 

LTS SR3 allows 

authenticated user to 

read some restricted 

files on the web 

server 

CVE ID : CVE-2023-

3406 

https://ww

w.m-

files.com/ab

out/trust-

center/secur

ity-

advisories/c

ve-2023-

3406 

A-M-F-CLAS-

110923/482 

Out-of-

bounds 

Read 

25-Aug-2023 5.3 

Out-of-bounds read 

issue in M-Files 

Server versions 

below 23.8.12892.6 

and LTS Service 

Release Versions 

before 23.2 LTS SR3 

allows 

unauthenticated user 

to read restricted 

amount of bytes 

from memory. 

CVE ID : CVE-2023-

3425 

https://ww

w.m-

files.com/ab

out/trust-

center/secur

ity-

advisories/c

ve-2023-

3425 

A-M-F-CLAS-

110923/483 

Affected Version(s): 23.2 

Improper 

Limitation 
25-Aug-2023 6.5 Path Traversal issue 

in M-Files Classic 

https://ww

w.m-

A-M-F-CLAS-

110923/484 
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of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

Web versions below 

23.6.12695.3 and 

LTS Service Release 

Versions before 23.2 

LTS SR3 allows 

authenticated user to 

read some restricted 

files on the web 

server 

CVE ID : CVE-2023-

3406 

files.com/ab

out/trust-

center/secur

ity-

advisories/c

ve-2023-

3406 

Out-of-

bounds 

Read 

25-Aug-2023 5.3 

Out-of-bounds read 

issue in M-Files 

Server versions 

below 23.8.12892.6 

and LTS Service 

Release Versions 

before 23.2 LTS SR3 

allows 

unauthenticated user 

to read restricted 

amount of bytes 

from memory. 

CVE ID : CVE-2023-

3425 

https://ww

w.m-

files.com/ab

out/trust-

center/secur

ity-

advisories/c

ve-2023-

3425 

A-M-F-CLAS-

110923/485 

Vendor: mahlamusa 

Product: who_hit_the_page_-_hit_counter 

Affected Version(s): * Up to (including) 1.4.14.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Mahlamusa Who Hit 

The Page – Hit 

Counter plugin 

<= 1.4.14.3 versions. 

CVE ID : CVE-2023-

25466 

N/A 
A-MAH-WHO_-

110923/486 

Vendor: marcosteinbrecher 

Product: wp_browserupdate 

Affected Version(s): * Up to (including) 4.5 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Marco Steinbrecher 

WP BrowserUpdate 

plugin <= 4.5 

versions. 

CVE ID : CVE-2023-

28690 

N/A 
A-MAR-WP_B-

110923/487 

Vendor: marktext 

Product: marktext 

Affected Version(s): * Up to (including) 0.17.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

19-Aug-2023 9.6 

DOM-based XSS in 

src/muya/lib/conte

ntState/pasteCtrl.js 

in MarkText 0.17.1 

and before on 

Windows, Linux and 

macOS allows 

arbitrary JavaScript 

code to run in the 

context of MarkText 

main window. This 

vulnerability can be 

exploited if a user 

copies text from a 

malicious webpage 

and paste it into 

MarkText. 

CVE ID : CVE-2023-

2318 

N/A 
A-MAR-MARK-

110923/488 

Vendor: mathjax 

Product: mathjax 

Affected Version(s): * Up to (including) 2.7.9 

N/A 29-Aug-2023 7.5 

Mathjax up to v2.7.9 

was discovered to 

contain two Regular 

expression Denial of 

Service (ReDoS) 

vulnerabilities in 

https://githu

b.com/mathj

ax/MathJax/

issues/3074 

A-MAT-MATH-

110923/489 
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MathJax.js via the 

components pattern 

and 

markdownPattern. 

CVE ID : CVE-2023-

39663 

Vendor: mattermost 

Product: mattermost_server 

Affected Version(s): * Up to (excluding) 7.8.9 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

25-Aug-2023 8.2 

Mattermost fails to 

restrict which 

parameters' values it 

takes from the 

request during 

signup allowing an 

attacker to register 

users as inactive, 

thus blocking them 

from later accessing 

Mattermost without 

the system admin 

activating their 

accounts. 

 

 

CVE ID : CVE-2023-

4478 

https://matt

ermost.com/

security-

updates 

A-MAT-MATT-

110923/490 

Affected Version(s): 8.0.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

25-Aug-2023 8.2 

Mattermost fails to 

restrict which 

parameters' values it 

takes from the 

request during 

signup allowing an 

attacker to register 

users as inactive, 

thus blocking them 

from later accessing 

Mattermost without 

the system admin 

https://matt

ermost.com/

security-

updates 

A-MAT-MATT-

110923/491 
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('Injection'

) 

activating their 

accounts. 

 

 

CVE ID : CVE-2023-

4478 

Affected Version(s): From (including) 7.9.0 Up to (excluding) 7.10.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

25-Aug-2023 8.2 

Mattermost fails to 

restrict which 

parameters' values it 

takes from the 

request during 

signup allowing an 

attacker to register 

users as inactive, 

thus blocking them 

from later accessing 

Mattermost without 

the system admin 

activating their 

accounts. 

 

 

CVE ID : CVE-2023-

4478 

https://matt

ermost.com/

security-

updates 

A-MAT-MATT-

110923/492 

Vendor: maximatech 

Product: portal_executivo 

Affected Version(s): 21.9.1.140 

Missing 

Encryption 

of Sensitive 

Data 

16-Aug-2023 5.9 

A vulnerability has 

been found in 

MaximaTech Portal 

Executivo 21.9.1.140 

and classified as 

problematic. This 

vulnerability affects 

unknown code of the 

component Cookie 

Handler. The 

manipulation leads 

to missing 

N/A 
A-MAX-PORT-

110923/493 
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encryption of 

sensitive data. The 

attack can be 

initiated remotely. 

The complexity of an 

attack is rather high. 

The exploitation 

appears to be 

difficult. The exploit 

has been disclosed to 

the public and may 

be used. The 

identifier of this 

vulnerability is VDB-

237316. NOTE: The 

vendor was 

contacted early 

about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4384 

Vendor: Mcafee 

Product: safe_connect 

Affected Version(s): * Up to (excluding) 2.16.1.126 

Uncontroll

ed Search 

Path 

Element 

21-Aug-2023 7.2 

McAfee Safe Connect 

before 2.16.1.126 

may allow an 

adversary with 

system privileges to 

achieve privilege 

escalation by loading 

arbitrary DLLs. 

CVE ID : CVE-2023-

40352 

https://ww

w.mcafee.co

m/support/?

articleId=TS

103462&pag

e=shell&shel

l=article-

view, 

https://ww

w.mcafee.co

m/en-

us/consume

r-

corporate/m

cafee-

labs/product

-security-

A-MCA-SAFE-

110923/494 
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bulletins.htm

l 

Vendor: Mediawiki 

Product: mediawiki 

Affected Version(s): * Up to (excluding) 1.35.11 

N/A 20-Aug-2023 5.3 

An issue was 

discovered in 

MediaWiki before 

1.35.11, 1.36.x 

through 1.38.x 

before 1.38.7, 1.39.x 

before 1.39.4, and 

1.40.x before 1.40.1. 

It is possible to 

bypass the Bad 

image list (aka 

badFile) by using the 

thumb parameter 

(aka Manualthumb) 

of the File syntax. 

CVE ID : CVE-2023-

36674 

https://phab

ricator.wiki

media.org/T

335612 

A-MED-MEDI-

110923/495 

Affected Version(s): 1.40.0 

N/A 20-Aug-2023 5.3 

An issue was 

discovered in 

MediaWiki before 

1.35.11, 1.36.x 

through 1.38.x 

before 1.38.7, 1.39.x 

before 1.39.4, and 

1.40.x before 1.40.1. 

It is possible to 

bypass the Bad 

image list (aka 

badFile) by using the 

thumb parameter 

(aka Manualthumb) 

of the File syntax. 

CVE ID : CVE-2023-

36674 

https://phab

ricator.wiki

media.org/T

335612 

A-MED-MEDI-

110923/496 

Affected Version(s): From (including) 1.36.0 Up to (excluding) 1.38.7 
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N/A 20-Aug-2023 5.3 

An issue was 

discovered in 

MediaWiki before 

1.35.11, 1.36.x 

through 1.38.x 

before 1.38.7, 1.39.x 

before 1.39.4, and 

1.40.x before 1.40.1. 

It is possible to 

bypass the Bad 

image list (aka 

badFile) by using the 

thumb parameter 

(aka Manualthumb) 

of the File syntax. 

CVE ID : CVE-2023-

36674 

https://phab

ricator.wiki

media.org/T

335612 

A-MED-MEDI-

110923/497 

Affected Version(s): From (including) 1.39.0 Up to (excluding) 1.39.4 

N/A 20-Aug-2023 5.3 

An issue was 

discovered in 

MediaWiki before 

1.35.11, 1.36.x 

through 1.38.x 

before 1.38.7, 1.39.x 

before 1.39.4, and 

1.40.x before 1.40.1. 

It is possible to 

bypass the Bad 

image list (aka 

badFile) by using the 

thumb parameter 

(aka Manualthumb) 

of the File syntax. 

CVE ID : CVE-2023-

36674 

https://phab

ricator.wiki

media.org/T

335612 

A-MED-MEDI-

110923/498 

Vendor: metagauss 

Product: profilegrid 

Affected Version(s): * Up to (including) 5.5.0 

Use of 

Hard-

coded 

31-Aug-2023 4.9 
The ProfileGrid 

plugin for 

WordPress is 

https://plugi

ns.trac.word

press.org/br

A-MET-PROF-

110923/499 
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Cryptograp

hic Key 

vulnerable to 

unauthorized 

decryption of private 

information in 

versions up to, and 

including, 5.5.0. This 

is due to the 

passphrase and iv 

being hardcoded in 

the 

'pm_encrypt_decrypt

_pass' function and 

used across all sites 

running the plugin. 

This makes it 

possible for 

authenticated 

attackers, with 

administrator-level 

permissions or 

above to decrypt and 

view users' 

passwords. If 

combined with 

another 

vulnerability, this 

can potentially grant 

lower-privileged 

users access to users' 

passwords. 

CVE ID : CVE-2023-

3404 

owser/profil

egrid-user-

profiles-

groups-and-

communities

/tags/5.4.8/i

ncludes/clas

s-profile-

magic-

request.php

#L325 

Vendor: metal3 

Product: ironic-image 

Affected Version(s): * Up to (excluding) 1.4.3 

Missing 

Authentica

tion for 

Critical 

Function 

25-Aug-2023 7.5 

ironic-image is a 

container image to 

run OpenStack Ironic 

as part of Metal³. 

Prior to version 

capm3-v1.4.3, if 

Ironic is not 

https://githu

b.com/metal

3-io/ironic-

image/com

mit/f64bb6c

e0945bbfb3

0d9965f981

A-MET-IRON-

110923/500 
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deployed with TLS 

and it does not have 

API and Conductor 

split into separate 

services, access to 

the API is not 

protected by any 

authentication. 

Ironic API is also 

listening in host 

network. In case the 

node is not behind a 

firewall, the API 

could be accessed by 

anyone via network 

without 

authentication. By 

default, Ironic API in 

Metal3 is protected 

by TLS and basic 

authentication, so 

this vulnerability 

requires operator to 

configure API 

without TLS for it to 

be vulnerable. TLS 

and authentication 

however should not 

be coupled as they 

are in versions prior 

to capm3-v1.4.3. A 

patch exists in 

versions capm3-

v1.4.3 and newer. 

Some workarounds 

are available. Either 

configure TLS for 

Ironic API 

(`deploy.sh -t ...`, 

`IRONIC_TLS_SETUP

=true`) or split Ironic 

API and Conductor 

via configuration 

change (old 

49ea183311

de9, 

https://githu

b.com/metal

3-io/ironic-

image/securi

ty/advisorie

s/GHSA-

jwpr-9fwh-

m4g7 
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implementation, not 

recommended). With 

both workarounds, 

services are 

configured with 

httpd front-end, 

which has proper 

authentication 

configuration in 

place. 

CVE ID : CVE-2023-

40585 

Vendor: Microsoft 

Product: edge_chromium 

Affected Version(s): * Up to (excluding) 116.0.1938.54 

N/A 21-Aug-2023 8.8 

Microsoft Edge 

(Chromium-based) 

Elevation of Privilege 

Vulnerability 

CVE ID : CVE-2023-

36787 

https://msrc

.microsoft.co

m/update-

guide/vulner

ability/CVE-

2023-36787 

A-MIC-EDGE-

110923/501 

N/A 21-Aug-2023 3.1 

Microsoft Edge 

(Chromium-based) 

Information 

Disclosure 

Vulnerability 

CVE ID : CVE-2023-

38158 

https://msrc

.microsoft.co

m/update-

guide/vulner

ability/CVE-

2023-38158 

A-MIC-EDGE-

110923/502 

Affected Version(s): * Up to (excluding) 116.0.1938.62 

N/A 26-Aug-2023 7.5 

Microsoft Edge 

(Chromium-based) 

Elevation of Privilege 

Vulnerability 

CVE ID : CVE-2023-

36741 

https://msrc

.microsoft.co

m/update-

guide/vulner

ability/CVE-

2023-36741 

A-MIC-EDGE-

110923/503 

Vendor: miled 

Product: wordpress_social_login 

Affected Version(s): * Up to (including) 3.0.4 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Miled WordPress 

Social Login plugin 

<= 3.0.4 versions. 

CVE ID : CVE-2023-

34023 

N/A 
A-MIL-WORD-

110923/504 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Miled WordPress 

Social Login plugin 

<= 3.0.4 versions. 

CVE ID : CVE-2023-

34172 

N/A 
A-MIL-WORD-

110923/505 

Vendor: minapper 

Product: rest_api_to_miniprogram 

Affected Version(s): * Up to (including) 4.6.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 5.4 

The REST API TO 

MiniProgram 

WordPress plugin 

through 4.6.1 does 

not have 

authorisation and 

CSRF checks in an 

AJAX action, allowing 

ay authenticated 

users, such as 

subscriber to call 

and delete arbitrary 

attachments 

CVE ID : CVE-2023-

0551 

N/A 
A-MIN-REST-

110923/506 

Vendor: mini 

Product: mini-tmall 

Affected Version(s): * Up to (including) 2023-08-11 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

21-Aug-2023 9.8 

A vulnerability, 

which was classified 

as critical, has been 

found in Mini-Tmall 

up to 20230811. 

Affected by this issue 

is some unknown 

functionality of the 

file 

product/1/1?test=1

&test2=2&. The 

manipulation of the 

argument orderBy 

leads to sql injection. 

The attack may be 

launched remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. VDB-237566 is 

the identifier 

assigned to this 

vulnerability. 

CVE ID : CVE-2023-

4445 

N/A 
A-MIN-MINI-

110923/507 

Vendor: Misp 

Product: misp 

Affected Version(s): 2.4.174 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-Aug-2023 6.1 

An issue was 

discovered in MISP 

2.4.174. In 

app/Controller/Dash

boardsController.ph

p, a reflected XSS 

issue exists via the id 

parameter upon a 

dashboard edit. 

CVE ID : CVE-2023-

41098 

https://githu

b.com/MISP

/MISP/com

mit/09fb0cb

a65eab9341

e81f1cbebc2

ae10be34a2

b7 

A-MIS-MISP-

110923/508 

Vendor: MIT 

Product: kerberos_5 
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Affected Version(s): From (including) 1.21 Up to (excluding) 1.21.2 

Double 

Free 
16-Aug-2023 8.8 

kdc/do_tgs_req.c in 

MIT Kerberos 5 (aka 

krb5) 1.21 before 

1.21.2 has a double 

free that is reachable 

if an authenticated 

user can trigger an 

authorization-data 

handling failure. 

Incorrect data is 

copied from one 

ticket to another. 

CVE ID : CVE-2023-

39975 

https://githu

b.com/krb5/

krb5/commi

t/88a1701b

423c13991a

8064feeb26

952d3641d8

40, 

https://web.

mit.edu/ker

beros/www

/advisories/, 

https://githu

b.com/krb5/

krb5/compa

re/krb5-

1.21.1-

final...krb5-

1.21.2-final 

A-MIT-KERB-

110923/509 

Vendor: Mitel 

Product: mivoice_connect 

Affected Version(s): * Up to (including) 22.24.5800.0 

Improper 

Neutralizat

ion of 

Argument 

Delimiters 

in a 

Command 

('Argument 

Injection') 

25-Aug-2023 5.5 

A vulnerability in the 

Edge Gateway 

component of Mitel 

MiVoice Connect 

through 19.3 SP3 

(22.24.5800.0) could 

allow an 

authenticated 

attacker with 

elevated privileges 

and internal network 

access to conduct a 

command argument 

injection due to 

insufficient 

parameter 

sanitization. A 

successful exploit 

could allow an 

https://ww

w.mitel.com

/support/se

curity-

advisories, 

https://ww

w.mitel.com

/support/se

curity-

advisories/

mitel-

product-

security-

advisory-23-

0010 

A-MIT-MIVO-

110923/510 
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attacker to access 

network information 

and to generate 

excessive network 

traffic. 

CVE ID : CVE-2023-

39287 

N/A 25-Aug-2023 4.9 

A vulnerability in the 

Edge Gateway 

component of Mitel 

MiVoice Connect 

through R19.3 SP3 

(22.24.5800.0) could 

allow an 

authenticated 

attacker with 

elevated privileges to 

conduct an 

information 

disclosure attack due 

to improper 

configuration. A 

successful exploit 

could allow an 

attacker to view 

system information. 

CVE ID : CVE-2023-

39290 

https://ww

w.mitel.com

/support/se

curity-

advisories, 

https://ww

w.mitel.com

/support/se

curity-

advisories/

mitel-

product-

security-

advisory-23-

0012 

A-MIT-MIVO-

110923/511 

Affected Version(s): * Up to (including) 9.6.2208.101 

N/A 25-Aug-2023 7.5 

A vulnerability in the 

Connect Mobility 

Router component of 

Mitel MiVoice 

Connect through 

9.6.2208.101 could 

allow an 

unauthenticated 

attacker to conduct 

an account 

enumeration attack 

due to improper 

configuration. A 

https://ww

w.mitel.com

/support/se

curity-

advisories, 

https://ww

w.mitel.com

/support/se

curity-

advisories/

mitel-

product-

security-

A-MIT-MIVO-

110923/512 
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successful exploit 

could allow an 

attacker to access 

system information. 

CVE ID : CVE-2023-

39289 

advisory-23-

0011 

Affected Version(s): * Up to (including) 9.6.2304.102 

Improper 

Neutralizat

ion of 

Argument 

Delimiters 

in a 

Command 

('Argument 

Injection') 

25-Aug-2023 5.5 

A vulnerability in the 

Connect Mobility 

Router component of 

Mitel MiVoice 

Connect through 

9.6.2304.102 could 

allow an 

authenticated 

attacker with 

elevated privileges 

and internal network 

access to conduct a 

command argument 

injection due to 

insufficient 

parameter 

sanitization. A 

successful exploit 

could allow an 

attacker to access 

network information 

and to generate 

excessive network 

traffic. 

CVE ID : CVE-2023-

39288 

https://ww

w.mitel.com

/support/se

curity-

advisories, 

https://ww

w.mitel.com

/support/se

curity-

advisories/

mitel-

product-

security-

advisory-23-

0011 

A-MIT-MIVO-

110923/513 

N/A 25-Aug-2023 4.9 

A vulnerability in the 

Connect Mobility 

Router component of 

MiVoice Connect 

through 

9.6.2304.102 could 

allow an 

authenticated 

attacker with 

https://ww

w.mitel.com

/support/se

curity-

advisories, 

https://ww

w.mitel.com

/support/se

curity-

A-MIT-MIVO-

110923/514 
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elevated privileges to 

conduct an 

information 

disclosure attack due 

to improper 

configuration. A 

successful exploit 

could allow an 

attacker to view 

system information. 

CVE ID : CVE-2023-

39291 

advisories/

mitel-

product-

security-

advisory-23-

0013 

Vendor: Mongodb 

Product: mongodb 

Affected Version(s): From (including) 4.4.0 Up to (excluding) 4.4.23 

Improper 

Certificate 

Validation 

23-Aug-2023 7.5 

If the MongoDB 

Server running on 

Windows or macOS 

is configured to use 

TLS with a specific 

set of configuration 

options that are 

already known to 

work securely in 

other platforms (e.g. 

Linux), it is possible 

that client certificate 

validation may not 

be in effect, 

potentially allowing 

client to establish a 

TLS connection with 

the server that 

supplies any 

certificate. 

 

This issue affect all 

MongoDB Server 

v6.3 versions, 

MongoDB Server 

v5.0 versions v5.0.0 

to v5.0.14 and all 

https://jira.

mongodb.or

g/browse/S

ERVER-

77028, 

https://jira.

mongodb.or

g/browse/S

ERVER-

73662 

A-MON-MONG-

110923/515 
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MongoDB Server 

v4.4 versions. 

 

 

CVE ID : CVE-2023-

1409 

Affected Version(s): From (including) 5.0.0 Up to (including) 5.0.14 

Improper 

Certificate 

Validation 

23-Aug-2023 7.5 

If the MongoDB 

Server running on 

Windows or macOS 

is configured to use 

TLS with a specific 

set of configuration 

options that are 

already known to 

work securely in 

other platforms (e.g. 

Linux), it is possible 

that client certificate 

validation may not 

be in effect, 

potentially allowing 

client to establish a 

TLS connection with 

the server that 

supplies any 

certificate. 

 

This issue affect all 

MongoDB Server 

v6.3 versions, 

MongoDB Server 

v5.0 versions v5.0.0 

to v5.0.14 and all 

MongoDB Server 

v4.4 versions. 

 

 

CVE ID : CVE-2023-

1409 

https://jira.

mongodb.or

g/browse/S

ERVER-

77028, 

https://jira.

mongodb.or

g/browse/S

ERVER-

73662 

A-MON-MONG-

110923/516 
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Affected Version(s): From (including) 6.0.0 Up to (excluding) 6.0.7 

Improper 

Certificate 

Validation 

23-Aug-2023 7.5 

If the MongoDB 

Server running on 

Windows or macOS 

is configured to use 

TLS with a specific 

set of configuration 

options that are 

already known to 

work securely in 

other platforms (e.g. 

Linux), it is possible 

that client certificate 

validation may not 

be in effect, 

potentially allowing 

client to establish a 

TLS connection with 

the server that 

supplies any 

certificate. 

 

This issue affect all 

MongoDB Server 

v6.3 versions, 

MongoDB Server 

v5.0 versions v5.0.0 

to v5.0.14 and all 

MongoDB Server 

v4.4 versions. 

 

 

CVE ID : CVE-2023-

1409 

https://jira.

mongodb.or

g/browse/S

ERVER-

77028, 

https://jira.

mongodb.or

g/browse/S

ERVER-

73662 

A-MON-MONG-

110923/517 

Affected Version(s): From (including) 6.3.0 Up to (including) 6.3.2 

Improper 

Certificate 

Validation 

23-Aug-2023 7.5 

If the MongoDB 

Server running on 

Windows or macOS 

is configured to use 

TLS with a specific 

set of configuration 

https://jira.

mongodb.or

g/browse/S

ERVER-

77028, 

https://jira.

A-MON-MONG-

110923/518 
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options that are 

already known to 

work securely in 

other platforms (e.g. 

Linux), it is possible 

that client certificate 

validation may not 

be in effect, 

potentially allowing 

client to establish a 

TLS connection with 

the server that 

supplies any 

certificate. 

 

This issue affect all 

MongoDB Server 

v6.3 versions, 

MongoDB Server 

v5.0 versions v5.0.0 

to v5.0.14 and all 

MongoDB Server 

v4.4 versions. 

 

 

CVE ID : CVE-2023-

1409 

mongodb.or

g/browse/S

ERVER-

73662 

Vendor: mooveagency 

Product: gdpr_cookie_compliance 

Affected Version(s): * Up to (excluding) 4.12.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

30-Aug-2023 6.5 

The GDPR Cookie 

Compliance (CCPA, 

DSGVO, Cookie 

Consent) WordPress 

plugin before 4.12.5 

does not have proper 

CSRF checks when 

managing its license, 

which could allow 

attackers to make 

logged in admins 

N/A 
A-MOO-GDPR-

110923/519 
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update and 

deactivate the 

plugin's license via 

CSRF attacks 

CVE ID : CVE-2023-

4013 

Product: user_activity_tracking_and_log 

Affected Version(s): * Up to (excluding) 4.0.9 

Cross-Site 

Request 

Forgery 

(CSRF) 

30-Aug-2023 4.3 

The User Activity 

Tracking and Log 

WordPress plugin 

before 4.0.9 does not 

have proper CSRF 

checks when 

managing its license, 

which could allow 

attackers to make 

logged in admins 

update and 

deactivate the 

plugin's license via 

CSRF attacks 

CVE ID : CVE-2023-

4150 

N/A 
A-MOO-USER-

110923/520 

Vendor: mpembed 

Product: wp_matterport_shortcode 

Affected Version(s): * Up to (including) 2.1.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 5.4 

Auth. (contributor+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Julien Berthelot / 

MPEmbed WP 

Matterport 

Shortcode plugin 

<= 2.1.4 versions. 

CVE ID : CVE-2023-

35094 

N/A 
A-MPE-WP_M-

110923/521 

Vendor: mrdemonwolf 

Product: livestream_notice 
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Affected Version(s): * Up to (including) 1.2.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

MrDemonWolf 

Livestream Notice 

plugin <= 1.2.0 

versions. 

CVE ID : CVE-2023-

27621 

N/A 
A-MRD-LIVE-

110923/522 

Vendor: multiparcels 

Product: multiparcels_shipping_for_woocommerce 

Affected Version(s): * Up to (excluding) 1.15.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

21-Aug-2023 4.3 

The MultiParcels 

Shipping For 

WooCommerce 

WordPress plugin 

before 1.15.2 does 

not have CRSF check 

when deleting a 

shipment, allowing 

attackers to make 

any logged in user, 

delete arbitrary 

shipment via a CSRF 

attack 

CVE ID : CVE-2023-

3366 

N/A 
A-MUL-MULT-

110923/523 

Affected Version(s): * Up to (excluding) 1.15.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

21-Aug-2023 6.1 

The MultiParcels 

Shipping For 

WooCommerce 

WordPress plugin 

before 1.15.4 does 

not sanitise and 

escape a parameter 

before outputting it 

back in the page, 

leading to a 

Reflected Cross-Site 

N/A 
A-MUL-MULT-

110923/524 
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Scripting which 

could be used 

against high 

privilege users such 

as admin 

CVE ID : CVE-2023-

3954 

Vendor: Mybb 

Product: mybb 

Affected Version(s): * Up to (excluding) 1.8.36 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

29-Aug-2023 7.2 

MyBB before 1.8.36 

allows Code Injection 

by users with certain 

high privileges. 

Templates in Admin 

CP intentionally use 

eval, and there was 

some validation of 

the input to eval, but 

type juggling 

interfered with this 

when using PCRE 

within PHP. 

CVE ID : CVE-2023-

41362 

https://githu

b.com/mybb

/mybb/com

mit/a43a6f2

2944e769a6

eabc58c39e7

bc18c1cab4c

a.patch, 

https://githu

b.com/mybb

/mybb/secu

rity/advisori

es/GHSA-

pr74-wvp3-

q6f5 

A-MYB-MYBB-

110923/525 

Vendor: Nasm 

Product: netwide_assembler 

Affected Version(s): 2.16 

NULL 

Pointer 

Dereferenc

e 

22-Aug-2023 5.5 

Null pointer 

dereference in 

ieee_write_file in 

nasm 2.16rc0 allows 

attackers to cause a 

denial of service 

(crash). 

CVE ID : CVE-2023-

38665 

https://bugz

illa.nasm.us/

show_bug.cgi

?id=339281

8 

A-NAS-NETW-

110923/526 

Out-of-

bounds 

Read 

22-Aug-2023 5.5 
Stack-based buffer 

over-read in function 

disasm in nasm 2.16 

N/A 
A-NAS-NETW-

110923/527 
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allows attackers to 

cause a denial of 

service. 

CVE ID : CVE-2023-

38667 

Out-of-

bounds 

Read 

22-Aug-2023 5.5 

Stack-based buffer 

over-read in disasm 

in nasm 2.16 allows 

attackers to cause a 

denial of service 

(crash). 

CVE ID : CVE-2023-

38668 

N/A 
A-NAS-NETW-

110923/528 

Vendor: neomind 

Product: fusion_platform 

Affected Version(s): * Up to (excluding) 2023-07-31 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 6.1 

A vulnerability, 

which was classified 

as problematic, was 

found in NeoMind 

Fusion Platform up 

to 20230731. 

Affected is an 

unknown function of 

the file 

/fusion/portal/actio

n/Link. The 

manipulation of the 

argument link leads 

to cross site 

scripting. It is 

possible to launch 

the attack remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. VDB-238026 is 

the identifier 

assigned to this 

vulnerability. NOTE: 

The vendor was 

contacted early 

N/A 
A-NEO-FUSI-

110923/529 
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about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4534 

Vendor: Netflix 

Product: dispatch 

Affected Version(s): * Up to (excluding) 20230817 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

17-Aug-2023 7.5 

Dispatch is an open 

source security 

incident 

management tool. 

The server response 

includes the JWT 

Secret Key used for 

signing JWT tokens 

in error message 

when the `Dispatch 

Plugin - Basic 

Authentication 

Provider` plugin 

encounters an error 

when attempting to 

decode a JWT token. 

Any Dispatch users 

who own their 

instance and rely on 

the `Dispatch Plugin - 

Basic Authentication 

Provider` plugin for 

authentication may 

be impacted, 

allowing for any 

account to be taken 

over within their 

own instance. This 

could be done by 

using the secret to 

sign attacker crafted 

JWTs. If you think 

that you may be 

impacted, we 

https://githu

b.com/Netfli

x/dispatch/p

ull/3695, 

https://githu

b.com/Netfli

x/dispatch/c

ommit/b194

2a4319f0de

820d86b84a

58ebc85398

b97c70 

A-NET-DISP-

110923/530 
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strongly suggest you 

to rotate the secret 

stored in the 

`DISPATCH_JWT_SEC

RET` envvar in the 

`.env` file. This issue 

has been addressed 

in commit 

`b1942a4319` which 

has been included in 

the `20230817` 

release. users are 

advised to upgrade. 

There are no known 

workarounds for this 

vulnerability. 

CVE ID : CVE-2023-

40171 

Vendor: netmix 

Product: radio_station 

Affected Version(s): * Up to (including) 2.4.0.9 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Tony Zeoli, Tony 

Hayes Radio Station 

by netmix® – 

Manage and play 

your Show Schedule 

in WordPress! plugin 

<= 2.4.0.9 versions. 

CVE ID : CVE-2023-

32499 

N/A 
A-NET-RADI-

110923/531 

Vendor: nimbus 

Product: cab_grid 

Affected Version(s): * Up to (including) 1.5.15 

Improper 

Neutralizat

ion of 

Input 

During 

17-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in M 

Williams Cab Grid 

N/A 
A-NIM-CAB_-

110923/532 
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Web Page 

Generation 

('Cross-site 

Scripting') 

plugin <= 1.5.15 

versions. 

CVE ID : CVE-2023-

28533 

Vendor: Ninjaforms 

Product: ninja_forms_contact_form 

Affected Version(s): * Up to (excluding) 3.6.26 

Improper 

Neutralizat

ion of 

Script-

Related 

HTML Tags 

in a Web 

Page (Basic 

XSS) 

30-Aug-2023 4.8 

The Ninja Forms 

WordPress Ninja 

Forms Contact Form 

WordPress plugin 

before 3.6.26 was 

affected by a HTML 

Injection security 

vulnerability. 

CVE ID : CVE-2023-

4109 

N/A 
A-NIN-NINJ-

110923/533 

Vendor: Nodejs 

Product: node.js 

Affected Version(s): From (including) 16.0.0 Up to (including) 16.20.1 

N/A 21-Aug-2023 9.8 

The use of 

`Module._load()` can 

bypass the policy 

mechanism and 

require modules 

outside of the 

policy.json definition 

for a given module. 

 

This vulnerability 

affects all users using 

the experimental 

policy mechanism in 

all active release 

lines: 16.x, 18.x and, 

20.x. 

 

Please note that at 

the time this CVE 

N/A 
A-NOD-NODE-

110923/534 
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was issued, the 

policy is an 

experimental feature 

of Node.js. 

CVE ID : CVE-2023-

32002 

Improper 

Privilege 

Manageme

nt 

24-Aug-2023 9.8 

A privilege 

escalation 

vulnerability exists 

in the experimental 

policy mechanism in 

all active release 

lines: 16.x, 18.x and, 

20.x. The use of the 

deprecated API 

`process.binding()` 

can bypass the policy 

mechanism by 

requiring internal 

modules and 

eventually take 

advantage of 

`process.binding('spa

wn_sync')` run 

arbitrary code, 

outside of the limits 

defined in a 

`policy.json` file. 

Please note that at 

the time this CVE 

was issued, the 

policy is an 

experimental feature 

of Node.js. 

CVE ID : CVE-2023-

32559 

N/A 
A-NOD-NODE-

110923/535 

Affected Version(s): From (including) 18.0.0 Up to (including) 18.17.0 

N/A 21-Aug-2023 9.8 

The use of 

`Module._load()` can 

bypass the policy 

mechanism and 

require modules 

N/A 
A-NOD-NODE-

110923/536 
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outside of the 

policy.json definition 

for a given module. 

 

This vulnerability 

affects all users using 

the experimental 

policy mechanism in 

all active release 

lines: 16.x, 18.x and, 

20.x. 

 

Please note that at 

the time this CVE 

was issued, the 

policy is an 

experimental feature 

of Node.js. 

CVE ID : CVE-2023-

32002 

Improper 

Privilege 

Manageme

nt 

24-Aug-2023 9.8 

A privilege 

escalation 

vulnerability exists 

in the experimental 

policy mechanism in 

all active release 

lines: 16.x, 18.x and, 

20.x. The use of the 

deprecated API 

`process.binding()` 

can bypass the policy 

mechanism by 

requiring internal 

modules and 

eventually take 

advantage of 

`process.binding('spa

wn_sync')` run 

arbitrary code, 

outside of the limits 

defined in a 

`policy.json` file. 

N/A 
A-NOD-NODE-

110923/537 
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Please note that at 

the time this CVE 

was issued, the 

policy is an 

experimental feature 

of Node.js. 

CVE ID : CVE-2023-

32559 

Affected Version(s): From (including) 20.0.0 Up to (including) 20.5.0 

N/A 21-Aug-2023 9.8 

The use of 

`Module._load()` can 

bypass the policy 

mechanism and 

require modules 

outside of the 

policy.json definition 

for a given module. 

 

This vulnerability 

affects all users using 

the experimental 

policy mechanism in 

all active release 

lines: 16.x, 18.x and, 

20.x. 

 

Please note that at 

the time this CVE 

was issued, the 

policy is an 

experimental feature 

of Node.js. 

CVE ID : CVE-2023-

32002 

N/A 
A-NOD-NODE-

110923/538 

Improper 

Privilege 

Manageme

nt 

24-Aug-2023 9.8 

A privilege 

escalation 

vulnerability exists 

in the experimental 

policy mechanism in 

all active release 

lines: 16.x, 18.x and, 

N/A 
A-NOD-NODE-

110923/539 
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20.x. The use of the 

deprecated API 

`process.binding()` 

can bypass the policy 

mechanism by 

requiring internal 

modules and 

eventually take 

advantage of 

`process.binding('spa

wn_sync')` run 

arbitrary code, 

outside of the limits 

defined in a 

`policy.json` file. 

Please note that at 

the time this CVE 

was issued, the 

policy is an 

experimental feature 

of Node.js. 

CVE ID : CVE-2023-

32559 

Vendor: northgrid 

Product: proself 

Affected Version(s): * Up to (including) 1.07 

Improper 

Authentica

tion 

18-Aug-2023 7.5 

Improper 

authentication 

vulnerability in 

Proself 

Enterprise/Standard 

Edition Ver5.61 and 

earlier, Proself 

Gateway Edition 

Ver1.62 and earlier, 

and Proself Mail 

Sanitize Edition 

Ver1.07 and earlier 

allow a remote 

unauthenticated 

attacker to log in to 

the product's Control 

https://ww

w.proself.jp/

information/

150/, 

https://ww

w.proself.jp/

information/

149/ 

A-NOR-PROS-

110923/540 
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Panel and perform 

an unintended 

operation. 

CVE ID : CVE-2023-

39415 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 7.2 

Proself 

Enterprise/Standard 

Edition Ver5.61 and 

earlier, Proself 

Gateway Edition 

Ver1.62 and earlier, 

and Proself Mail 

Sanitize Edition 

Ver1.07 and earlier 

allow a remote 

authenticated 

attacker with an 

administrative 

privilege to execute 

arbitrary OS 

commands. 

CVE ID : CVE-2023-

39416 

https://ww

w.proself.jp/

information/

150/, 

https://ww

w.proself.jp/

information/

149/ 

A-NOR-PROS-

110923/541 

Affected Version(s): * Up to (including) 1.62 

Improper 

Authentica

tion 

18-Aug-2023 7.5 

Improper 

authentication 

vulnerability in 

Proself 

Enterprise/Standard 

Edition Ver5.61 and 

earlier, Proself 

Gateway Edition 

Ver1.62 and earlier, 

and Proself Mail 

Sanitize Edition 

Ver1.07 and earlier 

allow a remote 

unauthenticated 

attacker to log in to 

the product's Control 

Panel and perform 

https://ww

w.proself.jp/

information/

150/, 

https://ww

w.proself.jp/

information/

149/ 

A-NOR-PROS-

110923/542 
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an unintended 

operation. 

CVE ID : CVE-2023-

39415 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 7.2 

Proself 

Enterprise/Standard 

Edition Ver5.61 and 

earlier, Proself 

Gateway Edition 

Ver1.62 and earlier, 

and Proself Mail 

Sanitize Edition 

Ver1.07 and earlier 

allow a remote 

authenticated 

attacker with an 

administrative 

privilege to execute 

arbitrary OS 

commands. 

CVE ID : CVE-2023-

39416 

https://ww

w.proself.jp/

information/

150/, 

https://ww

w.proself.jp/

information/

149/ 

A-NOR-PROS-

110923/543 

Affected Version(s): * Up to (including) 5.61 

Improper 

Authentica

tion 

18-Aug-2023 7.5 

Improper 

authentication 

vulnerability in 

Proself 

Enterprise/Standard 

Edition Ver5.61 and 

earlier, Proself 

Gateway Edition 

Ver1.62 and earlier, 

and Proself Mail 

Sanitize Edition 

Ver1.07 and earlier 

allow a remote 

unauthenticated 

attacker to log in to 

the product's Control 

Panel and perform 

an unintended 

operation. 

https://ww

w.proself.jp/

information/

150/, 

https://ww

w.proself.jp/

information/

149/ 

A-NOR-PROS-

110923/544 
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CVE ID : CVE-2023-

39415 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 7.2 

Proself 

Enterprise/Standard 

Edition Ver5.61 and 

earlier, Proself 

Gateway Edition 

Ver1.62 and earlier, 

and Proself Mail 

Sanitize Edition 

Ver1.07 and earlier 

allow a remote 

authenticated 

attacker with an 

administrative 

privilege to execute 

arbitrary OS 

commands. 

CVE ID : CVE-2023-

39416 

https://ww

w.proself.jp/

information/

150/, 

https://ww

w.proself.jp/

information/

149/ 

A-NOR-PROS-

110923/545 

Vendor: notepad-plus-plus 

Product: notepad\+\+ 

Affected Version(s): * Up to (including) 8.5.6 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

25-Aug-2023 7.8 

Notepad++ is a free 

and open-source 

source code editor. 

Versions 8.5.6 and 

prior are vulnerable 

to heap buffer write 

overflow in 

`Utf8_16_Read::conv

ert`. This issue may 

lead to arbitrary 

code execution. As of 

time of publication, 

no known patches 

are available in 

existing versions of 

Notepad++. 

CVE ID : CVE-2023-

40031 

N/A 
A-NOT-NOTE-

110923/546 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

25-Aug-2023 5.5 

Notepad++ is a free 

and open-source 

source code editor. 

Versions 8.5.6 and 

prior are vulnerable 

to global buffer read 

overflow in 

`CharDistributionAn

alysis::HandleOneCh

ar`. The exploitability 

of this issue is not 

clear. Potentially, it 

may be used to leak 

internal memory 

allocation 

information. As of 

time of publication, 

no known patches 

are available in 

existing versions of 

Notepad++. 

CVE ID : CVE-2023-

40036 

N/A 
A-NOT-NOTE-

110923/547 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

25-Aug-2023 5.5 

Notepad++ is a free 

and open-source 

source code editor. 

Versions 8.5.6 and 

prior are vulnerable 

to global buffer read 

overflow in 

`nsCodingStateMachi

ne::NextStater`. The 

exploitability of this 

issue is not clear. 

Potentially, it may be 

used to leak internal 

memory allocation 

information. As of 

time of publication, 

no known patches 

are available in 

existing versions of 

Notepad++. 

N/A 
A-NOT-NOTE-

110923/548 
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CVE ID : CVE-2023-

40164 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

25-Aug-2023 5.5 

Notepad++ is a free 

and open-source 

source code editor. 

Versions 8.5.6 and 

prior are vulnerable 

to heap buffer read 

overflow in 

`FileManager::detect

LanguageFromTextB

egining `. The 

exploitability of this 

issue is not clear. 

Potentially, it may be 

used to leak internal 

memory allocation 

information. As of 

time of publication, 

no known patches 

are available in 

existing versions of 

Notepad++. 

CVE ID : CVE-2023-

40166 

N/A 
A-NOT-NOTE-

110923/549 

Vendor: notetoservices 

Product: upload_media_by_url 

Affected Version(s): * Up to (excluding) 1.0.8 

Cross-Site 

Request 

Forgery 

(CSRF) 

30-Aug-2023 6.5 

The Upload Media By 

URL WordPress 

plugin before 1.0.8 

does not have CSRF 

check when 

uploading files, 

which could allow 

attackers to make 

logged in admins 

upload files 

(including HTML 

containing JS code 

for users with the 

unfiltered_html 

N/A 
A-NOT-UPLO-

110923/550 
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capability) on their 

behalf. 

CVE ID : CVE-2023-

3720 

Vendor: ntsc-crt_project 

Product: ntsc-crt 

Affected Version(s): 2.2.1 

Out-of-

bounds 

Write 

18-Aug-2023 7.5 

NTSC-CRT 2.2.1 has 

an integer overflow 

and out-of-bounds 

write in loadBMP in 

bmp_rw.c because a 

file's width, height, 

and BPP are not 

validated. NOTE: the 

vendor's perspective 

is "this main 

application was not 

intended to be a well 

tested program, it's 

just something to 

demonstrate it 

works and for the 

user to see how to 

integrate it into their 

own programs." 

CVE ID : CVE-2023-

39125 

N/A 
A-NTS-NTSC-

110923/551 

Vendor: nuajik 

Product: nuajik-cdn 

Affected Version(s): * Up to (including) 0.1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

nuajik plugin 

<= 0.1.0 versions. 

CVE ID : CVE-2023-

33210 

N/A 
A-NUA-NUAJ-

110923/552 
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Vendor: nvki 

Product: intelligent_broadband_subscriber_gateway 

Affected Version(s): 3.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

21-Aug-2023 9.8 

N.V.K.INTER CO., 

LTD. (NVK) iBSG 

v3.5 was discovered 

to contain a SQL 

injection 

vulnerability via the 

a_passwd parameter 

at /portal/user-

register.php. 

CVE ID : CVE-2023-

39807 

N/A 
A-NVK-INTE-

110923/553 

Use of 

Hard-

coded 

Credentials 

21-Aug-2023 9.8 

N.V.K.INTER CO., 

LTD. (NVK) iBSG 

v3.5 was discovered 

to contain a 

hardcoded root 

password which 

allows attackers to 

login with root 

privileges via the 

SSH service. 

CVE ID : CVE-2023-

39808 

N/A 
A-NVK-INTE-

110923/554 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

21-Aug-2023 9.8 

N.V.K.INTER CO., 

LTD. (NVK) iBSG 

v3.5 was discovered 

to contain a 

command injection 

vulnerability via the 

system_hostname 

parameter at 

/manage/network-

basic.php. 

CVE ID : CVE-2023-

39809 

N/A 
A-NVK-INTE-

110923/555 

Vendor: o-ran-sc 

Product: ric_message_router 
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Affected Version(s): 4.9.0 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

Buffer Overflow 

vulnerability in O-

RAN Software 

Community ric-plt-

lib-rmr v.4.9.0 allows 

a remote attacker to 

cause a denial of 

service via a crafted 

packet. 

CVE ID : CVE-2023-

40997 

https://jira.o

-ran-

sc.org/brow

se/RIC-991 

A-O-R-RIC_-

110923/556 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

Buffer Overflow 

vulnerability in O-

RAN Software 

Community ric-plt-

lib-rmr v.4.9.0 allows 

a remote attacker to 

cause a denial of 

service via the 

packet size 

component. 

CVE ID : CVE-2023-

40998 

https://jira.o

-ran-

sc.org/brow

se/RIC-989 

A-O-R-RIC_-

110923/557 

Vendor: obsidian 

Product: obsidian 

Affected Version(s): * Up to (excluding) 1.2.8 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

19-Aug-2023 7.1 

Improper path 

handling in Obsidian 

desktop before 1.2.8 

on Windows, Linux 

and macOS allows a 

crafted webpage to 

access local files and 

exfiltrate them to 

remote web servers 

via 

"app://local/<absolu

te-path>". This 

vulnerability can be 

exploited if a user 

N/A 
A-OBS-OBSI-

110923/558 
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opens a malicious 

markdown file in 

Obsidian, or copies 

text from a malicious 

webpage and paste it 

into Obsidian. 

CVE ID : CVE-2023-

2110 

Vendor: Omeka 

Product: omeka_s 

Affected Version(s): * Up to (excluding) 4.0.4 

Improper 

Authorizati

on of Index 

Containing 

Sensitive 

Informatio

n 

28-Aug-2023 6.5 

Improper 

Authorization of 

Index Containing 

Sensitive 

Information in 

GitHub repository 

omeka/omeka-s 

prior to 4.0.4. 

CVE ID : CVE-2023-

4560 

https://hunt

r.dev/bounti

es/86f06e28

-ed8d-4f96-

b4ad-

e47f2fe94ba

6, 

https://githu

b.com/omek

a/omeka-

s/commit/b

3d8871f22e

50ff96a7070

fd0be18a0df

7b6cbe7 

A-OME-OMEK-

110923/559 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

28-Aug-2023 4.8 

Cross-site Scripting 

(XSS) - Stored in 

GitHub repository 

omeka/omeka-s 

prior to 4.0.4. 

CVE ID : CVE-2023-

4561 

https://hunt

r.dev/bounti

es/d4302a0

d-db62-

4d76-93dd-

e6e6473e05

7a, 

https://githu

b.com/omek

a/omeka-

s/commit/4

482f4fc0f3a

66c5ef058c4

be9fabf3c29

a105af 

A-OME-OMEK-

110923/560 
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Vendor: online_graduate_tracer_system_project 

Product: online_graduate_tracer_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

27-Aug-2023 9.8 

A vulnerability was 

found in 

SourceCodester 

Online Graduate 

Tracer System 1.0 

and classified as 

critical. Affected by 

this issue is the 

function 

mysqli_query of the 

file sexit.php. The 

manipulation of the 

argument id leads to 

sql injection. The 

attack may be 

launched remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. VDB-238154 is 

the identifier 

assigned to this 

vulnerability. 

CVE ID : CVE-2023-

4556 

N/A 
A-ONL-ONLI-

110923/561 

Vendor: online_shopping_portal_project 

Product: online_shopping_portal 

Affected Version(s): 3.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

18-Aug-2023 8.8 

Online Shopping 

Portal Project 3.1 

allows remote 

attackers to execute 

arbitrary SQL 

commands/queries 

via the login form, 

leading to 

unauthorized access 

and potential data 

N/A 
A-ONL-ONLI-

110923/562 
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manipulation. This 

vulnerability arises 

due to insufficient 

validation of user-

supplied input in the 

username field, 

enabling SQL 

Injection attacks. 

CVE ID : CVE-2023-

38890 

Vendor: online_travel_agency_system_project 

Product: online_travel_agency_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

17-Aug-2023 7.2 

SQL injection 

vulnerability found 

in Online Travel 

Agency System v.1.0 

allows a remote 

attacker to execute 

arbitrary code via 

the emp_id 

parameter at 

employee_detail.php. 

CVE ID : CVE-2023-

31938 

N/A 
A-ONL-ONLI-

110923/563 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

17-Aug-2023 7.2 

SQL injection 

vulnerability found 

in Online Travel 

Agency System v.1.0 

allows a remote 

attacker to execute 

arbitrary code via 

the costomer_id 

parameter at 

customer_edit.php. 

CVE ID : CVE-2023-

31939 

N/A 
A-ONL-ONLI-

110923/564 

Improper 

Neutralizat

ion of 

Special 

17-Aug-2023 7.2 

SQL injection 

vulnerability found 

in Online Travel 

Agency System v.1.0 

N/A 
A-ONL-ONLI-

110923/565 
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Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

allows a remote 

attacker to execute 

arbitrary code via 

the page_id 

parameter at 

article_edit.php. 

CVE ID : CVE-2023-

31940 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

17-Aug-2023 7.2 

File Upload 

vulnerability found 

in Online Travel 

Agency System v.1.0 

allows a remote 

attacker to execute 

arbitrary code via a 

crafted PHP file to 

the 

employee_insert.php. 

CVE ID : CVE-2023-

31941 

N/A 
A-ONL-ONLI-

110923/566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

17-Aug-2023 7.2 

SQL injection 

vulnerability found 

in Online Travel 

Agency System v.1.0 

allows a remote 

attacker to execute 

arbitrary code via 

the ticket_id 

parameter at 

ticket_detail.php. 

CVE ID : CVE-2023-

31943 

N/A 
A-ONL-ONLI-

110923/567 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

17-Aug-2023 7.2 

SQL injection 

vulnerability found 

in Online Travel 

Agency System v.1.0 

allows a remote 

attacker to execute 

arbitrary code via 

the emp_id 

parameter at 

employee_edit.php. 

N/A 
A-ONL-ONLI-

110923/568 
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CVE ID : CVE-2023-

31944 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

17-Aug-2023 7.2 

SQL injection 

vulnerability found 

in Online Travel 

Agency System v.1.0 

allows a remote 

attacker to execute 

arbitrary code via 

the id parameter at 

daily_expenditure_ed

it.php. 

CVE ID : CVE-2023-

31945 

N/A 
A-ONL-ONLI-

110923/569 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

17-Aug-2023 7.2 

File Upload 

vulnerability found 

in Online Travel 

Agency System v.1.0 

allows a remote 

attacker to execute 

arbitrary code via a 

crafted PHP file to 

the artical.php. 

CVE ID : CVE-2023-

31946 

N/A 
A-ONL-ONLI-

110923/570 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 4.8 

Cross Site Scripting 

vulnerability found 

in Online Travel 

Agency System v.1.0 

allows a remote 

attacker to execute 

arbitrary code via 

the description 

parameter in 

insert.php. 

CVE ID : CVE-2023-

31942 

N/A 
A-ONL-ONLI-

110923/571 

Vendor: openfga 

Product: openfga 

Affected Version(s): * Up to (excluding) 1.3.1 
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Improper 

Access 

Control 

25-Aug-2023 6.5 

OpenFGA is an 

authorization/permi

ssion engine built for 

developers and 

inspired by Google 

Zanzibar. Some end 

users of OpenFGA 

v1.3.0 or earlier are 

vulnerable to 

authorization bypass 

when calling the 

ListObjects API. The 

vulnerability affects 

customers using 

`ListObjects` with 

specific models. The 

affected models 

contain expressions 

of type `rel1 from 

type1`. This issue has 

been patched in 

version 1.3.1. 

CVE ID : CVE-2023-

40579 

https://githu

b.com/openf

ga/openfga/

security/adv

isories/GHS

A-jcf2-mxr2-

gmqp 

A-OPE-OPEN-

110923/572 

Vendor: Opennms 

Product: horizon 

Affected Version(s): * Up to (excluding) 32.0.2 

N/A 17-Aug-2023 8.8 

A BeanShell 

interpreter in remote 

server mode runs in 

OpenMNS Horizon 

versions earlier than 

32.0.2 and in related 

Meridian versions 

which could allow 

arbitrary remote 

Java code execution. 

The solution is to 

upgrade to Meridian 

2023.1.6, 2022.1.19, 

2021.1.30, 2020.1.38 

or Horizon 32.0.2 or 

https://githu

b.com/Open

NMS/openn

ms/pull/636

8 

A-OPE-HORI-

110923/573 
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newer. Meridian and 

Horizon installation 

instructions state 

that they are 

intended for 

installation within an 

organization's 

private networks 

and should not be 

directly accessible 

from the Internet. 

CVE ID : CVE-2023-

40313 

Affected Version(s): From (including) 31.0.8 Up to (excluding) 32.0.2 

N/A 17-Aug-2023 8 

In OpenMNS Horizon 

31.0.8 and versions 

earlier than 32.0.2 

and related Meridian 

versions, any user 

that has the 

ROLE_FILESYSTEM_

EDITOR can easily 

escalate their 

privileges to 

ROLE_ADMIN or any 

other role. The 

solution is to 

upgrade to Meridian 

2023.1.5 or Horizon 

32.0.2 or newer. 

Meridian and 

Horizon installation 

instructions state 

that they are 

intended for 

installation within an 

organization's 

private networks 

and should not be 

directly accessible 

from the Internet. 

OpenNMS thanks 

https://githu

b.com/Open

NMS/openn

ms/pull/625

0 

A-OPE-HORI-

110923/574 
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Erik Wynter for 

reporting this issue. 

CVE ID : CVE-2023-

40315 

XML 

Injection 

(aka Blind 

XPath 

Injection) 

23-Aug-2023 8 

In OpenMNS Horizon 

31.0.8 and versions 

earlier than 32.0.2, 

the file editor which 

is accessible to any 

user with 

ROLE_FILESYSTEM_

EDITOR privileges is 

vulnerable to XXE 

injection attacks. The 

solution is to 

upgrade to Meridian 

2023.1.5 or Horizon 

32.0.2 or newer. 

Meridian and 

Horizon installation 

instructions state 

that they are 

intended for 

installation within an 

organization's 

private networks 

and should not be 

directly accessible 

from the Internet. 

OpenNMS thanks 

Erik Wynter for 

reporting this issue. 

CVE ID : CVE-2023-

40612 

https://githu

b.com/Open

NMS/openn

ms/pull/628

8 

A-OPE-HORI-

110923/575 

Product: meridian 

Affected Version(s): * Up to (excluding) 2020.1.38 

N/A 17-Aug-2023 8.8 

A BeanShell 

interpreter in remote 

server mode runs in 

OpenMNS Horizon 

versions earlier than 

32.0.2 and in related 

https://githu

b.com/Open

NMS/openn

ms/pull/636

8 

A-OPE-MERI-

110923/576 
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Meridian versions 

which could allow 

arbitrary remote 

Java code execution. 

The solution is to 

upgrade to Meridian 

2023.1.6, 2022.1.19, 

2021.1.30, 2020.1.38 

or Horizon 32.0.2 or 

newer. Meridian and 

Horizon installation 

instructions state 

that they are 

intended for 

installation within an 

organization's 

private networks 

and should not be 

directly accessible 

from the Internet. 

CVE ID : CVE-2023-

40313 

Affected Version(s): From (including) 2021.1.0 Up to (excluding) 2021.1.30 

N/A 17-Aug-2023 8.8 

A BeanShell 

interpreter in remote 

server mode runs in 

OpenMNS Horizon 

versions earlier than 

32.0.2 and in related 

Meridian versions 

which could allow 

arbitrary remote 

Java code execution. 

The solution is to 

upgrade to Meridian 

2023.1.6, 2022.1.19, 

2021.1.30, 2020.1.38 

or Horizon 32.0.2 or 

newer. Meridian and 

Horizon installation 

instructions state 

that they are 

intended for 

https://githu

b.com/Open

NMS/openn

ms/pull/636

8 

A-OPE-MERI-

110923/577 
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installation within an 

organization's 

private networks 

and should not be 

directly accessible 

from the Internet. 

CVE ID : CVE-2023-

40313 

Affected Version(s): From (including) 2022.1.0 Up to (excluding) 2022.1.19 

N/A 17-Aug-2023 8.8 

A BeanShell 

interpreter in remote 

server mode runs in 

OpenMNS Horizon 

versions earlier than 

32.0.2 and in related 

Meridian versions 

which could allow 

arbitrary remote 

Java code execution. 

The solution is to 

upgrade to Meridian 

2023.1.6, 2022.1.19, 

2021.1.30, 2020.1.38 

or Horizon 32.0.2 or 

newer. Meridian and 

Horizon installation 

instructions state 

that they are 

intended for 

installation within an 

organization's 

private networks 

and should not be 

directly accessible 

from the Internet. 

CVE ID : CVE-2023-

40313 

https://githu

b.com/Open

NMS/openn

ms/pull/636

8 

A-OPE-MERI-

110923/578 

Affected Version(s): From (including) 2023.0.0 Up to (excluding) 2023.1.5 

N/A 17-Aug-2023 8 

In OpenMNS Horizon 

31.0.8 and versions 

earlier than 32.0.2 

and related Meridian 

https://githu

b.com/Open

NMS/openn

A-OPE-MERI-

110923/579 
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versions, any user 

that has the 

ROLE_FILESYSTEM_

EDITOR can easily 

escalate their 

privileges to 

ROLE_ADMIN or any 

other role. The 

solution is to 

upgrade to Meridian 

2023.1.5 or Horizon 

32.0.2 or newer. 

Meridian and 

Horizon installation 

instructions state 

that they are 

intended for 

installation within an 

organization's 

private networks 

and should not be 

directly accessible 

from the Internet. 

OpenNMS thanks 

Erik Wynter for 

reporting this issue. 

CVE ID : CVE-2023-

40315 

ms/pull/625

0 

XML 

Injection 

(aka Blind 

XPath 

Injection) 

23-Aug-2023 8 

In OpenMNS Horizon 

31.0.8 and versions 

earlier than 32.0.2, 

the file editor which 

is accessible to any 

user with 

ROLE_FILESYSTEM_

EDITOR privileges is 

vulnerable to XXE 

injection attacks. The 

solution is to 

upgrade to Meridian 

2023.1.5 or Horizon 

32.0.2 or newer. 

Meridian and 

https://githu

b.com/Open

NMS/openn

ms/pull/628

8 

A-OPE-MERI-

110923/580 
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Horizon installation 

instructions state 

that they are 

intended for 

installation within an 

organization's 

private networks 

and should not be 

directly accessible 

from the Internet. 

OpenNMS thanks 

Erik Wynter for 

reporting this issue. 

CVE ID : CVE-2023-

40612 

Affected Version(s): From (including) 2023.1.0 Up to (excluding) 2023.1.6 

N/A 17-Aug-2023 8.8 

A BeanShell 

interpreter in remote 

server mode runs in 

OpenMNS Horizon 

versions earlier than 

32.0.2 and in related 

Meridian versions 

which could allow 

arbitrary remote 

Java code execution. 

The solution is to 

upgrade to Meridian 

2023.1.6, 2022.1.19, 

2021.1.30, 2020.1.38 

or Horizon 32.0.2 or 

newer. Meridian and 

Horizon installation 

instructions state 

that they are 

intended for 

installation within an 

organization's 

private networks 

and should not be 

directly accessible 

from the Internet. 

https://githu

b.com/Open

NMS/openn

ms/pull/636

8 

A-OPE-MERI-

110923/581 
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CVE ID : CVE-2023-

40313 

Vendor: openrapid 

Product: rapidcms 

Affected Version(s): 1.3.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

21-Aug-2023 9.8 

A vulnerability, 

which was classified 

as critical, was found 

in OpenRapid 

RapidCMS 1.3.1. This 

affects an unknown 

part of the file 

template/default/cat

egory.php. The 

manipulation of the 

argument id leads to 

sql injection. The 

exploit has been 

disclosed to the 

public and may be 

used. The associated 

identifier of this 

vulnerability is VDB-

237567. 

CVE ID : CVE-2023-

4446 

https://githu

b.com/Open

Rapid/rapid

cms/issues/

3 

A-OPE-RAPI-

110923/582 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

21-Aug-2023 9.8 

A vulnerability has 

been found in 

OpenRapid 

RapidCMS 1.3.1 and 

classified as critical. 

This vulnerability 

affects unknown 

code of the file 

admin/article-

chat.php. The 

manipulation of the 

argument id leads to 

sql injection. The 

attack can be 

initiated remotely. 

The exploit has been 

https://githu

b.com/Open

Rapid/rapid

cms/issues/

4 

A-OPE-RAPI-

110923/583 
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disclosed to the 

public and may be 

used. The identifier 

of this vulnerability 

is VDB-237568. 

CVE ID : CVE-2023-

4447 

Weak 

Password 

Recovery 

Mechanism 

for 

Forgotten 

Password 

21-Aug-2023 9.8 

A vulnerability was 

found in OpenRapid 

RapidCMS 1.3.1 and 

classified as critical. 

This issue affects 

some unknown 

processing of the file 

admin/run-

movepass.php. The 

manipulation of the 

argument 

password/password

2 leads to weak 

password recovery. 

The attack may be 

initiated remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. The identifier 

of the patch is 

4dff387283060961c

362d50105ff8da8ea

40bcbe. It is 

recommended to 

apply a patch to fix 

this issue. The 

identifier VDB-

237569 was 

assigned to this 

vulnerability. 

CVE ID : CVE-2023-

4448 

https://githu

b.com/Open

Rapid/rapid

cms/commit

/4dff387283

060961c362

d50105ff8da

8ea40bcbe#

diff-

fc57d4c69cf

5912c6edb5

233c6df069a

91106ebd48

1c115faf1ea

124478b26d

0, 

https://githu

b.com/Open

Rapid/rapid

cms/issues/

5 

A-OPE-RAPI-

110923/584 

Vendor: Opensuse 

Product: libeconf 
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Affected Version(s): 0.5.1 

Out-of-

bounds 

Write 

22-Aug-2023 8.8 

A stack overflow 

vulnerability exists 

in function 

econf_writeFile in 

file 

atlibeconf/lib/libeco

nf.c in libeconf 0.5.1 

allows attackers to 

cause a Denial of 

service or execute 

arbitrary code. 

CVE ID : CVE-2023-

30078 

N/A 
A-OPE-LIBE-

110923/585 

Out-of-

bounds 

Write 

22-Aug-2023 8.8 

A stack overflow 

vulnerability exists 

in function read_file 

in 

atlibeconf/lib/getfile

contents.c in libeconf 

0.5.1 allows 

attackers to cause a 

Denial of service or 

execute arbitrary 

code. 

CVE ID : CVE-2023-

30079 

N/A 
A-OPE-LIBE-

110923/586 

Vendor: oplugins 

Product: booking_manager 

Affected Version(s): * Up to (excluding) 2.0.29 

Server-

Side 

Request 

Forgery 

(SSRF) 

16-Aug-2023 8.8 

The Booking 

Manager WordPress 

plugin before 2.0.29 

does not validate 

URLs input in it's 

admin panel or in 

shortcodes for 

showing events from 

a remote .ics file, 

allowing an attacker 

with privileges as 

N/A 
A-OPL-BOOK-

110923/587 
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low as Subscriber to 

perform SSRF 

attacks on the sites 

internal network. 

CVE ID : CVE-2023-

1977 

Vendor: oppia 

Product: oppia 

Affected Version(s): 3.3.2 

Observable 

Discrepanc

y 

16-Aug-2023 5.3 

Oppia is an online 

learning platform. 

When comparing a 

received CSRF token 

against the expected 

token, Oppia uses the 

string equality 

operator (`==`), 

which is not safe 

against timing 

attacks. By 

repeatedly 

submitting invalid 

tokens, an attacker 

can brute-force the 

expected CSRF token 

character by 

character. Once they 

have recovered the 

token, they can then 

submit a forged 

request on behalf of 

a logged-in user and 

execute privileged 

actions on that user's 

behalf. In particular 

the function to 

validate received 

CSRF tokens is at 

`oppia.core.controlle

rs.base.CsrfTokenMa

nager.is_csrf_token_v

alid`. An attacker 

https://githu

b.com/oppia

/oppia/com

mit/b89bf80

8378c12368

74b5797a7b

da32c77b4af

23, 

https://githu

b.com/oppia

/oppia/pull/

18769, 

https://githu

b.com/oppia

/oppia/secu

rity/advisori

es/GHSA-

49jp-pjc3-

2532 

A-OPP-OPPI-

110923/588 
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who can lure a 

logged-in Oppia user 

to a malicious 

website can perform 

any change on Oppia 

that the user is 

authorized to do, 

including changing 

profile information; 

creating, deleting, 

and changing 

explorations; etc. 

Note that the 

attacker cannot 

change a user's login 

credentials. An 

attack would need to 

complete within 1 

second because 

every second, the 

time used in 

computing the token 

changes. This issue 

has been addressed 

in commit 

`b89bf80837` which 

has been included in 

release `3.3.2-hotfix-

2`. Users are advised 

to upgrade. There 

are no known 

workarounds for this 

vulnerability. 

CVE ID : CVE-2023-

40021 

Affected Version(s): From (including) 1.1.0 Up to (excluding) 3.3.2 

Observable 

Discrepanc

y 

16-Aug-2023 5.3 

Oppia is an online 

learning platform. 

When comparing a 

received CSRF token 

against the expected 

token, Oppia uses the 

string equality 

https://githu

b.com/oppia

/oppia/com

mit/b89bf80

8378c12368

74b5797a7b

da32c77b4af

A-OPP-OPPI-

110923/589 
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operator (`==`), 

which is not safe 

against timing 

attacks. By 

repeatedly 

submitting invalid 

tokens, an attacker 

can brute-force the 

expected CSRF token 

character by 

character. Once they 

have recovered the 

token, they can then 

submit a forged 

request on behalf of 

a logged-in user and 

execute privileged 

actions on that user's 

behalf. In particular 

the function to 

validate received 

CSRF tokens is at 

`oppia.core.controlle

rs.base.CsrfTokenMa

nager.is_csrf_token_v

alid`. An attacker 

who can lure a 

logged-in Oppia user 

to a malicious 

website can perform 

any change on Oppia 

that the user is 

authorized to do, 

including changing 

profile information; 

creating, deleting, 

and changing 

explorations; etc. 

Note that the 

attacker cannot 

change a user's login 

credentials. An 

attack would need to 

complete within 1 

23, 

https://githu

b.com/oppia

/oppia/pull/

18769, 

https://githu

b.com/oppia

/oppia/secu

rity/advisori

es/GHSA-

49jp-pjc3-

2532 
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second because 

every second, the 

time used in 

computing the token 

changes. This issue 

has been addressed 

in commit 

`b89bf80837` which 

has been included in 

release `3.3.2-hotfix-

2`. Users are advised 

to upgrade. There 

are no known 

workarounds for this 

vulnerability. 

CVE ID : CVE-2023-

40021 

Vendor: Oracle 

Product: restaurant_menu_-_food_ordering_system_-_table_reservation 

Affected Version(s): * Up to (including) 2.3.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

24-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

GloriaFood 

Restaurant Menu – 

Food Ordering 

System – Table 

Reservation plugin 

<= 2.3.6 versions. 

CVE ID : CVE-2023-

32516 

N/A 
A-ORA-REST-

110923/590 

Vendor: pagekit 

Product: pagekit 

Affected Version(s): 1.0.18 

N/A 28-Aug-2023 7.8 

An issue in Pagekit 

pagekit v.1.0.18 

alows a remote 

attacker to execute 

arbitrary code via 

thedownloadAction 

and updateAction 

https://githu

b.com/pagek

it/pagekit/is

sues/977 

A-PAG-PAGE-

110923/591 
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functions in 

UpdateController.ph

p 

CVE ID : CVE-2023-

41005 

Vendor: palasthotel 

Product: sunny_search 

Affected Version(s): * Up to (including) 1.0.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Palasthotel by 

Edward Bock, 

Katharina Rompf 

Sunny Search plugin 

<= 1.0.2 versions. 

CVE ID : CVE-2023-

32595 

N/A 
A-PAL-SUNN-

110923/592 

Vendor: Pandorafms 

Product: pandora_fms 

Affected Version(s): * Up to (including) 767 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

22-Aug-2023 9.8 

Unrestricted Upload 

of File with 

Dangerous Type 

vulnerability in the 

Pandora FMS File 

Manager component, 

allows an attacker to 

make make use of 

this issue ( 

unrestricted file 

upload ) to execute 

arbitrary system 

commands. This 

issue affects Pandora 

FMS v767 version 

and prior versions 

on all platforms. 

https://pand

orafms.com/

en/security/

common-

vulnerabiliti

es-and-

exposures/ 

A-PAN-PAND-

110923/593 
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CVE ID : CVE-2023-

24517 

Server-

Side 

Request 

Forgery 

(SSRF) 

22-Aug-2023 6.5 

Server-Side Request 

Forgery (SSRF) 

vulnerability in API 

checker of Pandora 

FMS. Application 

does not have a 

check on the URL 

scheme used while 

retrieving API URL. 

Rather than 

validating the 

http/https scheme, 

the application 

allows other scheme 

such as file, which 

could allow a 

malicious user to 

fetch internal file 

content. This issue 

affects Pandora FMS 

v767 version and 

prior versions on all 

platforms. 

CVE ID : CVE-2023-

24515 

https://pand

orafms.com/

en/security/

common-

vulnerabiliti

es-and-

exposures/ 

A-PAN-PAND-

110923/594 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 6.1 

Cross-site Scripting 

(XSS) vulnerability in 

Visual Console 

Module of Pandora 

FMS could be used to 

hijack admin users 

session cookie 

values, carry out 

phishing attacks, etc. 

This issue affects 

Pandora FMS v767 

version and prior 

versions on all 

platforms. 

https://pand

orafms.com/

en/security/

common-

vulnerabiliti

es-and-

exposures/ 

A-PAN-PAND-

110923/595 
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CVE ID : CVE-2023-

24514 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

22-Aug-2023 5.4 

Cross-site Scripting 

(XSS) vulnerability in 

the Pandora FMS 

Special Days 

component allows an 

attacker to use it to 

steal  the session 

cookie value of 

admin users easily 

with little user 

interaction. This 

issue affects Pandora 

FMS v767 version 

and prior versions 

on all platforms. 

CVE ID : CVE-2023-

24516 

https://pand

orafms.com/

en/security/

common-

vulnerabiliti

es-and-

exposures/ 

A-PAN-PAND-

110923/596 

Vendor: pantsel 

Product: konga 

Affected Version(s): 0.14.9 

Improper 

Authentica

tion 

16-Aug-2023 9.8 

An issue in Konga 

v0.14.9 allows 

attackers to bypass 

authentication via a 

crafted JWT token. 

CVE ID : CVE-2023-

39846 

N/A 
A-PAN-KONG-

110923/597 

Vendor: Pbootcms 

Product: Pbootcms 

Affected Version(s): * Up to (excluding) 3.2.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

24-Aug-2023 9.8 

PbootCMS below 

v3.2.0 was 

discovered to 

contain a command 

injection 

vulnerability via 

create_function. 

N/A 
A-PBO-PBOO-

110923/598 
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d 

Injection') 

CVE ID : CVE-2023-

39834 

Vendor: perfopsone 

Product: mailarchiver 

Affected Version(s): * Up to (including) 2.10.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

The MailArchiver 

plugin for 

WordPress is 

vulnerable to Stored 

Cross-Site Scripting 

via an email subject 

in versions up to, and 

including, 2.10.1 due 

to insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

unauthenticated 

attackers to inject 

arbitrary web scripts 

in pages that will 

execute whenever a 

user accesses an 

injected page. 

CVE ID : CVE-2023-

3136 

https://plugi

ns.trac.word

press.org/ch

angeset/293

7545/mailar

chiver 

A-PER-MAIL-

110923/599 

Vendor: perfree 

Product: perfreeblog 

Affected Version(s): 3.1.2 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

28-Aug-2023 7.2 

An issue in Perfree 

PerfreeBlog v.3.1.2 

allows a remote 

attacker to execute 

arbitrary code via 

crafted plugin listed 

in 

admin/plugin/access

/list. 

CVE ID : CVE-2023-

40825 

N/A 
A-PER-PERF-

110923/600 
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Vendor: pete4abw 

Product: lzma_software_development_kit 

Affected Version(s): 23.01 

N/A 17-Aug-2023 5.3 

lrzip-next LZMA 

v23.01 was 

discovered to 

contain an access 

violation via the 

component 

/bz3_decode_block 

src/libbz3.c. 

CVE ID : CVE-2023-

39743 

N/A 
A-PET-LZMA-

110923/601 

Vendor: pf4j_project 

Product: pf4j 

Affected Version(s): * Up to (including) 3.9.0 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

28-Aug-2023 7.5 

An issue in pf4j pf4j 

v.3.9.0 and before 

allows a remote 

attacker to obtain 

sensitive information 

and execute 

arbitrary code via 

the zippluginPath 

parameter. 

CVE ID : CVE-2023-

40826 

https://githu

b.com/pf4j/

pf4j/issues/

536 

A-PF4-PF4J-

110923/602 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

28-Aug-2023 7.5 

An issue in pf4j pf4j 

v.3.9.0 and before 

allows a remote 

attacker to obtain 

sensitive information 

and execute 

arbitrary code via 

the loadpluginPath 

parameter. 

CVE ID : CVE-2023-

40827 

https://githu

b.com/pf4j/

pf4j/pull/53

7, 

https://githu

b.com/pf4j/

pf4j/pull/53

7/commits/

ed9392069f

e14c6c30d9f

876710e5ad

40f7ea8c1, 

https://githu

b.com/pf4j/

A-PF4-PF4J-

110923/603 
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pf4j/issues/

536 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

28-Aug-2023 7.5 

An issue in pf4j pf4j 

v.3.9.0 and before 

allows a remote 

attacker to obtain 

sensitive information 

and execute 

arbitrary code via 

the expandIfZip 

method in the 

extract function. 

CVE ID : CVE-2023-

40828 

https://githu

b.com/pf4j/

pf4j/pull/53

7, 

https://githu

b.com/pf4j/

pf4j/commit

/8e0aa198c

4e652cfc1eb

9e05ca9b64

397f67cc72, 

https://githu

b.com/pf4j/

pf4j/pull/53

8 

A-PF4-PF4J-

110923/604 

Vendor: Phpjabbers 

Product: business_directory_script 

Affected Version(s): 3.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

phpjabbers Business 

Directory Script 3.2 

is vulnerable to 

Cross Site Scripting 

(XSS) via the 

keyword parameter. 

CVE ID : CVE-2023-

41537 

N/A 
A-PHP-BUSI-

110923/605 

Product: callback_widget 

Affected Version(s): 1.0 

Observable 

Discrepanc

y 

28-Aug-2023 9.8 

User enumeration is 

found in PHPJabbers 

Callback Widget v1.0. 

This issue occurs 

during password 

recovery, where a 

difference in 

messages could 

allow an attacker to 

determine if the user 

N/A 
A-PHP-CALL-

110923/606 
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is valid or not, 

enabling a brute 

force attack with 

valid users. 

CVE ID : CVE-2023-

40756 

Product: callback_widgets 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

28-Aug-2023 6.1 

There is a Cross Site 

Scripting (XSS) 

vulnerability in the 

"theme" parameter 

of preview.php in 

PHPJabbers Callback 

Widget v1.0. 

CVE ID : CVE-2023-

40755 

N/A 
A-PHP-CALL-

110923/607 

Product: car_rental_script 

Affected Version(s): 3.0 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

28-Aug-2023 8.8 

In PHPJabbers Car 

Rental Script 3.0, 

lack of verification 

when changing an 

email address 

and/or password (on 

the Profile Page) 

allows remote 

attackers to take 

over accounts. 

CVE ID : CVE-2023-

40754 

N/A 
A-PHP-CAR_-

110923/608 

Product: document_creator 

Affected Version(s): 1.0 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

28-Aug-2023 9.8 

User enumeration is 

found in PHPJabbers 

Document Creator 

v1.0. This issue 

occurs during 

password recovery, 

where a difference in 

N/A 
A-PHP-DOCU-

110923/609 
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messages could 

allow an attacker to 

determine if the user 

is valid or not, 

enabling a brute 

force attack with 

valid users. 

CVE ID : CVE-2023-

40758 

Product: event_booking_calendar 

Affected Version(s): 4.0 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

28-Aug-2023 9.8 

User enumeration is 

found in PHPJabbers 

Event Booking 

Calendar v4.0. This 

issue occurs during 

password recovery, 

where a difference in 

messages could 

allow an attacker to 

determine if the user 

is valid or not, 

enabling a brute 

force attack with 

valid users. 

CVE ID : CVE-2023-

40765 

N/A 
A-PHP-EVEN-

110923/610 

Product: food_delivery_script 

Affected Version(s): 3.1 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

28-Aug-2023 9.8 

User enumeration is 

found in PHPJabbers 

Food Delivery Script 

v3.1. This issue 

occurs during 

password recovery, 

where a difference in 

messages could 

allow an attacker to 

determine if the user 

is valid or not, 

enabling a brute 

N/A 
A-PHP-FOOD-

110923/611 
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force attack with 

valid users. 

CVE ID : CVE-2023-

40757 

Affected Version(s): 3.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

28-Aug-2023 9.8 

PHPJabbers Food 

Delivery Script 3.0 

has a SQL injection 

(SQLi) vulnerability 

in the "q" parameter 

of index.php. 

CVE ID : CVE-2023-

40748 

N/A 
A-PHP-FOOD-

110923/612 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

28-Aug-2023 9.8 

PHPJabbers Food 

Delivery Script v3.0 

is vulnerable to SQL 

Injection in the 

"column" parameter 

of index.php. 

CVE ID : CVE-2023-

40749 

N/A 
A-PHP-FOOD-

110923/613 

Product: fundraising_script 

Affected Version(s): 1.0 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

28-Aug-2023 9.8 

User enumeration is 

found in PHPJabbers 

Fundraising Script 

v1.0. This issue 

occurs during 

password recovery, 

where a difference in 

messages could 

allow an attacker to 

determine if the user 

is valid or not, 

enabling a brute 

force attack with 

valid users. 

N/A 
A-PHP-FUND-

110923/614 
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CVE ID : CVE-2023-

40762 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

28-Aug-2023 6.1 

PHPJabbers 

Fundraising Script 

v1.0 is vulnerable to 

Cross Site Scripting 

(XSS) via the "action" 

parameter of 

index.php. 

CVE ID : CVE-2023-

40751 

N/A 
A-PHP-FUND-

110923/615 

Product: hotel_booking_system 

Affected Version(s): 4.0 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

28-Aug-2023 9.8 

User enumeration is 

found in PHP Jabbers 

Hotel Booking 

System v4.0. This 

issue occurs during 

password recovery, 

where a difference in 

messages could 

allow an attacker to 

determine if the user 

is valid or not, 

enabling a brute 

force attack with 

valid users. 

CVE ID : CVE-2023-

40760 

N/A 
A-PHP-HOTE-

110923/616 

Product: jabbers_car_rental_script 

Affected Version(s): 3.0 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

28-Aug-2023 9.8 

User enumeration is 

found in PHP Jabbers 

Car Rental Script 

v3.0. This issue 

occurs during 

password recovery, 

where a difference in 

messages could 

allow an attacker to 

determine if the user 

N/A 
A-PHP-JABB-

110923/617 
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is valid or not, 

enabling a brute 

force attack with 

valid users. 

CVE ID : CVE-2023-

40764 

Product: make_an_offer_widget 

Affected Version(s): 1.0 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

28-Aug-2023 9.8 

User enumeration is 

found in in 

PHPJabbers Make an 

Offer Widget v1.0. 

This issue occurs 

during password 

recovery, where a 

difference in 

messages could 

allow an attacker to 

determine if the user 

is valid or not, 

enabling a brute 

force attack with 

valid users. 

CVE ID : CVE-2023-

40767 

N/A 
A-PHP-MAKE-

110923/618 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

28-Aug-2023 6.1 

There is a Cross Site 

Scripting (XSS) 

vulnerability in the 

"action" parameter 

of index.php in 

PHPJabbers Make an 

Offer Widget v1.0. 

CVE ID : CVE-2023-

40752 

N/A 
A-PHP-MAKE-

110923/619 

Product: php_forum_script 

Affected Version(s): 3.0 

Improper 

Neutralizat

ion of 

Input 

During 

30-Aug-2023 6.1 

phpjabbers PHP 

Forum Script 3.0 is 

vulnerable to Cross 

Site Scripting (XSS) 

N/A 
A-PHP-PHP_-

110923/620 
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Web Page 

Generation 

('Cross-site 

Scripting') 

via the keyword 

parameter. 

CVE ID : CVE-2023-

41538 

Product: restaurant_booking_script 

Affected Version(s): 3.0 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

28-Aug-2023 9.8 

User enumeration is 

found in PHP Jabbers 

Restaurant Booking 

Script v3.0. This 

issue occurs during 

password recovery, 

where a difference in 

messages could 

allow an attacker to 

determine if the user 

is valid or not, 

enabling a brute 

force attack with 

valid users. 

CVE ID : CVE-2023-

40759 

N/A 
A-PHP-REST-

110923/621 

Product: taxi_booking_script 

Affected Version(s): 2.0 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

28-Aug-2023 9.8 

User enumeration is 

found in PHPJabbers 

Taxi Booking Script 

v2.0. This issue 

occurs during 

password recovery, 

where a difference in 

messages could 

allow an attacker to 

determine if the user 

is valid or not, 

enabling a brute 

force attack with 

valid users. 

CVE ID : CVE-2023-

40763 

N/A 
A-PHP-TAXI-

110923/622 
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Product: ticket_support_script 

Affected Version(s): 3.2 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

28-Aug-2023 9.8 

User enumeration is 

found in in 

PHPJabbers Ticket 

Support Script v3.2. 

This issue occurs 

during password 

recovery, where a 

difference in 

messages could 

allow an attacker to 

determine if the user 

is valid or not, 

enabling a brute 

force attack with 

valid users. 

CVE ID : CVE-2023-

40766 

N/A 
A-PHP-TICK-

110923/623 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

28-Aug-2023 5.4 

There is a Cross Site 

Scripting (XSS) 

vulnerability in the 

message parameter 

of index.php in 

PHPJabbers Ticket 

Support Script v3.2. 

CVE ID : CVE-2023-

40753 

N/A 
A-PHP-TICK-

110923/624 

Product: yacht_listing_script 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

28-Aug-2023 6.1 

There is a Cross Site 

Scripting (XSS) 

vulnerability in the 

"action" parameter 

of index.php in 

PHPJabbers Yacht 

Listing Script v1.0. 

CVE ID : CVE-2023-

40750 

N/A 
A-PHP-YACH-

110923/625 

Affected Version(s): 2.0 
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Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

28-Aug-2023 9.8 

User enumeration is 

found in PHPJabbers 

Yacht Listing Script 

v2.0. This issue 

occurs during 

password recovery, 

where a difference in 

messages could 

allow an attacker to 

determine if the user 

is valid or not, 

enabling a brute 

force attack with 

valid users. 

CVE ID : CVE-2023-

40761 

N/A 
A-PHP-YACH-

110923/626 

Vendor: Phplist 

Product: phplist 

Affected Version(s): 3.6.12 

N/A 18-Aug-2023 6.7 

An issue was 

discovered in 

phpList 3.6.12. Due 

to an access error, it 

was possible to 

manipulate and edit 

data of the system's 

super admin, 

allowing one to 

perform an account 

takeover of the user 

with super-admin 

permission. 

Specifically, for a 

request with 

updatepassword=1, 

a modified request 

(manipulating both 

the ID parameter and 

the associated 

username) can 

bypass the intended 

email confirmation 

N/A 
A-PHP-PHPL-

110923/627 
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requirement. For 

example, the 

attacker can start 

from an 

updatepassword=1 

request with their 

own ID number, and 

change the ID 

number to 1 

(representing the 

super admin 

account) and change 

the username to 

admin2. In the first 

step, the attacker 

changes the super 

admin's email 

address to one under 

the attacker's 

control. In the 

second step, the 

attacker performs a 

password reset for 

the super admin 

account. The new 

password allows 

login as the super 

admin, i.e., a 

successful account 

takeover. 

CVE ID : CVE-2023-

27576 

Vendor: phpradar 

Product: woocommerce_tip\/donation 

Affected Version(s): * Up to (including) 1.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

17-Aug-2023 5.4 

Auth. (shop 

manager+) Stored 

Cross-Site Scripting 

(XSS) vulnerability in 

PHPRADAR 

Woocommerce 

N/A 
A-PHP-WOOC-

110923/628 
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('Cross-site 

Scripting') 

Tip/Donation plugin 

<= 1.2 versions. 

CVE ID : CVE-2023-

28783 

Vendor: Pimcore 

Product: pimcore 

Affected Version(s): * Up to (excluding) 10.6.8 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

21-Aug-2023 5.4 

Cross-site Scripting 

(XSS) - Reflected in 

GitHub repository 

pimcore/pimcore 

prior to 10.6.8. 

CVE ID : CVE-2023-

4453 

https://hunt

r.dev/bounti

es/245a878

5-0fc0-4561-

b181-

fa20f869d99

3, 

https://githu

b.com/pimc

ore/pimcore

/commit/23

4c0c02ea75

02071b00ab

673fbe4a6ac

253080e 

A-PIM-PIMC-

110923/629 

Vendor: plainwaire 

Product: locatoraid_store_locator 

Affected Version(s): * Up to (including) 3.9.18 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 5.4 

Auth. (subscriber+) 

Stored Cross-Site 

Scripting') 

vulnerability in 

Plainware 

Locatoraid Store 

Locator plugin 

<= 3.9.18 versions. 

CVE ID : CVE-2023-

32576 

N/A 
A-PLA-LOCA-

110923/630 

Vendor: plugin 

Product: waiting 

Affected Version(s): * Up to (including) 0.6.2 
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Missing 

Authorizati

on 

31-Aug-2023 4.3 

The Waiting: One-

click countdowns 

plugin for 

WordPress is 

vulnerable to 

authorization bypass 

due to missing 

capability checks on 

its AJAX calls in 

versions up to, and 

including, 0.6.2. This 

makes it possible for 

authenticated 

attackers, with 

subscriber-level 

permissions and 

above, to create and 

delete countdowns 

as well as 

manipulate other 

plugin settings. 

CVE ID : CVE-2023-

3999 

https://plugi

ns.trac.word

press.org/br

owser/waiti

ng/trunk/w

aiting.php?re

v=2826039 

A-PLU-WAIT-

110923/631 

Cross-Site 

Request 

Forgery 

(CSRF) 

31-Aug-2023 4.3 

The Waiting: One-

click countdowns 

plugin for 

WordPress is 

vulnerable to Cross-

Site Request Forgery 

in versions up to, and 

including, 0.6.2. This 

is due to missing or 

incorrect nonce 

validation on its 

AJAX actions. This 

makes it possible for 

unauthenticated 

attackers to create 

and delete 

countdowns, via 

forged request 

granted they can 

trick a site 

https://plugi

ns.trac.word

press.org/br

owser/waiti

ng/trunk/w

aiting.php?re

v=2826039 

A-PLU-WAIT-

110923/632 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 350 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

administrator into 

performing an action 

such as clicking on a 

link. 

CVE ID : CVE-2023-

4000 

Vendor: pluginus 

Product: wolf_-_wordpress_posts_bulk_editor_and_products_manager_professional 

Affected Version(s): * Up to (excluding) 1.0.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

18-Aug-2023 6.1 

Cross-Site Request 

Forgery (CSRF) 

leading to Stored 

Cross-Site Scripting 

(XSS) vulnerability in 

realmag777 WOLF – 

WordPress Posts 

Bulk Editor and 

Manager 

Professional plugin 

<= 1.0.6 versions. 

CVE ID : CVE-2023-

31218 

N/A 
A-PLU-WOLF-

110923/633 

Vendor: poeditor 

Product: poeditor 

Affected Version(s): * Up to (excluding) 0.9.8 

Cross-Site 

Request 

Forgery 

(CSRF) 

30-Aug-2023 4.3 

The POEditor 

WordPress plugin 

before 0.9.8 does not 

have CSRF checks in 

various places, which 

could allow attackers 

to make logged in 

admins perform 

unwanted actions, 

such as reset the 

plugin's settings and 

update its API key 

via CSRF attacks. 

CVE ID : CVE-2023-

4209 

N/A 
A-POE-POED-

110923/634 
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Vendor: pottie 

Product: seo_alert 

Affected Version(s): * Up to (including) 1.59 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 4.8 

The SEO ALert 

WordPress plugin 

through 1.59 does 

not sanitise and 

escape some of its 

settings, which could 

allow high privilege 

users such as admin 

to perform Stored 

Cross-Site Scripting 

attacks even when 

the unfiltered_html 

capability is 

disallowed (for 

example in multisite 

setup). 

CVE ID : CVE-2023-

2225 

N/A 
A-POT-SEO_-

110923/635 

Vendor: powerjob 

Product: powerjob 

Affected Version(s): * Up to (including) 4.3.2 

N/A 17-Aug-2023 7.5 

An incorrect access 

control vulnerability 

in powerjob 4.3.2 

and earlier allows 

remote attackers to 

obtain sensitive 

information via the 

interface for 

querying via appId 

parameter to 

/container/list. 

CVE ID : CVE-2023-

36106 

N/A 
A-POW-POWE-

110923/636 

Vendor: pradeepsinghweb 

Product: dynamically_register_sidebars 
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Affected Version(s): * Up to (including) 1.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Pradeep Singh 

Dynamically Register 

Sidebars plugin 

<= 1.0.1 versions. 

CVE ID : CVE-2023-

31091 

N/A 
A-PRA-DYNA-

110923/637 

Vendor: premio 

Product: chaty 

Affected Version(s): * Up to (including) 3.0.9 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Premio Chaty plugin 

<= 3.0.9 versions 

CVE ID : CVE-2023-

25019 

N/A 
A-PRE-CHAT-

110923/638 

Vendor: prometheus 

Product: alertmanager 

Affected Version(s): 0.25.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 5.4 

Alertmanager 

handles alerts sent 

by client applications 

such as the 

Prometheus server. 

An attacker with the 

permission to 

perform POST 

requests on the 

/api/v1/alerts 

endpoint could be 

able to execute 

arbitrary JavaScript 

code on the users of 

https://githu

b.com/prom

etheus/alert

manager/sec

urity/adviso

ries/GHSA-

v86x-5fm3-

5p7j 

A-PRO-ALER-

110923/639 
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Prometheus 

Alertmanager. This 

issue has been fixed 

in Alertmanager 

version 0.2.51. 

CVE ID : CVE-2023-

40577 

Vendor: protocol 

Product: libp2p 

Affected Version(s): * Up to (excluding) 0.27.4 

N/A 25-Aug-2023 7.5 

libp2p is a 

networking stack 

and library 

modularized out of 

The IPFS Project, and 

bundled separately 

for other tools to use. 

In go-libp2p, by 

using signed peer 

records a malicious 

actor can store an 

arbitrary amount of 

data in a remote 

node’s memory. This 

memory does not get 

garbage collected 

and so the victim can 

run out of memory 

and crash. If users of 

go-libp2p in 

production are not 

monitoring memory 

consumption over 

time, it could be a 

silent attack i.e. the 

attacker could bring 

down nodes over a 

period of time (how 

long depends on the 

node resources i.e. a 

go-libp2p node on a 

virtual server with 4 

https://githu

b.com/libp2

p/go-

libp2p/secur

ity/advisorie

s/GHSA-

gcq9-qqwx-

rgj3, 

https://githu

b.com/libp2

p/go-

libp2p/com

mit/45d3c6f

ff662ddd693

8982e7e930

9ad5fa2ad8d

d 

A-PRO-LIBP-

110923/640 
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gb of memory takes 

about 90 sec to bring 

down; on a larger 

server, it might take 

a bit longer.) This 

issue was patched in 

version 0.27.4. 

CVE ID : CVE-2023-

40583 

Vendor: puma 

Product: puma 

Affected Version(s): * Up to (excluding) 5.6.7 

Inconsiste

nt 

Interpretat

ion of 

HTTP 

Requests 

('HTTP 

Request 

Smuggling'

) 

18-Aug-2023 9.8 

Puma is a Ruby/Rack 

web server built for 

parallelism. Prior to 

versions 6.3.1 and 

5.6.7, puma 

exhibited incorrect 

behavior when 

parsing chunked 

transfer encoding 

bodies and zero-

length Content-

Length headers in a 

way that allowed 

HTTP request 

smuggling. Severity 

of this issue is highly 

dependent on the 

nature of the web 

site using puma is. 

This could be caused 

by either incorrect 

parsing of trailing 

fields in chunked 

transfer encoding 

bodies or by parsing 

of blank/zero-length 

Content-Length 

headers. Both issues 

have been addressed 

and this vulnerability 

https://githu

b.com/puma

/puma/com

mit/690155

e7d644b80e

eef0a6094f9

826ee41f10

80a, 

https://githu

b.com/puma

/puma/secu

rity/advisori

es/GHSA-

68xg-gqqm-

vgj8 

A-PUM-PUMA-

110923/641 
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has been fixed in 

versions 6.3.1 and 

5.6.7. Users are 

advised to upgrade. 

There are no known 

workarounds for this 

vulnerability. 

CVE ID : CVE-2023-

40175 

Affected Version(s): From (including) 6.0.0 Up to (excluding) 6.3.1 

Inconsiste

nt 

Interpretat

ion of 

HTTP 

Requests 

('HTTP 

Request 

Smuggling'

) 

18-Aug-2023 9.8 

Puma is a Ruby/Rack 

web server built for 

parallelism. Prior to 

versions 6.3.1 and 

5.6.7, puma 

exhibited incorrect 

behavior when 

parsing chunked 

transfer encoding 

bodies and zero-

length Content-

Length headers in a 

way that allowed 

HTTP request 

smuggling. Severity 

of this issue is highly 

dependent on the 

nature of the web 

site using puma is. 

This could be caused 

by either incorrect 

parsing of trailing 

fields in chunked 

transfer encoding 

bodies or by parsing 

of blank/zero-length 

Content-Length 

headers. Both issues 

have been addressed 

and this vulnerability 

has been fixed in 

versions 6.3.1 and 

5.6.7. Users are 

https://githu

b.com/puma

/puma/com

mit/690155

e7d644b80e

eef0a6094f9

826ee41f10

80a, 

https://githu

b.com/puma

/puma/secu

rity/advisori

es/GHSA-

68xg-gqqm-

vgj8 

A-PUM-PUMA-

110923/642 
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advised to upgrade. 

There are no known 

workarounds for this 

vulnerability. 

CVE ID : CVE-2023-

40175 

Vendor: Python 

Product: python 

Affected Version(s): * Up to (excluding) 3.8.18 

N/A 25-Aug-2023 5.3 

An issue was 

discovered in Python 

before 3.8.18, 3.9.x 

before 3.9.18, 3.10.x 

before 3.10.13, and 

3.11.x before 3.11.5. 

It primarily affects 

servers (such as 

HTTP servers) that 

use TLS client 

authentication. If a 

TLS server-side 

socket is created, 

receives data into 

the socket buffer, 

and then is closed 

quickly, there is a 

brief window where 

the SSLSocket 

instance will detect 

the socket as "not 

connected" and 

won't initiate a 

handshake, but 

buffered data will 

still be readable from 

the socket buffer. 

This data will not be 

authenticated if the 

server-side TLS peer 

is expecting client 

certificate 

authentication, and 

https://mail.

python.org/a

rchives/list/

security-

announce@p

ython.org/th

read/PEPLII

27KYHLF4A

K3ZQGKYNC

RERG4YXY/, 

https://ww

w.python.org

/dev/securit

y/ 

A-PYT-PYTH-

110923/643 
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is indistinguishable 

from valid TLS 

stream data. Data is 

limited in size to the 

amount that will fit 

in the buffer. (The 

TLS connection 

cannot directly be 

used for data 

exfiltration because 

the vulnerable code 

path requires that 

the connection be 

closed on 

initialization of the 

SSLSocket.) 

CVE ID : CVE-2023-

40217 

Affected Version(s): From (including) 3.10.0 Up to (excluding) 3.10.13 

N/A 25-Aug-2023 5.3 

An issue was 

discovered in Python 

before 3.8.18, 3.9.x 

before 3.9.18, 3.10.x 

before 3.10.13, and 

3.11.x before 3.11.5. 

It primarily affects 

servers (such as 

HTTP servers) that 

use TLS client 

authentication. If a 

TLS server-side 

socket is created, 

receives data into 

the socket buffer, 

and then is closed 

quickly, there is a 

brief window where 

the SSLSocket 

instance will detect 

the socket as "not 

connected" and 

won't initiate a 

handshake, but 

https://mail.

python.org/a

rchives/list/

security-

announce@p

ython.org/th

read/PEPLII

27KYHLF4A

K3ZQGKYNC

RERG4YXY/, 

https://ww

w.python.org

/dev/securit

y/ 

A-PYT-PYTH-

110923/644 
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buffered data will 

still be readable from 

the socket buffer. 

This data will not be 

authenticated if the 

server-side TLS peer 

is expecting client 

certificate 

authentication, and 

is indistinguishable 

from valid TLS 

stream data. Data is 

limited in size to the 

amount that will fit 

in the buffer. (The 

TLS connection 

cannot directly be 

used for data 

exfiltration because 

the vulnerable code 

path requires that 

the connection be 

closed on 

initialization of the 

SSLSocket.) 

CVE ID : CVE-2023-

40217 

Affected Version(s): From (including) 3.11.0 Up to (excluding) 3.11.5 

N/A 25-Aug-2023 5.3 

An issue was 

discovered in Python 

before 3.8.18, 3.9.x 

before 3.9.18, 3.10.x 

before 3.10.13, and 

3.11.x before 3.11.5. 

It primarily affects 

servers (such as 

HTTP servers) that 

use TLS client 

authentication. If a 

TLS server-side 

socket is created, 

receives data into 

the socket buffer, 

https://mail.

python.org/a

rchives/list/

security-

announce@p

ython.org/th

read/PEPLII

27KYHLF4A

K3ZQGKYNC

RERG4YXY/, 

https://ww

w.python.org

/dev/securit

y/ 

A-PYT-PYTH-

110923/645 
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and then is closed 

quickly, there is a 

brief window where 

the SSLSocket 

instance will detect 

the socket as "not 

connected" and 

won't initiate a 

handshake, but 

buffered data will 

still be readable from 

the socket buffer. 

This data will not be 

authenticated if the 

server-side TLS peer 

is expecting client 

certificate 

authentication, and 

is indistinguishable 

from valid TLS 

stream data. Data is 

limited in size to the 

amount that will fit 

in the buffer. (The 

TLS connection 

cannot directly be 

used for data 

exfiltration because 

the vulnerable code 

path requires that 

the connection be 

closed on 

initialization of the 

SSLSocket.) 

CVE ID : CVE-2023-

40217 

Affected Version(s): From (including) 3.11.0 Up to (including) 3.11.4 

Untrusted 

Search 

Path 

23-Aug-2023 7.5 

An issue was 

discovered in Python 

3.11 through 3.11.4. 

If a path containing 

'\0' bytes is passed 

to 

https://githu

b.com/pytho

n/cpython/p

ull/107982, 

https://githu

b.com/pytho

A-PYT-PYTH-

110923/646 
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os.path.normpath(), 

the path will be 

truncated 

unexpectedly at the 

first '\0' byte. There 

are plausible cases in 

which an application 

would have rejected 

a filename for 

security reasons in 

Python 3.10.x or 

earlier, but that 

filename is no longer 

rejected in Python 

3.11.x. 

CVE ID : CVE-2023-

41105 

n/cpython/p

ull/107983, 

https://githu

b.com/pytho

n/cpython/p

ull/107981, 

https://githu

b.com/pytho

n/cpython/i

ssues/10624

2 

Affected Version(s): From (including) 3.9.0 Up to (excluding) 3.9.18 

N/A 25-Aug-2023 5.3 

An issue was 

discovered in Python 

before 3.8.18, 3.9.x 

before 3.9.18, 3.10.x 

before 3.10.13, and 

3.11.x before 3.11.5. 

It primarily affects 

servers (such as 

HTTP servers) that 

use TLS client 

authentication. If a 

TLS server-side 

socket is created, 

receives data into 

the socket buffer, 

and then is closed 

quickly, there is a 

brief window where 

the SSLSocket 

instance will detect 

the socket as "not 

connected" and 

won't initiate a 

handshake, but 

buffered data will 

https://mail.

python.org/a

rchives/list/

security-

announce@p

ython.org/th

read/PEPLII

27KYHLF4A

K3ZQGKYNC

RERG4YXY/, 

https://ww

w.python.org

/dev/securit

y/ 

A-PYT-PYTH-

110923/647 
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still be readable from 

the socket buffer. 

This data will not be 

authenticated if the 

server-side TLS peer 

is expecting client 

certificate 

authentication, and 

is indistinguishable 

from valid TLS 

stream data. Data is 

limited in size to the 

amount that will fit 

in the buffer. (The 

TLS connection 

cannot directly be 

used for data 

exfiltration because 

the vulnerable code 

path requires that 

the connection be 

closed on 

initialization of the 

SSLSocket.) 

CVE ID : CVE-2023-

40217 

Vendor: qdrant 

Product: qdrant 

Affected Version(s): 1.3.2 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

29-Aug-2023 7.5 

* Buffer Overflow 

vulnerability in 

qdrant v.1.3.2 allows 

a remote attacker 

cause a denial of 

service via the 

chucnked_vectors.rs 

component. 

CVE ID : CVE-2023-

38975 

N/A 
A-QDR-QDRA-

110923/648 

Vendor: QT 

Product: qt 
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Affected Version(s): * Up to (excluding) 5.15.15 

N/A 20-Aug-2023 7.5 

In Qt before 5.15.15, 

6.x before 6.2.9, and 

6.3.x through 6.5.x 

before 6.5.2, there 

can be an application 

crash in 

QXmlStreamReader 

via a crafted XML 

string that triggers a 

situation in which a 

prefix is greater than 

a length. 

CVE ID : CVE-2023-

37369 

https://code

review.qt-

project.org/c

/qt/qtbase/

+/455027 

A-QT-QT-

110923/649 

Affected Version(s): From (including) 6.0.0 Up to (excluding) 6.2.9 

N/A 20-Aug-2023 7.5 

In Qt before 5.15.15, 

6.x before 6.2.9, and 

6.3.x through 6.5.x 

before 6.5.2, there 

can be an application 

crash in 

QXmlStreamReader 

via a crafted XML 

string that triggers a 

situation in which a 

prefix is greater than 

a length. 

CVE ID : CVE-2023-

37369 

https://code

review.qt-

project.org/c

/qt/qtbase/

+/455027 

A-QT-QT-

110923/650 

Affected Version(s): From (including) 6.3.0 Up to (excluding) 6.5.2 

N/A 20-Aug-2023 7.5 

In Qt before 5.15.15, 

6.x before 6.2.9, and 

6.3.x through 6.5.x 

before 6.5.2, there 

can be an application 

crash in 

QXmlStreamReader 

via a crafted XML 

string that triggers a 

situation in which a 

https://code

review.qt-

project.org/c

/qt/qtbase/

+/455027 

A-QT-QT-

110923/651 
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prefix is greater than 

a length. 

CVE ID : CVE-2023-

37369 

Vendor: radicalwebdesign 

Product: gdpr_cookie_consent_notice_box 

Affected Version(s): * Up to (including) 1.1.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Radical Web Design 

GDPR Cookie 

Consent Notice Box 

plugin <= 1.1.6 

versions. 

CVE ID : CVE-2023-

32294 

N/A 
A-RAD-GDPR-

110923/652 

Vendor: Rarlab 

Product: Winrar 

Affected Version(s): * Up to (excluding) 6.23 

N/A 23-Aug-2023 7.8 

RARLabs WinRAR 

before 6.23 allows 

attackers to execute 

arbitrary code when 

a user attempts to 

view a benign file 

within a ZIP archive. 

The issue occurs 

because a ZIP 

archive may include 

a benign file (such as 

an ordinary .JPG file) 

and also a folder that 

has the same name 

as the benign file, 

and the contents of 

the folder (which 

may include 

executable content) 

are processed during 

N/A 
A-RAR-WINR-

110923/653 
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an attempt to access 

only the benign file. 

This was exploited in 

the wild in April 

through August 

2023. 

CVE ID : CVE-2023-

38831 

Vendor: really-simple-plugins 

Product: recipe_maker_for_your_food_blog_from_zip_recipes 

Affected Version(s): * Up to (including) 8.0.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Really Simple 

Plugins Recipe 

Maker For Your Food 

Blog from Zip 

Recipes plugin 

<= 8.0.6 versions. 

CVE ID : CVE-2023-

31076 

N/A 
A-REA-RECI-

110923/654 

Vendor: Recruit 

Product: rikunabi_next 

Affected Version(s): * Up to (excluding) 11.5.0 

Missing 

Authorizati

on 

16-Aug-2023 6.1 

Improper 

authorization in the 

custom URL scheme 

handler in "Rikunabi 

NEXT" App for 

Android prior to ver. 

11.5.0 allows a 

malicious intent to 

lead the vulnerable 

App to access an 

arbitrary website. 

CVE ID : CVE-2023-

39507 

N/A 
A-REC-RIKU-

110923/655 

Vendor: Redhat 
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Product: enterprise_linux_update_services_for_sap_solutions 

Affected Version(s): 8.1 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

A-RED-ENTE-

110923/656 
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Affected Version(s): 8.2 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

A-RED-ENTE-

110923/657 

Affected Version(s): 8.4 
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Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

A-RED-ENTE-

110923/658 

Affected Version(s): 8.6 
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Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

A-RED-ENTE-

110923/659 

Affected Version(s): 8.8 
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Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

A-RED-ENTE-

110923/660 

Product: openshift 

Affected Version(s): - 
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Improper 

Privilege 

Manageme

nt 

22-Aug-2023 9.8 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7.1 and 

23.0.0 through 23.0.1 

is vulnerable to 

incorrect privilege 

assignment when 

importing users from 

an LDAP directory.  

IBM X-Force ID:  

262481. 

 

 

CVE ID : CVE-2023-

38734 

https://ww

w.ibm.com/s

upport/page

s/node/702

8227, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26248

1 

A-RED-OPEN-

110923/661 

N/A 22-Aug-2023 5.3 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7.1 

runtime is 

vulnerable to 

information 

disclosure of script 

content if the remote 

REST request 

computer policy is 

enabled.  IBM X-

Force ID:  263470. 

 

 

CVE ID : CVE-2023-

40370 

https://ww

w.ibm.com/s

upport/page

s/node/702

8218, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26347

0 

A-RED-OPEN-

110923/662 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

22-Aug-2023 4.3 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7 

server could allow an 

authenticated user to 

view sensitive 

https://ww

w.ibm.com/s

upport/page

s/node/702

8221, 

https://exch

ange.xforce.i

bmcloud.co

A-RED-OPEN-

110923/663 
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information from 

application logs. IBM 

X-Force ID: 262289. 

 

 

CVE ID : CVE-2023-

38732 

m/vulnerabi

lities/26228

9 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

22-Aug-2023 4.3 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7.1 and 

23.0.0 through 23.0.1 

server could allow an 

authenticated user to 

view sensitive 

information from 

installation logs.  

IBM X-Force Id:  

262293. 

 

 

CVE ID : CVE-2023-

38733 

https://ww

w.ibm.com/s

upport/page

s/node/702

8223, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26229

3 

A-RED-OPEN-

110923/664 

Product: openshift_logging 

Affected Version(s): * 

N/A 21-Aug-2023 6.5 

A flaw was found in 

openshift-logging 

LokiStack. The key 

used for caching is 

just the token, which 

is too broad. This 

issue allows a user 

with a token valid for 

one action to execute 

other actions as long 

as the authorization 

allowing the original 

action is still cached. 

CVE ID : CVE-2023-

4456 

https://acce

ss.redhat.co

m/security/

cve/CVE-

2023-4456, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2233

087 

A-RED-OPEN-

110923/665 
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Product: subscription-manager 

Affected Version(s): * Up to (excluding) 1.28.39 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

A-RED-SUBS-

110923/666 
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Affected Version(s): From (including) 1.29.0 Up to (excluding) 1.29.37 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

A-RED-SUBS-

110923/667 

Vendor: rednao 
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Product: smart_donations 

Affected Version(s): * Up to (including) 4.0.12 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

RedNao Donations 

Made Easy – Smart 

Donations plugin 

<= 4.0.12 versions. 

CVE ID : CVE-2023-

32603 

N/A 
A-RED-SMAR-

110923/668 

Product: woocommerce_pdf_invoice_builder 

Affected Version(s): * Up to (including) 1.2.89 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

31-Aug-2023 8.8 

The WooCommerce 

PDF Invoice Builder 

plugin for 

WordPress is 

vulnerable to SQL 

Injection via the 

pageId parameter in 

versions up to, and 

including, 1.2.89 due 

to insufficient 

escaping on the user 

supplied parameter 

and lack of sufficient 

preparation on the 

existing SQL query.  

This makes it 

possible for 

subscribers or higher 

to append additional 

SQL queries into 

already existing 

queries that can be 

used to extract 

sensitive information 

from the database. 

CVE ID : CVE-2023-

3677 

https://plugi

ns.trac.word

press.org/br

owser/woo-

pdf-invoice-

builder/trun

k/woocomm

erce-pdf-

invoice-

ajax.php?rev

=2935371#L

712 

A-RED-WOOC-

110923/669 
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Missing 

Authorizati

on 

31-Aug-2023 4.3 

The WooCommerce 

PDF Invoice Builder 

for WordPress is 

vulnerable to 

unauthorized access 

of data due to a 

missing capability 

check on the 

GetInvoiceDetail 

function in versions 

up to, and including, 

1.2.89. This makes it 

possible for 

subscribers to view 

arbitrary invoices 

provided they can 

guess the order id 

and invoice id. 

CVE ID : CVE-2023-

4245 

https://plugi

ns.trac.word

press.org/br

owser/woo-

pdf-invoice-

builder/trun

k/woocomm

erce-pdf-

invoice-

ajax.php#L4

25 

A-RED-WOOC-

110923/670 

Affected Version(s): * Up to (including) 1.2.90 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

31-Aug-2023 4.8 

The WooCommerce 

PDF Invoice Builder 

plugin for 

WordPress is 

vulnerable to Stored 

Cross-Site Scripting 

via admin settings in 

versions up to, and 

including, 1.2.90 due 

to insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

authenticated 

attackers, with 

administrator-level 

permissions and 

above, to inject 

arbitrary web scripts 

in pages that will 

execute whenever a 

user accesses an 

https://plugi

ns.trac.word

press.org/br

owser/woo-

pdf-invoice-

builder/trun

k/woocomm

erce-pdf-

invoice-

ajax.php?rev

=2935371#L

654 

A-RED-WOOC-

110923/671 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 376 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

injected page. This 

only affects multi-

site installations and 

installations where 

unfiltered_html has 

been disabled. 

CVE ID : CVE-2023-

4160 

Cross-Site 

Request 

Forgery 

(CSRF) 

31-Aug-2023 4.3 

The WooCommerce 

PDF Invoice Builder 

plugin for 

WordPress is 

vulnerable to Cross-

Site Request Forgery 

in versions up to, and 

including, 1.2.90. 

This is due to 

missing or incorrect 

nonce validation on 

the Save function. 

This makes it 

possible for 

unauthenticated 

attackers to make 

changes to invoices 

via a forged request 

granted they can 

trick a site 

administrator into 

performing an action 

such as clicking on a 

link. 

CVE ID : CVE-2023-

3764 

https://plugi

ns.trac.word

press.org/ch

angeset/295

1617/woo-

pdf-invoice-

builder/trun

k/woocomm

erce-pdf-

invoice-

ajax.php?old

=2949518&o

ld_path=woo

-pdf-invoice-

builder%2Ft

runk%2Fwo

ocommerce-

pdf-invoice-

ajax.php 

A-RED-WOOC-

110923/672 

Cross-Site 

Request 

Forgery 

(CSRF) 

31-Aug-2023 4.3 

The WooCommerce 

PDF Invoice Builder 

for WordPress is 

vulnerable to Cross-

Site Request Forgery 

due to a missing 

nonce check on the 

SaveCustomField 

function in versions 

https://plugi

ns.trac.word

press.org/br

owser/woo-

pdf-invoice-

builder/trun

k/woocomm

erce-pdf-

invoice-

A-RED-WOOC-

110923/673 
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up to, and including, 

1.2.90. This makes it 

possible for 

unauthenticated 

attackers to create 

invoice fields 

provided they can 

trick an admin into 

performing an action 

such as clicking on a 

link. 

CVE ID : CVE-2023-

4161 

ajax.php?rev

=2935371#L

654 

Vendor: renault 

Product: easy_link 

Affected Version(s): 283c35519r 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

24-Aug-2023 4.6 

A lack of exception 

handling in the 

Renault Easy Link 

Multimedia System 

Software Version 

283C35519R allows 

attackers to cause a 

Denial of Service 

(DoS) via supplying 

crafted WMA files 

when connecting a 

device to the 

vehicle's USB plug 

and play feature. 

CVE ID : CVE-2023-

39801 

N/A 
A-REN-EASY-

110923/674 

Vendor: reservation 

Product: reservation.studio 

Affected Version(s): * Up to (including) 1.0.11 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Reservation.Studio 

Reservation.Studio 

N/A 
A-RES-RESE-

110923/675 
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Generation 

('Cross-site 

Scripting') 

widget plugin 

<= 1.0.11 versions. 

CVE ID : CVE-2023-

24397 

Vendor: riverforest-wp 

Product: all_users_messenger 

Affected Version(s): * Up to (including) 1.24 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

30-Aug-2023 4.3 

The All Users 

Messenger 

WordPress plugin 

through 1.24 does 

not prevent non-

administrator users 

from deleting 

messages from the 

all-users messenger. 

CVE ID : CVE-2023-

4023 

N/A 
A-RIV-ALL_-

110923/676 

Product: simple_blog_card 

Affected Version(s): * Up to (excluding) 1.31 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 5.4 

The Simple Blog Card 

WordPress plugin 

before 1.31 does not 

validate and escape 

some of its shortcode 

attributes before 

outputting them 

back in a page/post 

where the shortcode 

is embed, which 

could allow users 

with the contributor 

role and above to 

perform Stored 

Cross-Site Scripting 

attacks 

CVE ID : CVE-2023-

4035 

N/A 
A-RIV-SIMP-

110923/677 

Affected Version(s): * Up to (excluding) 1.32 
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Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

30-Aug-2023 4.3 

The Simple Blog Card 

WordPress plugin 

before 1.32 does not 

ensure that posts to 

be displayed via a 

shortcode are public, 

allowing any 

authenticated users, 

such as subscriber, 

to retrieve arbitrary 

post title and their 

content such as draft, 

private and 

password protected 

ones 

CVE ID : CVE-2023-

4036 

N/A 
A-RIV-SIMP-

110923/678 

Vendor: rizin 

Product: rizin 

Affected Version(s): * Up to (excluding) 0.6.1 

Integer 

Overflow 

or 

Wraparoun

d 

24-Aug-2023 7.8 

Rizin is a UNIX-like 

reverse engineering 

framework and 

command-line 

toolset. Versions 

0.6.0 and prior are 

vulnerable to integer 

overflow in 

`consume_count` of 

`src/gnu_v2/cplus-

dem.c`. The overflow 

check is valid logic 

but, is missing the 

modulus if the block 

once compiled. The 

compiler sees this 

block as unreachable 

code since the prior 

statement is 

multiplication by 10 

and fails to consider 

overflow assuming 

https://githu

b.com/rizino

rg/rz-

libdemangle

/commit/51

d016750e70

4b27ab8ace

23c0f72acab

ca67018, 

https://githu

b.com/rizino

rg/rizin/pull

/3753, 

https://githu

b.com/rizino

rg/rizin/sec

urity/adviso

ries/GHSA-

92h6-wwc2-

53cq 

A-RIZ-RIZI-

110923/679 
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the count will always 

be a multiple of 10. 

Rizin version 0.6.1 

contains a fix for the 

issue. A temporary 

workaround would 

be disabling C++ 

demangling using 

the configuration 

option 

`bin.demangle=false`. 

CVE ID : CVE-2023-

40022 

Vendor: Rockwellautomation 

Product: thinmanager_thinserver 

Affected Version(s): 13.1.0 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 9.8 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability.  Due to 

an improper input 

validation, a path 

traversal 

vulnerability exists, 

via the filename field, 

when the 

ThinManager 

processes a certain 

function. If exploited, 

an unauthenticated 

remote attacker can 

upload arbitrary files 

to any directory on 

the disk drive where 

ThinServer.exe is 

installed.  A 

malicious user could 

exploit this 

N/A 
A-ROC-THIN-

110923/680 
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vulnerability by 

sending a crafted 

synchronization 

protocol message 

and potentially gain 

remote code 

execution abilities. 

 

   

CVE ID : CVE-2023-

2917 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 9.1 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability, Due to 

improper input 

validation, a path 

traversal 

vulnerability exists 

when the 

ThinManager 

software processes a 

certain function. If 

exploited, an 

unauthenticated 

remote threat actor 

can delete arbitrary 

files with system 

privileges.   A 

malicious user could 

exploit this 

vulnerability by 

sending a specifically 

crafted 

synchronization 

protocol message 

resulting in a denial-

of-service condition.   

N/A 
A-ROC-THIN-

110923/681 
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CVE ID : CVE-2023-

2915 

Integer 

Overflow 

or 

Wraparoun

d 

17-Aug-2023 7.5 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability, an 

integer overflow 

condition exists in 

the affected 

products. When the 

ThinManager 

processes incoming 

messages, a read 

access violation 

occurs and 

terminates the 

process. A malicious 

user could exploit 

this vulnerability by 

sending a crafted 

synchronization 

protocol message 

and causing a denial 

of service condition 

in the software.   

CVE ID : CVE-2023-

2914 

N/A 
A-ROC-THIN-

110923/682 

Affected Version(s): From (including) 11.0.0 Up to (including) 11.0.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 9.8 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability.  Due to 

an improper input 

validation, a path 

traversal 

N/A 
A-ROC-THIN-

110923/683 
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vulnerability exists, 

via the filename field, 

when the 

ThinManager 

processes a certain 

function. If exploited, 

an unauthenticated 

remote attacker can 

upload arbitrary files 

to any directory on 

the disk drive where 

ThinServer.exe is 

installed.  A 

malicious user could 

exploit this 

vulnerability by 

sending a crafted 

synchronization 

protocol message 

and potentially gain 

remote code 

execution abilities. 

 

   

CVE ID : CVE-2023-

2917 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 9.1 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability, Due to 

improper input 

validation, a path 

traversal 

vulnerability exists 

when the 

ThinManager 

software processes a 

certain function. If 

exploited, an 

N/A 
A-ROC-THIN-

110923/684 
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unauthenticated 

remote threat actor 

can delete arbitrary 

files with system 

privileges.   A 

malicious user could 

exploit this 

vulnerability by 

sending a specifically 

crafted 

synchronization 

protocol message 

resulting in a denial-

of-service condition.   

CVE ID : CVE-2023-

2915 

Integer 

Overflow 

or 

Wraparoun

d 

17-Aug-2023 7.5 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability, an 

integer overflow 

condition exists in 

the affected 

products. When the 

ThinManager 

processes incoming 

messages, a read 

access violation 

occurs and 

terminates the 

process. A malicious 

user could exploit 

this vulnerability by 

sending a crafted 

synchronization 

protocol message 

and causing a denial 

of service condition 

in the software.   

N/A 
A-ROC-THIN-

110923/685 
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CVE ID : CVE-2023-

2914 

Affected Version(s): From (including) 11.1.0 Up to (including) 11.1.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 9.8 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability.  Due to 

an improper input 

validation, a path 

traversal 

vulnerability exists, 

via the filename field, 

when the 

ThinManager 

processes a certain 

function. If exploited, 

an unauthenticated 

remote attacker can 

upload arbitrary files 

to any directory on 

the disk drive where 

ThinServer.exe is 

installed.  A 

malicious user could 

exploit this 

vulnerability by 

sending a crafted 

synchronization 

protocol message 

and potentially gain 

remote code 

execution abilities. 

 

   

CVE ID : CVE-2023-

2917 

N/A 
A-ROC-THIN-

110923/686 

Improper 

Limitation 
17-Aug-2023 9.1 The Rockwell 

Automation 
N/A 

A-ROC-THIN-

110923/687 
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of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability, Due to 

improper input 

validation, a path 

traversal 

vulnerability exists 

when the 

ThinManager 

software processes a 

certain function. If 

exploited, an 

unauthenticated 

remote threat actor 

can delete arbitrary 

files with system 

privileges.   A 

malicious user could 

exploit this 

vulnerability by 

sending a specifically 

crafted 

synchronization 

protocol message 

resulting in a denial-

of-service condition.   

CVE ID : CVE-2023-

2915 

Integer 

Overflow 

or 

Wraparoun

d 

17-Aug-2023 7.5 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability, an 

integer overflow 

condition exists in 

the affected 

products. When the 

N/A 
A-ROC-THIN-

110923/688 
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ThinManager 

processes incoming 

messages, a read 

access violation 

occurs and 

terminates the 

process. A malicious 

user could exploit 

this vulnerability by 

sending a crafted 

synchronization 

protocol message 

and causing a denial 

of service condition 

in the software.   

CVE ID : CVE-2023-

2914 

Affected Version(s): From (including) 11.2.0 Up to (including) 11.2.7 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 9.8 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability.  Due to 

an improper input 

validation, a path 

traversal 

vulnerability exists, 

via the filename field, 

when the 

ThinManager 

processes a certain 

function. If exploited, 

an unauthenticated 

remote attacker can 

upload arbitrary files 

to any directory on 

the disk drive where 

ThinServer.exe is 

installed.  A 

malicious user could 

N/A 
A-ROC-THIN-

110923/689 
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exploit this 

vulnerability by 

sending a crafted 

synchronization 

protocol message 

and potentially gain 

remote code 

execution abilities. 

 

   

CVE ID : CVE-2023-

2917 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 9.1 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability, Due to 

improper input 

validation, a path 

traversal 

vulnerability exists 

when the 

ThinManager 

software processes a 

certain function. If 

exploited, an 

unauthenticated 

remote threat actor 

can delete arbitrary 

files with system 

privileges.   A 

malicious user could 

exploit this 

vulnerability by 

sending a specifically 

crafted 

synchronization 

protocol message 

N/A 
A-ROC-THIN-

110923/690 
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resulting in a denial-

of-service condition.   

CVE ID : CVE-2023-

2915 

Integer 

Overflow 

or 

Wraparoun

d 

17-Aug-2023 7.5 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability, an 

integer overflow 

condition exists in 

the affected 

products. When the 

ThinManager 

processes incoming 

messages, a read 

access violation 

occurs and 

terminates the 

process. A malicious 

user could exploit 

this vulnerability by 

sending a crafted 

synchronization 

protocol message 

and causing a denial 

of service condition 

in the software.   

CVE ID : CVE-2023-

2914 

N/A 
A-ROC-THIN-

110923/691 

Affected Version(s): From (including) 12.0.0 Up to (including) 12.0.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

17-Aug-2023 9.8 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability.  Due to 

N/A 
A-ROC-THIN-

110923/692 
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('Path 

Traversal') 

an improper input 

validation, a path 

traversal 

vulnerability exists, 

via the filename field, 

when the 

ThinManager 

processes a certain 

function. If exploited, 

an unauthenticated 

remote attacker can 

upload arbitrary files 

to any directory on 

the disk drive where 

ThinServer.exe is 

installed.  A 

malicious user could 

exploit this 

vulnerability by 

sending a crafted 

synchronization 

protocol message 

and potentially gain 

remote code 

execution abilities. 

 

   

CVE ID : CVE-2023-

2917 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 9.1 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability, Due to 

improper input 

validation, a path 

traversal 

vulnerability exists 

when the 

ThinManager 

N/A 
A-ROC-THIN-

110923/693 
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software processes a 

certain function. If 

exploited, an 

unauthenticated 

remote threat actor 

can delete arbitrary 

files with system 

privileges.   A 

malicious user could 

exploit this 

vulnerability by 

sending a specifically 

crafted 

synchronization 

protocol message 

resulting in a denial-

of-service condition.   

CVE ID : CVE-2023-

2915 

Integer 

Overflow 

or 

Wraparoun

d 

17-Aug-2023 7.5 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability, an 

integer overflow 

condition exists in 

the affected 

products. When the 

ThinManager 

processes incoming 

messages, a read 

access violation 

occurs and 

terminates the 

process. A malicious 

user could exploit 

this vulnerability by 

sending a crafted 

synchronization 

protocol message 

N/A 
A-ROC-THIN-

110923/694 
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and causing a denial 

of service condition 

in the software.   

CVE ID : CVE-2023-

2914 

Affected Version(s): From (including) 12.1.0 Up to (including) 12.1.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 9.8 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability.  Due to 

an improper input 

validation, a path 

traversal 

vulnerability exists, 

via the filename field, 

when the 

ThinManager 

processes a certain 

function. If exploited, 

an unauthenticated 

remote attacker can 

upload arbitrary files 

to any directory on 

the disk drive where 

ThinServer.exe is 

installed.  A 

malicious user could 

exploit this 

vulnerability by 

sending a crafted 

synchronization 

protocol message 

and potentially gain 

remote code 

execution abilities. 

 

   

N/A 
A-ROC-THIN-

110923/695 
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CVE ID : CVE-2023-

2917 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 9.1 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability, Due to 

improper input 

validation, a path 

traversal 

vulnerability exists 

when the 

ThinManager 

software processes a 

certain function. If 

exploited, an 

unauthenticated 

remote threat actor 

can delete arbitrary 

files with system 

privileges.   A 

malicious user could 

exploit this 

vulnerability by 

sending a specifically 

crafted 

synchronization 

protocol message 

resulting in a denial-

of-service condition.   

CVE ID : CVE-2023-

2915 

N/A 
A-ROC-THIN-

110923/696 

Integer 

Overflow 

or 

Wraparoun

d 

17-Aug-2023 7.5 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability, an 

N/A 
A-ROC-THIN-

110923/697 
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integer overflow 

condition exists in 

the affected 

products. When the 

ThinManager 

processes incoming 

messages, a read 

access violation 

occurs and 

terminates the 

process. A malicious 

user could exploit 

this vulnerability by 

sending a crafted 

synchronization 

protocol message 

and causing a denial 

of service condition 

in the software.   

CVE ID : CVE-2023-

2914 

Affected Version(s): From (including) 13.0.0 Up to (including) 13.0.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 9.8 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability.  Due to 

an improper input 

validation, a path 

traversal 

vulnerability exists, 

via the filename field, 

when the 

ThinManager 

processes a certain 

function. If exploited, 

an unauthenticated 

remote attacker can 

upload arbitrary files 

to any directory on 

N/A 
A-ROC-THIN-

110923/698 
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the disk drive where 

ThinServer.exe is 

installed.  A 

malicious user could 

exploit this 

vulnerability by 

sending a crafted 

synchronization 

protocol message 

and potentially gain 

remote code 

execution abilities. 

 

   

CVE ID : CVE-2023-

2917 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 9.1 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability, Due to 

improper input 

validation, a path 

traversal 

vulnerability exists 

when the 

ThinManager 

software processes a 

certain function. If 

exploited, an 

unauthenticated 

remote threat actor 

can delete arbitrary 

files with system 

privileges.   A 

malicious user could 

exploit this 

vulnerability by 

sending a specifically 

crafted 

N/A 
A-ROC-THIN-

110923/699 
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synchronization 

protocol message 

resulting in a denial-

of-service condition.   

CVE ID : CVE-2023-

2915 

Integer 

Overflow 

or 

Wraparoun

d 

17-Aug-2023 7.5 

The Rockwell 

Automation 

Thinmanager 

Thinserver is 

impacted by an 

improper input 

validation 

vulnerability, an 

integer overflow 

condition exists in 

the affected 

products. When the 

ThinManager 

processes incoming 

messages, a read 

access violation 

occurs and 

terminates the 

process. A malicious 

user could exploit 

this vulnerability by 

sending a crafted 

synchronization 

protocol message 

and causing a denial 

of service condition 

in the software.   

CVE ID : CVE-2023-

2914 

N/A 
A-ROC-THIN-

110923/700 

Vendor: rootkit_hunter_project 

Product: rootkit_hunter 

Affected Version(s): 1.4.4 

Insertion 

of Sensitive 

Informatio

18-Aug-2023 2.5 

A vulnerability was 

found in rkhunter 

Rootkit Hunter 

1.4.4/1.4.6. It has 

N/A 
A-ROO-ROOT-

110923/701 
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n into Log 

File 

been classified as 

problematic. 

Affected is an 

unknown function of 

the file 

/var/log/rkhunter.lo

g. The manipulation 

leads to sensitive 

information in log 

files. An attack has to 

be approached 

locally. The 

complexity of an 

attack is rather high. 

The exploitability is 

told to be difficult. 

The exploit has been 

disclosed to the 

public and may be 

used. The identifier 

of this vulnerability 

is VDB-237516. 

CVE ID : CVE-2023-

4413 

Affected Version(s): 1.4.6 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

18-Aug-2023 2.5 

A vulnerability was 

found in rkhunter 

Rootkit Hunter 

1.4.4/1.4.6. It has 

been classified as 

problematic. 

Affected is an 

unknown function of 

the file 

/var/log/rkhunter.lo

g. The manipulation 

leads to sensitive 

information in log 

files. An attack has to 

be approached 

locally. The 

complexity of an 

attack is rather high. 

N/A 
A-ROO-ROOT-

110923/702 
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The exploitability is 

told to be difficult. 

The exploit has been 

disclosed to the 

public and may be 

used. The identifier 

of this vulnerability 

is VDB-237516. 

CVE ID : CVE-2023-

4413 

Vendor: Rubygems 

Product: rubygems.org 

Affected Version(s): * Up to (excluding) 2023-08-14 

N/A 17-Aug-2023 7.5 

rubygems.org is the 

Ruby community's 

primary gem 

(library) hosting 

service. Insufficient 

input validation 

allowed malicious 

actors to replace any 

uploaded gem 

version that had a 

platform, version 

number, or gem 

name matching `/-

\d/`, permanently 

replacing the 

legitimate upload in 

the canonical gem 

storage bucket, and 

triggering an 

immediate CDN 

purge so that the 

malicious gem would 

be served 

immediately. The 

maintainers have 

checked all gems 

matching the `/-\d/` 

pattern and can 

confirm that no 

https://githu

b.com/rubyg

ems/rubyge

ms.org/secu

rity/advisori

es/GHSA-

rxcq-2m4f-

94wm, 

https://githu

b.com/rubyg

ems/rubyge

ms.org/com

mit/7e19c19

247ddf5885

a915710afc6

0ec6663d85

02 

A-RUB-RUBY-

110923/703 
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unexpected `.gem`s 

were found. As a 

result, we believe 

this vulnerability 

was _not_ exploited. 

The easiest way to 

ensure that a user's 

applications were 

not exploited by this 

vulnerability is to 

check that all of your 

downloaded .gems 

have a checksum 

that matches the 

checksum recorded 

in the RubyGems.org 

database. RubyGems 

contributor Maciej 

Mensfeld wrote a 

tool to automatically 

check that all 

downloaded .gem 

files match the 

checksums recorded 

in the RubyGems.org 

database. You can 

use it by running: 

`bundle add bundler-

integrity` followed 

by `bundle exec 

bundler-integrity`. 

Neither this tool nor 

anything else can 

prove you were not 

exploited, but the 

can assist your 

investigation by 

quickly comparing 

RubyGems API-

provided checksums 

with the checksums 

of files on your disk. 

The issue has been 

patched with 
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improved input 

validation and the 

changes are live. No 

action is required on 

the part of the user. 

Users are advised to 

validate their local 

gems. 

CVE ID : CVE-2023-

40165 

Vendor: rust-lang 

Product: rust 

Affected Version(s): From (including) 1.60.0 Up to (excluding) 1.72.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

24-Aug-2023 6.1 

Cargo downloads a 

Rust project’s 

dependencies and 

compiles the project. 

Starting in Rust 

1.60.0 and prior to 

1.72, Cargo did not 

escape Cargo feature 

names when 

including them in the 

report generated by 

`cargo build --

timings`. A malicious 

package included as 

a dependency may 

inject nearly 

arbitrary HTML here, 

potentially leading to 

cross-site scripting if 

the report is 

subsequently 

uploaded 

somewhere. The 

vulnerability affects 

users relying on 

dependencies from 

git, local paths, or 

alternative registries. 

Users who solely 

https://githu

b.com/rust-

lang/cargo/s

ecurity/advi

sories/GHSA

-wrrj-h57r-

vx9p, 

https://githu

b.com/rust-

lang/cargo/c

ommit/9835

622853f08b

e9a4b58ebe

29dcec8f43b

64b33, 

https://githu

b.com/rust-

lang/cargo/c

ommit/f975

722a0eac93

4c0722f111f

107c4ea2f5c

4365 

A-RUS-RUST-

110923/704 
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depend on crates.io 

are unaffected. 

 

Rust 1.60.0 

introduced `cargo 

build --timings`, 

which produces a 

report of how long 

the different steps of 

the build process 

took. It includes lists 

of Cargo features for 

each crate. Prior to 

Rust 1.72, Cargo 

feature names were 

allowed to contain 

almost any 

characters (with 

some exceptions as 

used by the feature 

syntax), but it would 

produce a future 

incompatibility 

warning about them 

since Rust 1.49. 

crates.io is far more 

stringent about what 

it considers a valid 

feature name and 

has not allowed such 

feature names. As 

the feature names 

were included 

unescaped in the 

timings report, they 

could be used to 

inject Javascript into 

the page, for example 

with a feature name 

like `features = 

["<img src='' 

onerror=alert(0)"]`. 

If this report were 
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subsequently 

uploaded to a 

domain that uses 

credentials, the 

injected Javascript 

could access 

resources from the 

website visitor. 

 

This issue was fixed 

in Rust 1.72 by 

turning the future 

incompatibility 

warning into an 

error. Users should 

still exercise care in 

which package they 

download, by only 

including trusted 

dependencies in 

their projects. Please 

note that even with 

these vulnerabilities 

fixed, by design 

Cargo allows 

arbitrary code 

execution at build 

time thanks to build 

scripts and 

procedural macros: a 

malicious 

dependency will be 

able to cause damage 

regardless of these 

vulnerabilities. 

crates.io has server-

side checks 

preventing this 

attack, and there are 

no packages on 

crates.io exploiting 

these vulnerabilities. 

crates.io users still 
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need to excercise 

care in choosing 

their dependencies 

though, as remote 

code execution is 

allowed by design 

there as well. 

CVE ID : CVE-2023-

40030 

Vendor: shescape_project 

Product: shescape 

Affected Version(s): * Up to (excluding) 1.7.4 

Improper 

Neutralizat

ion of 

Escape, 

Meta, or 

Control 

Sequences 

23-Aug-2023 8.6 

shescape is simple 

shell escape library 

for JavaScript. This 

may impact users 

that use Shescape on 

Windows in a 

threaded context. 

The vulnerability can 

result in Shescape 

escaping (or 

quoting) for the 

wrong shell, thus 

allowing attackers to 

bypass protections 

depending on the 

combination of 

expected and used 

shell. This bug has 

been patched in 

version 1.7.4. 

CVE ID : CVE-2023-

40185 

https://githu

b.com/ericco

rnelissen/sh

escape/pull/

1142, 

https://githu

b.com/ericco

rnelissen/sh

escape/secu

rity/advisori

es/GHSA-

j55r-787p-

m549, 

https://githu

b.com/ericco

rnelissen/sh

escape/com

mit/0b976d

ab645abf45f

fd85e74a8c6

e51ee2f42d6

3 

A-SHE-SHES-

110923/705 

Vendor: shooflysolutions 

Product: featured_image_pro_post_grid 

Affected Version(s): * Up to (including) 5.14 

Improper 

Neutralizat

ion of 

Input 

25-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

A. R. Jones Featured 

N/A 
A-SHO-FEAT-

110923/706 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Image Pro Post Grid 

plugin <= 5.14 

versions. 

CVE ID : CVE-2023-

32598 

Vendor: silabs 

Product: gecko_bootloader 

Affected Version(s): * Up to (excluding) 4.2.4 

Out-of-

bounds 

Write 

23-Aug-2023 9.8 

Buffer Copy without 

Checking Size of 

Input ('Classic Buffer 

Overflow'), Out-of-

bounds Write, 

Download of Code 

Without Integrity 

Check vulnerability 

in Silicon Labs Gecko 

Bootloader on ARM 

(Firmware Update 

File Parser modules) 

allows Code 

Injection, 

Authentication 

Bypass.This issue 

affects "Standalone" 

and "Application" 

versions of Gecko 

Bootloader. 

 

 

CVE ID : CVE-2023-

4041 

N/A 
A-SIL-GECK-

110923/707 

Affected Version(s): From (including) 4.3.0 Up to (excluding) 4.3.2 

Out-of-

bounds 

Write 

23-Aug-2023 9.8 

Buffer Copy without 

Checking Size of 

Input ('Classic Buffer 

Overflow'), Out-of-

bounds Write, 

Download of Code 

Without Integrity 

Check vulnerability 

N/A 
A-SIL-GECK-

110923/708 
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in Silicon Labs Gecko 

Bootloader on ARM 

(Firmware Update 

File Parser modules) 

allows Code 

Injection, 

Authentication 

Bypass.This issue 

affects "Standalone" 

and "Application" 

versions of Gecko 

Bootloader. 

 

 

CVE ID : CVE-2023-

4041 

Vendor: silverwaregames 

Product: silverwaregames 

Affected Version(s): * Up to (excluding) 1.3.6 

Observable 

Response 

Discrepanc

y 

25-Aug-2023 5.3 

Silverware Games is 

a premium social 

network where 

people can play 

games online. Prior 

to version 1.3.6, the 

Password Recovery 

form would throw an 

error if the specified 

email was not found 

in our database. It 

would only display 

the "Enter the code" 

form if the email is 

associated with a 

member of the site. 

Since version 1.3.6, 

the "Enter the code" 

form is always 

returned, showing 

the message "If the 

entered email is 

associated with an 

N/A 
A-SIL-SILV-

110923/709 
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account, a code will 

be sent now". This 

change prevents 

potential violators 

from determining if 

our site has a user 

with the specified 

email. 

CVE ID : CVE-2023-

40179 

Vendor: skale 

Product: sgxwallet 

Affected Version(s): * Up to (including) 1.9.0 

NULL 

Pointer 

Dereferenc

e 

25-Aug-2023 7.5 

An issue in 

skalenetwork 

sgxwallet v.1.9.0 and 

below allows an 

attacker to cause a 

denial of service via 

the 

trustedGenerateEcds

aKey component. 

CVE ID : CVE-2023-

36199 

N/A 
A-SKA-SGXW-

110923/710 

Affected Version(s): 1.9.0 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

25-Aug-2023 7.5 

Buffer Overflow 

vulnerability in 

skalenetwork 

sgxwallet v.1.9.0 

allows an attacker to 

cause a denial of 

service via the 

trustedBlsSignMessa

ge function. 

CVE ID : CVE-2023-

36198 

N/A 
A-SKA-SGXW-

110923/711 

Vendor: skylark 

Product: skylark 

Affected Version(s): * Up to (including) 6.2.13 
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Missing 

Authorizati

on 

25-Aug-2023 4.7 

Improper 

authorization in 

handler for custom 

URL scheme issue in 

'Skylark' App for 

Android  6.2.13 and 

earlier and 'Skylark' 

App for iOS 6.2.13 

and earlier allows an 

attacker to lead a 

user to access an 

arbitrary website via 

another application 

installed on the 

user's device. 

CVE ID : CVE-2023-

40530 

N/A 
A-SKY-SKYL-

110923/712 

Vendor: sosidee 

Product: dynamic_qr_code_generator 

Affected Version(s): * Up to (including) 0.0.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Rakib Hasan 

Dynamic QR Code 

Generator plugin 

<= 0.0.5 versions. 

CVE ID : CVE-2023-

34022 

N/A 
A-SOS-DYNA-

110923/713 

Vendor: spa-cart 

Product: ecommerce_cms 

Affected Version(s): 1.9.0.3 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

26-Aug-2023 9.8 

A vulnerability 

classified as critical 

has been found in 

SPA-Cart eCommerce 

CMS 1.9.0.3. This 

affects an unknown 

part of the file 

/search of the 

component GET 

N/A 
A-SPA-ECOM-

110923/714 
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('SQL 

Injection') 

Parameter Handler. 

The manipulation of 

the argument 

filter[brandid] leads 

to sql injection. It is 

possible to initiate 

the attack remotely. 

The associated 

identifier of this 

vulnerability is VDB-

238059. 

CVE ID : CVE-2023-

4548 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

26-Aug-2023 6.1 

A vulnerability was 

found in SPA-Cart 

eCommerce CMS 

1.9.0.3. It has been 

rated as problematic. 

Affected by this issue 

is some unknown 

functionality of the 

file /search. The 

manipulation of the 

argument 

filter[brandid]/filter[

price] leads to cross 

site scripting. The 

attack may be 

launched remotely. 

VDB-238058 is the 

identifier assigned to 

this vulnerability. 

CVE ID : CVE-2023-

4547 

N/A 
A-SPA-ECOM-

110923/715 

Vendor: spiffyplugins 

Product: spiffy_calendar 

Affected Version(s): * Up to (including) 4.9.3 

Improper 

Neutralizat

ion of 

Input 

During 

18-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Spiffy Plugins Spiffy 

N/A 
A-SPI-SPIF-

110923/716 
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Web Page 

Generation 

('Cross-site 

Scripting') 

Calendar plugin 

<= 4.9.3 versions. 

CVE ID : CVE-2023-

32122 

Vendor: Splunk 

Product: splunk 

Affected Version(s): 9.1.0 

N/A 30-Aug-2023 9.8 

In Splunk Enterprise 

versions lower than 

8.2.12, 9.0.6, and 

9.1.1, an attacker can 

execute a specially 

crafted query that 

they can then use to 

serialize untrusted 

data. The attacker 

can use the query to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

40595 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0804 

A-SPL-SPLU-

110923/717 

Uncontroll

ed Search 

Path 

Element 

30-Aug-2023 8.8 

In Splunk Enterprise 

versions earlier than 

8.2.12, 9.0.6, and 

9.1.1, a dynamic link 

library (DLL) that 

ships with Splunk 

Enterprise 

references an 

insecure path for the 

OPENSSLDIR build 

definition. An 

attacker can abuse 

this reference and 

subsequently install 

malicious code to 

achieve privilege 

escalation on the 

Windows machine. 

CVE ID : CVE-2023-

40596 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0805 

A-SPL-SPLU-

110923/718 
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Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

30-Aug-2023 8.8 

In Splunk Enterprise 

versions lower than 

8.2.12, 9.0.6, and 

9.1.1, an attacker can 

exploit an absolute 

path traversal to 

execute arbitrary 

code that is located 

on a separate disk. 

CVE ID : CVE-2023-

40597 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0806 

A-SPL-SPLU-

110923/719 

N/A 30-Aug-2023 7.5 

In Splunk Enterprise 

versions lower than 

8.2.12, 9.0.6, and 

9.1.1, an attacker can 

use the `printf` SPL 

function to perform a 

denial of service 

(DoS) against the 

Splunk Enterprise 

instance. 

CVE ID : CVE-2023-

40594 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0803 

A-SPL-SPLU-

110923/720 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

In Splunk Enterprise 

versions below 9.1.1, 

9.0.6, and 8.2.12, an 

attacker can craft a 

special web request 

that can result in 

reflected cross-site 

scripting (XSS) on 

the 

“/app/search/table” 

web endpoint. 

Exploitation of this 

vulnerability can 

lead to the execution 

of arbitrary 

commands on the 

Splunk platform 

instance. 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0801 

A-SPL-SPLU-

110923/721 
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CVE ID : CVE-2023-

40592 

Affected Version(s): From (including) 8.2.0 Up to (excluding) 8.2.12 

N/A 30-Aug-2023 9.8 

In Splunk Enterprise 

versions lower than 

8.2.12, 9.0.6, and 

9.1.1, an attacker can 

execute a specially 

crafted query that 

they can then use to 

serialize untrusted 

data. The attacker 

can use the query to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

40595 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0804 

A-SPL-SPLU-

110923/722 

Uncontroll

ed Search 

Path 

Element 

30-Aug-2023 8.8 

In Splunk Enterprise 

versions earlier than 

8.2.12, 9.0.6, and 

9.1.1, a dynamic link 

library (DLL) that 

ships with Splunk 

Enterprise 

references an 

insecure path for the 

OPENSSLDIR build 

definition. An 

attacker can abuse 

this reference and 

subsequently install 

malicious code to 

achieve privilege 

escalation on the 

Windows machine. 

CVE ID : CVE-2023-

40596 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0805 

A-SPL-SPLU-

110923/723 

Improper 

Limitation 

of a 

Pathname 

to a 

30-Aug-2023 8.8 

In Splunk Enterprise 

versions lower than 

8.2.12, 9.0.6, and 

9.1.1, an attacker can 

exploit an absolute 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0806 

A-SPL-SPLU-

110923/724 
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Restricted 

Directory 

('Path 

Traversal') 

path traversal to 

execute arbitrary 

code that is located 

on a separate disk. 

CVE ID : CVE-2023-

40597 

N/A 30-Aug-2023 7.5 

In Splunk Enterprise 

versions lower than 

9.0.6 and 8.2.12, a 

malicious actor can 

send a malformed 

security assertion 

markup language 

(SAML) request to 

the `/saml/acs` REST 

endpoint which can 

cause a denial of 

service through a 

crash or hang of the 

Splunk daemon. 

CVE ID : CVE-2023-

40593 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0802 

A-SPL-SPLU-

110923/725 

N/A 30-Aug-2023 7.5 

In Splunk Enterprise 

versions lower than 

8.2.12, 9.0.6, and 

9.1.1, an attacker can 

use the `printf` SPL 

function to perform a 

denial of service 

(DoS) against the 

Splunk Enterprise 

instance. 

CVE ID : CVE-2023-

40594 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0803 

A-SPL-SPLU-

110923/726 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

30-Aug-2023 6.1 

In Splunk Enterprise 

versions below 9.1.1, 

9.0.6, and 8.2.12, an 

attacker can craft a 

special web request 

that can result in 

reflected cross-site 

scripting (XSS) on 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0801 

A-SPL-SPLU-

110923/727 
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('Cross-site 

Scripting') 

the 

“/app/search/table” 

web endpoint. 

Exploitation of this 

vulnerability can 

lead to the execution 

of arbitrary 

commands on the 

Splunk platform 

instance. 

CVE ID : CVE-2023-

40592 

Affected Version(s): From (including) 9.0.0 Up to (excluding) 9.0.6 

N/A 30-Aug-2023 9.8 

In Splunk Enterprise 

versions lower than 

8.2.12, 9.0.6, and 

9.1.1, an attacker can 

execute a specially 

crafted query that 

they can then use to 

serialize untrusted 

data. The attacker 

can use the query to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

40595 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0804 

A-SPL-SPLU-

110923/728 

Uncontroll

ed Search 

Path 

Element 

30-Aug-2023 8.8 

In Splunk Enterprise 

versions earlier than 

8.2.12, 9.0.6, and 

9.1.1, a dynamic link 

library (DLL) that 

ships with Splunk 

Enterprise 

references an 

insecure path for the 

OPENSSLDIR build 

definition. An 

attacker can abuse 

this reference and 

subsequently install 

malicious code to 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0805 

A-SPL-SPLU-

110923/729 
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achieve privilege 

escalation on the 

Windows machine. 

CVE ID : CVE-2023-

40596 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

30-Aug-2023 8.8 

In Splunk Enterprise 

versions lower than 

8.2.12, 9.0.6, and 

9.1.1, an attacker can 

exploit an absolute 

path traversal to 

execute arbitrary 

code that is located 

on a separate disk. 

CVE ID : CVE-2023-

40597 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0806 

A-SPL-SPLU-

110923/730 

N/A 30-Aug-2023 7.5 

In Splunk Enterprise 

versions lower than 

9.0.6 and 8.2.12, a 

malicious actor can 

send a malformed 

security assertion 

markup language 

(SAML) request to 

the `/saml/acs` REST 

endpoint which can 

cause a denial of 

service through a 

crash or hang of the 

Splunk daemon. 

CVE ID : CVE-2023-

40593 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0802 

A-SPL-SPLU-

110923/731 

N/A 30-Aug-2023 7.5 

In Splunk Enterprise 

versions lower than 

8.2.12, 9.0.6, and 

9.1.1, an attacker can 

use the `printf` SPL 

function to perform a 

denial of service 

(DoS) against the 

Splunk Enterprise 

instance. 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0803 

A-SPL-SPLU-

110923/732 
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CVE ID : CVE-2023-

40594 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

In Splunk Enterprise 

versions below 9.1.1, 

9.0.6, and 8.2.12, an 

attacker can craft a 

special web request 

that can result in 

reflected cross-site 

scripting (XSS) on 

the 

“/app/search/table” 

web endpoint. 

Exploitation of this 

vulnerability can 

lead to the execution 

of arbitrary 

commands on the 

Splunk platform 

instance. 

CVE ID : CVE-2023-

40592 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0801 

A-SPL-SPLU-

110923/733 

Product: splunk_cloud_platform 

Affected Version(s): * Up to (including) 9.0.2305.100 

N/A 30-Aug-2023 9.8 

In Splunk Enterprise 

versions lower than 

8.2.12, 9.0.6, and 

9.1.1, an attacker can 

execute a specially 

crafted query that 

they can then use to 

serialize untrusted 

data. The attacker 

can use the query to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

40595 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0804 

A-SPL-SPLU-

110923/734 

Improper 

Limitation 

of a 

Pathname 

30-Aug-2023 8.8 

In Splunk Enterprise 

versions lower than 

8.2.12, 9.0.6, and 

9.1.1, an attacker can 

https://advi

sory.splunk.c

om/advisori

A-SPL-SPLU-

110923/735 
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to a 

Restricted 

Directory 

('Path 

Traversal') 

exploit an absolute 

path traversal to 

execute arbitrary 

code that is located 

on a separate disk. 

CVE ID : CVE-2023-

40597 

es/SVD-

2023-0806 

N/A 30-Aug-2023 7.5 

In Splunk Enterprise 

versions lower than 

9.0.6 and 8.2.12, a 

malicious actor can 

send a malformed 

security assertion 

markup language 

(SAML) request to 

the `/saml/acs` REST 

endpoint which can 

cause a denial of 

service through a 

crash or hang of the 

Splunk daemon. 

CVE ID : CVE-2023-

40593 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0802 

A-SPL-SPLU-

110923/736 

N/A 30-Aug-2023 7.5 

In Splunk Enterprise 

versions lower than 

8.2.12, 9.0.6, and 

9.1.1, an attacker can 

use the `printf` SPL 

function to perform a 

denial of service 

(DoS) against the 

Splunk Enterprise 

instance. 

CVE ID : CVE-2023-

40594 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0803 

A-SPL-SPLU-

110923/737 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

30-Aug-2023 6.1 

In Splunk Enterprise 

versions below 9.1.1, 

9.0.6, and 8.2.12, an 

attacker can craft a 

special web request 

that can result in 

reflected cross-site 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0801 

A-SPL-SPLU-

110923/738 
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('Cross-site 

Scripting') 

scripting (XSS) on 

the 

“/app/search/table” 

web endpoint. 

Exploitation of this 

vulnerability can 

lead to the execution 

of arbitrary 

commands on the 

Splunk platform 

instance. 

CVE ID : CVE-2023-

40592 

Vendor: stellar 

Product: freighter 

Affected Version(s): * Up to (excluding) 5.3.1 

N/A 25-Aug-2023 6.5 

Freighter is a Stellar 

chrome extension. It 

may be possible for a 

malicious website to 

access the recovery 

mnemonic phrase 

when the Freighter 

wallet is unlocked. 

This vulnerability 

impacts access 

control to the 

mnemonic recovery 

phrase. This issue 

was patched in 

version 5.3.1. 

CVE ID : CVE-2023-

40580 

https://githu

b.com/stella

r/freighter/s

ecurity/advi

sories/GHSA

-vqr6-hwg2-

775w, 

https://githu

b.com/stella

r/freighter/c

ommit/81f7

8ba008c41c

e631a3d0f9e

4449f4bbd9

0baee, 

https://githu

b.com/stella

r/freighter/

pull/948 

A-STE-FREI-

110923/739 

Vendor: stopbadbots 

Product: 

block_bad_bots_and_stop_bad_bots_crawlers_and_spiders_and_anti_spam_protection 

Affected Version(s): * Up to (including) 7.31 

Improper 

Neutralizat
23-Aug-2023 4.8 Auth. (admin+) 

Stored Cross-Site 
N/A 

A-STO-BLOC-

110923/740 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Scripting (XSS) 

vulnerability in Bill 

Minozzi Block Bad 

Bots and Stop Bad 

Bots Crawlers and 

Spiders and Anti 

Spam Protection 

plugin <= 7.31 

versions. 

CVE ID : CVE-2023-

32496 

Vendor: stormshield 

Product: network_security 

Affected Version(s): 4.3.15 

N/A 28-Aug-2023 7.5 

ASQ in Stormshield 

Network Security 

(SNS) 4.3.15 before 

4.3.16 and 4.6.x 

before 4.6.3 allows a 

crash when 

analysing a crafted 

SIP packet. 

CVE ID : CVE-2023-

26095 

https://advi

sories.storm

shield.eu/20

23-007/ 

A-STO-NETW-

110923/741 

Affected Version(s): From (including) 4.6.0 Up to (excluding) 4.6.3 

N/A 28-Aug-2023 7.5 

ASQ in Stormshield 

Network Security 

(SNS) 4.3.15 before 

4.3.16 and 4.6.x 

before 4.6.3 allows a 

crash when 

analysing a crafted 

SIP packet. 

CVE ID : CVE-2023-

26095 

https://advi

sories.storm

shield.eu/20

23-007/ 

A-STO-NETW-

110923/742 

Vendor: stpetedesign 

Product: gps_plotter 

Affected Version(s): * Up to (including) 5.1.4 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in Steve 

Curtis, St. Pete 

Design Gps Plotter 

plugin <= 5.1.4 

versions. 

CVE ID : CVE-2023-

30874 

N/A 
A-STP-GPS_-

110923/743 

Vendor: student_study_center_desk_management_system_project 

Product: student_study_center_desk_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-Aug-2023 4.8 

Cross Site Scripting 

(XSS) vulnerability in 

sourcecodester 

Student Study Center 

Desk Management 

System 1.0 allows 

attackers to run 

arbitrary code via 

crafted GET request 

to web application 

URL. 

CVE ID : CVE-2023-

36317 

N/A 
A-STU-STUD-

110923/744 

Vendor: supersoju 

Product: block_referer_spam 

Affected Version(s): * Up to (including) 1.1.9.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Supersoju Block 

Referer Spam plugin 

<= 1.1.9.4 versions. 

CVE ID : CVE-2023-

32497 

N/A 
A-SUP-BLOC-

110923/745 

Vendor: sureshchand 
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Product: chp_ads_block_detector 

Affected Version(s): * Up to (including) 3.9.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

31-Aug-2023 5.4 

The CHP Ads Block 

Detector plugin for 

WordPress is 

vulnerable to Stored 

Cross-Site Scripting 

via admin settings 

reachable though an 

AJAX action in 

versions up to, and 

including, 3.9.4 due 

to insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

authenticated 

attackers, with 

subscriber-level 

permissions and 

above, to inject 

arbitrary web scripts 

in pages that will 

execute whenever a 

user accesses an 

injected page. 

CVE ID : CVE-2023-

2354 

https://plugi

ns.trac.word

press.org/ch

angeset/292

6660/chp-

ads-block-

detector, 

https://plugi

ns.trac.word

press.org/ch

angeset/292

0522/chp-

ads-block-

detector, 

https://plugi

ns.trac.word

press.org/ch

angeset/292

2313/chp-

ads-block-

detector 

A-SUR-CHP_-

110923/746 

Cross-Site 

Request 

Forgery 

(CSRF) 

31-Aug-2023 4.3 

The CHP Ads Block 

Detector plugin for 

WordPress is 

vulnerable to Cross-

Site Request Forgery 

in versions up to, and 

including, 3.9.4. This 

is due to missing or 

incorrect nonce 

validation on the 

chp_abd_action 

function. This makes 

it possible for 

unauthenticated 

attackers to update 

https://plugi

ns.trac.word

press.org/ch

angeset/292

6660/chp-

ads-block-

detector, 

https://plugi

ns.trac.word

press.org/ch

angeset/292

0522/chp-

ads-block-

detector, 

https://plugi

A-SUR-CHP_-

110923/747 
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or reset plugin 

settings via a forged 

request granted they 

can trick a site 

administrator into 

performing an action 

such as clicking on a 

link. 

CVE ID : CVE-2023-

2352 

ns.trac.word

press.org/ch

angeset/292

2313/chp-

ads-block-

detector 

Missing 

Authorizati

on 

31-Aug-2023 4.3 

The CHP Ads Block 

Detector plugin for 

WordPress is 

vulnerable to 

unauthorized plugin 

settings update and 

reset due to a 

missing capability 

check on the 

chp_abd_action 

function in versions 

up to, and including, 

3.9.4. This makes it 

possible for 

subscriber-level 

attackers to change 

or reset plugin 

settings. CVE-2023-

36509 appears to be 

a duplicate of this 

issue. 

CVE ID : CVE-2023-

2353 

https://plugi

ns.trac.word

press.org/ch

angeset/292

6660/chp-

ads-block-

detector, 

https://plugi

ns.trac.word

press.org/ch

angeset/292

0522/chp-

ads-block-

detector, 

https://plugi

ns.trac.word

press.org/ch

angeset/292

2313/chp-

ads-block-

detector 

A-SUR-CHP_-

110923/748 

Vendor: synck_graphica 

Product: mailform_pro_cgi 

Affected Version(s): * Up to (including) 4.3.1.3 

N/A 25-Aug-2023 7.5 

Regular expression 

Denial-of-Service 

(ReDoS) exists in 

multiple add-ons for 

Mailform Pro CGI 

4.3.1.3 and earlier, 

https://ww

w.synck.com

/blogs/news

/newsroom/

A-SYN-MAIL-

110923/749 
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which allows a 

remote 

unauthenticated 

attacker to cause a 

denial-of-service 

condition. Affected 

add-ons are as 

follows: call/call.js, 

prefcodeadv/search.

cgi, 

estimate/estimate.js, 

search/search.js, 

suggest/suggest.js, 

and 

coupon/coupon.js. 

CVE ID : CVE-2023-

40599 

detail_16916

68841.html 

Vendor: tdevs 

Product: hyip_rio 

Affected Version(s): 2.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 5.4 

A vulnerability, 

which was classified 

as problematic, has 

been found in tdevs 

Hyip Rio 2.1. 

Affected by this issue 

is some unknown 

functionality of the 

file /user/settings of 

the component 

Profile Settings. The 

manipulation of the 

argument avatar 

leads to cross site 

scripting. The attack 

may be launched 

remotely. VDB-

237314 is the 

identifier assigned to 

this vulnerability. 

NOTE: The vendor 

was contacted early 

N/A 
A-TDE-HYIP-

110923/750 
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about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4382 

Vendor: te-st 

Product: leyka 

Affected Version(s): * Up to (including) 3.30.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Teplitsa of social 

technologies Leyka 

plugin <= 3.30.1 

versions. 

CVE ID : CVE-2023-

33325 

N/A 
A-TE--LEYK-

110923/751 

Vendor: Tenable 

Product: nessus 

Affected Version(s): * Up to (excluding) 10.6.0 

N/A 29-Aug-2023 6.5 

 

An arbitrary file 

write vulnerability 

exists where an 

authenticated, 

remote attacker with 

administrator 

privileges could alter 

logging variables to 

overwrite arbitrary 

files on the remote 

host with log data, 

which could lead to a 

denial of service 

condition. 

 

 

CVE ID : CVE-2023-

3252 

https://ww

w.tenable.co

m/security/t

ns-2023-29 

A-TEN-NESS-

110923/752 
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Insufficient

ly 

Protected 

Credentials 

29-Aug-2023 4.9 

 

A pass-back 

vulnerability exists 

where an 

authenticated, 

remote attacker with 

administrator 

privileges could 

uncover stored 

SMTP credentials 

within the Nessus 

application.This 

issue affects Nessus: 

before 10.6.0. 

 

 

 

 

 

 

 

 

CVE ID : CVE-2023-

3251 

https://ww

w.tenable.co

m/security/t

ns-2023-29 

A-TEN-NESS-

110923/753 

N/A 29-Aug-2023 4.3 

An improper 

authorization 

vulnerability exists 

where an 

authenticated,  

low privileged 

remote attacker 

could view a list of 

all the users  

available in the 

application. 

 

 

https://ww

w.tenable.co

m/security/t

ns-2023-29 

A-TEN-NESS-

110923/754 
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CVE ID : CVE-2023-

3253 

Vendor: thalesgroup 

Product: safenet_authentication_service 

Affected Version(s): 3.4.0 

Incorrect 

Default 

Permission

s 

16-Aug-2023 5.5 

Improper log 

permissions in 

SafeNet 

Authentication 

Service Version 3.4.0 

on Windows allows 

an authenticated 

attacker to cause a 

denial of service via 

local privilege 

escalation. 

 

CVE ID : CVE-2023-

2737 

https://supp

ortportal.tha

lesgroup.co

m/csm?id=k

b_article_vie

w&sys_kb_id

=08f460ba4

7bba550c0e

42e61e36d4

32f&syspar

m_article=K

B0027485 

A-THA-SAFE-

110923/755 

Vendor: thechrisroberts 

Product: tippy 

Affected Version(s): * Up to (including) 6.2.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

Auth. (contributor+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in Chris 

Roberts Tippy plugin 

<= 6.2.1 versions. 

CVE ID : CVE-2023-

31079 

N/A 
A-THE-TIPP-

110923/756 

Vendor: themekraft 

Product: post_form 

Affected Version(s): * Up to (including) 2.8.1 

Improper 

Neutralizat

ion of 

Input 

During 

25-Aug-2023 5.4 

Auth. (contributor+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

ThemeKraft Post 

N/A 
A-THE-POST-

110923/757 
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Web Page 

Generation 

('Cross-site 

Scripting') 

Form plugin <= 2.8.1 

versions. 

CVE ID : CVE-2023-

25981 

Vendor: themepalace 

Product: tp_education 

Affected Version(s): * Up to (excluding) 4.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18-Aug-2023 5.4 

Auth. (contributor+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Theme Palace TP 

Education plugin 

<= 4.4 versions. 

CVE ID : CVE-2023-

32103 

N/A 
A-THE-TP_E-

110923/758 

Vendor: themevolty 

Product: theme_volty_cms_blog 

Affected Version(s): * Up to (excluding) 4.0.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

28-Aug-2023 9.8 

Theme Volty CMS 

Blog up to version 

v4.0.1 was 

discovered to 

contain a SQL 

injection 

vulnerability via the 

id parameter at 

/tvcmsblog/single. 

CVE ID : CVE-2023-

39650 

https://secu

rity.friendsof

presta.org/

modules/20

23/08/24/tv

cmsblog.htm

l 

A-THE-THEM-

110923/759 

Product: theme_volty_video_tab 

Affected Version(s): * Up to (including) 4.0.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

28-Aug-2023 9.8 

theme volty 

tvcmsvideotab up to 

v4.0.0 was 

discovered to 

contain a SQL 

injection 

vulnerability via the 

https://secu

rity.friendsof

presta.org/

modules/20

23/08/24/tv

cmsvideotab.

html 

A-THE-THEM-

110923/760 
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Command 

('SQL 

Injection') 

component 

TvcmsVideoTabConfi

rmDeleteModuleFro

ntController::run(). 

CVE ID : CVE-2023-

39652 

Vendor: tiempo 

Product: tiempo 

Affected Version(s): * Up to (including) 0.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.1 

The Tiempo.com 

WordPress plugin 

through 0.1.2 does 

not have CSRF check 

when creating and 

editing its shortcode, 

and is missing 

sanitisation as well 

as escaping, which 

could allow attackers 

to make logged in 

admin add Stored 

XSS payloads via a 

CSRF attack 

CVE ID : CVE-2023-

0058 

N/A 
A-TIE-TIEM-

110923/761 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

The Tiempo.com 

WordPress plugin 

through 0.1.2 does 

not sanitise and 

escape the page 

parameter before 

outputting it back in 

the page, leading to a 

Reflected Cross-Site 

Scripting which 

could be used 

against high 

privilege users such 

as admin 

CVE ID : CVE-2023-

2272 

N/A 
A-TIE-TIEM-

110923/762 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 4.3 

The Tiempo.com 

WordPress plugin 

through 0.1.2 does 

not have CSRF check 

when deleting its 

shortcode, which 

could allow attackers 

to make logged in 

admins delete 

arbitrary shortcode 

via a CSRF attack 

CVE ID : CVE-2023-

2271 

N/A 
A-TIE-TIEM-

110923/763 

Vendor: Tp-link 

Product: tapo 

Affected Version(s): 2.8.14 

N/A 22-Aug-2023 6.5 

An issue in TPLink 

Smart bulb Tapo 

series L530 v.1.0.0 

and Tapo Application 

v.2.8.14 allows a 

remote attacker to 

obtain sensitive 

information via the 

authentication code 

for the UDP message. 

CVE ID : CVE-2023-

38906 

N/A 
A-TP--TAPO-

110923/764 

N/A 22-Aug-2023 6.5 

An issue in TPLink 

Smart bulb Tapo 

series L530 v.1.0.0 

and Tapo Application 

v.2.8.14 allows a 

remote attacker to 

obtain sensitive 

information via the 

TSKEP 

authentication 

function. 

CVE ID : CVE-2023-

38908 

N/A 
A-TP--TAPO-

110923/765 
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N/A 22-Aug-2023 6.5 

An issue in TPLink 

Smart bulb Tapo 

series L530 v.1.0.0 

and Tapo Application 

v.2.8.14 allows a 

remote attacker to 

obtain sensitive 

information via the 

IV component in the 

AES128-CBC 

function. 

CVE ID : CVE-2023-

38909 

N/A 
A-TP--TAPO-

110923/766 

Vendor: tree_kit_project 

Product: tree_kit 

Affected Version(s): * Up to (including) 0.7.4 

Improperly 

Controlled 

Modificatio

n of Object 

Prototype 

Attributes 

('Prototype 

Pollution') 

16-Aug-2023 9.8 

A Prototype 

Pollution issue in 

Cronvel Tree-kit 

v.0.7.4 and before 

allows a remote 

attacker to execute 

arbitrary code via 

the extend function. 

CVE ID : CVE-2023-

38894 

N/A 
A-TRE-TREE-

110923/767 

Vendor: tribalsystems 

Product: zenario 

Affected Version(s): 9.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

28-Aug-2023 4.8 

A stored cross-site 

scripting (XSS) 

vulnerability in the 

Create function of 

Zenario CMS v9.4 

allows attackers to 

execute arbitrary 

web scripts or HTML 

via a crafted payload 

injected into the 

https://githu

b.com/anh9

1/Zenario-

xss/issues/1 

A-TRI-ZENA-

110923/768 
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Menu navigation text 

field. 

CVE ID : CVE-2023-

39578 

Vendor: tridenttechnolabs 

Product: easy_slider_revolution 

Affected Version(s): * Up to (including) 1.0.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

Auth. (author+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Trident Technolabs 

Easy Slider 

Revolution plugin 

<= 1.0.0 versions. 

CVE ID : CVE-2023-

28622 

N/A 
A-TRI-EASY-

110923/769 

Vendor: turbowarp 

Product: turbowarp_desktop 

Affected Version(s): * Up to (excluding) 1.8.0 

Incorrect 

Authorizati

on 

17-Aug-2023 6.5 

TurboWarp is a 

desktop application 

that compiles scratch 

projects to 

JavaScript. 

TurboWarp Desktop 

versions prior to 

version 1.8.0 allowed 

a malicious project 

or custom extension 

to read arbitrary files 

from disk and upload 

them to a remote 

server. The only 

required user 

interaction is 

opening the sb3 file 

or loading the 

extension. The web 

version of 

TurboWarp is not 

https://githu

b.com/Turb

oWarp/desk

top/security

/advisories/

GHSA-wg4p-

vj7h-q82q, 

https://githu

b.com/Turb

oWarp/desk

top/commit/

55e07e99b5

9db334d75e

8f46792a15

69ab0884a6, 

https://githu

b.com/Turb

oWarp/desk

top/commit/

f0f82aaf6cc8

170e9da8b3

A-TUR-TURB-

110923/770 
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affected. This bug 

has been addressed 

in commit 

`55e07e99b59` after 

an initial fix which 

was reverted. Users 

are advised to 

upgrade to version 

1.8.0 or later. Users 

unable to upgrade 

should avoid 

opening sb3 files or 

loading extensions 

from untrusted 

sources. 

CVE ID : CVE-2023-

40168 

6953c98bfe5

33c019f 

Vendor: typora 

Product: typora 

Affected Version(s): * Up to (excluding) 1.6.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

19-Aug-2023 9.6 

DOM-based XSS in 

updater/update.html 

in Typora before 

1.6.7 on Windows 

and Linux allows a 

crafted markdown 

file to run arbitrary 

JavaScript code in 

the context of Typora 

main window via 

loading 

typora://app/typem

ark/updater/update.

html in <embed> tag. 

This vulnerability 

can be exploited if a 

user opens a 

malicious markdown 

file in Typora, or 

copies text from a 

malicious webpage 

https://supp

ort.typora.io

/What's-

New-1.6/ 

A-TYP-TYPO-

110923/771 
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and paste it into 

Typora. 

CVE ID : CVE-2023-

2317 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

19-Aug-2023 7.4 

Improper path 

handling in Typora 

before 1.6.7 on 

Windows and Linux 

allows a crafted 

webpage to access 

local files and 

exfiltrate them to 

remote web servers 

via 

"typora://app/<abso

lute-path>".  

 

This vulnerability 

can be exploited if a 

user opens a 

malicious markdown 

file in Typora, or 

copies text from a 

malicious webpage 

and paste it into 

Typora. 

 

 

 

 

 

 

CVE ID : CVE-2023-

2316 

https://supp

ort.typora.io

/What's-

New-1.6/ 

A-TYP-TYPO-

110923/772 

Affected Version(s): * Up to (including) 1.6.7 

Improper 

Limitation 

of a 

Pathname 

to a 

19-Aug-2023 6.5 

Improper path 

handling in Typora 

before 1.7.0-dev on 

Windows and Linux 

allows a crafted 

N/A 
A-TYP-TYPO-

110923/773 
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Restricted 

Directory 

('Path 

Traversal') 

webpage to access 

local files and 

exfiltrate them to 

remote web servers 

via 

"typora://app/type

mark/". This 

vulnerability can be 

exploited if a user 

opens a malicious 

markdown file in 

Typora, or copies 

text from a malicious 

webpage and paste it 

into Typora. 

CVE ID : CVE-2023-

2971 

Vendor: uatech 

Product: badaso 

Affected Version(s): * Up to (including) 2.9.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 5.4 

Cross Site Scripting 

vulnerabiltiy in 

Badaso v.0.0.1 thru 

v.2.9.7 allows a 

remote attacker to 

execute arbitrary 

code via a crafted 

payload to the Name 

of member 

parameter in the add 

new member 

function. 

CVE ID : CVE-2023-

38970 

N/A 
A-UAT-BADA-

110923/774 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

29-Aug-2023 5.4 

Cross Site Scripting 

vulnerabiltiy in 

Badaso v.0.0.1 thru 

v.2.9.7 allows a 

remote attacker to 

execute arbitrary 

code via a crafted 

payload to the rack 

N/A 
A-UAT-BADA-

110923/775 
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('Cross-site 

Scripting') 

number parameter 

in the add new rack 

function. 

CVE ID : CVE-2023-

38971 

Affected Version(s): 2.9.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

28-Aug-2023 5.4 

Cross Site Scripting 

vulnerabiltiy in 

Badaso v.2.9.7 allows 

a remote attacker to 

execute arbitrary 

code via a crafted 

payload to the title 

parameter in the 

new book and edit 

book function. 

CVE ID : CVE-2023-

38969 

N/A 
A-UAT-BADA-

110923/776 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability in the 

Add Tag function of 

Badaso v2.9.7 allows 

attackers to execute 

arbitrary web scripts 

or HTML via a 

crafted payload 

injected into the Title 

parameter. 

CVE ID : CVE-2023-

38973 

N/A 
A-UAT-BADA-

110923/777 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability in the 

Edit Category 

function of Badaso 

v2.9.7 allows 

attackers to execute 

arbitrary web scripts 

or HTML via a 

crafted payload 

N/A 
A-UAT-BADA-

110923/778 
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injected into the Title 

parameter. 

CVE ID : CVE-2023-

38974 

Vendor: unitegallery 

Product: unite_gallery_lite 

Affected Version(s): * Up to (including) 1.7.61 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Valiano Unite Gallery 

Lite plugin <= 1.7.61 

versions. 

CVE ID : CVE-2023-

34183 

N/A 
A-UNI-UNIT-

110923/779 

Vendor: unity 

Product: parsec 

Affected Version(s): * Up to (excluding) 9.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

20-Aug-2023 7 

Unity Parsec has a 

TOCTOU race 

condition that 

permits local 

attackers to escalate 

privileges to SYSTEM 

if Parsec was 

installed in "Per 

User" mode. The 

application 

intentionally 

launches DLLs from 

a user-owned 

directory but 

intended to always 

perform integrity 

verification of those 

DLLs. This affects 

Parsec Loader 

versions through 8. 

https://supp

ort.parsec.ap

p/hc/en-

us/articles/1

8311425588

237-CVE-

2023-37250 

A-UNI-PARS-

110923/780 
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Parsec Loader 9 is a 

fixed version. 

CVE ID : CVE-2023-

37250 

Vendor: updraftplus 

Product: updraft 

Affected Version(s): * Up to (including) 0.6.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Paul Kehrer Updraft 

plugin <= 0.6.1 

versions. 

CVE ID : CVE-2023-

26530 

N/A 
A-UPD-UPDR-

110923/781 

Vendor: uxthemes 

Product: flatsome 

Affected Version(s): * Up to (including) 3.16.8 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

UX-themes Flatsome 

plugin <= 3.16.8 

versions. 

CVE ID : CVE-2023-

28994 

N/A 
A-UXT-FLAT-

110923/782 

Vendor: varnish-software 

Product: varnish_enterprise 

Affected Version(s): 6.0.11 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

23-Aug-2023 6.5 

libvmod-digest 

before 1.0.3, as used 

in Varnish Enterprise 

6.0.x before 6.0.11r5, 

has an out-of-bounds 

memory access 

during base64 

decoding, leading to 

https://ww

w.varnish-

cache.org/se

curity/VSV0

0012.html, 

https://docs.

varnish-

software.co

A-VAR-VARN-

110923/783 
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both authentication 

bypass and 

information 

disclosure; however, 

the exact attack 

surface will depend 

on the particular VCL 

(Varnish 

Configuration 

Language) 

configuration in use. 

CVE ID : CVE-2023-

41104 

m/security/

VSV00012/ 

Affected Version(s): From (including) 6.0.0 Up to (excluding) 6.0.11 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

23-Aug-2023 6.5 

libvmod-digest 

before 1.0.3, as used 

in Varnish Enterprise 

6.0.x before 6.0.11r5, 

has an out-of-bounds 

memory access 

during base64 

decoding, leading to 

both authentication 

bypass and 

information 

disclosure; however, 

the exact attack 

surface will depend 

on the particular VCL 

(Varnish 

Configuration 

Language) 

configuration in use. 

CVE ID : CVE-2023-

41104 

https://ww

w.varnish-

cache.org/se

curity/VSV0

0012.html, 

https://docs.

varnish-

software.co

m/security/

VSV00012/ 

A-VAR-VARN-

110923/784 

Product: vmod_digest 

Affected Version(s): * Up to (excluding) 1.0.3 

Improper 

Restriction 

of 

Operations 

within the 

23-Aug-2023 6.5 

libvmod-digest 

before 1.0.3, as used 

in Varnish Enterprise 

6.0.x before 6.0.11r5, 

has an out-of-bounds 

https://ww

w.varnish-

cache.org/se

curity/VSV0

0012.html, 

A-VAR-VMOD-

110923/785 
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Bounds of 

a Memory 

Buffer 

memory access 

during base64 

decoding, leading to 

both authentication 

bypass and 

information 

disclosure; however, 

the exact attack 

surface will depend 

on the particular VCL 

(Varnish 

Configuration 

Language) 

configuration in use. 

CVE ID : CVE-2023-

41104 

https://docs.

varnish-

software.co

m/security/

VSV00012/ 

Vendor: veilid 

Product: veilid 

Affected Version(s): * Up to (excluding) 0.1.9 

Out-of-

bounds 

Write 

20-Aug-2023 7.5 

Veilid before 0.1.9 

does not check the 

size of 

uncompressed data 

during 

decompression upon 

an envelope receipt, 

which allows remote 

attackers to cause a 

denial of service 

(out-of-memory 

abort) via crafted 

packet data, as 

exploited in the wild 

in August 2023. 

CVE ID : CVE-2023-

40711 

N/A 
A-VEI-VEIL-

110923/786 

Vendor: veronalabs 

Product: wp_sms 

Affected Version(s): * Up to (including) 6.1.4 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

VeronaLabs WP SMS 

plugin <= 6.1.4 

versions. 

CVE ID : CVE-2023-

32742 

N/A 
A-VER-WP_S-

110923/787 

Vendor: Virustotal 

Product: yara 

Affected Version(s): 4.3.2 

Out-of-

bounds 

Write 

28-Aug-2023 8.8 

Buffer Overflow 

vulnerability in 

VirusTotal yara 

v.4.3.2 allows a 

remote attacker to 

execute arbtirary 

code via the 

yr_execute_cod 

function in the exe.c 

component. 

CVE ID : CVE-2023-

40857 

https://githu

b.com/Virus

Total/yara/i

ssues/1945 

A-VIR-YARA-

110923/788 

Vendor: Vmware 

Product: aria_operations_for_networks 

Affected Version(s): From (including) 6.2.0 Up to (excluding) 6.11.0 

Use of a 

Broken or 

Risky 

Cryptograp

hic 

Algorithm 

29-Aug-2023 9.8 

Aria Operations for 

Networks contains 

an Authentication 

Bypass vulnerability 

due to a lack of 

unique 

cryptographic key 

generation. A 

malicious actor with 

network access to 

Aria Operations for 

Networks could 

bypass SSH 

authentication to 

https://ww

w.vmware.co

m/security/

advisories/V

MSA-2023-

0018.html 

A-VMW-ARIA-

110923/789 
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gain access to the 

Aria Operations for 

Networks CLI. 

CVE ID : CVE-2023-

34039 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

29-Aug-2023 7.2 

Aria Operations for 

Networks contains 

an arbitrary file 

write 

vulnerability. An 

authenticated 

malicious actor with 

administrative 

access to VMware 

Aria Operations for 

Networks can write 

files to arbitrary 

locations resulting in 

remote code 

execution. 

CVE ID : CVE-2023-

20890 

https://ww

w.vmware.co

m/security/

advisories/V

MSA-2023-

0018.html 

A-VMW-ARIA-

110923/790 

Product: spring 

Affected Version(s): From (including) 2.8.1 Up to (including) 2.9.10 

Deserializa

tion of 

Untrusted 

Data 

24-Aug-2023 7.8 

In Spring for Apache 

Kafka 3.0.9 and 

earlier and versions 

2.9.10 and earlier, a 

possible 

deserialization 

attack vector existed, 

but only if unusual 

configuration was 

applied. An attacker 

would have to 

construct a malicious 

serialized object in 

one of the 

deserialization 

exception record 

headers. 

https://spri

ng.io/securit

y/cve-2023-

34040 

A-VMW-SPRI-

110923/791 
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Specifically, an 

application is 

vulnerable when all 

of the following are 

true: 

 

  *  The user does 

not configure an 

ErrorHandlingDeseri

alizer for the key 

and/or value of the 

record 

  *  The user 

explicitly sets 

container properties 

checkDeserExWhenK

eyNull and/or 

checkDeserExWhenV

alueNull container 

properties to true. 

  *  The user allows 

untrusted sources to 

publish to a Kafka 

topic 

 

 

By default, these 

properties are false, 

and the container 

only attempts to 

deserialize the 

headers if an 

ErrorHandlingDeseri

alizer is configured. 

The 

ErrorHandlingDeseri

alizer prevents the 

vulnerability by 

removing any such 

malicious headers 
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before processing 

the record. 

 

 

 

CVE ID : CVE-2023-

34040 

Affected Version(s): From (including) 3.0.0 Up to (including) 3.0.9 

Deserializa

tion of 

Untrusted 

Data 

24-Aug-2023 7.8 

In Spring for Apache 

Kafka 3.0.9 and 

earlier and versions 

2.9.10 and earlier, a 

possible 

deserialization 

attack vector existed, 

but only if unusual 

configuration was 

applied. An attacker 

would have to 

construct a malicious 

serialized object in 

one of the 

deserialization 

exception record 

headers. 

 

Specifically, an 

application is 

vulnerable when all 

of the following are 

true: 

 

  *  The user does 

not configure an 

ErrorHandlingDeseri

alizer for the key 

and/or value of the 

record 

  *  The user 

explicitly sets 

https://spri

ng.io/securit

y/cve-2023-

34040 

A-VMW-SPRI-

110923/792 
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container properties 

checkDeserExWhenK

eyNull and/or 

checkDeserExWhenV

alueNull container 

properties to true. 

  *  The user allows 

untrusted sources to 

publish to a Kafka 

topic 

 

 

By default, these 

properties are false, 

and the container 

only attempts to 

deserialize the 

headers if an 

ErrorHandlingDeseri

alizer is configured. 

The 

ErrorHandlingDeseri

alizer prevents the 

vulnerability by 

removing any such 

malicious headers 

before processing 

the record. 

 

 

 

CVE ID : CVE-2023-

34040 

Vendor: wallabag 

Product: wallabag 

Affected Version(s): * Up to (excluding) 2.6.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

21-Aug-2023 6.5 
Cross-Site Request 

Forgery (CSRF) in 

GitHub repository 

https://githu

b.com/walla

bag/wallaba

g/commit/ff

A-WAL-WALL-

110923/793 
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wallabag/wallabag 

prior to 2.6.3. 

CVE ID : CVE-2023-

4455 

cc5c9062fcc

8cd922d7d6

d65edbe5efa

e96806, 

https://hunt

r.dev/bounti

es/5ab1b20

6-5fe8-4737-

b275-

d705e76f19

3a 

Cross-Site 

Request 

Forgery 

(CSRF) 

21-Aug-2023 5.7 

Cross-Site Request 

Forgery (CSRF) in 

GitHub repository 

wallabag/wallabag 

prior to 2.6.3. 

CVE ID : CVE-2023-

4454 

https://hunt

r.dev/bounti

es/4ee0ef74

-e4d4-46e7-

a05c-

076bce5222

99, 

https://githu

b.com/walla

bag/wallaba

g/commit/7

8b0b55c405

11e1f22d5b

bb4897aa10

fca68441c 

A-WAL-WALL-

110923/794 

Vendor: weaviate 

Product: weaviate 

Affected Version(s): 1.20.0 

Reachable 

Assertion 
21-Aug-2023 7.5 

An issue in weaviate 

v.1.20.0 allows a 

remote attacker to 

cause a denial of 

service via the 

handleUnbatchedGra

phQLRequest 

function. 

CVE ID : CVE-2023-

38976 

https://githu

b.com/weavi

ate/weaviate

/issues/325

8 

A-WEA-WEAV-

110923/795 

Vendor: web-audimex 

Product: audimexee 
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Affected Version(s): 15.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

29-Aug-2023 6.1 

AudimexEE v15.0 

was discovered to 

contain multiple 

reflected cross-site 

scripting (XSS) 

vulnerabilities via 

the Show Kai Data 

component. 

CVE ID : CVE-2023-

39558 

N/A 
A-WEB-AUDI-

110923/796 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

29-Aug-2023 5.3 

AudimexEE 15.0 was 

discovered to 

contain a full path 

disclosure 

vulnerability. 

CVE ID : CVE-2023-

39559 

N/A 
A-WEB-AUDI-

110923/797 

Vendor: webcodin 

Product: wcp_openweather 

Affected Version(s): * Up to (including) 2.5.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Webcodin WCP 

OpenWeather plugin 

<= 2.5.0 versions. 

CVE ID : CVE-2023-

25471 

N/A 
A-WEB-WCP_-

110923/798 

Vendor: webdados 

Product: stock_exporter_for_woocommerce 

Affected Version(s): * Up to (including) 1.1.0 

Improper 

Neutralizat

ion of 

Input 

During 

16-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

PT Woo Plugins (by 

Webdados) Stock 

N/A 
A-WEB-STOC-

110923/799 
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Web Page 

Generation 

('Cross-site 

Scripting') 

Exporter for 

WooCommerce 

plugin <= 1.1.0 

versions. 

CVE ID : CVE-2023-

30871 

Vendor: webiny 

Product: webiny 

Affected Version(s): * Up to (excluding) 5.37.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 4.8 

@webiny/react-rich-

text-renderer before 

5.37.2 allows XSS 

attacks by content 

managers. This is a 

react component to 

render data coming 

from Webiny 

Headless CMS and 

Webiny Form 

Builder. Webiny is an 

open-source 

serverless enterprise 

CMS. The 

@webiny/react-rich-

text-renderer 

package depends on 

the editor.js rich text 

editor to handle rich 

text content. The 

CMS stores rich text 

content from the 

editor.js into the 

database. When the 

@webiny/react-rich-

text-renderer is used 

to render such 

content, it uses the 

dangerouslySetInner

HTML prop, without 

applying HTML 

sanitization. The 

issue arises when an 

https://githu

b.com/webi

ny/webiny-

js/security/a

dvisories/G

HSA-3x59-

vrmc-5mx6 

A-WEB-WEBI-

110923/800 
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actor, who in this 

context would 

specifically be a 

content manager 

with access to the 

CMS, inserts a 

malicious script as 

part of the user-

defined input. This 

script is then 

injected and 

executed within the 

user's browser when 

the main page or 

admin page loads. 

CVE ID : CVE-2023-

41167 

Vendor: weblogic-framework_project 

Product: weblogic-framework 

Affected Version(s): * Up to (excluding) 0.2.4 

Deserializa

tion of 

Untrusted 

Data 

25-Aug-2023 9.8 

weblogic-framework 

is a tool for detecting 

weblogic 

vulnerabilities. 

Versions 0.2.3 and 

prior do not verify 

the returned data 

packets, and there is 

a deserialization 

vulnerability which 

may lead to remote 

code execution. 

When weblogic-

framework gets the 

command echo, it 

directly deserializes 

the data returned by 

the server without 

verifying it. At the 

same time, the 

classloader loads a 

lot of deserialization 

https://githu

b.com/drea

m0x01/webl

ogic-

framework/

security/adv

isories/GHS

A-hjwj-4f3q-

44h3 

A-WEB-WEBL-

110923/801 
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calls. In this case, the 

malicious serialized 

data returned by the 

server will cause 

remote code 

execution. Version 

0.2.4 contains a 

patch for this issue. 

 

 

CVE ID : CVE-2023-

40571 

Vendor: Webmin 

Product: usermin 

Affected Version(s): 2.001 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

29-Aug-2023 5.4 

A Stored Cross-Site 

Scripting (XSS) 

vulnerability in the 

SSH configuration 

tab in Usermin 2.001 

allows remote 

attackers to inject 

arbitrary web script 

or HTML via options 

for the host value 

while editing the 

host options. 

CVE ID : CVE-2023-

41153 

N/A 
A-WEB-USER-

110923/802 

Vendor: webtoffee 

Product: stripe_payment_plugin_for_woocommerce 

Affected Version(s): * Up to (excluding) 3.8.0 

Missing 

Authorizati

on 

18-Aug-2023 5.3 

The Stripe Payment 

Plugin for 

WooCommerce 

plugin for 

WordPress is 

vulnerable to 

unauthorized 

modification of data 

https://plugi

ns.trac.word

press.org/ch

angeset/295

4934/ 

A-WEB-STRI-

110923/803 
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due to a missing 

capability check on 

the 

eh_callback_handler 

function in versions 

up to, and including, 

3.7.9. This makes it 

possible for 

unauthenticated 

attackers to modify 

the order status of 

arbitrary 

WooCommerce 

orders. 

CVE ID : CVE-2023-

4040 

Affected Version(s): * Up to (including) 3.7.7 

Authentica

tion 

Bypass 

Using an 

Alternate 

Path or 

Channel 

31-Aug-2023 9.8 

The Stripe Payment 

Plugin for 

WooCommerce 

plugin for 

WordPress is 

vulnerable to 

authentication 

bypass in versions 

up to, and including, 

3.7.7. This is due to 

insufficient 

verification on the 

user being supplied 

during a Stripe 

checkout through the 

plugin. This allows 

unauthenticated 

attackers to log in as 

users who have 

orders, who are 

typically customers. 

CVE ID : CVE-2023-

3162 

https://plugi

ns.trac.word

press.org/ch

angeset/292

5361/payme

nt-gateway-

stripe-and-

woocommer

ce-

integration, 

https://plugi

ns.trac.word

press.org/br

owser/paym

ent-gateway-

stripe-and-

woocommer

ce-

integration/t

ags/3.7.7/in

cludes/class-

stripe-

checkout.ph

p#L640 

A-WEB-STRI-

110923/804 

Vendor: wedevs 
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Product: wp_erp 

Affected Version(s): * Up to (including) 1.12.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

weDevs WP ERP 

plugin <= 1.12.3 

versions. 

CVE ID : CVE-2023-

34008 

N/A 
A-WED-WP_E-

110923/805 

Vendor: Wireshark 

Product: wireshark 

Affected Version(s): From (including) 2.0.0 Up to (including) 4.0.7 

Divide By 

Zero 
25-Aug-2023 6.5 

Due to a failure in 

validating the length 

provided by an 

attacker-crafted 

CP2179 packet, 

Wireshark versions 

2.0.0 through 4.0.7 is 

susceptible to a 

divide by zero 

allowing for a denial 

of service attack. 

 

CVE ID : CVE-2023-

2906 

https://gitla

b.com/wires

hark/wiresh

ark/-

/issues/192

29 

A-WIR-WIRE-

110923/806 

Affected Version(s): From (including) 3.6.0 Up to (including) 3.6.15 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

24-Aug-2023 7.5 

BT SDP dissector 

infinite loop in 

Wireshark 4.0.0 to 

4.0.7 and 3.6.0 to 

3.6.15 allows denial 

of service via packet 

injection or crafted 

capture file 

CVE ID : CVE-2023-

4511 

https://gitla

b.com/wires

hark/wiresh

ark/-

/issues/192

58, 

https://ww

w.wireshark.

org/security

/wnpa-sec-

A-WIR-WIRE-

110923/807 
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2023-

24.html 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

24-Aug-2023 7.5 

BT SDP dissector 

memory leak in 

Wireshark 4.0.0 to 

4.0.7 and 3.6.0 to 

3.6.15 allows denial 

of service via packet 

injection or crafted 

capture file 

CVE ID : CVE-2023-

4513 

https://ww

w.wireshark.

org/security

/wnpa-sec-

2023-

25.html, 

https://gitla

b.com/wires

hark/wiresh

ark/-

/issues/192

59 

A-WIR-WIRE-

110923/808 

Affected Version(s): From (including) 4.0.0 Up to (including) 4.0.7 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

24-Aug-2023 7.5 

BT SDP dissector 

infinite loop in 

Wireshark 4.0.0 to 

4.0.7 and 3.6.0 to 

3.6.15 allows denial 

of service via packet 

injection or crafted 

capture file 

CVE ID : CVE-2023-

4511 

https://gitla

b.com/wires

hark/wiresh

ark/-

/issues/192

58, 

https://ww

w.wireshark.

org/security

/wnpa-sec-

2023-

24.html 

A-WIR-WIRE-

110923/809 

Uncontroll

ed 

Recursion 

24-Aug-2023 7.5 

CBOR dissector crash 

in Wireshark 4.0.0 to 

4.0.6 allows denial of 

service via packet 

injection or crafted 

capture file 

CVE ID : CVE-2023-

4512 

https://gitla

b.com/wires

hark/wiresh

ark/-

/issues/191

44, 

https://ww

w.wireshark.

org/security

/wnpa-sec-

2023-

23.html 

A-WIR-WIRE-

110923/810 

Missing 

Release of 

Memory 

24-Aug-2023 7.5 
BT SDP dissector 

memory leak in 

Wireshark 4.0.0 to 

https://ww

w.wireshark.

org/security

A-WIR-WIRE-

110923/811 
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after 

Effective 

Lifetime 

4.0.7 and 3.6.0 to 

3.6.15 allows denial 

of service via packet 

injection or crafted 

capture file 

CVE ID : CVE-2023-

4513 

/wnpa-sec-

2023-

25.html, 

https://gitla

b.com/wires

hark/wiresh

ark/-

/issues/192

59 

Vendor: wolfgangertl 

Product: weebotlite 

Affected Version(s): * Up to (including) 1.0.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Wolfgang Ertl 

weebotLite plugin 

<= 1.0.0 versions. 

CVE ID : CVE-2023-

32596 

N/A 
A-WOL-WEEB-

110923/812 

Vendor: Woocommerce 

Product: composite_products 

Affected Version(s): * Up to (including) 8.7.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

WooCommerce 

Composite Products 

plugin <= 8.7.5 

versions. 

CVE ID : CVE-2023-

32801 

N/A 
A-WOO-COMP-

110923/813 

Product: returns_and_warranty_requests 

Affected Version(s): * Up to (including) 2.1.6 

Improper 

Neutralizat

ion of 

Input 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

WooCommerce 

N/A 
A-WOO-RETU-

110923/814 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Returns and 

Warranty Requests 

plugin <= 2.1.6 

versions. 

CVE ID : CVE-2023-

33317 

Product: woocommerce 

Affected Version(s): * Up to (including) 1.3.25 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in PI 

Websolution Product 

page shipping 

calculator for 

WooCommerce 

plugin <= 1.3.25 

versions. 

CVE ID : CVE-2023-

32575 

N/A 
A-WOO-WOOC-

110923/815 

Product: woocommerce_box_office 

Affected Version(s): * Up to (including) 1.1.50 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 5.4 

Auth. (contributor+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

WooCommerce 

WooCommerce Box 

Office plugin 

<= 1.1.50 versions. 

CVE ID : CVE-2023-

34004 

N/A 
A-WOO-WOOC-

110923/816 

Product: woocommerce_brands 

Affected Version(s): * Up to (including) 1.6.45 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

30-Aug-2023 5.4 

Auth. (contributor+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

WooCommerce 

WooCommerce 

N/A 
A-WOO-WOOC-

110923/817 
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Generation 

('Cross-site 

Scripting') 

Brands plugin 

<= 1.6.45 versions. 

CVE ID : CVE-2023-

32746 

Product: woocommerce_pre-orders 

Affected Version(s): * Up to (including) 1.9.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

WooCommerce 

WooCommerce Pre-

Orders plugin 

<= 1.9.0 versions. 

CVE ID : CVE-2023-

32802 

N/A 
A-WOO-WOOC-

110923/818 

Affected Version(s): * Up to (including) 2.0.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 5.4 

Auth. (contributor+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

WooCommerce 

WooCommerce Pre-

Orders plugin 

<= 2.0.0 versions. 

CVE ID : CVE-2023-

32793 

N/A 
A-WOO-WOOC-

110923/819 

Vendor: woodpecker-ci 

Product: woodpecker 

Affected Version(s): From (including) 1.0.0 Up to (excluding) 1.0.2 

N/A 16-Aug-2023 8.1 

Woodpecker is a 

community fork of 

the Drone CI system. 

In affected versions 

an attacker can post 

malformed webhook 

data witch lead to an 

update of the 

repository data that 

can e.g. allow the 

takeover of an repo. 

https://githu

b.com/wood

pecker-

ci/woodpeck

er/commit/

6e4c2f84cc8

4661d58cf1c

0e5c421a46

070bb105, 

https://githu

b.com/wood

A-WOO-WOOD-

110923/820 
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This is only critical if 

the CI is configured 

for public usage and 

connected to a forge 

witch is also in 

public usage. This 

issue has been 

addressed in version 

1.0.2. Users are 

advised to upgrade. 

Users unable to 

upgrade should 

secure the CI system 

by making it 

inaccessible to 

untrusted entities, 

for example, by 

placing it behind a 

firewall. 

CVE ID : CVE-2023-

40034 

pecker-

ci/woodpeck

er/security/

advisories/G

HSA-4gcf-

5m39-98mc 

Vendor: wp-hijri_project 

Product: wp-hijri 

Affected Version(s): * Up to (including) 1.5.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Mohammad I. Okfie 

WP-Hijri plugin 

<= 1.5.1 versions. 

CVE ID : CVE-2023-

33320 

N/A 
A-WP--WP-H-

110923/821 

Vendor: wp-pizza 

Product: wppizza 

Affected Version(s): * Up to (excluding) 3.17.2 

Improper 

Neutralizat

ion of 

Input 

During 

18-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

ollybach WPPizza – A 

Restaurant Plugin 

N/A 
A-WP--WPPI-

110923/822 
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Web Page 

Generation 

('Cross-site 

Scripting') 

plugin <= 3.17.1 

versions. 

CVE ID : CVE-2023-

32105 

Vendor: wp-slimstat 

Product: slimstat_analytics 

Affected Version(s): * Up to (including) 5.0.9 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 5.4 

The Slimstat 

Analytics plugin for 

WordPress is 

vulnerable to Stored 

Cross-Site Scripting 

via the 'slimstat' 

shortcode in 

versions up to, and 

including, 5.0.9 due 

to insufficient input 

sanitization and 

output escaping on 

user supplied 

attributes. This 

makes it possible for 

authenticated 

attackers with 

contributor-level and 

above permissions to 

inject arbitrary web 

scripts in pages that 

will execute 

whenever a user 

accesses an injected 

page. 

CVE ID : CVE-2023-

4597 

N/A 
A-WP--SLIM-

110923/823 

Vendor: wp-webhooks 

Product: email_encoder 

Affected Version(s): * Up to (including) 2.1.7 

Improper 

Neutralizat

ion of 

Input 

30-Aug-2023 5.4 

The Slimstat 

Analytics plugin for 

WordPress is 

vulnerable to Stored 

N/A 
A-WP--EMAI-

110923/824 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Cross-Site Scripting 

via the 'eeb_mailto' 

shortcode in 

versions up to, and 

including, 2.1.7 due 

to insufficient input 

sanitization and 

output escaping on 

user supplied 

attributes. This 

makes it possible for 

authenticated 

attackers with 

contributor-level and 

above permissions to 

inject arbitrary web 

scripts in pages that 

will execute 

whenever a user 

accesses an injected 

page. 

CVE ID : CVE-2023-

4599 

Vendor: wp3sixty 

Product: woo_custom_emails 

Affected Version(s): * Up to (including) 2.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

31-Aug-2023 6.1 

The Woo Custom 

Emails for 

WordPress is 

vulnerable to 

Reflected Cross-Site 

Scripting via the 

wcemails_edit 

parameter in 

versions up to, and 

including, 2.2 due to 

insufficient input 

sanitization and 

output escaping. This 

makes it possible for 

unauthenticated 

attackers to inject 

https://plugi

ns.trac.word

press.org/br

owser/woo-

custom-

emails/trunk

/admin/clas

s-wcemails-

admin.php#

L335 

A-WP3-WOO_-

110923/825 
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arbitrary web scripts 

in pages that execute 

if they can 

successfully trick a 

user into performing 

an action such as 

clicking on a link. 

CVE ID : CVE-2023-

4315 

Vendor: wpcharitable 

Product: charitable 

Affected Version(s): * Up to (including) 1.7.0.12 

Improper 

Privilege 

Manageme

nt 

23-Aug-2023 9.8 

The Donation Forms 

by Charitable plugin 

for WordPress is 

vulnerable to 

privilege escalation 

in versions up to, and 

including, 1.7.0.12 

due to insufficient 

restriction on the 

'update_core_user' 

function. This makes 

it possible for 

unauthenticated 

attackers to specify 

their user role by 

supplying the 'role' 

parameter during a 

registration. 

CVE ID : CVE-2023-

4404 

N/A 
A-WPC-CHAR-

110923/826 

Vendor: wpdeveloper 

Product: essential_addons_for_elementor 

Affected Version(s): * Up to (including) 5.4.8 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

29-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

WPDeveloper 

Essential Addons for 

Elementor Pro 

N/A 
A-WPD-ESSE-

110923/827 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 459 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Generation 

('Cross-site 

Scripting') 

plugin <= 5.4.8 

versions. 

CVE ID : CVE-2023-

32241 

Vendor: wpeasypay 

Product: wp_easypay 

Affected Version(s): * Up to (excluding) 4.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

The WP EasyPay 

WordPress plugin 

before 4.1 does not 

escape some 

generated URLs 

before outputting 

them back in pages, 

leading to Reflected 

Cross-Site Scripting 

issues which could 

be used against high 

privilege users such 

as admin 

CVE ID : CVE-2023-

1465 

N/A 
A-WPE-WP_E-

110923/828 

Vendor: wpexpertsio 

Product: change_wp_admin_login 

Affected Version(s): * Up to (excluding) 1.1.4 

Observable 

Discrepanc

y 

21-Aug-2023 7.5 

The Change WP 

Admin Login 

WordPress plugin 

before 1.1.4 discloses 

the URL of the 

hidden login page 

when accessing a 

crafted URL, 

bypassing the 

protection offered. 

CVE ID : CVE-2023-

3604 

N/A 
A-WPE-CHAN-

110923/829 

Vendor: wphappycoders 

Product: comments_like_dislike 
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Affected Version(s): * Up to (including) 1.1.9 

Missing 

Authorizati

on 

17-Aug-2023 4.3 

The Comments Like 

Dislike plugin for 

WordPress is 

vulnerable to 

unauthorized 

modification of data 

due to a missing 

capability check on 

the restore_settings 

function called via an 

AJAX action in 

versions up to, and 

including, 1.1.9. This 

makes it possible for 

authenticated 

attackers with 

minimal 

permissions, such as 

a subscriber, to reset 

the plugin's settings. 

NOTE: After 

attempting to 

contact the 

developer with no 

response, and 

reporting this to the 

WordPress plugin's 

team 30 days ago we 

are disclosing this 

issue as it still is not 

updated. 

CVE ID : CVE-2023-

3244 

N/A 
A-WPH-COMM-

110923/830 

Vendor: wpinventory 

Product: wp_inventory_manager 

Affected Version(s): * Up to (excluding) 2.1.0.13 

Improper 

Neutralizat

ion of 

Input 

During 

16-Aug-2023 6.1 

The WP Inventory 

Manager WordPress 

plugin before 

2.1.0.13 does not 

sanitise and escape a 

N/A 
A-WPI-WP_I-

110923/831 
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Web Page 

Generation 

('Cross-site 

Scripting') 

parameter before 

outputting it back in 

the page, leading to a 

Reflected Cross-Site 

Scripting. 

CVE ID : CVE-2023-

2123 

Vendor: wpo365 

Product: mail_integration_for_office_365_\/_outlook 

Affected Version(s): * Up to (excluding) 1.9.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

WPO365 | Mail 

Integration for Office 

365 / Outlook plugin 

<= 1.9.0 versions. 

CVE ID : CVE-2023-

32119 

N/A 
A-WPO-MAIL-

110923/832 

Vendor: wpplugins 

Product: wp_chinese_conversion 

Affected Version(s): * Up to (including) 1.1.16 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

25-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Ono Oogami WP 

Chinese Conversion 

plugin <= 1.1.16 

versions. 

CVE ID : CVE-2023-

32518 

N/A 
A-WPP-WP_C-

110923/833 

Vendor: wptrio 

Product: stock_sync_for_woocommerce 

Affected Version(s): * Up to (excluding) 2.4.1 

Improper 

Neutralizat

ion of 

Input 

During 

18-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Lauri Karisola / WP 

Trio Stock Sync for 

N/A 
A-WPT-STOC-

110923/834 
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Web Page 

Generation 

('Cross-site 

Scripting') 

WooCommerce 

plugin <= 2.4.0 

versions. 

CVE ID : CVE-2023-

31094 

Vendor: wpxpo 

Product: postx 

Affected Version(s): * Up to (excluding) 3.0.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 6.1 

The PostX 

WordPress plugin 

before 3.0.6 does not 

sanitise and escape a 

parameter before 

outputting it back in 

the page, leading to a 

Reflected Cross-Site 

Scripting which 

could be used 

against high 

privilege users such 

as admin 

CVE ID : CVE-2023-

3992 

N/A 
A-WPX-POST-

110923/835 

Vendor: Xmlsoft 

Product: libxml2 

Affected Version(s): 2.11.0 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

29-Aug-2023 6.5 

Xmlsoft Libxml2 

v2.11.0 was 

discovered to 

contain a global 

buffer overflow via 

the 

xmlSAX2StartElemen

t() function at 

/libxml2/SAX2.c. 

This vulnerability 

allows attackers to 

cause a Denial of 

Service (DoS) via 

https://gitla

b.gnome.org

/GNOME/lib

xml2/-

/issues/535 

A-XML-LIBX-

110923/836 
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supplying a crafted 

XML file. 

CVE ID : CVE-2023-

39615 

Vendor: xootix 

Product: side_cart_woocommerce 

Affected Version(s): * Up to (including) 2.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

XootiX Side Cart 

Woocommerce 

(Ajax) plugin <= 2.2 

versions. 

CVE ID : CVE-2023-

28415 

N/A 
A-XOO-SIDE-

110923/837 

Vendor: Xwiki 

Product: Xwiki 

Affected Version(s): 15.0 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

23-Aug-2023 8.8 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. Any 

registered user can 

use the content field 

of their user profile 

page to execute 

arbitrary scripts 

with programming 

rights, thus 

effectively 

performing rights 

escalation. This issue 

is present since 

version 4.3M2 when 

AppWithinMinutes 

Application added 

support for the 

https://githu

b.com/xwiki

/xwiki-

platform/sec

urity/adviso

ries/GHSA-

5mf8-v43w-

mfxp, 

https://jira.x

wiki.org/bro

wse/XWIKI-

7369, 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/dfb1c

de173e363c

a5c12eb365

A-XWI-XWIK-

110923/838 
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Content field, 

allowing any wiki 

page (including the 

user profile page) to 

use its content as an 

AWM Content field, 

which has a custom 

displayer that 

executes the content 

with the rights of the 

``AppWithinMinutes.

Content`` author, 

rather than the 

rights of the content 

author. The 

vulnerability has 

been fixed in XWiki 

14.10.5 and 15.1RC1. 

The fix is in the 

content of the 

AppWithinMinutes.C

ontent page that 

defines the custom 

displayer. By using 

the ``display`` script 

service to render the 

content we make 

sure that the proper 

author is used for 

access rights checks. 

CVE ID : CVE-2023-

40177 

4869f97198

20262 

N/A 24-Aug-2023 8.8 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. XWiki 

supports scheduled 

jobs that contain 

Groovy scripts. 

Currently, the job 

checks the content 

https://githu

b.com/xwiki

/xwiki-

platform/sec

urity/adviso

ries/GHSA-

8xhr-x3v8-

rghj, 

https://jira.x

wiki.org/bro

wse/XWIKI-

A-XWI-XWIK-

110923/839 
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author of the job for 

programming right. 

However, modifying 

or adding a job script 

to a document 

doesn't modify the 

content author. 

Together with a 

CSRF vulnerability in 

the job scheduler, 

this can be exploited 

for remote code 

execution by an 

attacker with edit 

right on the wiki. If 

the attack is 

successful, an error 

log entry with "Job 

content executed" 

will be produced. 

This vulnerability 

has been patched in 

XWiki 14.10.9 and 

15.4RC1. 

CVE ID : CVE-2023-

40573 

20852, 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/fcdcfe

d3fe2e8a3ca

d66ae06107

95a2d58ab9

662 

Cross-Site 

Request 

Forgery 

(CSRF) 

24-Aug-2023 8 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. The create 

action is vulnerable 

to a CSRF attack, 

allowing script and 

thus remote code 

execution when 

targeting a user with 

script/programming 

right, thus 

compromising the 

confidentiality, 

integrity and 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/4b205

28808d0c31

1290b0d9ab

2cfc4406338

0ef7, 

https://jira.x

wiki.org/bro

wse/XWIKI-

20849, 

https://githu

b.com/xwiki

/xwiki-

platform/sec

A-XWI-XWIK-

110923/840 
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availability of the 

whole XWiki 

installation. When a 

user with script right 

views this image and 

a log message 

`ERROR foo - Script 

executed!` appears in 

the log, the XWiki 

installation is 

vulnerable. This has 

been patched in 

XWiki 14.10.9 and 

15.4RC1 by requiring 

a CSRF token for the 

actual page creation. 

CVE ID : CVE-2023-

40572 

urity/adviso

ries/GHSA-

4f8m-7h83-

9f6m 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-Aug-2023 5.4 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. Any 

registered user can 

exploit a stored XSS 

through their user 

profile by setting the 

payload as the value 

of the time zone user 

preference. Even 

though the time zone 

is selected from a 

drop down (no free 

text value) it can still 

be set from 

JavaScript (using the 

browser developer 

tools) or by calling 

the save URL on the 

user profile with the 

right query string. 

Once the time zone is 

https://jira.x

wiki.org/bro

wse/XWIKI-

7847, 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/d11ca

5d781f8a42

a85bc98eb8

2306c1431e

764d4, 

https://githu

b.com/xwiki

/xwiki-

platform/sec

urity/adviso

ries/GHSA-

h8cm-3v5f-

rgp6 

A-XWI-XWIK-

110923/841 
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set it is displayed 

without escaping 

which means the 

payload gets 

executed for any 

user that visits the 

malicious user 

profile, allowing the 

attacker to steal 

information and 

even gain more 

access rights 

(escalation to 

programming 

rights). This issue is 

present since version 

4.1M2 when the time 

zone user preference 

was introduced. The 

issue has been fixed 

in XWiki 14.10.5 and 

15.1RC1. 

CVE ID : CVE-2023-

40176 

Affected Version(s): * Up to (excluding) 14.10.9 

N/A 24-Aug-2023 8.8 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. XWiki 

supports scheduled 

jobs that contain 

Groovy scripts. 

Currently, the job 

checks the content 

author of the job for 

programming right. 

However, modifying 

or adding a job script 

to a document 

doesn't modify the 

content author. 

https://githu

b.com/xwiki

/xwiki-

platform/sec

urity/adviso

ries/GHSA-

8xhr-x3v8-

rghj, 

https://jira.x

wiki.org/bro

wse/XWIKI-

20852, 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/fcdcfe

d3fe2e8a3ca

A-XWI-XWIK-

110923/842 
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Together with a 

CSRF vulnerability in 

the job scheduler, 

this can be exploited 

for remote code 

execution by an 

attacker with edit 

right on the wiki. If 

the attack is 

successful, an error 

log entry with "Job 

content executed" 

will be produced. 

This vulnerability 

has been patched in 

XWiki 14.10.9 and 

15.4RC1. 

CVE ID : CVE-2023-

40573 

d66ae06107

95a2d58ab9

662 

Cross-Site 

Request 

Forgery 

(CSRF) 

24-Aug-2023 8 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. The create 

action is vulnerable 

to a CSRF attack, 

allowing script and 

thus remote code 

execution when 

targeting a user with 

script/programming 

right, thus 

compromising the 

confidentiality, 

integrity and 

availability of the 

whole XWiki 

installation. When a 

user with script right 

views this image and 

a log message 

`ERROR foo - Script 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/4b205

28808d0c31

1290b0d9ab

2cfc4406338

0ef7, 

https://jira.x

wiki.org/bro

wse/XWIKI-

20849, 

https://githu

b.com/xwiki

/xwiki-

platform/sec

urity/adviso

ries/GHSA-

4f8m-7h83-

9f6m 

A-XWI-XWIK-

110923/843 
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executed!` appears in 

the log, the XWiki 

installation is 

vulnerable. This has 

been patched in 

XWiki 14.10.9 and 

15.4RC1 by requiring 

a CSRF token for the 

actual page creation. 

CVE ID : CVE-2023-

40572 

Affected Version(s): 15.1 

N/A 24-Aug-2023 8.8 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. XWiki 

supports scheduled 

jobs that contain 

Groovy scripts. 

Currently, the job 

checks the content 

author of the job for 

programming right. 

However, modifying 

or adding a job script 

to a document 

doesn't modify the 

content author. 

Together with a 

CSRF vulnerability in 

the job scheduler, 

this can be exploited 

for remote code 

execution by an 

attacker with edit 

right on the wiki. If 

the attack is 

successful, an error 

log entry with "Job 

content executed" 

will be produced. 

https://githu

b.com/xwiki

/xwiki-

platform/sec

urity/adviso

ries/GHSA-

8xhr-x3v8-

rghj, 

https://jira.x

wiki.org/bro

wse/XWIKI-

20852, 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/fcdcfe

d3fe2e8a3ca

d66ae06107

95a2d58ab9

662 

A-XWI-XWIK-

110923/844 
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This vulnerability 

has been patched in 

XWiki 14.10.9 and 

15.4RC1. 

CVE ID : CVE-2023-

40573 

Cross-Site 

Request 

Forgery 

(CSRF) 

24-Aug-2023 8 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. The create 

action is vulnerable 

to a CSRF attack, 

allowing script and 

thus remote code 

execution when 

targeting a user with 

script/programming 

right, thus 

compromising the 

confidentiality, 

integrity and 

availability of the 

whole XWiki 

installation. When a 

user with script right 

views this image and 

a log message 

`ERROR foo - Script 

executed!` appears in 

the log, the XWiki 

installation is 

vulnerable. This has 

been patched in 

XWiki 14.10.9 and 

15.4RC1 by requiring 

a CSRF token for the 

actual page creation. 

CVE ID : CVE-2023-

40572 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/4b205

28808d0c31

1290b0d9ab

2cfc4406338

0ef7, 

https://jira.x

wiki.org/bro

wse/XWIKI-

20849, 

https://githu

b.com/xwiki

/xwiki-

platform/sec

urity/adviso

ries/GHSA-

4f8m-7h83-

9f6m 

A-XWI-XWIK-

110923/845 

Affected Version(s): 15.2 
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N/A 24-Aug-2023 8.8 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. XWiki 

supports scheduled 

jobs that contain 

Groovy scripts. 

Currently, the job 

checks the content 

author of the job for 

programming right. 

However, modifying 

or adding a job script 

to a document 

doesn't modify the 

content author. 

Together with a 

CSRF vulnerability in 

the job scheduler, 

this can be exploited 

for remote code 

execution by an 

attacker with edit 

right on the wiki. If 

the attack is 

successful, an error 

log entry with "Job 

content executed" 

will be produced. 

This vulnerability 

has been patched in 

XWiki 14.10.9 and 

15.4RC1. 

CVE ID : CVE-2023-

40573 

https://githu

b.com/xwiki

/xwiki-

platform/sec

urity/adviso

ries/GHSA-

8xhr-x3v8-

rghj, 

https://jira.x

wiki.org/bro

wse/XWIKI-

20852, 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/fcdcfe

d3fe2e8a3ca

d66ae06107

95a2d58ab9

662 

A-XWI-XWIK-

110923/846 

Cross-Site 

Request 

Forgery 

(CSRF) 

24-Aug-2023 8 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. The create 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/4b205

28808d0c31

A-XWI-XWIK-

110923/847 
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action is vulnerable 

to a CSRF attack, 

allowing script and 

thus remote code 

execution when 

targeting a user with 

script/programming 

right, thus 

compromising the 

confidentiality, 

integrity and 

availability of the 

whole XWiki 

installation. When a 

user with script right 

views this image and 

a log message 

`ERROR foo - Script 

executed!` appears in 

the log, the XWiki 

installation is 

vulnerable. This has 

been patched in 

XWiki 14.10.9 and 

15.4RC1 by requiring 

a CSRF token for the 

actual page creation. 

CVE ID : CVE-2023-

40572 

1290b0d9ab

2cfc4406338

0ef7, 

https://jira.x

wiki.org/bro

wse/XWIKI-

20849, 

https://githu

b.com/xwiki

/xwiki-

platform/sec

urity/adviso

ries/GHSA-

4f8m-7h83-

9f6m 

Affected Version(s): 15.3 

N/A 24-Aug-2023 8.8 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. XWiki 

supports scheduled 

jobs that contain 

Groovy scripts. 

Currently, the job 

checks the content 

author of the job for 

programming right. 

https://githu

b.com/xwiki

/xwiki-

platform/sec

urity/adviso

ries/GHSA-

8xhr-x3v8-

rghj, 

https://jira.x

wiki.org/bro

wse/XWIKI-

20852, 

https://githu

A-XWI-XWIK-

110923/848 
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However, modifying 

or adding a job script 

to a document 

doesn't modify the 

content author. 

Together with a 

CSRF vulnerability in 

the job scheduler, 

this can be exploited 

for remote code 

execution by an 

attacker with edit 

right on the wiki. If 

the attack is 

successful, an error 

log entry with "Job 

content executed" 

will be produced. 

This vulnerability 

has been patched in 

XWiki 14.10.9 and 

15.4RC1. 

CVE ID : CVE-2023-

40573 

b.com/xwiki

/xwiki-

platform/co

mmit/fcdcfe

d3fe2e8a3ca

d66ae06107

95a2d58ab9

662 

Cross-Site 

Request 

Forgery 

(CSRF) 

24-Aug-2023 8 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. The create 

action is vulnerable 

to a CSRF attack, 

allowing script and 

thus remote code 

execution when 

targeting a user with 

script/programming 

right, thus 

compromising the 

confidentiality, 

integrity and 

availability of the 

whole XWiki 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/4b205

28808d0c31

1290b0d9ab

2cfc4406338

0ef7, 

https://jira.x

wiki.org/bro

wse/XWIKI-

20849, 

https://githu

b.com/xwiki

/xwiki-

platform/sec

urity/adviso

ries/GHSA-

A-XWI-XWIK-

110923/849 
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installation. When a 

user with script right 

views this image and 

a log message 

`ERROR foo - Script 

executed!` appears in 

the log, the XWiki 

installation is 

vulnerable. This has 

been patched in 

XWiki 14.10.9 and 

15.4RC1 by requiring 

a CSRF token for the 

actual page creation. 

CVE ID : CVE-2023-

40572 

4f8m-7h83-

9f6m 

Affected Version(s): 4.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-Aug-2023 5.4 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. Any 

registered user can 

exploit a stored XSS 

through their user 

profile by setting the 

payload as the value 

of the time zone user 

preference. Even 

though the time zone 

is selected from a 

drop down (no free 

text value) it can still 

be set from 

JavaScript (using the 

browser developer 

tools) or by calling 

the save URL on the 

user profile with the 

right query string. 

Once the time zone is 

set it is displayed 

https://jira.x

wiki.org/bro

wse/XWIKI-

7847, 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/d11ca

5d781f8a42

a85bc98eb8

2306c1431e

764d4, 

https://githu

b.com/xwiki

/xwiki-

platform/sec

urity/adviso

ries/GHSA-

h8cm-3v5f-

rgp6 

A-XWI-XWIK-

110923/850 
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without escaping 

which means the 

payload gets 

executed for any 

user that visits the 

malicious user 

profile, allowing the 

attacker to steal 

information and 

even gain more 

access rights 

(escalation to 

programming 

rights). This issue is 

present since version 

4.1M2 when the time 

zone user preference 

was introduced. The 

issue has been fixed 

in XWiki 14.10.5 and 

15.1RC1. 

CVE ID : CVE-2023-

40176 

Affected Version(s): 4.3 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

23-Aug-2023 8.8 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. Any 

registered user can 

use the content field 

of their user profile 

page to execute 

arbitrary scripts 

with programming 

rights, thus 

effectively 

performing rights 

escalation. This issue 

is present since 

version 4.3M2 when 

AppWithinMinutes 

https://githu

b.com/xwiki

/xwiki-

platform/sec

urity/adviso

ries/GHSA-

5mf8-v43w-

mfxp, 

https://jira.x

wiki.org/bro

wse/XWIKI-

7369, 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/dfb1c

de173e363c

a5c12eb365

A-XWI-XWIK-

110923/851 
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Application added 

support for the 

Content field, 

allowing any wiki 

page (including the 

user profile page) to 

use its content as an 

AWM Content field, 

which has a custom 

displayer that 

executes the content 

with the rights of the 

``AppWithinMinutes.

Content`` author, 

rather than the 

rights of the content 

author. The 

vulnerability has 

been fixed in XWiki 

14.10.5 and 15.1RC1. 

The fix is in the 

content of the 

AppWithinMinutes.C

ontent page that 

defines the custom 

displayer. By using 

the ``display`` script 

service to render the 

content we make 

sure that the proper 

author is used for 

access rights checks. 

CVE ID : CVE-2023-

40177 

4869f97198

20262 

Affected Version(s): From (including) 14.5.0 Up to (excluding) 14.10.6 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

17-Aug-2023 8.8 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. Any user 

who can view 

`Invitation.WebHom

https://jira.x

wiki.org/bro

wse/XWIKI-

20421, 

https://githu

b.com/xwiki

/xwiki-

platform/co

A-XWI-XWIK-

110923/852 
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e` can execute 

arbitrary script 

macros including 

Groovy and Python 

macros that allow 

remote code 

execution including 

unrestricted read 

and write access to 

all wiki contents. 

This vulnerability 

has been patched on 

XWiki 14.4.8, 15.2-

rc-1, and 14.10.6. 

Users are advised to 

upgrade. Users 

unable to upgrade 

may manually apply 

the patch on 

`Invitation.Invitation

Common` and 

`Invitation.Invitation

Config`, but there are 

otherwise no known 

workarounds for this 

vulnerability. 

CVE ID : CVE-2023-

37914 

mmit/ff1d8a

1790c6ee53

4c6a447836

0a06efeb2d3

591 

Affected Version(s): From (including) 15.0 Up to (excluding) 15.2 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

17-Aug-2023 8.8 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. Any user 

who can view 

`Invitation.WebHom

e` can execute 

arbitrary script 

macros including 

Groovy and Python 

macros that allow 

remote code 

https://jira.x

wiki.org/bro

wse/XWIKI-

20421, 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/ff1d8a

1790c6ee53

4c6a447836

0a06efeb2d3

591 

A-XWI-XWIK-

110923/853 
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execution including 

unrestricted read 

and write access to 

all wiki contents. 

This vulnerability 

has been patched on 

XWiki 14.4.8, 15.2-

rc-1, and 14.10.6. 

Users are advised to 

upgrade. Users 

unable to upgrade 

may manually apply 

the patch on 

`Invitation.Invitation

Common` and 

`Invitation.Invitation

Config`, but there are 

otherwise no known 

workarounds for this 

vulnerability. 

CVE ID : CVE-2023-

37914 

Affected Version(s): From (including) 2.5 Up to (excluding) 14.4.8 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

17-Aug-2023 8.8 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. Any user 

who can view 

`Invitation.WebHom

e` can execute 

arbitrary script 

macros including 

Groovy and Python 

macros that allow 

remote code 

execution including 

unrestricted read 

and write access to 

all wiki contents. 

This vulnerability 

has been patched on 

https://jira.x

wiki.org/bro

wse/XWIKI-

20421, 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/ff1d8a

1790c6ee53

4c6a447836

0a06efeb2d3

591 

A-XWI-XWIK-

110923/854 
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XWiki 14.4.8, 15.2-

rc-1, and 14.10.6. 

Users are advised to 

upgrade. Users 

unable to upgrade 

may manually apply 

the patch on 

`Invitation.Invitation

Common` and 

`Invitation.Invitation

Config`, but there are 

otherwise no known 

workarounds for this 

vulnerability. 

CVE ID : CVE-2023-

37914 

Affected Version(s): From (including) 4.1.1 Up to (excluding) 14.10.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-Aug-2023 5.4 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. Any 

registered user can 

exploit a stored XSS 

through their user 

profile by setting the 

payload as the value 

of the time zone user 

preference. Even 

though the time zone 

is selected from a 

drop down (no free 

text value) it can still 

be set from 

JavaScript (using the 

browser developer 

tools) or by calling 

the save URL on the 

user profile with the 

right query string. 

Once the time zone is 

set it is displayed 

https://jira.x

wiki.org/bro

wse/XWIKI-

7847, 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/d11ca

5d781f8a42

a85bc98eb8

2306c1431e

764d4, 

https://githu

b.com/xwiki

/xwiki-

platform/sec

urity/adviso

ries/GHSA-

h8cm-3v5f-

rgp6 

A-XWI-XWIK-

110923/855 
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without escaping 

which means the 

payload gets 

executed for any 

user that visits the 

malicious user 

profile, allowing the 

attacker to steal 

information and 

even gain more 

access rights 

(escalation to 

programming 

rights). This issue is 

present since version 

4.1M2 when the time 

zone user preference 

was introduced. The 

issue has been fixed 

in XWiki 14.10.5 and 

15.1RC1. 

CVE ID : CVE-2023-

40176 

Affected Version(s): From (including) 4.3.1 Up to (excluding) 14.10.5 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

23-Aug-2023 8.8 

XWiki Platform is a 

generic wiki 

platform offering 

runtime services for 

applications built on 

top of it. Any 

registered user can 

use the content field 

of their user profile 

page to execute 

arbitrary scripts 

with programming 

rights, thus 

effectively 

performing rights 

escalation. This issue 

is present since 

version 4.3M2 when 

AppWithinMinutes 

https://githu

b.com/xwiki

/xwiki-

platform/sec

urity/adviso

ries/GHSA-

5mf8-v43w-

mfxp, 

https://jira.x

wiki.org/bro

wse/XWIKI-

7369, 

https://githu

b.com/xwiki

/xwiki-

platform/co

mmit/dfb1c

de173e363c

a5c12eb365

A-XWI-XWIK-

110923/856 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 481 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Application added 

support for the 

Content field, 

allowing any wiki 

page (including the 

user profile page) to 

use its content as an 

AWM Content field, 

which has a custom 

displayer that 

executes the content 

with the rights of the 

``AppWithinMinutes.

Content`` author, 

rather than the 

rights of the content 

author. The 

vulnerability has 

been fixed in XWiki 

14.10.5 and 15.1RC1. 

The fix is in the 

content of the 

AppWithinMinutes.C

ontent page that 

defines the custom 

displayer. By using 

the ``display`` script 

service to render the 

content we make 

sure that the proper 

author is used for 

access rights checks. 

CVE ID : CVE-2023-

40177 

4869f97198

20262 

Vendor: yandex_metrica_counter_project 

Product: yandex_metric_counter 

Affected Version(s): * Up to (including) 1.4.3 

Improper 

Neutralizat

ion of 

Input 

During 

30-Aug-2023 4.8 

Auth. (admin+) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in 

Alexander 

N/A 
A-YAN-YAND-

110923/857 
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Web Page 

Generation 

('Cross-site 

Scripting') 

Semikashev Yandex 

Metrica Counter 

plugin <= 1.4.3 

versions. 

CVE ID : CVE-2023-

34173 

Vendor: yarpp 

Product: yarpp 

Affected Version(s): * Up to (excluding) 5.30.3 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

16-Aug-2023 8.8 

The YARPP 

WordPress plugin 

before 5.30.3 does 

not validate and 

escape some of its 

shortcode attributes 

before using them in 

SQL statement/s, 

which could allow 

any authenticated 

users, such as 

subscribers to 

perform SQL 

Injection attacks. 

CVE ID : CVE-2023-

0579 

N/A 
A-YAR-YARP-

110923/858 

Vendor: yellowyard 

Product: yellow_yard_searchbar 

Affected Version(s): * Up to (excluding) 2.8.12 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 5.4 

The Yellow Yard 

Searchbar 

WordPress plugin 

before 2.8.12 does 

not validate and 

escape some of its 

shortcode attributes 

before outputting 

them back in a 

page/post where the 

shortcode is embed, 

which could allow 

users with the 

N/A 
A-YEL-YELL-

110923/859 
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contributor role and 

above to perform 

Stored Cross-Site 

Scripting attacks 

CVE ID : CVE-2023-

1110 

Vendor: ylefebvre 

Product: modal_dialog 

Affected Version(s): * Up to (including) 3.5.14 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Yannick Lefebvre 

Modal Dialog plugin 

<= 3.5.14 versions. 

CVE ID : CVE-2023-

31071 

N/A 
A-YLE-MODA-

110923/860 

Vendor: Yoast 

Product: yoast_seo 

Affected Version(s): * Up to (including) 14.8 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-Aug-2023 6.1 

Unauth. Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Yoast Yoast SEO: 

Local plugin <= 14.8 

versions. 

CVE ID : CVE-2023-

32300 

N/A 
A-YOA-YOAS-

110923/861 

Vendor: zbar_project 

Product: zbar 

Affected Version(s): 0.23.90 

Out-of-

bounds 

Write 

29-Aug-2023 9.8 

A heap-based buffer 

overflow exists in the 

qr_reader_match_cen

ters function of ZBar 

0.23.90. Specially 

crafted QR codes 

https://hack

md.io/@cspl

/B1ZkFZv23 

A-ZBA-ZBAR-

110923/862 
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may lead to 

information 

disclosure and/or 

arbitrary code 

execution. To trigger 

this vulnerability, an 

attacker can digitally 

input the malicious 

QR code, or prepare 

it to be physically 

scanned by the 

vulnerable scanner. 

CVE ID : CVE-2023-

40889 

Out-of-

bounds 

Write 

29-Aug-2023 9.8 

A stack-based buffer 

overflow 

vulnerability exists 

in the 

lookup_sequence 

function of ZBar 

0.23.90. Specially 

crafted QR codes 

may lead to 

information 

disclosure and/or 

arbitrary code 

execution. To trigger 

this vulnerability, an 

attacker can digitally 

input the malicious 

QR code, or prepare 

it to be physically 

scanned by the 

vulnerable scanner. 

CVE ID : CVE-2023-

40890 

N/A 
A-ZBA-ZBAR-

110923/863 

Vendor: zerowdd 

Product: studentmanager 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

21-Aug-2023 5.4 
Cross Site Scripting 

vulnerability in 

ZeroWdd 

N/A 
A-ZER-STUD-

110923/864 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

studentmanager 

v.1.0 allows a remote 

attacker to execute 

arbitrary code via 

the username 

parameter in the 

student list function. 

CVE ID : CVE-2023-

39094 

Vendor: ziahamza 

Product: webui-aria2 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

22-Aug-2023 7.5 

webui-aria2 commit 

4fe2e was 

discovered to 

contain a path 

traversal 

vulnerability. 

CVE ID : CVE-2023-

39141 

N/A 
A-ZIA-WEBU-

110923/865 

Vendor: Zohocorp 

Product: manageengine_ad360 

Affected Version(s): 4.3 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/866 

Affected Version(s): * Up to (excluding) 4.3 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/867 
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Product: manageengine_adaudit_plus 

Affected Version(s): * Up to (excluding) 7.2 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/868 

Affected Version(s): 7.2 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/869 

Product: manageengine_admanager_plus 

Affected Version(s): * Up to (excluding) 7.1 

Insufficient

ly 

Protected 

Credentials 

17-Aug-2023 6.5 

Zoho ManageEngine 

ADManager Plus 

version 7182 and 

prior disclosed the 

default passwords 

for the account 

restoration of 

unauthorized 

domains to the 

authenticated users. 

CVE ID : CVE-2023-

31492 

https://ww

w.manageen

gine.com/pr

oducts/ad-

manager/ad

manager-

kb/cve-

2023-

31492.html 

A-ZOH-MANA-

110923/870 

Affected Version(s): * Up to (excluding) 7.2 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/871 
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Affected Version(s): 7.2 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/872 

Affected Version(s): 7.1 

Insufficient

ly 

Protected 

Credentials 

17-Aug-2023 6.5 

Zoho ManageEngine 

ADManager Plus 

version 7182 and 

prior disclosed the 

default passwords 

for the account 

restoration of 

unauthorized 

domains to the 

authenticated users. 

CVE ID : CVE-2023-

31492 

https://ww

w.manageen

gine.com/pr

oducts/ad-

manager/ad

manager-

kb/cve-

2023-

31492.html 

A-ZOH-MANA-

110923/873 

Product: manageengine_assetexplorer 

Affected Version(s): * Up to (excluding) 6.9 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/874 

Affected Version(s): 6.9 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/875 

Affected Version(s): 7.0 
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Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/876 

Product: manageengine_cloud_security_plus 

Affected Version(s): * Up to (excluding) 4.1 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/877 

Affected Version(s): 4.1 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/878 

Product: manageengine_datasecurity_plus 

Affected Version(s): * Up to (excluding) 6.1 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/879 

Affected Version(s): 6.1 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

A-ZOH-MANA-

110923/880 
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CVE ID : CVE-2023-

35785 

E-2023-

35785.html 

Product: manageengine_eventlog_analyzer 

Affected Version(s): * Up to (excluding) 12.3.0 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/881 

Affected Version(s): 12.3.0 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/882 

Product: manageengine_exchange_reporter_plus 

Affected Version(s): * Up to (excluding) 5.7 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/883 

Affected Version(s): 5.7 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/884 

Product: manageengine_log360 

Affected Version(s): 5.3 
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Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/885 

Affected Version(s): * Up to (excluding) 5.3 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/886 

Product: manageengine_log360_ueba 

Affected Version(s): 4.0 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/887 

Product: manageengine_m365_manager_plus 

Affected Version(s): * Up to (excluding) 4.5 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/888 

Affected Version(s): 4.5 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

A-ZOH-MANA-

110923/889 
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CVE ID : CVE-2023-

35785 

E-2023-

35785.html 

Product: manageengine_m365_security_plus 

Affected Version(s): * Up to (excluding) 4.5 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/890 

Affected Version(s): 4.5 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/891 

Product: manageengine_recoverymanager_plus 

Affected Version(s): 6.0 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/892 

Affected Version(s): * Up to (excluding) 6.0 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/893 

Product: manageengine_servicedesk_plus 

Affected Version(s): * Up to (excluding) 14.2 
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Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/894 

Affected Version(s): 14.2 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/895 

Affected Version(s): 14.3 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/896 

Product: manageengine_servicedesk_plus_msp 

Affected Version(s): 14.3 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/897 

Affected Version(s): * Up to (excluding) 14.3 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

A-ZOH-MANA-

110923/898 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 493 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2023-

35785 

E-2023-

35785.html 

Product: manageengine_sharepoint_manager_plus 

Affected Version(s): * Up to (excluding) 4.4 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/899 

Affected Version(s): 4.4 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/900 

Product: manageengine_supportcenter_plus 

Affected Version(s): 14.3 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/901 

Affected Version(s): * Up to (excluding) 14.3 

Improper 

Authentica

tion 

28-Aug-2023 9.8 

Zoho ManageEngine 

ADManager Plus 

through 7186 is 

vulnerable to 2FA 

bypass. 

CVE ID : CVE-2023-

35785 

https://ww

w.manageen

gine.com/se

curity/advis

ory/CVE/CV

E-2023-

35785.html 

A-ZOH-MANA-

110923/902 

Vendor: Zulip 

Product: zulip_server 
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Affected Version(s): * Up to (excluding) 7.3 

Improper 

Authorizati

on 

25-Aug-2023 6.5 

Zulip is an open-

source team 

collaboration tool 

with topic-based 

threading that 

combines email and 

chat. Users who used 

to be subscribed to a 

private stream and 

have been removed 

from it since retain 

the ability to edit 

messages/topics, 

move messages to 

other streams, and 

delete messages that 

they used to have 

access to, if other 

relevant 

organization 

permissions allow 

these actions. For 

example, a user may 

be able to edit or 

delete their old 

messages they 

posted in such a 

private stream. An 

administrator will be 

able to delete old 

messages (that they 

had access to) from 

the private stream. 

This issue was fixed 

in Zulip Server 

version 7.3. 

CVE ID : CVE-2023-

32678 

N/A 
A-ZUL-ZULI-

110923/903 

Hardware 

Vendor: arraynetworks 

Product: vxag 
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Affected Version(s): - 

N/A 25-Aug-2023 7.5 

Array AG OS before 

9.4.0.499 allows 

denial of service: 

remote attackers can 

cause system service 

processes to crash 

through abnormal 

HTTP operations. 

CVE ID : CVE-2023-

41121 

https://supp

ort.arraynet

works.net/p

rx/001/http

/supportpor

tal.arraynet

works.net/d

ocumentatio

n/FieldNotic

e/Array_Net

works_Secur

ity_Advisory

_for_Denial_o

f_Service_ID-

144162.pdf 

H-ARR-VXAG-

120923/904 

Vendor: bdcom 

Product: p3310d-2ac 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

29-Aug-2023 6.1 

A cross-site scripting 

(XSS) vulnerability in 

the device web 

interface (Log Query 

page) of BDCOM OLT 

P3310D-2AC 10.1.0F 

Build 69083 allows 

attackers to execute 

arbitrary web scripts 

or HTML via a 

crafted payload 

injected into the 

username 

parameter. 

CVE ID : CVE-2023-

39678 

N/A 
H-BDC-P331-

120923/905 

Vendor: cbc 

Product: dr-16f42a 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-1-

120923/906 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-1-

120923/907 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-1-

120923/908 

Product: dr-16f45at 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-1-

120923/909 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-1-

120923/910 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-1-

120923/911 

Product: dr-16h 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-1-

120923/912 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-1-

120923/913 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-1-

120923/914 

Product: dr-16m52 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-1-

120923/915 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-1-

120923/916 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-1-

120923/917 

Product: dr-16m52-av 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-1-

120923/918 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-1-

120923/919 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-1-

120923/920 

Product: dr-4fx1 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-4-

120923/921 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-4-

120923/922 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-4-

120923/923 

Product: dr-4h 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-4-

120923/924 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-4-

120923/925 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-4-

120923/926 

Product: dr-4m51-av 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-4-

120923/927 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-4-

120923/928 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-4-

120923/929 

Product: dr-8f42a 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-8-

120923/930 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-8-

120923/931 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-8-

120923/932 

Product: dr-8f45at 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-8-

120923/933 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-8-

120923/934 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-8-

120923/935 

Product: dr-8h 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-8-

120923/936 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-8-

120923/937 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-8-

120923/938 

Product: dr-8m52-av 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-8-

120923/939 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-8-

120923/940 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 519 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DR-8-

120923/941 

Product: drh8-4m41-a 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DRH8-

120923/942 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DRH8-

120923/943 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 521 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-DRH8-

120923/944 

Product: nr-16f82-16p 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR-1-

120923/945 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR-1-

120923/946 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR-1-

120923/947 

Product: nr-16f85-8pra 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR-1-

120923/948 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR-1-

120923/949 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR-1-

120923/950 

Product: nr-16m 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR-1-

120923/951 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR-1-

120923/952 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR-1-

120923/953 

Product: nr-4f 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR-4-

120923/954 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR-4-

120923/955 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR-4-

120923/956 

Product: nr-8f 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR-8-

120923/957 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR-8-

120923/958 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR-8-

120923/959 

Product: nr16h 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR16-

120923/960 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR16-

120923/961 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR16-

120923/962 

Product: nr4h 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR4H-

120923/963 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR4H-

120923/964 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR4H-

120923/965 

Product: nr8-4m71 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR8--

120923/966 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR8--

120923/967 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR8--

120923/968 

Product: nr8-8m72 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR8--

120923/969 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR8--

120923/970 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR8--

120923/971 

Product: nr8h 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR8H-

120923/972 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR8H-

120923/973 
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provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

H-CBC-NR8H-

120923/974 

Vendor: Cisco 

Product: encs_5100 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 542 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Integrated 

Management 

Controller (IMC) 

could allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface. 

 

 This vulnerability is 

due to insufficient 

validation of user 

input. An attacker 

could exploit this 

vulnerability by 

persuading a user of 

an affected interface 

to click a crafted link. 

A successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the browser of the 

targeted user or 

access sensitive, 

browser-based 

information. 

CVE ID : CVE-2023-

20228 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cimc-xss-

UMYtYEtr 

H-CIS-ENCS-

120923/975 

Product: encs_5400 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

16-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of Cisco 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

H-CIS-ENCS-

120923/976 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Integrated 

Management 

Controller (IMC) 

could allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface. 

 

 This vulnerability is 

due to insufficient 

validation of user 

input. An attacker 

could exploit this 

vulnerability by 

persuading a user of 

an affected interface 

to click a crafted link. 

A successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the browser of the 

targeted user or 

access sensitive, 

browser-based 

information. 

CVE ID : CVE-2023-

20228 

content/Cisc

oSecurityAd

visory/cisco-

sa-cimc-xss-

UMYtYEtr 

Product: ip_conference_phone_7832 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

H-CIS-IP_C-

120923/977 
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unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Product: ip_conference_phone_8831 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

H-CIS-IP_C-

120923/978 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Product: ip_conference_phone_8832 

Affected Version(s): - 

Cross-Site 

Request 
16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

H-CIS-IP_C-

120923/979 
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Forgery 

(CSRF) 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Product: ip_phone_6821 

Affected Version(s): - 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-IP_P-

120923/980 
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Product: ip_phone_6825 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-IP_P-

120923/981 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_6841 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-IP_P-

120923/982 
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factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_6851 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-IP_P-

120923/983 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_6861 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-IP_P-

120923/984 
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authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_6871 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-IP_P-

120923/985 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_7811 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-IP_P-

120923/986 
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interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_7821 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-IP_P-

120923/987 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_7841 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-IP_P-

120923/988 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_7861 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-IP_P-

120923/989 
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based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_8800_key_expansion_module 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-IP_P-

120923/990 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_8811 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

H-CIS-IP_P-

120923/991 
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unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Product: ip_phone_8841 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

H-CIS-IP_P-

120923/992 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Product: ip_phone_8845 

Affected Version(s): - 

Cross-Site 

Request 
16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

H-CIS-IP_P-

120923/993 
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Forgery 

(CSRF) 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Product: ip_phone_8851 

Affected Version(s): - 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-IP_P-

120923/994 
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Product: ip_phone_8851_key_expansion_module 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-IP_P-

120923/995 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_8861 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-IP_P-

120923/996 
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factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_8861_key_expansion_module 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-IP_P-

120923/997 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_8865 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-IP_P-

120923/998 
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authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: nexus_3048 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/999 
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An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1000 
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when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_31108pc-v 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1001 
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mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 
A vulnerability in the 

SFTP server 

implementation for 

https://sec.c

loudapps.cis

co.com/secu

H-CIS-NEXU-

120923/1002 
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Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 
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CVE ID : CVE-2023-

20115 

Product: nexus_31108tc-v 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1003 
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to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1004 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 574 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_31128pq 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1005 
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 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1006 
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operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3132c-z 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

H-CIS-NEXU-

120923/1007 
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Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 
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Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1008 
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the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3132q-v 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1009 
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sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1010 
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opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3132q-xl 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1011 
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cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

H-CIS-NEXU-

120923/1012 
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in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

Product: nexus_3164q 
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Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1013 
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device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1014 
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overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3172pq 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1015 
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ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1016 
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 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3172pq-xl 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

H-CIS-NEXU-

120923/1017 
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Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

dos-

FTCXB4Vb 
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N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1018 
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address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3172tq 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1019 
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denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1020 
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authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3172tq-32t 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1021 
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 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1022 
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the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3172tq-xl 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

H-CIS-NEXU-

120923/1023 
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Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 
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Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1024 
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the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3232 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1025 
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sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

Product: nexus_3232c 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1026 
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when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3264c-e 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1027 
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mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 
A vulnerability in the 

SFTP server 

implementation for 

https://sec.c

loudapps.cis

co.com/secu

H-CIS-NEXU-

120923/1028 
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Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 
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CVE ID : CVE-2023-

20115 

Product: nexus_3264q 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1029 
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to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1030 
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administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3408-s 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1031 
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 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1032 
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operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_34180yc 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

H-CIS-NEXU-

120923/1033 
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Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 
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Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1034 
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the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_34200yc-sm 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1035 
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sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1036 
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opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3432d-s 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1037 
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cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

H-CIS-NEXU-

120923/1038 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 614 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

Product: nexus_3464c 
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Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1039 
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device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1040 
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overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3524 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1041 
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ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1042 
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 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3524-x 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

H-CIS-NEXU-

120923/1043 
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Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

dos-

FTCXB4Vb 
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N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1044 
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address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3524-xl 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1045 
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denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1046 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 624 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3548 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1047 
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 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1048 
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the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3548-x 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

H-CIS-NEXU-

120923/1049 
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Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 
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Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1050 
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the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_3548-xl 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1051 
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sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1052 
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opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_36180yc-r 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1053 
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cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

H-CIS-NEXU-

120923/1054 
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in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

Product: nexus_9000v 
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Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1055 
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   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_92160yc-x 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1056 
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the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_92300yc 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1057 
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authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_92304qc 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1058 
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SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9232e 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1059 
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adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

H-CIS-NEXU-

120923/1060 
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9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

Product: nexus_92348gc-x 
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Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1061 
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device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1062 
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overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9236c 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1063 
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connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9272q 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1064 
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user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93108tc-ex 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1065 
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operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93108tc-ex-24 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

H-CIS-NEXU-

120923/1066 
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in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

Product: nexus_93108tc-fx 
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Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1067 
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   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93108tc-fx-24 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1068 
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the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93108tc-fx3h 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1069 
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authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93108tc-fx3p 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1070 
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SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93120tx 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1071 
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operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93128tx 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

H-CIS-NEXU-

120923/1072 
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in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

Product: nexus_9316d-gx 
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Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1073 
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   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93180lc-ex 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1074 
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the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93180yc-ex 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1075 
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authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93180yc-ex-24 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1076 
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SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93180yc-fx 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1077 
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operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93180yc-fx-24 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

H-CIS-NEXU-

120923/1078 
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in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

Product: nexus_93180yc-fx3 
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Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1079 
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   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93180yc-fx3h 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1080 
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the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93180yc-fx3s 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1081 
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authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93216tc-fx2 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1082 
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SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93240yc-fx2 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1083 
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operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9332c 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

H-CIS-NEXU-

120923/1084 
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in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

Product: nexus_9332d-gx2b 
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Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1085 
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   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9332d-h2r 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1086 
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the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9332pq 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1087 
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authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93360yc-fx2 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1088 
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SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9336c-fx2 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1089 
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operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9336c-fx2-e 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

H-CIS-NEXU-

120923/1090 
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in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

Product: nexus_9336pq_aci_spine 
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Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1091 
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   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9348d-gx2a 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1092 
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the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9348gc-fx3 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1093 
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authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9348gc-fxp 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1094 
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SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_93600cd-gx 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1095 
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operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9364c 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

H-CIS-NEXU-

120923/1096 
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in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

Product: nexus_9364c-gx 
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Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1097 
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   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9364d-gx2a 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1098 
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the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9372px 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1099 
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authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9372px-e 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1100 
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SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9372tx 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1101 
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operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9372tx-e 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

H-CIS-NEXU-

120923/1102 
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in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

Product: nexus_9396px 
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Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1103 
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   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9396tx 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1104 
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the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9408 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1105 
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An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1106 
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when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9504 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1107 
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mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

Product: nexus_9508 

Affected Version(s): - 
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Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1108 
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Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1109 
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the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9516 

Affected Version(s): - 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 

H-CIS-NEXU-

120923/1110 
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An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

Product: nexus_9804 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

H-CIS-NEXU-

120923/1111 
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 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: nexus_9808 

Affected Version(s): - 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

H-CIS-NEXU-

120923/1112 
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remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

sa-nxos-sftp-

xVAp5Hfd 

Product: ucs-e1120d-m3 

Affected Version(s): - 

Improper 

Neutralizat
16-Aug-2023 6.1 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

H-CIS-UCS--

120923/1113 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

management 

interface of Cisco 

Integrated 

Management 

Controller (IMC) 

could allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface. 

 

 This vulnerability is 

due to insufficient 

validation of user 

input. An attacker 

could exploit this 

vulnerability by 

persuading a user of 

an affected interface 

to click a crafted link. 

A successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the browser of the 

targeted user or 

access sensitive, 

browser-based 

information. 

CVE ID : CVE-2023-

20228 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cimc-xss-

UMYtYEtr 

Product: ucs_c220_m5_rack_server 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

16-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Integrated 

Management 

Controller (IMC) 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

H-CIS-UCS_-

120923/1114 
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('Cross-site 

Scripting') 

could allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface. 

 

 This vulnerability is 

due to insufficient 

validation of user 

input. An attacker 

could exploit this 

vulnerability by 

persuading a user of 

an affected interface 

to click a crafted link. 

A successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the browser of the 

targeted user or 

access sensitive, 

browser-based 

information. 

CVE ID : CVE-2023-

20228 

sa-cimc-xss-

UMYtYEtr 

Product: ucs_e160s_m3 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Integrated 

Management 

Controller (IMC) 

could allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cimc-xss-

UMYtYEtr 

H-CIS-UCS_-

120923/1115 
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attack against a user 

of the interface. 

 

 This vulnerability is 

due to insufficient 

validation of user 

input. An attacker 

could exploit this 

vulnerability by 

persuading a user of 

an affected interface 

to click a crafted link. 

A successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the browser of the 

targeted user or 

access sensitive, 

browser-based 

information. 

CVE ID : CVE-2023-

20228 

Product: ucs_e180d_m3 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Integrated 

Management 

Controller (IMC) 

could allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cimc-xss-

UMYtYEtr 

H-CIS-UCS_-

120923/1116 
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 This vulnerability is 

due to insufficient 

validation of user 

input. An attacker 

could exploit this 

vulnerability by 

persuading a user of 

an affected interface 

to click a crafted link. 

A successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the browser of the 

targeted user or 

access sensitive, 

browser-based 

information. 

CVE ID : CVE-2023-

20228 

Product: video_phone_8875 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

H-CIS-VIDE-

120923/1117 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Vendor: cpplusworld 

Product: cp-uvr-0401l1-4kh 

Affected Version(s): - 

Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0240 

H-CPP-CP-U-

120923/1118 
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requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to change 

system time of the 

targeted device. 

 

CVE ID : CVE-2023-

3704 

Product: cp-uvr-0401l1b-4kh 

Affected Version(s): - 

Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to change 

system time of the 

targeted device. 

 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0240 

H-CPP-CP-U-

120923/1119 
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CVE ID : CVE-2023-

3704 

Product: cp-uvr-0801f1-hc 

Affected Version(s): - 

Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to change 

system time of the 

targeted device. 

 

CVE ID : CVE-2023-

3704 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0240 

H-CPP-CP-U-

120923/1120 

Product: cp-uvr-0801k1-h 

Affected Version(s): - 

Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

H-CPP-CP-U-

120923/1121 
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unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to change 

system time of the 

targeted device. 

 

CVE ID : CVE-2023-

3704 

IVN-2023-

0240 

Product: cp-uvr-0801k1b-h 

Affected Version(s): - 

Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0240 

H-CPP-CP-U-

120923/1122 
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allow the remote 

attacker to change 

system time of the 

targeted device. 

 

CVE ID : CVE-2023-

3704 

Product: cp-uvr-0808k1-h 

Affected Version(s): - 

Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to change 

system time of the 

targeted device. 

 

CVE ID : CVE-2023-

3704 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0240 

H-CPP-CP-U-

120923/1123 

Product: cp-uvr-1601e1-h 

Affected Version(s): - 
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Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to change 

system time of the 

targeted device. 

 

CVE ID : CVE-2023-

3704 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0240 

H-CPP-CP-U-

120923/1124 

Product: cp-uvr-1601e1-hc 

Affected Version(s): - 

Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0240 

H-CPP-CP-U-

120923/1125 
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crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to change 

system time of the 

targeted device. 

 

CVE ID : CVE-2023-

3704 

Product: cp-uvr-1601e2-h 

Affected Version(s): - 

Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to change 

system time of the 

targeted device. 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0240 

H-CPP-CP-U-

120923/1126 
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CVE ID : CVE-2023-

3704 

Product: cp-vnr-3104 

Affected Version(s): - 

N/A 24-Aug-2023 7.5 

The vulnerability 

exists in CP-Plus NVR 

due to an improper 

input handling at the 

web-based 

management 

interface of the 

affected product. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to obtain 

sensitive information 

on the targeted 

device. 

 

CVE ID : CVE-2023-

3705 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0239 

H-CPP-CP-V-

120923/1127 

Product: cp-vnr-3108 

Affected Version(s): - 

N/A 24-Aug-2023 7.5 

The vulnerability 

exists in CP-Plus NVR 

due to an improper 

input handling at the 

web-based 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

H-CPP-CP-V-

120923/1128 
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management 

interface of the 

affected product. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to obtain 

sensitive information 

on the targeted 

device. 

 

CVE ID : CVE-2023-

3705 

VLNOTES01

&VLCODE=C

IVN-2023-

0239 

Product: cp-vnr-3208 

Affected Version(s): - 

N/A 24-Aug-2023 7.5 

The vulnerability 

exists in CP-Plus NVR 

due to an improper 

input handling at the 

web-based 

management 

interface of the 

affected product. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0239 

H-CPP-CP-V-

120923/1129 
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Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to obtain 

sensitive information 

on the targeted 

device. 

 

CVE ID : CVE-2023-

3705 

Vendor: danfoss 

Product: ak-sm_800a 

Affected Version(s): - 

N/A 21-Aug-2023 9.8 

Due to improper 

input validation, a 

remote attacker 

could execute 

arbitrary commands 

on the target system. 

CVE ID : CVE-2023-

25915 

N/A 
H-DAN-AK-S-

120923/1130 

Improper 

Authentica

tion 

21-Aug-2023 7.5 

Because of an 

authentication flaw 

an attacker would be 

capable of 

generating a web 

report that discloses 

sensitive information 

such as internal IP 

addresses, 

usernames, store 

names and other 

sensitive 

information. 

CVE ID : CVE-2023-

25913 

N/A 
H-DAN-AK-S-

120923/1131 

Improper 

Limitation 
21-Aug-2023 7.5 Due to improper 

restriction, attackers 
N/A 

H-DAN-AK-S-

120923/1132 
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of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

could retrieve and 

read system files of 

the underlying 

server through the 

XML interface. 

CVE ID : CVE-2023-

25914 

Vendor: Dell 

Product: alienware_m15_r7 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-ALIE-

120923/1133 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

H-DEL-ALIE-

120923/1134 
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potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

dell-client-

bios 

Product: alienware_m16 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-ALIE-

120923/1135 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

H-DEL-ALIE-

120923/1136 
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malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

17/dsa-

2023-190-

dell-client-

bios 

Product: alienware_m18 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-ALIE-

120923/1137 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-ALIE-

120923/1138 

Product: chengming_3900 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-CHEN-

120923/1139 
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CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-CHEN-

120923/1140 

Product: chengming_3901 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-CHEN-

120923/1141 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-CHEN-

120923/1142 

Product: chengming_3910 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-CHEN-

120923/1143 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-CHEN-

120923/1144 

Product: chengming_3911 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-CHEN-

120923/1145 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-CHEN-

120923/1146 

Product: chengming_3980 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

H-DEL-CHEN-

120923/1147 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: chengming_3990 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-CHEN-

120923/1148 

Product: chengming_3991 
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Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-CHEN-

120923/1149 

Product: edge_gateway_3000 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-EDGE-

120923/1150 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: edge_gateway_5000 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-EDGE-

120923/1151 

Product: embedded_box_pc_3000 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

H-DEL-EMBE-

120923/1152 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Product: embedded_box_pc_5000 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-EMBE-

120923/1153 

Product: g15_5520 
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Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-G15_-

120923/1154 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-G15_-

120923/1155 
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CVE ID : CVE-2023-

32453 

Product: g16_7620 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-G16_-

120923/1156 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-G16_-

120923/1157 
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CVE ID : CVE-2023-

32453 

Product: g3_3500 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-G3_3-

120923/1158 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-G3_3-

120923/1159 
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variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: g5_15_5500 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-G5_1-

120923/1160 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-G5_1-

120923/1161 
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this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: g5_15_5590 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-G5_1-

120923/1162 

Product: g7_15_7500 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

https://ww

w.dell.com/s

upport/kbdo

c/en-

H-DEL-G7_1-

120923/1163 
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(TOCTOU) 

Race 

Condition 

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-G7_1-

120923/1164 

Product: g7_15_7590 

Affected Version(s): - 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-G7_1-

120923/1165 

Product: g7_17_7700 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-G7_1-

120923/1166 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-G7_1-

120923/1167 

Product: g7_17_7790 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-G7_1-

120923/1168 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: inspiron_14_5410 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1169 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

H-DEL-INSP-

120923/1170 
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the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

dell-client-

bios 

Product: inspiron_14_5418 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1171 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

https://ww

w.dell.com/s

upport/kbdo

c/en-

H-DEL-INSP-

120923/1172 
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vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

Product: inspiron_15_3511 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1173 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 739 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1174 

Product: inspiron_15_5510 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1175 
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CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1176 

Product: inspiron_15_5518 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1177 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1178 

Product: inspiron_24_5420_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1179 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1180 

Product: inspiron_24_5421_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-INSP-

120923/1181 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1182 

Product: inspiron_27_7720_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

H-DEL-INSP-

120923/1183 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1184 

Product: inspiron_3020_desktop 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

https://ww

w.dell.com/s

upport/kbdo

c/en-

H-DEL-INSP-

120923/1185 
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(TOCTOU) 

Race 

Condition 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1186 

Product: inspiron_3020_small_desktop 

Affected Version(s): - 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1187 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1188 
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Product: inspiron_3470 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1189 

Product: inspiron_3480 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1190 
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gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: inspiron_3481 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1191 

Product: inspiron_3493 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

H-DEL-INSP-

120923/1192 
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Race 

Condition 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1193 

Product: inspiron_3511 

Affected Version(s): - 

Time-of-

check 

Time-of-

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

https://ww

w.dell.com/s

upport/kbdo

H-DEL-INSP-

120923/1194 
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use 

(TOCTOU) 

Race 

Condition 

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1195 

Product: inspiron_3580 

Affected Version(s): - 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1196 

Product: inspiron_3581 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1197 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: inspiron_3583 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1198 

Product: inspiron_3584 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

H-DEL-INSP-

120923/1199 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Product: inspiron_3593 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1200 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1201 

Product: inspiron_3670 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1202 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 755 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

CVE ID : CVE-2023-

28075 

Product: inspiron_3780 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1203 

Product: inspiron_3781 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-INSP-

120923/1204 
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using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: inspiron_3793 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1205 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

H-DEL-INSP-

120923/1206 
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malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

17/dsa-

2023-190-

dell-client-

bios 

Product: inspiron_3880 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1207 

Product: inspiron_3881 

Affected Version(s): - 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1208 

Product: inspiron_3891 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1209 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 759 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1210 

Product: inspiron_3910 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1211 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1212 

Product: inspiron_5400 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-INSP-

120923/1213 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: inspiron_5401_aio 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1214 

Product: inspiron_5410 

Affected Version(s): - 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1215 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1216 
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Product: inspiron_5490_aio 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1217 

Product: inspiron_5491_aio 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1218 
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gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: inspiron_5493 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1219 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1220 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 765 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: inspiron_5593 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1221 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

H-DEL-INSP-

120923/1222 
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physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

2023-190-

dell-client-

bios 

Product: inspiron_7300_2-in-1 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1223 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

https://ww

w.dell.com/s

upport/kbdo

H-DEL-INSP-

120923/1224 
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authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

Product: inspiron_7490 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1225 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1226 

Product: inspiron_7500 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1227 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 769 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1228 

Product: inspiron_7500_2-in-1_black 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1229 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1230 

Product: inspiron_7501 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1231 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1232 

Product: inspiron_7510 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-INSP-

120923/1233 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1234 

Product: inspiron_7590 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

H-DEL-INSP-

120923/1235 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: inspiron_7591 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1236 

Product: inspiron_7610 
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Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1237 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-INSP-

120923/1238 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 775 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2023-

32453 

Product: inspiron_7700_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1239 

Product: inspiron_7790 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-INSP-

120923/1240 
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timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_3120 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1241 

Product: latitude_3140 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

https://ww

w.dell.com/s

upport/kbdo

c/en-

H-DEL-LATI-

120923/1242 
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(TOCTOU) 

Race 

Condition 

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1243 

Product: latitude_3180 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 778 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1244 

Product: latitude_3189 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1245 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_3190 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1246 

Product: latitude_3190_2-in-1 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

H-DEL-LATI-

120923/1247 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Product: latitude_3301 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1248 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1249 

Product: latitude_3310 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1250 
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CVE ID : CVE-2023-

28075 

Product: latitude_3310_2-in-1 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1251 

Product: latitude_3320 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-LATI-

120923/1252 
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using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1253 

Product: latitude_3330 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

H-DEL-LATI-

120923/1254 
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the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1255 

Product: latitude_3340 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

H-DEL-LATI-

120923/1256 
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Race 

Condition 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1257 

Product: latitude_3400 

Affected Version(s): - 

Time-of-

check 
16-Aug-2023 6.3  https://ww

w.dell.com/s

H-DEL-LATI-

120923/1258 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 786 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1259 

Product: latitude_3430 
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Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1260 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1261 
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CVE ID : CVE-2023-

32453 

Product: latitude_3440 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1262 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1263 
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CVE ID : CVE-2023-

32453 

Product: latitude_3500 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1264 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1265 
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variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: latitude_3530 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1266 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1267 
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this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: latitude_3540 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1268 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

H-DEL-LATI-

120923/1269 
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physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

2023-190-

dell-client-

bios 

Product: latitude_5280 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1270 

Product: latitude_5285_2-in-1 

Affected Version(s): - 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1271 

Product: latitude_5288 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1272 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_5290_2-in-1 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1273 

Product: latitude_5300 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

H-DEL-LATI-

120923/1274 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Product: latitude_5300_2-in-1 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1275 

Product: latitude_5310 
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Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1276 

Product: latitude_5310_2-in-1 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1277 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_5400 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1278 

Product: latitude_5411 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

H-DEL-LATI-

120923/1279 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Product: latitude_5420 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1280 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 799 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1281 

Product: latitude_5420_rugged 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1282 
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CVE ID : CVE-2023-

28075 

Product: latitude_5424_rugged 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1283 

Product: latitude_5430 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-LATI-

120923/1284 
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using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1285 

Product: latitude_5431 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

H-DEL-LATI-

120923/1286 
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the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1287 

Product: latitude_5480 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

H-DEL-LATI-

120923/1288 
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Race 

Condition 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: latitude_5488 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1289 
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CVE ID : CVE-2023-

28075 

Product: latitude_5500 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1290 

Product: latitude_5511 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1291 
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timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_5580 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1292 

Product: latitude_7200_2-in-1 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

https://ww

w.dell.com/s

upport/kbdo

c/en-

H-DEL-LATI-

120923/1293 
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(TOCTOU) 

Race 

Condition 

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: latitude_7210_2-in-1 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1294 
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CVE ID : CVE-2023-

28075 

Product: latitude_7230_rugged_extreme_tablet 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1295 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1296 
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CVE ID : CVE-2023-

32453 

Product: latitude_7280 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1297 

Product: latitude_7285_2-in-1 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-LATI-

120923/1298 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: latitude_7290 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1299 

Product: latitude_7300 

Affected Version(s): - 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1300 

Product: latitude_7310 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1301 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_7320 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1302 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1303 
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order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: latitude_7380 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1304 

Product: latitude_7390 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

H-DEL-LATI-

120923/1305 
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Race 

Condition 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: latitude_7390_2-in-1 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1306 
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CVE ID : CVE-2023-

28075 

Product: latitude_7400 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1307 

Product: latitude_7400_2-in-1 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1308 
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timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_7410 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1309 

Product: latitude_7420 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

https://ww

w.dell.com/s

upport/kbdo

c/en-

H-DEL-LATI-

120923/1310 
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(TOCTOU) 

Race 

Condition 

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1311 

Product: latitude_7424_rugged_extreme 

Affected Version(s): - 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1312 

Product: latitude_7480 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1313 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_7490 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1314 

Product: latitude_7520 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

H-DEL-LATI-

120923/1315 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1316 

Product: latitude_9330 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

https://ww

w.dell.com/s

upport/kbdo

c/en-

H-DEL-LATI-

120923/1317 
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(TOCTOU) 

Race 

Condition 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1318 

Product: latitude_9410 

Affected Version(s): - 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1319 

Product: latitude_9510 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1320 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_9520 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1321 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1322 
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order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: latitude_rugged_5430 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1323 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

H-DEL-LATI-

120923/1324 
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the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

dell-client-

bios 

Product: latitude_rugged_7220 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1325 

Product: latitude_rugged_7220ex 

Affected Version(s): - 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1326 

Product: latitude_rugged_7330 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-LATI-

120923/1327 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-LATI-

120923/1328 

Product: optiplex_3000 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1329 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-OPTI-

120923/1330 

Product: optiplex_3000_thin_client 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-OPTI-

120923/1331 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-OPTI-

120923/1332 

Product: optiplex_3050_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

H-DEL-OPTI-

120923/1333 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: optiplex_3090 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1334 

Product: optiplex_3280_all-in-one 
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Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1335 

Product: optiplex_5000 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1336 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-OPTI-

120923/1337 

Product: optiplex_5090 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1338 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-OPTI-

120923/1339 

Product: optiplex_5250 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-OPTI-

120923/1340 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: optiplex_5260_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1341 

Product: optiplex_5270_all-in-one 

Affected Version(s): - 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1342 

Product: optiplex_5400_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1343 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 835 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-OPTI-

120923/1344 

Product: optiplex_5480_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1345 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: optiplex_5490_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1346 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

H-DEL-OPTI-

120923/1347 
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the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

dell-client-

bios 

Product: optiplex_7000 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1348 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

https://ww

w.dell.com/s

upport/kbdo

c/en-

H-DEL-OPTI-

120923/1349 
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vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

Product: optiplex_7060 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1350 

Product: optiplex_7070 
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Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1351 

Product: optiplex_7070_ultra 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1352 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: optiplex_7080 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1353 

Product: optiplex_7090 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

H-DEL-OPTI-

120923/1354 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-OPTI-

120923/1355 

Product: optiplex_7400_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

https://ww

w.dell.com/s

upport/kbdo

c/en-

H-DEL-OPTI-

120923/1356 
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(TOCTOU) 

Race 

Condition 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-OPTI-

120923/1357 

Product: optiplex_7410_all-in-one 

Affected Version(s): - 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1358 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-OPTI-

120923/1359 
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Product: optiplex_7450 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1360 

Product: optiplex_7460_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1361 
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gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: optiplex_7470_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1362 

Product: optiplex_7480_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

H-DEL-OPTI-

120923/1363 
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Race 

Condition 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: optiplex_7490_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1364 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-OPTI-

120923/1365 

Product: optiplex_7760_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1366 
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CVE ID : CVE-2023-

28075 

Product: optiplex_7770_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1367 

Product: optiplex_7780_all-in-one 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-OPTI-

120923/1368 
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using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: optiplex_micro_plus_7010 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1369 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

H-DEL-OPTI-

120923/1370 
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malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

17/dsa-

2023-190-

dell-client-

bios 

Product: optiplex_small_form_factor_plus_7010 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1371 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-OPTI-

120923/1372 

Product: optiplex_tower_plus_7010 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1373 
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CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-OPTI-

120923/1374 

Product: optiplex_xe4 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-OPTI-

120923/1375 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-OPTI-

120923/1376 

Product: precision_3240_compact 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1377 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: precision_3260_compact 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1378 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

H-DEL-PREC-

120923/1379 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 855 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

dell-client-

bios 

Product: precision_3260_xe_compact 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1380 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

https://ww

w.dell.com/s

upport/kbdo

c/en-

H-DEL-PREC-

120923/1381 
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vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

Product: precision_3450 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1382 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-PREC-

120923/1383 

Product: precision_3460_small_form_factor 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1384 
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CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-PREC-

120923/1385 

Product: precision_3460_xe_small_form_factor 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1386 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 859 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-PREC-

120923/1387 

Product: precision_3470 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1388 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-PREC-

120923/1389 

Product: precision_3520 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-PREC-

120923/1390 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: precision_3540 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1391 

Product: precision_3551 

Affected Version(s): - 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1392 

Product: precision_3630_tower 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1393 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: precision_3640_tower 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1394 

Product: precision_3650_tower 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

H-DEL-PREC-

120923/1395 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-PREC-

120923/1396 

Product: precision_3660 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

https://ww

w.dell.com/s

upport/kbdo

c/en-

H-DEL-PREC-

120923/1397 
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(TOCTOU) 

Race 

Condition 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-PREC-

120923/1398 

Product: precision_3930_rack 

Affected Version(s): - 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1399 

Product: precision_5470 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1400 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-PREC-

120923/1401 

Product: precision_5520 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1402 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: precision_5530 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1403 

Product: precision_5530_2-in-1 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

H-DEL-PREC-

120923/1404 
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Race 

Condition 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: precision_5540 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1405 
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CVE ID : CVE-2023-

28075 

Product: precision_5570 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1406 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-PREC-

120923/1407 
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CVE ID : CVE-2023-

32453 

Product: precision_5680 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1408 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-PREC-

120923/1409 
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variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: precision_5720_aio 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1410 

Product: precision_5820_tower 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

H-DEL-PREC-

120923/1411 
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Race 

Condition 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: precision_5860_tower 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1412 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-PREC-

120923/1413 

Product: precision_7520 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1414 
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CVE ID : CVE-2023-

28075 

Product: precision_7540 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1415 

Product: precision_7550 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-PREC-

120923/1416 
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using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: precision_7720 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1417 

Product: precision_7740 

Affected Version(s): - 

Time-of-

check 

Time-of-

16-Aug-2023 6.3  
https://ww

w.dell.com/s

upport/kbdo

H-DEL-PREC-

120923/1418 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 877 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

use 

(TOCTOU) 

Race 

Condition 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: precision_7750 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1419 
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CVE ID : CVE-2023-

28075 

Product: precision_7820_tower 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1420 

Product: precision_7920_tower 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-PREC-

120923/1421 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: precision_7960_tower 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-PREC-

120923/1422 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

https://ww

w.dell.com/s

upport/kbdo

c/en-

H-DEL-PREC-

120923/1423 
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vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

Product: vostro_3020_sff 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1424 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-VOST-

120923/1425 

Product: vostro_3020_t 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1426 
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CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-VOST-

120923/1427 

Product: vostro_3070 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1428 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: vostro_3470 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1429 

Product: vostro_3480 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

H-DEL-VOST-

120923/1430 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Product: vostro_3481 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1431 

Product: vostro_3510 
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Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1432 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-VOST-

120923/1433 
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CVE ID : CVE-2023-

32453 

Product: vostro_3580 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1434 

Product: vostro_3581 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1435 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 887 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: vostro_3583 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1436 

Product: vostro_3584 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

https://ww

w.dell.com/s

upport/kbdo

c/en-

H-DEL-VOST-

120923/1437 
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(TOCTOU) 

Race 

Condition 

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: vostro_3670 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1438 
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CVE ID : CVE-2023-

28075 

Product: vostro_3681 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1439 

Product: vostro_3690 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1440 
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timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-VOST-

120923/1441 

Product: vostro_3710 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

H-DEL-VOST-

120923/1442 
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potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-VOST-

120923/1443 

Product: vostro_3881 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

H-DEL-VOST-

120923/1444 
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Race 

Condition 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: vostro_3888 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1445 
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Product: vostro_3890 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1446 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-VOST-

120923/1447 
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CVE ID : CVE-2023-

32453 

Product: vostro_3910 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1448 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-VOST-

120923/1449 
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knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: vostro_5410 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1450 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-VOST-

120923/1451 
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order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: vostro_5491 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1452 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

H-DEL-VOST-

120923/1453 
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the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

dell-client-

bios 

Product: vostro_5510 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1454 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

https://ww

w.dell.com/s

upport/kbdo

c/en-

H-DEL-VOST-

120923/1455 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 898 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

Product: vostro_5591 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1456 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-VOST-

120923/1457 

Product: vostro_5890 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1458 
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CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-VOST-

120923/1459 

Product: vostro_7500 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1460 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-VOST-

120923/1461 

Product: vostro_7510 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-VOST-

120923/1462 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-VOST-

120923/1463 

Product: vostro_7590 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-VOST-

120923/1464 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: wyse_5470 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-WYSE-

120923/1465 

Product: wyse_5470_all-in-one 

Affected Version(s): - 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-WYSE-

120923/1466 

Product: xps_13_7390 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-XPS_-

120923/1467 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-XPS_-

120923/1468 

Product: xps_13_7390_2-in-1 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-XPS_-

120923/1469 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-XPS_-

120923/1470 

Product: xps_13_9300 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-XPS_-

120923/1471 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-XPS_-

120923/1472 

Product: xps_13_9305 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

H-DEL-XPS_-

120923/1473 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-XPS_-

120923/1474 

Product: xps_13_9310 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

https://ww

w.dell.com/s

upport/kbdo

c/en-

H-DEL-XPS_-

120923/1475 
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(TOCTOU) 

Race 

Condition 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-XPS_-

120923/1476 

Product: xps_13_9310_2-in-1 

Affected Version(s): - 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-XPS_-

120923/1477 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-XPS_-

120923/1478 
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Product: xps_13_9315 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-XPS_-

120923/1479 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

H-DEL-XPS_-

120923/1480 
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CVE ID : CVE-2023-

32453 

Product: xps_13_9380 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-XPS_-

120923/1481 

Product: xps_15_7590 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

H-DEL-XPS_-

120923/1482 
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using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: xps_15_9520 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-XPS_-

120923/1483 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

H-DEL-XPS_-

120923/1484 
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malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

17/dsa-

2023-190-

dell-client-

bios 

Product: xps_15_9575_2-in-1 

Affected Version(s): - 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

H-DEL-XPS_-

120923/1485 

Vendor: Dlink 

Product: dap-2660 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

21-Aug-2023 9.8 

D-Link DAP-2660 

v1.13 was 

discovered to 

contain a buffer 

overflow via the 

component 

/adv_resource. This 

vulnerability is 

exploited via a 

crafted GET request. 

CVE ID : CVE-2023-

39749 

https://ww

w.dlink.com/

en/security-

bulletin/ 

H-DLI-DAP--

120923/1486 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

21-Aug-2023 9.8 

D-Link DAP-2660 

v1.13 was 

discovered to 

contain a buffer 

overflow via the 

f_ipv6_enable 

parameter at 

/bsc_ipv6. This 

vulnerability is 

exploited via a 

crafted POST 

request. 

CVE ID : CVE-2023-

39750 

https://ww

w.dlink.com/

en/security-

bulletin/ 

H-DLI-DAP--

120923/1487 

Product: dar-8000-10 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

25-Aug-2023 9.8 

A vulnerability was 

found in D-Link DAR-

8000-10 up to 

20230809. It has 

been classified as 

critical. This affects 

an unknown part of 

the file 

/app/sys1.php. The 

manipulation of the 

argument cmd with 

the input id leads to 

os command 

N/A 
H-DLI-DAR--

120923/1488 
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injection. It is 

possible to initiate 

the attack remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. The associated 

identifier of this 

vulnerability is VDB-

238047. NOTE: The 

vendor was 

contacted early 

about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4542 

Product: dir-842 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

D-Link DIR-842 

fw_revA_1-

02_eu_multi_201510

08 was discovered to 

contain multiple 

buffer overflows in 

the fgets function via 

the acStack_120 and 

acStack_220 

parameters. 

CVE ID : CVE-2023-

39666 

https://ww

w.dlink.com/

en/security-

bulletin/, 

https://supp

ort.dlink.co

m/ 

H-DLI-DIR--

120923/1489 

Product: dir-868l 

Affected Version(s): a 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

18-Aug-2023 9.8 

** UNSUPPORTED 

WHEN ASSIGNED ** 

D-Link DIR-868L 

fw_revA_1-

12_eu_multi_201703

16 was discovered to 

contain a buffer 

overflow via the 

N/A 
H-DLI-DIR--

120923/1490 
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Buffer 

Overflow') 

acStack_50 

parameter. 

CVE ID : CVE-2023-

39665 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

** UNSUPPORTED 

WHEN ASSIGNED ** 

D-Link DIR-868L 

fw_revA_1-

12_eu_multi_201703

16 was discovered to 

contain a buffer 

overflow via the 

param_2 parameter 

in the FUN_0000acb4 

function. 

CVE ID : CVE-2023-

39667 

N/A 
H-DLI-DIR--

120923/1491 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

** UNSUPPORTED 

WHEN ASSIGNED ** 

D-Link DIR-868L 

fw_revA_1-

12_eu_multi_201703

16 was discovered to 

contain a buffer 

overflow via the 

param_2 parameter 

in the inet_ntoa() 

function. 

CVE ID : CVE-2023-

39668 

N/A 
H-DLI-DIR--

120923/1492 

Product: dir-880l_a1 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

D-Link DIR-880 

A1_FW107WWb08 

was discovered to 

contain a buffer 

overflow via the 

function 

FUN_0001be68. 

CVE ID : CVE-2023-

39671 

https://ww

w.dlink.com/

en/security-

bulletin/ 

H-DLI-DIR--

120923/1493 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

D-Link DIR-880 

A1_FW107WWb08 

was discovered to 

contain a buffer 

overflow via the 

function fgets. 

CVE ID : CVE-2023-

39674 

https://ww

w.dlink.com/

en/security-

bulletin/ 

H-DLI-DIR--

120923/1494 

NULL 

Pointer 

Dereferenc

e 

18-Aug-2023 7.5 

D-Link DIR-880 

A1_FW107WWb08 

was discovered to 

contain a NULL 

pointer dereference 

in the function 

FUN_00010824. 

CVE ID : CVE-2023-

39669 

https://ww

w.dlink.com/

en/security-

bulletin/ 

H-DLI-DIR--

120923/1495 

Vendor: Draytek 

Product: vigor2620 

Affected Version(s): - 

N/A 21-Aug-2023 9.8 

user_login.cgi on 

Draytek Vigor2620 

devices before 

3.9.8.4 (and on all 

versions of 

Vigor2925 devices) 

allows attackers to 

send a crafted 

payload to modify 

the content of the 

code segment, insert 

shellcode, and 

execute arbitrary 

code. 

CVE ID : CVE-2023-

31447 

N/A 
H-DRA-VIGO-

120923/1496 

Product: vigor2625 

Affected Version(s): - 
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N/A 21-Aug-2023 9.8 

user_login.cgi on 

Draytek Vigor2620 

devices before 

3.9.8.4 (and on all 

versions of 

Vigor2925 devices) 

allows attackers to 

send a crafted 

payload to modify 

the content of the 

code segment, insert 

shellcode, and 

execute arbitrary 

code. 

CVE ID : CVE-2023-

31447 

N/A 
H-DRA-VIGO-

120923/1497 

Vendor: elecom 

Product: lan-w300n\/dr 

Affected Version(s): - 

N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in 

LOGITEC wireless 

LAN routers allows 

an unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. Affected 

products and 

versions are as 

follows: LAN-

W300N/DR all 

versions, LAN-

WH300N/DR all 

versions, LAN-

W300N/P all 

versions, LAN-

WH450N/GP all 

versions, LAN-

WH300AN/DGP all 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-LAN--

120923/1498 
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versions, LAN-

WH300N/DGP all 

versions, and LAN-

WH300ANDGPE all 

versions. 

CVE ID : CVE-2023-

35991 

Product: lan-w300n\/p 

Affected Version(s): - 

N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in 

LOGITEC wireless 

LAN routers allows 

an unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. Affected 

products and 

versions are as 

follows: LAN-

W300N/DR all 

versions, LAN-

WH300N/DR all 

versions, LAN-

W300N/P all 

versions, LAN-

WH450N/GP all 

versions, LAN-

WH300AN/DGP all 

versions, LAN-

WH300N/DGP all 

versions, and LAN-

WH300ANDGPE all 

versions. 

CVE ID : CVE-2023-

35991 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-LAN--

120923/1499 

Product: lan-w300n\/pr5 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 921 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in LAN-

W300N/RS all 

versions, and LAN-

W300N/PR5 all 

versions allows an 

unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. 

CVE ID : CVE-2023-

32626 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-LAN--

120923/1500 

Product: lan-w300n\/rs 

Affected Version(s): - 

N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in LAN-

W300N/RS all 

versions, and LAN-

W300N/PR5 all 

versions allows an 

unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. 

CVE ID : CVE-2023-

32626 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-LAN--

120923/1501 

Product: lan-w451ngr 

Affected Version(s): - 

N/A 18-Aug-2023 8.8 

LAN-W451NGR all 

versions provided by 

LOGITEC 

CORPORATION 

contains an 

improper access 

control vulnerability, 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-LAN--

120923/1502 
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which allows an 

unauthenticated 

attacker to log in to 

telnet service. 

CVE ID : CVE-2023-

38132 

Product: lan-wh300andgpe 

Affected Version(s): - 

N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in 

LOGITEC wireless 

LAN routers allows 

an unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. Affected 

products and 

versions are as 

follows: LAN-

W300N/DR all 

versions, LAN-

WH300N/DR all 

versions, LAN-

W300N/P all 

versions, LAN-

WH450N/GP all 

versions, LAN-

WH300AN/DGP all 

versions, LAN-

WH300N/DGP all 

versions, and LAN-

WH300ANDGPE all 

versions. 

CVE ID : CVE-2023-

35991 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-LAN--

120923/1503 

Product: lan-wh300an\/dgp 

Affected Version(s): - 
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N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in 

LOGITEC wireless 

LAN routers allows 

an unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. Affected 

products and 

versions are as 

follows: LAN-

W300N/DR all 

versions, LAN-

WH300N/DR all 

versions, LAN-

W300N/P all 

versions, LAN-

WH450N/GP all 

versions, LAN-

WH300AN/DGP all 

versions, LAN-

WH300N/DGP all 

versions, and LAN-

WH300ANDGPE all 

versions. 

CVE ID : CVE-2023-

35991 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-LAN--

120923/1504 

Product: lan-wh300n\/dgp 

Affected Version(s): - 

N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in 

LOGITEC wireless 

LAN routers allows 

an unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. Affected 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-LAN--

120923/1505 
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products and 

versions are as 

follows: LAN-

W300N/DR all 

versions, LAN-

WH300N/DR all 

versions, LAN-

W300N/P all 

versions, LAN-

WH450N/GP all 

versions, LAN-

WH300AN/DGP all 

versions, LAN-

WH300N/DGP all 

versions, and LAN-

WH300ANDGPE all 

versions. 

CVE ID : CVE-2023-

35991 

Product: lan-wh300n\/dr 

Affected Version(s): - 

N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in 

LOGITEC wireless 

LAN routers allows 

an unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. Affected 

products and 

versions are as 

follows: LAN-

W300N/DR all 

versions, LAN-

WH300N/DR all 

versions, LAN-

W300N/P all 

versions, LAN-

WH450N/GP all 

versions, LAN-

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-LAN--

120923/1506 
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WH300AN/DGP all 

versions, LAN-

WH300N/DGP all 

versions, and LAN-

WH300ANDGPE all 

versions. 

CVE ID : CVE-2023-

35991 

Product: lan-wh300n\/re 

Affected Version(s): - 

N/A 18-Aug-2023 8 

Hidden functionality 

vulnerability in LAN-

WH300N/RE all 

versions provided by 

LOGITEC 

CORPORATION 

allows an 

authenticated user to 

execute arbitrary OS 

commands on a 

certain management 

console. 

CVE ID : CVE-2023-

38576 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-LAN--

120923/1507 

Product: lan-wh450n\/gp 

Affected Version(s): - 

N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in 

LOGITEC wireless 

LAN routers allows 

an unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. Affected 

products and 

versions are as 

follows: LAN-

W300N/DR all 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-LAN--

120923/1508 
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versions, LAN-

WH300N/DR all 

versions, LAN-

W300N/P all 

versions, LAN-

WH450N/GP all 

versions, LAN-

WH300AN/DGP all 

versions, LAN-

WH300N/DGP all 

versions, and LAN-

WH300ANDGPE all 

versions. 

CVE ID : CVE-2023-

35991 

Product: wab-s300 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

WAB-S600-PS all 

versions, and WAB-

S300 all versions 

allows an 

authenticated user to 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

CVE ID : CVE-2023-

40072 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WAB--

120923/1509 

Product: wab-s600-ps 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

WAB-S600-PS all 

versions, and WAB-

S300 all versions 

allows an 

authenticated user to 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WAB--

120923/1510 
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('OS 

Command 

Injection') 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

CVE ID : CVE-2023-

40072 

Product: wrc-1167ghbk2 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 9.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an attacker who can 

access the product to 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: WRC-

F1167ACF all 

versions, WRC-

1750GHBK all 

versions, WRC-

1167GHBK2 all 

versions, WRC-

1750GHBK2-I all 

versions, and WRC-

1750GHBK-E all 

versions. 

CVE ID : CVE-2023-

40069 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1511 

Product: wrc-1467ghbk-a 

Affected Version(s): - 

N/A 18-Aug-2023 8.8 

Hidden functionality 

vulnerability in LAN-

WH300N/RE all 

versions provided by 

LOGITEC 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1512 
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CORPORATION 

allows an 

unauthenticated 

attacker to execute 

arbitrary code by 

sending a specially 

crafted file to the 

product's certain 

management 

console. 

CVE ID : CVE-2023-

39445 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an authenticated 

user to execute an 

arbitrary OS 

command by sending 

a specially crafted 

request. Affected 

products and 

versions are as 

follows: WRC-

600GHBK-A all 

versions, WRC-

1467GHBK-A all 

versions, WRC-

1900GHBK-A all 

versions, WRC-

733FEBK2-A all 

versions, WRC-

F1167ACF2 all 

versions, WRC-

1467GHBK-S all 

versions, and WRC-

1900GHBK-S all 

versions. 

CVE ID : CVE-2023-

39455 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1513 
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Product: wrc-1467ghbk-s 

Affected Version(s): - 

N/A 18-Aug-2023 8.8 

Hidden functionality 

vulnerability in LAN-

WH300N/RE all 

versions provided by 

LOGITEC 

CORPORATION 

allows an 

unauthenticated 

attacker to execute 

arbitrary code by 

sending a specially 

crafted file to the 

product's certain 

management 

console. 

CVE ID : CVE-2023-

39445 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1514 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an authenticated 

user to execute an 

arbitrary OS 

command by sending 

a specially crafted 

request. Affected 

products and 

versions are as 

follows: WRC-

600GHBK-A all 

versions, WRC-

1467GHBK-A all 

versions, WRC-

1900GHBK-A all 

versions, WRC-

733FEBK2-A all 

versions, WRC-

F1167ACF2 all 

versions, WRC-

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1515 
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1467GHBK-S all 

versions, and WRC-

1900GHBK-S all 

versions. 

CVE ID : CVE-2023-

39455 

Product: wrc-1750ghbk 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 9.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an attacker who can 

access the product to 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: WRC-

F1167ACF all 

versions, WRC-

1750GHBK all 

versions, WRC-

1167GHBK2 all 

versions, WRC-

1750GHBK2-I all 

versions, and WRC-

1750GHBK-E all 

versions. 

CVE ID : CVE-2023-

40069 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1516 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

WRC-F1167ACF all 

versions, and WRC-

1750GHBK all 

versions allows an 

attacker who can 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1517 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 931 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

('OS 

Command 

Injection') 

access the product to 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

CVE ID : CVE-2023-

39944 

Product: wrc-1750ghbk-e 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 9.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an attacker who can 

access the product to 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: WRC-

F1167ACF all 

versions, WRC-

1750GHBK all 

versions, WRC-

1167GHBK2 all 

versions, WRC-

1750GHBK2-I all 

versions, and WRC-

1750GHBK-E all 

versions. 

CVE ID : CVE-2023-

40069 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1518 

Product: wrc-1750ghbk2-i 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

18-Aug-2023 9.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

https://ww

w.elecom.co.

jp/news/sec

H-ELE-WRC--

120923/1519 
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Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

LAN routers allows 

an attacker who can 

access the product to 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: WRC-

F1167ACF all 

versions, WRC-

1750GHBK all 

versions, WRC-

1167GHBK2 all 

versions, WRC-

1750GHBK2-I all 

versions, and WRC-

1750GHBK-E all 

versions. 

CVE ID : CVE-2023-

40069 

urity/20230

810-01/ 

Product: wrc-1900ghbk-a 

Affected Version(s): - 

N/A 18-Aug-2023 8.8 

Hidden functionality 

vulnerability in LAN-

WH300N/RE all 

versions provided by 

LOGITEC 

CORPORATION 

allows an 

unauthenticated 

attacker to execute 

arbitrary code by 

sending a specially 

crafted file to the 

product's certain 

management 

console. 

CVE ID : CVE-2023-

39445 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1520 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an authenticated 

user to execute an 

arbitrary OS 

command by sending 

a specially crafted 

request. Affected 

products and 

versions are as 

follows: WRC-

600GHBK-A all 

versions, WRC-

1467GHBK-A all 

versions, WRC-

1900GHBK-A all 

versions, WRC-

733FEBK2-A all 

versions, WRC-

F1167ACF2 all 

versions, WRC-

1467GHBK-S all 

versions, and WRC-

1900GHBK-S all 

versions. 

CVE ID : CVE-2023-

39455 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1521 

Product: wrc-1900ghbk-s 

Affected Version(s): - 

N/A 18-Aug-2023 8.8 

Hidden functionality 

vulnerability in LAN-

WH300N/RE all 

versions provided by 

LOGITEC 

CORPORATION 

allows an 

unauthenticated 

attacker to execute 

arbitrary code by 

sending a specially 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1522 
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crafted file to the 

product's certain 

management 

console. 

CVE ID : CVE-2023-

39445 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an authenticated 

user to execute an 

arbitrary OS 

command by sending 

a specially crafted 

request. Affected 

products and 

versions are as 

follows: WRC-

600GHBK-A all 

versions, WRC-

1467GHBK-A all 

versions, WRC-

1900GHBK-A all 

versions, WRC-

733FEBK2-A all 

versions, WRC-

F1167ACF2 all 

versions, WRC-

1467GHBK-S all 

versions, and WRC-

1900GHBK-S all 

versions. 

CVE ID : CVE-2023-

39455 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1523 

Product: wrc-600ghbk-a 

Affected Version(s): - 

N/A 18-Aug-2023 8.8 

Hidden functionality 

vulnerability in LAN-

WH300N/RE all 

versions provided by 

https://ww

w.elecom.co.

jp/news/sec

H-ELE-WRC--

120923/1524 
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LOGITEC 

CORPORATION 

allows an 

unauthenticated 

attacker to execute 

arbitrary code by 

sending a specially 

crafted file to the 

product's certain 

management 

console. 

CVE ID : CVE-2023-

39445 

urity/20230

810-01/ 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an authenticated 

user to execute an 

arbitrary OS 

command by sending 

a specially crafted 

request. Affected 

products and 

versions are as 

follows: WRC-

600GHBK-A all 

versions, WRC-

1467GHBK-A all 

versions, WRC-

1900GHBK-A all 

versions, WRC-

733FEBK2-A all 

versions, WRC-

F1167ACF2 all 

versions, WRC-

1467GHBK-S all 

versions, and WRC-

1900GHBK-S all 

versions. 

CVE ID : CVE-2023-

39455 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1525 
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Product: wrc-733febk2-a 

Affected Version(s): - 

N/A 18-Aug-2023 8.8 

Hidden functionality 

vulnerability in LAN-

WH300N/RE all 

versions provided by 

LOGITEC 

CORPORATION 

allows an 

unauthenticated 

attacker to execute 

arbitrary code by 

sending a specially 

crafted file to the 

product's certain 

management 

console. 

CVE ID : CVE-2023-

39445 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1526 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an authenticated 

user to execute an 

arbitrary OS 

command by sending 

a specially crafted 

request. Affected 

products and 

versions are as 

follows: WRC-

600GHBK-A all 

versions, WRC-

1467GHBK-A all 

versions, WRC-

1900GHBK-A all 

versions, WRC-

733FEBK2-A all 

versions, WRC-

F1167ACF2 all 

versions, WRC-

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1527 
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1467GHBK-S all 

versions, and WRC-

1900GHBK-S all 

versions. 

CVE ID : CVE-2023-

39455 

Product: wrc-f1167acf 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 9.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an attacker who can 

access the product to 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: WRC-

F1167ACF all 

versions, WRC-

1750GHBK all 

versions, WRC-

1167GHBK2 all 

versions, WRC-

1750GHBK2-I all 

versions, and WRC-

1750GHBK-E all 

versions. 

CVE ID : CVE-2023-

40069 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1528 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

WRC-F1167ACF all 

versions, and WRC-

1750GHBK all 

versions allows an 

attacker who can 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1529 
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('OS 

Command 

Injection') 

access the product to 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

CVE ID : CVE-2023-

39944 

Product: wrc-f1167acf2 

Affected Version(s): - 

N/A 18-Aug-2023 8.8 

Hidden functionality 

vulnerability in LAN-

WH300N/RE all 

versions provided by 

LOGITEC 

CORPORATION 

allows an 

unauthenticated 

attacker to execute 

arbitrary code by 

sending a specially 

crafted file to the 

product's certain 

management 

console. 

CVE ID : CVE-2023-

39445 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1530 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an authenticated 

user to execute an 

arbitrary OS 

command by sending 

a specially crafted 

request. Affected 

products and 

versions are as 

follows: WRC-

600GHBK-A all 

versions, WRC-

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

H-ELE-WRC--

120923/1531 
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1467GHBK-A all 

versions, WRC-

1900GHBK-A all 

versions, WRC-

733FEBK2-A all 

versions, WRC-

F1167ACF2 all 

versions, WRC-

1467GHBK-S all 

versions, and WRC-

1900GHBK-S all 

versions. 

CVE ID : CVE-2023-

39455 

Product: wrc-x1800gs-b 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

Buffer overflow 

vulnerability in 

WRC-X1800GS-B 

v1.13 and earlier, 

WRC-X1800GSA-B 

v1.13 and earlier, 

and WRC-

X1800GSH-B v1.13 

and earlier allows an 

unauthenticated 

attacker to execute 

arbitrary code. 

CVE ID : CVE-2023-

39454 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

711-01/ 

H-ELE-WRC--

120923/1532 

Product: wrc-x1800gsa-b 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

Buffer overflow 

vulnerability in 

WRC-X1800GS-B 

v1.13 and earlier, 

WRC-X1800GSA-B 

v1.13 and earlier, 

and WRC-

X1800GSH-B v1.13 

and earlier allows an 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

711-01/ 

H-ELE-WRC--

120923/1533 
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unauthenticated 

attacker to execute 

arbitrary code. 

CVE ID : CVE-2023-

39454 

Product: wrc-x1800gsh-b 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

Buffer overflow 

vulnerability in 

WRC-X1800GS-B 

v1.13 and earlier, 

WRC-X1800GSA-B 

v1.13 and earlier, 

and WRC-

X1800GSH-B v1.13 

and earlier allows an 

unauthenticated 

attacker to execute 

arbitrary code. 

CVE ID : CVE-2023-

39454 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

711-01/ 

H-ELE-WRC--

120923/1534 

Vendor: helmholz 

Product: rex_200 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

N/A 
H-HEL-REX_-

120923/1535 
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login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Product: rex_250 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
H-HEL-REX_-

120923/1536 

Vendor: jaycar 

Product: la5570 

Affected Version(s): - 
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Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

25-Aug-2023 7.5 

An issue was 

discovered in 

TechView LA-5570 

Wireless Gateway 

1.0.19_T53, allows 

attackers to gain 

sensitive information 

via 

/config/system.conf. 

CVE ID : CVE-2023-

34723 

N/A 
H-JAY-LA55-

120923/1537 

Incorrect 

Authorizati

on 

28-Aug-2023 6.8 

An issue was 

discovered in 

TECHView LA5570 

Wireless Gateway 

1.0.19_T53, allows 

physical attackers to 

gain escalated 

privileges via the 

UART interface. 

CVE ID : CVE-2023-

34724 

N/A 
H-JAY-LA55-

120923/1538 

Exposure 

of 

Resource 

to Wrong 

Sphere 

28-Aug-2023 6.8 

An issue was 

discovered in 

TechView LA-5570 

Wireless Gateway 

1.0.19_T53, allows 

physical attackers to 

gain escalated 

privileges via a telnet 

connection. 

CVE ID : CVE-2023-

34725 

N/A 
H-JAY-LA55-

120923/1539 

Vendor: Juniper 

Product: ex2200 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX22-

120923/1540 
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Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX22-

120923/1541 
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and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  
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prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX22-

120923/1542 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  
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 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 
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Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX22-

120923/1543 
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Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 
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  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex2200-c 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX22-

120923/1544 
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allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  
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prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX22-

120923/1545 
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integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 
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  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX22-

120923/1546 
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part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX22-

120923/1547 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex2200-vc 

Affected Version(s): - 
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PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX22-

120923/1548 
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 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 
17-Aug-2023 5.3 A PHP External 

Variable 

https://supp

ortportal.jun

H-JUN-EX22-

120923/1549 
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Variable 

Modificatio

n 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

iper.net/JSA

72300 
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prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX22-

120923/1550 
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unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 
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  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX22-

120923/1551 
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This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  
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prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex2300 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1552 
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certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1553 
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is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1554 
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integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1555 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  
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 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: ex2300-24mp 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1556 
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  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1557 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1558 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 
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  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1559 
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integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  
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22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex2300-24p 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1560 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1561 
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network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1562 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1563 
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Critical 

Function 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: ex2300-24t 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1564 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 995 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1565 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1566 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1567 
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via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex2300-48mp 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1568 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1003 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1569 
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allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1570 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 
A Missing 

Authentication for 

Critical Function 

https://supp

ortportal.jun

H-JUN-EX23-

120923/1571 
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Critical 

Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex2300-48p 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1572 
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Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1573 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1574 
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allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1575 
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authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex2300-48t 

Affected Version(s): - 

PHP 

External 

Variable 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1576 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1020 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Modificatio

n 

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1577 
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Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1578 
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attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1579 
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This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  
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prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex2300-c 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1580 
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variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1581 
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certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1582 
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for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 
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  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1583 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  
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 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 
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Product: ex2300m 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1584 
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1585 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1040 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica
17-Aug-2023 5.3 A Missing 

Authentication for 

https://supp

ortportal.jun

H-JUN-EX23-

120923/1586 
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tion for 

Critical 

Function 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX23-

120923/1587 
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part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  
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22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex3200 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX32-

120923/1588 
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Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX32-

120923/1589 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX32-

120923/1590 
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upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX32-

120923/1591 
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limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 
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  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: ex3300 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX33-

120923/1592 
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  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX33-

120923/1593 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX33-

120923/1594 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 
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  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX33-

120923/1595 
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integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1062 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex3300-vc 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX33-

120923/1596 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1063 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX33-

120923/1597 
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network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX33-

120923/1598 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1068 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX33-

120923/1599 
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Critical 

Function 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: ex3400 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX34-

120923/1600 
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  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX34-

120923/1601 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX34-

120923/1602 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX34-

120923/1603 
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via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4200 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX42-

120923/1604 
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an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX42-

120923/1605 
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allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX42-

120923/1606 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 
A Missing 

Authentication for 

Critical Function 

https://supp

ortportal.jun

H-JUN-EX42-

120923/1607 
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Critical 

Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4200-vc 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX42-

120923/1608 
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Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX42-

120923/1609 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX42-

120923/1610 
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allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX42-

120923/1611 
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authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4300 

Affected Version(s): - 

PHP 

External 

Variable 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1612 
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Modificatio

n 

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1098 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1613 
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Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1614 
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attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1615 
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This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  
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prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4300-24p 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1616 
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variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1617 
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certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1618 
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for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 
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  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1619 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  
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 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1114 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Product: ex4300-24p-s 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1620 
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1621 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica
17-Aug-2023 5.3 A Missing 

Authentication for 

https://supp

ortportal.jun

H-JUN-EX43-

120923/1622 
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tion for 

Critical 

Function 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1623 
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part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  
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22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4300-24t 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1624 
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Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1625 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1626 
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upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1627 
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limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 
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  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: ex4300-24t-s 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1628 
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  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1629 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1630 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 
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  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1631 
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integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  
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22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4300-32f 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1632 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1633 
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network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1634 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1635 
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Critical 

Function 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: ex4300-32f-dc 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1636 
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  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1150 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1637 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1638 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1639 
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via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4300-32f-s 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1640 
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an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1641 
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allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1642 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 
A Missing 

Authentication for 

Critical Function 

https://supp

ortportal.jun

H-JUN-EX43-

120923/1643 
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Critical 

Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4300-48mp 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1644 
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Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1645 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1646 
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allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1647 
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authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4300-48mp-s 

Affected Version(s): - 

PHP 

External 

Variable 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1648 
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Modificatio

n 

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1649 
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Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1650 
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attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1651 
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This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  
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prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4300-48p 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1652 
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variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1653 
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certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1654 
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for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 
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  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1655 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  
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 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 
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Product: ex4300-48p-s 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1656 
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1657 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1194 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica
17-Aug-2023 5.3 A Missing 

Authentication for 

https://supp

ortportal.jun

H-JUN-EX43-

120923/1658 
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tion for 

Critical 

Function 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1659 
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part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1199 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4300-48t 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1660 
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Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1661 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1662 
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upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1663 
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limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 
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  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: ex4300-48t-afi 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1664 
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  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1665 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1666 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1213 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 
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  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1667 
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integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  
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22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4300-48t-dc 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1668 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1218 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1669 
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network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1670 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1671 
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Critical 

Function 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: ex4300-48t-dc-afi 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1672 
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  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1673 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1674 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1675 
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via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4300-48t-s 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1676 
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an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1677 
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allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1678 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 
A Missing 

Authentication for 

Critical Function 

https://supp

ortportal.jun

H-JUN-EX43-

120923/1679 
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Critical 

Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4300-48tafi 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1680 
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Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1681 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1246 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1682 
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allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1248 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1683 
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authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4300-48tdc 

Affected Version(s): - 

PHP 

External 

Variable 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1684 
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Modificatio

n 

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1685 
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Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1686 
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attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1687 
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This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  
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prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4300-48tdc-afi 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1688 
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variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1689 
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certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1690 
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for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 
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  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1691 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  
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 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 
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Product: ex4300-mp 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1692 
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1693 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica
17-Aug-2023 5.3 A Missing 

Authentication for 

https://supp

ortportal.jun

H-JUN-EX43-

120923/1694 
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tion for 

Critical 

Function 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1695 
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part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  
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22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4300-vc 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1696 
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Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1278 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1697 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1698 
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upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1699 
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limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 
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  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: ex4300m 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1700 
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  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1701 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1702 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 
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  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX43-

120923/1703 
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integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  
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22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4400 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX44-

120923/1704 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX44-

120923/1705 
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network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX44-

120923/1706 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX44-

120923/1707 
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Critical 

Function 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: ex4500 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1708 
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  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1709 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1710 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1711 
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via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4500-vc 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1712 
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an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1713 
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allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1714 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 
A Missing 

Authentication for 

Critical Function 

https://supp

ortportal.jun

H-JUN-EX45-

120923/1715 
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Critical 

Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4550 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1716 
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Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1717 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1718 
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allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1719 
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authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4550-vc 

Affected Version(s): - 

PHP 

External 

Variable 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1720 
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Modificatio

n 

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1721 
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Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1722 
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attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1723 
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This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  
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prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4550\/vc 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1724 
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variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1725 
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certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1726 
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for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 
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  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX45-

120923/1727 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  
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 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1345 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Product: ex4600 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX46-

120923/1728 
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX46-

120923/1729 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica
17-Aug-2023 5.3 A Missing 

Authentication for 

https://supp

ortportal.jun

H-JUN-EX46-

120923/1730 
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tion for 

Critical 

Function 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX46-

120923/1731 
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part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  
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22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex4600-vc 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX46-

120923/1732 
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Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX46-

120923/1733 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX46-

120923/1734 
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upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX46-

120923/1735 
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limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 
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  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: ex4650 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX46-

120923/1736 
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  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX46-

120923/1737 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX46-

120923/1738 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 
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  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX46-

120923/1739 
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integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  
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22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex6200 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX62-

120923/1740 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX62-

120923/1741 
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network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX62-

120923/1742 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1375 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX62-

120923/1743 
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Critical 

Function 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: ex6210 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX62-

120923/1744 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1380 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX62-

120923/1745 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX62-

120923/1746 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1385 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX62-

120923/1747 
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via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex8200 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX82-

120923/1748 
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an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX82-

120923/1749 
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allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1391 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX82-

120923/1750 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 
A Missing 

Authentication for 

Critical Function 

https://supp

ortportal.jun

H-JUN-EX82-

120923/1751 
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Critical 

Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex8200-vc 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX82-

120923/1752 
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Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX82-

120923/1753 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX82-

120923/1754 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1401 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX82-

120923/1755 
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authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex8208 

Affected Version(s): - 

PHP 

External 

Variable 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX82-

120923/1756 
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Modificatio

n 

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX82-

120923/1757 
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Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX82-

120923/1758 
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attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX82-

120923/1759 
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This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  
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prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex8216 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX82-

120923/1760 
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variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX82-

120923/1761 
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certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX82-

120923/1762 
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for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 
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  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX82-

120923/1763 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  
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 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 
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Product: ex9200 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1764 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1423 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1765 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica
17-Aug-2023 5.3 A Missing 

Authentication for 

https://supp

ortportal.jun

H-JUN-EX92-

120923/1766 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1426 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

tion for 

Critical 

Function 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1767 
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part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  
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22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex9204 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1768 
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Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1769 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1770 
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upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1771 
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limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 
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  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: ex9208 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1772 
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  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1773 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1774 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 
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  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1775 
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integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  
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22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex9214 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1776 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1777 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1450 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1778 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1779 
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Critical 

Function 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: ex9250 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1780 
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  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1781 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1782 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1461 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1783 
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via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex9251 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1784 
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an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1785 
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allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1786 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 
A Missing 

Authentication for 

Critical Function 

https://supp

ortportal.jun

H-JUN-EX92-

120923/1787 
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Critical 

Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: ex9253 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1788 
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Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1789 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1790 
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allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-EX92-

120923/1791 
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authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx100 

Affected Version(s): - 

PHP 

External 

Variable 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX1-

120923/1792 
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Modificatio

n 

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX1-

120923/1793 
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Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX1-

120923/1794 
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attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1487 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX1-

120923/1795 
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This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  
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prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx110 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX1-

120923/1796 
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variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX1-

120923/1797 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1493 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX1-

120923/1798 
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for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 
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  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX1-

120923/1799 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  
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 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 
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Product: srx1400 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX1-

120923/1800 
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX1-

120923/1801 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica
17-Aug-2023 5.3 A Missing 

Authentication for 

https://supp

ortportal.jun

H-JUN-SRX1-

120923/1802 
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tion for 

Critical 

Function 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX1-

120923/1803 
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part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  
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22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx1500 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX1-

120923/1804 
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Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX1-

120923/1805 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX1-

120923/1806 
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upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX1-

120923/1807 
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limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 
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  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: srx210 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1808 
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  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1809 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1810 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 
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  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1811 
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integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  
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22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx220 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1812 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1813 
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network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1814 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1815 
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Critical 

Function 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: srx240 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1816 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1534 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1817 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1818 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1819 
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via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx240h2 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1820 
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an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1821 
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allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1822 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 
A Missing 

Authentication for 

Critical Function 

https://supp

ortportal.jun

H-JUN-SRX2-

120923/1823 
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Critical 

Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx240m 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1824 
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Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1825 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1553 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1554 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1826 
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allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX2-

120923/1827 
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authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx300 

Affected Version(s): - 

PHP 

External 

Variable 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1828 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1559 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Modificatio

n 

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1560 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1829 
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Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1830 
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attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1831 
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This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  
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prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx320 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1832 
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variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1833 
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certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1834 
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for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 
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  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1835 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  
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 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 
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Product: srx340 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1836 
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1837 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica
17-Aug-2023 5.3 A Missing 

Authentication for 

https://supp

ortportal.jun

H-JUN-SRX3-

120923/1838 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1580 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

tion for 

Critical 

Function 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1839 
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part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  
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22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx3400 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1840 
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Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1841 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1842 
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upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1843 
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limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 
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  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: srx345 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1844 
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  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1845 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1846 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 
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  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1847 
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integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  
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22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx3600 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1848 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1602 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1849 
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network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1850 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1851 
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Critical 

Function 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: srx380 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1852 
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  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1853 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1854 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1615 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX3-

120923/1855 
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via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx4000 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX4-

120923/1856 
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an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX4-

120923/1857 
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allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX4-

120923/1858 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 
A Missing 

Authentication for 

Critical Function 

https://supp

ortportal.jun

H-JUN-SRX4-

120923/1859 
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Critical 

Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx4100 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX4-

120923/1860 
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Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX4-

120923/1861 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX4-

120923/1862 
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allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX4-

120923/1863 
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authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx4200 

Affected Version(s): - 

PHP 

External 

Variable 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX4-

120923/1864 
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Modificatio

n 

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX4-

120923/1865 
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Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX4-

120923/1866 
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attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX4-

120923/1867 
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This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  
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prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx4600 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX4-

120923/1868 
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variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX4-

120923/1869 
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certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX4-

120923/1870 
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for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 
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  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX4-

120923/1871 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  
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 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 
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Product: srx5000 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1872 
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1873 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica
17-Aug-2023 5.3 A Missing 

Authentication for 

https://supp

ortportal.jun

H-JUN-SRX5-

120923/1874 
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tion for 

Critical 

Function 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1875 
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part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  
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22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx5400 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1876 
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Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  
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22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1877 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1878 
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upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1879 
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limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 
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  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: srx550 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1880 
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  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1881 
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  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1674 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1882 
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Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 
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  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1883 
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integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  
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22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx550m 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1884 
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environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1680 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1885 
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network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1886 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1683 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1887 
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Critical 

Function 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36847 

Product: srx550_hm 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1888 
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  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 
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CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1889 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1690 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1890 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  
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22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1891 
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via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  
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prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx5600 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1892 
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an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1893 
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allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  
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22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1894 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

17-Aug-2023 5.3 
A Missing 

Authentication for 

Critical Function 

https://supp

ortportal.jun

H-JUN-SRX5-

120923/1895 
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Critical 

Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  
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22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx5800 

Affected Version(s): - 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1896 
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Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1897 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1898 
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allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX5-

120923/1899 
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authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Product: srx650 

Affected Version(s): - 

PHP 

External 

Variable 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX6-

120923/1900 
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Modificatio

n 

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  
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prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX6-

120923/1901 
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Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1716 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX6-

120923/1902 
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attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  
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prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 
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CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

H-JUN-SRX6-

120923/1903 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1720 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1721 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Vendor: juplink 

Product: rx4-1500 

Affected Version(s): - 

Out-of-

bounds 

Write 

23-Aug-2023 8.8 

A stack-based buffer 

overflow exists in 

Juplink RX4-1500, a 

WiFi router, in 

versions 1.0.2 

through 1.0.5. An 

authenticated 

attacker can exploit 

this vulnerability to 

achieve code 

execution as root. 

 

 

CVE ID : CVE-2023-

41028 

N/A 
H-JUP-RX4--

120923/1904 

Vendor: Lenovo 

Product: 13w_yoga 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-13W_-

120923/1905 

Product: 13w_yoga_gen_2 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-13W_-

120923/1906 

Product: flex_5-14alc05 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-FLEX-

120923/1907 
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access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

Product: flex_5-14are05 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-FLEX-

120923/1908 

Product: flex_5-14iil05 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-FLEX-

120923/1909 

Product: flex_5-14itl05 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-FLEX-

120923/1910 

Product: flex_5-15alc05 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-FLEX-

120923/1911 

Product: flex_5-15iil05 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-FLEX-

120923/1912 
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access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

Product: flex_5-15itl05 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-FLEX-

120923/1913 

Product: flex_7_14iru8 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-FLEX-

120923/1914 

Product: ideapad_1-11ada05 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-IDEA-

120923/1915 

Product: ideapad_1-11igl05 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-IDEA-

120923/1916 

Product: ideapad_1-14ada05 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-IDEA-

120923/1917 
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access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

Product: ideapad_1-14igl05 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-IDEA-

120923/1918 

Product: ideapad_flex_5_14abr8 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-IDEA-

120923/1919 

Product: ideapad_flex_5_14alc7 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-IDEA-

120923/1920 

Product: ideapad_flex_5_14iau7 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-IDEA-

120923/1921 

Product: ideapad_flex_5_14iru8 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-IDEA-

120923/1922 
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access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

Product: ideapad_flex_5_16abr8 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-IDEA-

120923/1923 

Product: ideapad_flex_5_16alc7 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-IDEA-

120923/1924 

Product: ideapad_flex_5_16iau7 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-IDEA-

120923/1925 

Product: ideapad_flex_5_16iru8 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-IDEA-

120923/1926 

Product: k14_type_21cu 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-K14_-

120923/1927 
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elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

Product: k14_type_21cv 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-K14_-

120923/1928 

Product: legion_5-15ach6 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1929 

Product: legion_5-15ach6a 

Affected Version(s): - 

Buffer 

Copy 
17-Aug-2023 6.7 A buffer overflow 

has been identified 

https://supp

ort.lenovo.co

H-LEN-LEGI-

120923/1930 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

m/us/en/pr

oduct_securi

ty/LEN-

134879 

Product: legion_5-15ach6h 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1931 

Product: legion_5-15ith6 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1932 
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Product: legion_5-15ith6h 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1933 

Product: legion_5-17ach6 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1934 

Product: legion_5-17ach6h 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1935 
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Buffer 

Overflow') 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

Product: legion_5-17ith6 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1936 

Product: legion_5-17ith6h 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1937 

Product: legion_5_15arh7 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

H-LEN-LEGI-

120923/1938 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

ty/LEN-

134879 

Product: legion_5_15arh7h 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1939 

Product: legion_5_15iah7 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1940 

Product: legion_5_15iah7h 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1941 

Product: legion_5_pro-16ach6 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1942 

Product: legion_5_pro-16ach6h 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1943 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1737 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

Product: legion_5_pro-16ith6 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1944 

Product: legion_5_pro-16ith6h 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1945 

Product: legion_5_pro_16arh7 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

H-LEN-LEGI-

120923/1946 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1738 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

ty/LEN-

134879 

Product: legion_5_pro_16arh7h 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1947 

Product: legion_5_pro_16iah7 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1948 

Product: legion_5_pro_16iah7h 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1949 

Product: legion_7-16achg6 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1950 

Product: legion_7-16arha7 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1951 
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execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

Product: legion_7-16ithg6 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1952 

Product: legion_pro_5_16irx8 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1953 

Product: legion_pro_7_16irx8 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

H-LEN-LEGI-

120923/1954 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

ty/LEN-

134879 

Product: legion_pro_7_16irx8h 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1955 

Product: legion_s7_16arha7 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-LEGI-

120923/1956 

Product: thinkbook_13s_g2_are 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1957 

Product: thinkbook_13s_g2_itl 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1958 

Product: thinkbook_13s_g3_acn 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1959 
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Buffer 

Overflow') 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

Product: thinkbook_13s_g4_iap 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1960 

Product: thinkbook_13x_g2_iap 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1961 

Product: thinkbook_14s_g2_itl 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1962 

Product: thinkbook_15p_g2_ith 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1963 

Product: thinkbook_16p_g3_arh 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1964 
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execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

Product: thinkpad_e14_gen_3 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1965 

Product: thinkpad_e15_gen_3 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1966 

Product: thinkpad_l13_gen_2 

Affected Version(s): - 

Buffer 

Copy 
17-Aug-2023 6.7 A buffer overflow 

has been identified 

https://supp

ort.lenovo.co

H-LEN-THIN-

120923/1967 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

m/us/en/pr

oduct_securi

ty/LEN-

134879 

Product: thinkpad_l13_gen_3 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1968 

Product: thinkpad_l13_gen_4 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1969 
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execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

Product: thinkpad_l13_yoga_gen_2 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1970 

Product: thinkpad_l13_yoga_gen_3 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1971 

Product: thinkpad_l13_yoga_gen_4 

Affected Version(s): - 

Buffer 

Copy 
17-Aug-2023 6.7 A buffer overflow 

has been identified 

https://supp

ort.lenovo.co

H-LEN-THIN-

120923/1972 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

m/us/en/pr

oduct_securi

ty/LEN-

134879 

Product: thinkpad_l14_gen_2 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1973 

Product: thinkpad_l14_gen_3 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1974 
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execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

Product: thinkpad_l14_gen_4 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1975 

Product: thinkpad_l15_gen_2 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1976 

Product: thinkpad_l15_gen_3 

Affected Version(s): - 

Buffer 

Copy 
17-Aug-2023 6.7 A buffer overflow 

has been identified 

https://supp

ort.lenovo.co

H-LEN-THIN-

120923/1977 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

m/us/en/pr

oduct_securi

ty/LEN-

134879 

Product: thinkpad_l15_gen_4 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1978 

Product: thinkpad_p14s_gen_2 

Affected Version(s): - 

Not Failing 

Securely 

('Failing 

Open') 

17-Aug-2023 7.8 

A vulnerability was 

reported in BIOS for 

ThinkPad P14s Gen 

2, P15s Gen 2, T14 

Gen 2, and T15 Gen 2 

that could cause the 

system to recover to 

insecure settings if 

the BIOS becomes 

corrupt. 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1979 
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CVE ID : CVE-2023-

4030 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1980 

Product: thinkpad_p15s_gen_2 

Affected Version(s): - 

Not Failing 

Securely 

('Failing 

Open') 

17-Aug-2023 7.8 

A vulnerability was 

reported in BIOS for 

ThinkPad P14s Gen 

2, P15s Gen 2, T14 

Gen 2, and T15 Gen 2 

that could cause the 

system to recover to 

insecure settings if 

the BIOS becomes 

corrupt. 

CVE ID : CVE-2023-

4030 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1981 

Product: thinkpad_s2_gen_6 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1982 
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elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

Product: thinkpad_s2_gen_7 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1983 

Product: thinkpad_s2_gen_8 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1984 

Product: thinkpad_s2_yoga_gen_6 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1985 

Product: thinkpad_s2_yoga_gen_7 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1986 

Product: thinkpad_s2_yoga_gen_8 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1987 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1754 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

Product: thinkpad_t14s_gen_2 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1988 

Product: thinkpad_t14_gen_2 

Affected Version(s): - 

Not Failing 

Securely 

('Failing 

Open') 

17-Aug-2023 7.8 

A vulnerability was 

reported in BIOS for 

ThinkPad P14s Gen 

2, P15s Gen 2, T14 

Gen 2, and T15 Gen 2 

that could cause the 

system to recover to 

insecure settings if 

the BIOS becomes 

corrupt. 

CVE ID : CVE-2023-

4030 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1989 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

H-LEN-THIN-

120923/1990 
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('Classic 

Buffer 

Overflow') 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

ty/LEN-

134879 

Product: thinkpad_t15_gen_2 

Affected Version(s): - 

Not Failing 

Securely 

('Failing 

Open') 

17-Aug-2023 7.8 

A vulnerability was 

reported in BIOS for 

ThinkPad P14s Gen 

2, P15s Gen 2, T14 

Gen 2, and T15 Gen 2 

that could cause the 

system to recover to 

insecure settings if 

the BIOS becomes 

corrupt. 

CVE ID : CVE-2023-

4030 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1991 

Product: thinkpad_x13_gen_2 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-THIN-

120923/1992 

Product: yoga_9-15imh5 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

H-LEN-YOGA-

120923/1993 

Vendor: Motorola 

Product: ebts_base_radio 

Affected Version(s): - 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

29-Aug-2023 8.8 

Motorola 

EBTS/MBTS Base 

Radio fails to check 

firmware 

authenticity. The 

Motorola MBTS Base 

Radio lacks 

cryptographic 

signature validation 

for firmware update 

packages, allowing 

an authenticated 

attacker to gain 

arbitrary code 

execution, extract 

secret key material, 

and/or leave a 

persistent implant 

on the device. 

CVE ID : CVE-2023-

23773 

N/A 
H-MOT-EBTS-

120923/1994 

Product: ebts_site_controller 

Affected Version(s): - 
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Improper 

Handling 

of 

Exceptiona

l 

Conditions 

29-Aug-2023 8.4 

Motorola 

EBTS/MBTS Site 

Controller drops to 

debug prompt on 

unhandled 

exception. The 

Motorola MBTS Site 

Controller exposes a 

debug prompt on the 

device's serial port in 

case of an unhandled 

exception. This 

allows an attacker 

with physical access 

that is able to trigger 

such an exception to 

extract secret key 

material and/or gain 

arbitrary code 

execution on the 

device. 

CVE ID : CVE-2023-

23774 

N/A 
H-MOT-EBTS-

120923/1995 

Product: mbts_base_radio 

Affected Version(s): - 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

29-Aug-2023 8.8 

Motorola 

EBTS/MBTS Base 

Radio fails to check 

firmware 

authenticity. The 

Motorola MBTS Base 

Radio lacks 

cryptographic 

signature validation 

for firmware update 

packages, allowing 

an authenticated 

attacker to gain 

arbitrary code 

execution, extract 

secret key material, 

and/or leave a 

N/A 
H-MOT-MBTS-

120923/1996 
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persistent implant 

on the device. 

CVE ID : CVE-2023-

23773 

Use of 

Hard-

coded 

Credentials 

29-Aug-2023 8.4 

Motorola MBTS Base 

Radio accepts hard-

coded backdoor 

password. The 

Motorola MBTS Base 

Radio Man Machine 

Interface (MMI), 

allowing for service 

technicians to 

diagnose and 

configure the device, 

accepts a hard-coded 

backdoor password 

that cannot be 

changed or disabled. 

CVE ID : CVE-2023-

23771 

N/A 
H-MOT-MBTS-

120923/1997 

Product: mbts_site_controller 

Affected Version(s): - 

Use of 

Hard-

coded 

Credentials 

29-Aug-2023 9.8 

Motorola MBTS Site 

Controller accepts 

hard-coded 

backdoor password. 

The Motorola MBTS 

Site Controller Man 

Machine Interface 

(MMI), allowing for 

service technicians 

to diagnose and 

configure the device, 

accepts a hard-coded 

backdoor password 

that cannot be 

changed or disabled. 

CVE ID : CVE-2023-

23770 

N/A 
H-MOT-MBTS-

120923/1998 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1759 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

29-Aug-2023 8.8 

Motorola MBTS Site 

Controller fails to 

check firmware 

update authenticity. 

The Motorola MBTS 

Site Controller lacks 

cryptographic 

signature validation 

for firmware update 

packages, allowing 

an authenticated 

attacker to gain 

arbitrary code 

execution, extract 

secret key material, 

and/or leave a 

persistent implant 

on the device. 

CVE ID : CVE-2023-

23772 

N/A 
H-MOT-MBTS-

120923/1999 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

29-Aug-2023 8.4 

Motorola 

EBTS/MBTS Site 

Controller drops to 

debug prompt on 

unhandled 

exception. The 

Motorola MBTS Site 

Controller exposes a 

debug prompt on the 

device's serial port in 

case of an unhandled 

exception. This 

allows an attacker 

with physical access 

that is able to trigger 

such an exception to 

extract secret key 

material and/or gain 

arbitrary code 

execution on the 

device. 

CVE ID : CVE-2023-

23774 

N/A 
H-MOT-MBTS-

120923/2000 
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Vendor: Moxa 

Product: iologik_e4200 

Affected Version(s): - 

Incorrect 

Authorizati

on 

24-Aug-2023 6.5 

A vulnerability has 

been identified in the 

ioLogik 4000 Series 

(ioLogik E4200) 

firmware versions 

v1.6 and prior, which 

can be exploited by 

malicious actors to 

potentially gain 

unauthorized access 

to the product. This 

could lead to security 

breaches, data theft, 

and unauthorized 

manipulation of 

sensitive 

information. The 

vulnerability is 

attributed to the 

presence of an 

unauthorized 

service, which could 

potentially enable 

unauthorized access 

to the. device. 

 

 

CVE ID : CVE-2023-

4227 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230310-

iologik-

4000-series-

multiple-

web-server-

vulnerabiliti

es-and-

improper-

access-

control-

vulnerability 

H-MOX-IOLO-

120923/2001 

Exposure 

of 

Resource 

to Wrong 

Sphere 

24-Aug-2023 5.3 

A vulnerability has 

been identified in 

ioLogik 4000 Series 

(ioLogik E4200) 

firmware versions 

v1.6 and prior, which 

has the potential to 

facilitate the 

collection of 

information on 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230310-

iologik-

4000-series-

H-MOX-IOLO-

120923/2002 
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ioLogik 4000 Series 

devices. This 

vulnerability may 

enable attackers to 

gather information 

for the purpose of 

assessing 

vulnerabilities and 

potential attack 

vectors. 

CVE ID : CVE-2023-

4230 

multiple-

web-server-

vulnerabiliti

es-and-

improper-

access-

control-

vulnerability 

Improper 

Restriction 

of 

Rendered 

UI Layers 

or Frames 

24-Aug-2023 4.7 

A vulnerability has 

been identified in 

ioLogik 4000 Series 

(ioLogik E4200) 

firmware versions 

v1.6 and prior, 

potentially exposing 

users to security 

risks. This 

vulnerability may 

allow attackers to 

trick users into 

interacting with 

malicious content, 

leading to 

unintended actions 

or unauthorized data 

disclosures. 

CVE ID : CVE-2023-

4229 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230310-

iologik-

4000-series-

multiple-

web-server-

vulnerabiliti

es-and-

improper-

access-

control-

vulnerability 

H-MOX-IOLO-

120923/2003 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

24-Aug-2023 4.3 

A vulnerability has 

been identified in 

ioLogik 4000 Series 

(ioLogik E4200) 

firmware versions 

v1.6 and prior, 

where the session 

cookies attribute is 

not set properly in 

the affected 

application. The 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230310-

iologik-

4000-series-

multiple-

H-MOX-IOLO-

120923/2004 
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vulnerability may 

lead to security risks, 

potentially exposing 

user session data to 

unauthorized access 

and manipulation. 

 

 

CVE ID : CVE-2023-

4228 

web-server-

vulnerabiliti

es-and-

improper-

access-

control-

vulnerability 

Product: nport_iaw5000a-i\/o 

Affected Version(s): - 

Use of 

Hard-

coded 

Credentials 

16-Aug-2023 9.8 

NPort IAW5000A-

I/O Series firmware 

version v2.2 and 

prior is affected by a 

hardcoded credential 

vulnerabilitywhich 

poses a potential risk 

to the security and 

integrity of the 

affected device. This 

vulnerability is 

attributed to the 

presence of a 

hardcoded key, 

which could 

potentially facilitate 

firmware 

manipulation. 

 

 

CVE ID : CVE-2023-

4204 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230304-

nport-

iaw5000a-i-

o-series-

hardcoded-

credential-

vulnerability 

H-MOX-NPOR-

120923/2005 

Product: tn-4900 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

17-Aug-2023 9.8 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

https://ww

w.moxa.com

/en/support

/product-

H-MOX-TN-4-

120923/2006 
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Elements 

used in a 

Command 

('Comman

d 

Injection') 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command injection 

vulnerability. This 

vulnerability stems 

from inadequate 

input validation in 

the certificate 

management 

function, which 

could potentially 

allow malicious 

users to execute 

remote code on 

affected devices. 

 

 

CVE ID : CVE-2023-

33238 

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 9.8 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command injection 

vulnerability. This 

vulnerability stems 

from insufficient 

input validation in 

the key-generation 

function, which 

could potentially 

allow malicious 

users to execute 

remote code on 

affected devices. 

 

 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

H-MOX-TN-4-

120923/2007 
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CVE ID : CVE-2023-

33239 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 9.8 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command-injection 

vulnerability. This 

vulnerability stems 

from insufficient 

input validation in 

the certificate-

generation function, 

which could 

potentially allow 

malicious users to 

execute remote code 

on affected devices.  

CVE ID : CVE-2023-

34214 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

H-MOX-TN-4-

120923/2008 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 8.1 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command-injection 

vulnerability. This 

vulnerability derives 

from insufficient 

input validation in 

the key-delete 

function, which 

could potentially 

allow malicious 

users to delete 

arbitrary files.  

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

H-MOX-TN-4-

120923/2009 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1765 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2023-

34216 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 8.1 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command-injection 

vulnerability. This 

vulnerability stems 

from insufficient 

input validation in 

the certificate-delete 

function, which 

could potentially 

allow malicious 

users to delete 

arbitrary files.  

CVE ID : CVE-2023-

34217 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

H-MOX-TN-4-

120923/2010 

Product: tn-5900 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 9.8 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command injection 

vulnerability. This 

vulnerability stems 

from inadequate 

input validation in 

the certificate 

management 

function, which 

could potentially 

allow malicious 

users to execute 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

H-MOX-TN-5-

120923/2011 
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remote code on 

affected devices. 

 

 

CVE ID : CVE-2023-

33238 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 9.8 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command injection 

vulnerability. This 

vulnerability stems 

from insufficient 

input validation in 

the key-generation 

function, which 

could potentially 

allow malicious 

users to execute 

remote code on 

affected devices. 

 

 

CVE ID : CVE-2023-

33239 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

H-MOX-TN-5-

120923/2012 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 9.8 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to 

command-injection 

vulnerability. This 

vulnerability stems 

from insufficient 

input validation and 

improper 

authentication in the 

key-generation 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

H-MOX-TN-5-

120923/2013 
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function, which 

could potentially 

allow malicious 

users to execute 

remote code on 

affected devices.  

 

CVE ID : CVE-2023-

34213 

multiple-

vulnerabiliti

es 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 9.8 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command-injection 

vulnerability. This 

vulnerability stems 

from insufficient 

input validation in 

the certificate-

generation function, 

which could 

potentially allow 

malicious users to 

execute remote code 

on affected devices.  

CVE ID : CVE-2023-

34214 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

H-MOX-TN-5-

120923/2014 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 9.8 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command-injection 

vulnerability. This 

vulnerability stems 

from insufficient 

input validation and 

improper 

authentication in the 

certification-

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

H-MOX-TN-5-

120923/2015 
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generation function, 

which could 

potentially allow 

malicious users to 

execute remote code 

on affected devices.  

 

CVE ID : CVE-2023-

34215 

multiple-

vulnerabiliti

es 

Improper 

Authentica

tion 

17-Aug-2023 8.8 

TN-5900 Series 

firmware version 

v3.3 and prior is 

vulnerable to 

improper-

authentication 

vulnerability. This 

vulnerability arises 

from inadequate 

authentication 

measures 

implemented in the 

web API handler, 

allowing low-

privileged APIs to 

execute restricted 

actions that only 

high-privileged APIs 

are allowed This 

presents a potential 

risk of unauthorized 

exploitation by 

malicious actors.  

 

CVE ID : CVE-2023-

33237 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

H-MOX-TN-5-

120923/2016 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

17-Aug-2023 8.1 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

H-MOX-TN-5-

120923/2017 
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('Path 

Traversal') 

command-injection 

vulnerability. This 

vulnerability derives 

from insufficient 

input validation in 

the key-delete 

function, which 

could potentially 

allow malicious 

users to delete 

arbitrary files.  

CVE ID : CVE-2023-

34216 

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 8.1 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command-injection 

vulnerability. This 

vulnerability stems 

from insufficient 

input validation in 

the certificate-delete 

function, which 

could potentially 

allow malicious 

users to delete 

arbitrary files.  

CVE ID : CVE-2023-

34217 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

H-MOX-TN-5-

120923/2018 

Vendor: myspotcam 

Product: fhd_2 

Affected Version(s): - 

Use of 

Hard-

coded 

Credentials 

28-Aug-2023 9.8 

 

SpotCam Co., Ltd. 

SpotCam FHD 2’s 

hidden Telnet 

function has a 

N/A 
H-MYS-FHD_-

120923/2019 
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vulnerability of using 

hard-coded Telnet 

credentials. An 

remote 

unauthenticated 

attacker can exploit 

this vulnerability to 

access the system to 

perform arbitrary 

system operations or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38024 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

28-Aug-2023 9.8 

 

SpotCam Co., Ltd. 

SpotCam FHD 2’s 

hidden Telnet 

function has a 

vulnerability of OS 

command injection. 

An remote 

unauthenticated 

attacker can exploit 

this vulnerability to 

execute command 

injection attack to 

arbitrary system 

commands or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38025 

N/A 
H-MYS-FHD_-

120923/2020 

Use of 

Hard-

coded 

Credentials 

28-Aug-2023 9.8 

 

SpotCam Co., Ltd. 

SpotCam FHD 2 has a 

vulnerability of using 

hard-coded uBoot 

credentials. An 

N/A 
H-MYS-FHD_-

120923/2021 
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remote attacker can 

exploit this 

vulnerability to 

access the system to 

perform arbitrary 

system operations or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38026 

Product: sense 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

28-Aug-2023 9.8 

 

SpotCam Co., Ltd. 

SpotCam Sense’s 

hidden Telnet 

function has a 

vulnerability of OS 

command injection. 

An remote 

unauthenticated 

attacker can exploit 

this vulnerability to 

execute command 

injection attack to 

perform arbitrary 

system commands or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38027 

N/A 
H-MYS-SENS-

120923/2022 

Vendor: opto22 

Product: snap_pac_s1 

Affected Version(s): - 

Improper 

Restriction 

of 

24-Aug-2023 9.8 
There is no limit on 

the number of login 

attempts in the web 

N/A 
H-OPT-SNAP-

120923/2023 
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Excessive 

Authentica

tion 

Attempts 

server for the SNAP 

PAC S1 Firmware 

version R10.3b. This 

could allow for a 

brute-force attack on 

the built-in web 

server login. 

CVE ID : CVE-2023-

40706 

Weak 

Password 

Requireme

nts 

24-Aug-2023 7.5 

There are no 

requirements for 

setting a complex 

password in the 

built-in web server 

of the SNAP PAC S1 

Firmware version 

R10.3b, which could 

allow for a successful 

brute force attack if 

users don't set up 

complex credentials. 

CVE ID : CVE-2023-

40707 

N/A 
H-OPT-SNAP-

120923/2024 

Uncontroll

ed 

Resource 

Consumpti

on 

24-Aug-2023 7.5 

An adversary could 

crash the entire 

device by sending a 

large quantity of 

ICMP requests if the 

controller has the 

built-in web server 

enabled but does not 

have the built-in web 

server completely 

set up and 

configured for 

the SNAP PAC S1 

Firmware version 

R10.3b 

CVE ID : CVE-2023-

40709 

N/A 
H-OPT-SNAP-

120923/2025 

Uncontroll

ed 
24-Aug-2023 7.5 An adversary could 

cause a continuous 
N/A 

H-OPT-SNAP-

120923/2026 
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Resource 

Consumpti

on 

restart loop to the 

entire device by 

sending a large 

quantity of HTTP 

GET requests if the 

controller has the 

built-in web server 

enabled but does not 

have the built-in web 

server completely 

set up and 

configured for 

the SNAP PAC S1 

Firmware version 

R10.3b 

 

CVE ID : CVE-2023-

40710 

N/A 24-Aug-2023 5.3 

The File Transfer 

Protocol (FTP) port 

is open by default in 

the SNAP PAC S1 

Firmware version 

R10.3b. This could 

allow an adversary 

to access some 

device files. 

CVE ID : CVE-2023-

40708 

N/A 
H-OPT-SNAP-

120923/2027 

Vendor: patton 

Product: smartnode_sn200 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

28-Aug-2023 9.8 

SmartNode SN200 

(aka SN200) 3.21.2-

23021 allows 

unauthenticated OS 

Command Injection. 

CVE ID : CVE-2023-

41109 

N/A 
H-PAT-SMAR-

120923/2028 
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Command 

Injection') 

Vendor: phicomm 

Product: k2 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

25-Aug-2023 7.8 

Phicomm k2 

v22.6.529.216 is 

vulnerable to 

command injection. 

CVE ID : CVE-2023-

40796 

N/A 
H-PHI-K2-

120923/2029 

Vendor: rakuten 

Product: wifi_pocket 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 5.4 

** UNSUPPPORTED 

WHEN ASSIGNED ** 

Improper 

authentication 

vulnerability in 

Rakuten WiFi Pocket 

all versions allows a 

network-adjacent 

attacker to log in to 

the product's 

Management Screen. 

As a result, sensitive 

information may be 

obtained and/or the 

settings may be 

changed. 

CVE ID : CVE-2023-

40282 

https://netw

ork.mobile.r

akuten.co.jp/

product/inte

rnet/rakuten

-wifi-

pocket/supp

ort/ 

H-RAK-WIFI-

120923/2030 

Vendor: redlion 

Product: mbnet.rokey_rkh_210 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
H-RED-MBNE-

120923/2031 

Product: mbnet.rokey_rkh_216 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

N/A 
H-RED-MBNE-

120923/2032 
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That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Product: mbnet.rokey_rkh_235 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
H-RED-MBNE-

120923/2033 

Product: mbnet.rokey_rkh_259 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
H-RED-MBNE-

120923/2034 

Product: mbnet_mdh_811 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

N/A 
H-RED-MBNE-

120923/2035 
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That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Product: mbnet_mdh_816 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
H-RED-MBNE-

120923/2036 

Product: mbnet_mdh_831 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
H-RED-MBNE-

120923/2037 

Product: mbnet_mdh_835 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

N/A 
H-RED-MBNE-

120923/2038 
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That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Product: mbnet_mdh_841 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
H-RED-MBNE-

120923/2039 

Product: mbnet_mdh_850 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
H-RED-MBNE-

120923/2040 

Product: mbnet_mdh_855 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

N/A 
H-RED-MBNE-

120923/2041 
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That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Product: mbnet_mdh_858 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
H-RED-MBNE-

120923/2042 

Product: mbnet_mdh_859 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
H-RED-MBNE-

120923/2043 

Product: mbnet_mdh_871 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

N/A 
H-RED-MBNE-

120923/2044 
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That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Product: mbnet_mdh_876 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
H-RED-MBNE-

120923/2045 

Vendor: renault 

Product: zoe_ev_2021 
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Affected Version(s): - 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

24-Aug-2023 4.6 

A lack of exception 

handling in the 

Renault Easy Link 

Multimedia System 

Software Version 

283C35519R allows 

attackers to cause a 

Denial of Service 

(DoS) via supplying 

crafted WMA files 

when connecting a 

device to the 

vehicle's USB plug 

and play feature. 

CVE ID : CVE-2023-

39801 

N/A 
H-REN-ZOE_-

120923/2046 

Vendor: ruijie 

Product: rg-eap101 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
H-RUI-RG-E-

120923/2047 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eap101_v2 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-E-

120923/2048 
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Product: rg-eap102 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-E-

120923/2049 

Product: rg-eap102\(f\) 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
H-RUI-RG-E-

120923/2050 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eap102_v2 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
H-RUI-RG-E-

120923/2051 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eap162\(g\) 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
H-RUI-RG-E-

120923/2052 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eap201 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-E-

120923/2053 

Product: rg-eap202 

Affected Version(s): - 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

H-RUI-RG-E-

120923/2054 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eap212\(f\) 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
H-RUI-RG-E-

120923/2055 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eap212\(g\) 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
H-RUI-RG-E-

120923/2056 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eap262\(g\) 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-E-

120923/2057 
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Product: rg-eap602 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-E-

120923/2058 

Product: rg-eap662\(g\) 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
H-RUI-RG-E-

120923/2059 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eg105g-e 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
H-RUI-RG-E-

120923/2060 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eg105g-pe 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
H-RUI-RG-E-

120923/2061 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eg105g_v2 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-E-

120923/2062 

Product: rg-eg210g-e 

Affected Version(s): - 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

H-RUI-RG-E-

120923/2063 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eg210g-p 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
H-RUI-RG-E-

120923/2064 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eg210g-pe 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
H-RUI-RG-E-

120923/2065 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-ew1200 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-E-

120923/2066 
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Product: rg-ew1200g_pro 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-E-

120923/2067 

Product: rg-ew1200r 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
H-RUI-RG-E-

120923/2068 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-ew1300g 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
H-RUI-RG-E-

120923/2069 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-ew1800gx_pro 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
H-RUI-RG-E-

120923/2070 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-ew3000gx_pro 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-E-

120923/2071 

Product: rg-ew300r 

Affected Version(s): - 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

H-RUI-RG-E-

120923/2072 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-ew300_pro 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
H-RUI-RG-E-

120923/2073 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-ew3200gx_pro 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
H-RUI-RG-E-

120923/2074 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nb3200-24gt4xs 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-N-

120923/2075 
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Product: rg-nbc256 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-N-

120923/2076 

Product: rg-nbc512 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
H-RUI-RG-N-

120923/2077 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs1850gc 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
H-RUI-RG-N-

120923/2078 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs1850gc_v2 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
H-RUI-RG-N-

120923/2079 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs200 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-N-

120923/2080 

Product: rg-nbs2000 

Affected Version(s): - 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

H-RUI-RG-N-

120923/2081 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs2009g-p 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
H-RUI-RG-N-

120923/2082 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs2026g 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
H-RUI-RG-N-

120923/2083 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs2026g-p 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-N-

120923/2084 
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Product: rg-nbs226f 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-N-

120923/2085 

Product: rg-nbs228f 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
H-RUI-RG-N-

120923/2086 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs252f 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
H-RUI-RG-N-

120923/2087 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs3100-24gt4sfp 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
H-RUI-RG-N-

120923/2088 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs3100-24gt4sfp-p 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-N-

120923/2089 

Product: rg-nbs3100-24gt4sfp-p_v2 

Affected Version(s): - 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

H-RUI-RG-N-

120923/2090 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs3100-48gt4sfp 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
H-RUI-RG-N-

120923/2091 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs3100-8gt2sfp 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
H-RUI-RG-N-

120923/2092 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs3100-8gt2sfp-p 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-N-

120923/2093 
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Product: rg-nbs3200-24gt4xs-p 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-N-

120923/2094 

Product: rg-nbs3200-24sfp\/8gt4xs 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
H-RUI-RG-N-

120923/2095 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1823 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs3200-48gt4xs 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
H-RUI-RG-N-

120923/2096 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs3200-48gt4xs-p 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
H-RUI-RG-N-

120923/2097 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5100-24gt4sfp 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-N-

120923/2098 

Product: rg-nbs5100-48gt4sfp 

Affected Version(s): - 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

H-RUI-RG-N-

120923/2099 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5200-24gt4x 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
H-RUI-RG-N-

120923/2100 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5200-24sfp\/8gt4xs 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
H-RUI-RG-N-

120923/2101 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1828 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5200-48gt4xs 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-N-

120923/2102 
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Product: rg-nbs5300-48mg6xs 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-N-

120923/2103 

Product: rg-nbs5528xg 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
H-RUI-RG-N-

120923/2104 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5552xg 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
H-RUI-RG-N-

120923/2105 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5552xg_v2.0 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
H-RUI-RG-N-

120923/2106 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5628xg 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-N-

120923/2107 

Product: rg-nbs5652xg 

Affected Version(s): - 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

H-RUI-RG-N-

120923/2108 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5710-24gt4sfp-e 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
H-RUI-RG-N-

120923/2109 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5710-24gt4sfp-e-p 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
H-RUI-RG-N-

120923/2110 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5710-48gt4sfp-e 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-N-

120923/2111 
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Product: rg-nbs5750-28gt4xs-e 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-N-

120923/2112 

Product: rg-nbs5750v2-24gt4xs-e 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
H-RUI-RG-N-

120923/2113 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5750v2-24sfp4xs-e 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
H-RUI-RG-N-

120923/2114 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1838 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5750v2-48gt4xs-e 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
H-RUI-RG-N-

120923/2115 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5816xs 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-N-

120923/2116 

Product: rg-nbs6002 

Affected Version(s): - 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

H-RUI-RG-N-

120923/2117 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs6100-20xs4vs2qxs-s 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
H-RUI-RG-N-

120923/2118 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs7003 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
H-RUI-RG-N-

120923/2119 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs7006 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-N-

120923/2120 
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Product: rg-rap100 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-R-

120923/2121 

Product: rg-rap120 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
H-RUI-RG-R-

120923/2122 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1844 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap1200\(e\) 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
H-RUI-RG-R-

120923/2123 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap1200\(f\) 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
H-RUI-RG-R-

120923/2124 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap120v2 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-R-

120923/2125 

Product: rg-rap1260\(g\) 

Affected Version(s): - 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

H-RUI-RG-R-

120923/2126 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap2200\(e\) 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
H-RUI-RG-R-

120923/2127 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap2200\(f\) 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
H-RUI-RG-R-

120923/2128 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap2200\(g\) 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-R-

120923/2129 
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Product: rg-rap2260\(e\) 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-R-

120923/2130 

Product: rg-rap2260\(g\) 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
H-RUI-RG-R-

120923/2131 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap6260\(g\) 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
H-RUI-RG-R-

120923/2132 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap6261\(cd\) 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
H-RUI-RG-R-

120923/2133 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap6261\(e\) 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-R-

120923/2134 

Product: rg-rap630cd 

Affected Version(s): - 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

H-RUI-RG-R-

120923/2135 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap630ioda 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
H-RUI-RG-R-

120923/2136 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-s1930-24gt4sfp 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
H-RUI-RG-S-

120923/2137 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-s1930-24t4sfp 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-S-

120923/2138 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1857 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Product: rg-s1930-24t4sfp-p 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
H-RUI-RG-S-

120923/2139 

Product: rg-s1930-8gt2sfp 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
H-RUI-RG-S-

120923/2140 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-s1930-8gt2sfp-p 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
H-RUI-RG-S-

120923/2141 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-s1930-8t2sfp-p 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
H-RUI-RG-S-

120923/2142 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Vendor: ruijienetworks 

Product: rg-ew1200g 

Affected Version(s): - 

Improper 

Authentica

tion 

18-Aug-2023 8.8 

A vulnerability was 

found in Ruijie RG-

EW1200G 07161417 

r483. It has been 

rated as critical. 

Affected by this issue 

is some unknown 

functionality of the 

file /api/sys/login. 

The manipulation 

leads to improper 

authentication. The 

attack may be 

launched remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. VDB-237518 is 

the identifier 

assigned to this 

vulnerability. NOTE: 

The vendor was 

contacted early 

about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4415 

N/A 
H-RUI-RG-E-

120923/2143 

Vendor: saho 

Product: adm-100 

Affected Version(s): - 

Unrestricte

d Upload of 

File with 

28-Aug-2023 9.8  N/A 
H-SAH-ADM--

120923/2144 
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Dangerous 

Type 

Saho’s attendance 

devices ADM100 and 

ADM-100FP has 

insufficient filtering 

for special characters 

and file type within 

their file uploading 

function. A 

unauthenticate 

remote attacker 

authenticated can 

upload and execute 

arbitrary files to 

perform arbitrary 

system commands or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38029 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 9.1 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have 

insufficient 

authentication. An 

unauthenticated 

remote attacker can 

exploit this 

vulnerability to 

bypass 

authentication to 

read system 

information and 

operate user's data,  

but can’t control 

system or disrupt 

service. 

 

 

N/A 
H-SAH-ADM--

120923/2145 
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CVE ID : CVE-2023-

38028 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 7.5 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have a 

vulnerability of 

missing 

authentication for 

critical functions. An 

unauthenticated 

remote attacker can 

execute system 

commands in partial 

website URLs to read 

sensitive device 

information without 

permissions. 

 

 

CVE ID : CVE-2023-

38030 

N/A 
H-SAH-ADM--

120923/2146 

Product: adm-100fp 

Affected Version(s): - 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

28-Aug-2023 9.8 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP has 

insufficient filtering 

for special characters 

and file type within 

their file uploading 

function. A 

unauthenticate 

remote attacker 

authenticated can 

upload and execute 

arbitrary files to 

perform arbitrary 

system commands or 

disrupt service. 

N/A 
H-SAH-ADM--

120923/2147 
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CVE ID : CVE-2023-

38029 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 9.1 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have 

insufficient 

authentication. An 

unauthenticated 

remote attacker can 

exploit this 

vulnerability to 

bypass 

authentication to 

read system 

information and 

operate user's data,  

but can’t control 

system or disrupt 

service. 

 

 

CVE ID : CVE-2023-

38028 

N/A 
H-SAH-ADM--

120923/2148 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 7.5 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have a 

vulnerability of 

missing 

authentication for 

critical functions. An 

unauthenticated 

remote attacker can 

execute system 

commands in partial 

website URLs to read 

sensitive device 

N/A 
H-SAH-ADM--

120923/2149 
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information without 

permissions. 

 

 

CVE ID : CVE-2023-

38030 

Vendor: Samsung 

Product: exynos_1080 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

H-SAM-EXYN-

120923/2150 

Product: exynos_1280 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

H-SAM-EXYN-

120923/2151 
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handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

Product: exynos_1330 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

H-SAM-EXYN-

120923/2152 

Product: exynos_1380 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

H-SAM-EXYN-

120923/2153 
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length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

Product: exynos_2100 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

H-SAM-EXYN-

120923/2154 

Product: exynos_2200 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

H-SAM-EXYN-

120923/2155 
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inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

Product: exynos_850 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

H-SAM-EXYN-

120923/2156 

Product: exynos_9110 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

H-SAM-EXYN-

120923/2157 
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cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

Product: exynos_9610 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

H-SAM-EXYN-

120923/2158 

Product: exynos_980 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

H-SAM-EXYN-

120923/2159 
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cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

Product: exynos_9810 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

H-SAM-EXYN-

120923/2160 

Product: exynos_9820 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

H-SAM-EXYN-

120923/2161 
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cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

Product: exynos_w920 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

H-SAM-EXYN-

120923/2162 

Vendor: sick 

Product: lms500 

Affected Version(s): - 

Use of 

Hard-

coded 

Credentials 

24-Aug-2023 8.8 

The LMS5xx uses 

hard-coded 

credentials, which 

potentially allow 

low-skilled 

unauthorized remote 

attackers to 

reconfigure settings 

and /or disrupt the 

functionality of the 

device. 

CVE ID : CVE-2023-

4419 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

H-SIC-LMS5-

120923/2163 
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Use of 

Password 

Hash With 

Insufficient 

Computati

onal Effort 

24-Aug-2023 7.5 

The LMS5xx uses 

weak hash 

generation methods, 

resulting in the 

creation of insecure 

hashs. If an attacker 

manages to retrieve 

the hash, it could 

lead to collision 

attacks and the 

potential retrieval of 

the password. 

CVE ID : CVE-2023-

31412 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

H-SIC-LMS5-

120923/2164 

Uncontroll

ed 

Resource 

Consumpti

on 

24-Aug-2023 7.5 

A remote 

unprivileged 

attacker can sent 

multiple packages to 

the LMS5xx to 

disrupt its 

availability through a 

TCP SYN-based 

denial-of-service 

(DDoS) attack.  

By exploiting this 

vulnerability, an 

attacker can flood 

the targeted LMS5xx 

with a high volume 

of TCP SYN requests, 

overwhelming its 

resources and 

causing it to become 

unresponsive or 

unavailable for 

legitimate users. 

CVE ID : CVE-2023-

4418 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

H-SIC-LMS5-

120923/2165 

Missing 

Encryption 

of Sensitive 

Data 

24-Aug-2023 7.4 

A remote 

unprivileged 

attacker can 

intercept the 

https://sick.

com/psirt, 

https://sick.

com/.well-

H-SIC-LMS5-

120923/2166 
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communication via 

e.g. Man-In-The-

Middle, due to the 

absence of Transport 

Layer Security (TLS) 

in the SICK LMS5xx. 

This lack of 

encryption in the 

communication 

channel can lead to 

the unauthorized 

disclosure of 

sensitive 

information. The 

attacker can exploit 

this weakness to 

eavesdrop on the 

communication 

between the LMS5xx 

and the Client, and 

potentially 

manipulate the data 

being transmitted. 

CVE ID : CVE-2023-

4420 

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

Product: lms511 

Affected Version(s): - 

Use of 

Hard-

coded 

Credentials 

24-Aug-2023 8.8 

The LMS5xx uses 

hard-coded 

credentials, which 

potentially allow 

low-skilled 

unauthorized remote 

attackers to 

reconfigure settings 

and /or disrupt the 

functionality of the 

device. 

CVE ID : CVE-2023-

4419 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

H-SIC-LMS5-

120923/2167 
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Use of 

Password 

Hash With 

Insufficient 

Computati

onal Effort 

24-Aug-2023 7.5 

The LMS5xx uses 

weak hash 

generation methods, 

resulting in the 

creation of insecure 

hashs. If an attacker 

manages to retrieve 

the hash, it could 

lead to collision 

attacks and the 

potential retrieval of 

the password. 

CVE ID : CVE-2023-

31412 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

H-SIC-LMS5-

120923/2168 

Uncontroll

ed 

Resource 

Consumpti

on 

24-Aug-2023 7.5 

A remote 

unprivileged 

attacker can sent 

multiple packages to 

the LMS5xx to 

disrupt its 

availability through a 

TCP SYN-based 

denial-of-service 

(DDoS) attack.  

By exploiting this 

vulnerability, an 

attacker can flood 

the targeted LMS5xx 

with a high volume 

of TCP SYN requests, 

overwhelming its 

resources and 

causing it to become 

unresponsive or 

unavailable for 

legitimate users. 

CVE ID : CVE-2023-

4418 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

H-SIC-LMS5-

120923/2169 

Missing 

Encryption 

of Sensitive 

Data 

24-Aug-2023 7.4 

A remote 

unprivileged 

attacker can 

intercept the 

https://sick.

com/psirt, 

https://sick.

com/.well-

H-SIC-LMS5-

120923/2170 
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communication via 

e.g. Man-In-The-

Middle, due to the 

absence of Transport 

Layer Security (TLS) 

in the SICK LMS5xx. 

This lack of 

encryption in the 

communication 

channel can lead to 

the unauthorized 

disclosure of 

sensitive 

information. The 

attacker can exploit 

this weakness to 

eavesdrop on the 

communication 

between the LMS5xx 

and the Client, and 

potentially 

manipulate the data 

being transmitted. 

CVE ID : CVE-2023-

4420 

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

Product: lms531 

Affected Version(s): - 

Use of 

Hard-

coded 

Credentials 

24-Aug-2023 8.8 

The LMS5xx uses 

hard-coded 

credentials, which 

potentially allow 

low-skilled 

unauthorized remote 

attackers to 

reconfigure settings 

and /or disrupt the 

functionality of the 

device. 

CVE ID : CVE-2023-

4419 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

H-SIC-LMS5-

120923/2171 
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Use of 

Password 

Hash With 

Insufficient 

Computati

onal Effort 

24-Aug-2023 7.5 

The LMS5xx uses 

weak hash 

generation methods, 

resulting in the 

creation of insecure 

hashs. If an attacker 

manages to retrieve 

the hash, it could 

lead to collision 

attacks and the 

potential retrieval of 

the password. 

CVE ID : CVE-2023-

31412 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

H-SIC-LMS5-

120923/2172 

Uncontroll

ed 

Resource 

Consumpti

on 

24-Aug-2023 7.5 

A remote 

unprivileged 

attacker can sent 

multiple packages to 

the LMS5xx to 

disrupt its 

availability through a 

TCP SYN-based 

denial-of-service 

(DDoS) attack.  

By exploiting this 

vulnerability, an 

attacker can flood 

the targeted LMS5xx 

with a high volume 

of TCP SYN requests, 

overwhelming its 

resources and 

causing it to become 

unresponsive or 

unavailable for 

legitimate users. 

CVE ID : CVE-2023-

4418 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

H-SIC-LMS5-

120923/2173 

Missing 

Encryption 

of Sensitive 

Data 

24-Aug-2023 7.4 

A remote 

unprivileged 

attacker can 

intercept the 

https://sick.

com/psirt, 

https://sick.

com/.well-

H-SIC-LMS5-

120923/2174 
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communication via 

e.g. Man-In-The-

Middle, due to the 

absence of Transport 

Layer Security (TLS) 

in the SICK LMS5xx. 

This lack of 

encryption in the 

communication 

channel can lead to 

the unauthorized 

disclosure of 

sensitive 

information. The 

attacker can exploit 

this weakness to 

eavesdrop on the 

communication 

between the LMS5xx 

and the Client, and 

potentially 

manipulate the data 

being transmitted. 

CVE ID : CVE-2023-

4420 

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

Vendor: Supermicro 

Product: h11dsi 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H11D-

120923/2175 
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Product: h11dsi-nt 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H11D-

120923/2176 

Product: h11dst-b 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H11D-

120923/2177 

Product: h11dsu-in 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H11D-

120923/2178 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: h12dgo-6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12D-

120923/2179 

Product: h12dgq-nt6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12D-

120923/2180 

Product: h12dsg-o-cpu 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-H12D-

120923/2181 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: h12dsg-q-cpu6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12D-

120923/2182 

Product: h12dsi-n6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12D-

120923/2183 

Product: h12dsi-nt6 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12D-

120923/2184 

Product: h12dst-b 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12D-

120923/2185 

Product: h12dsu-in 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12D-

120923/2186 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: h12dsu-inr 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12D-

120923/2187 

Product: h12ssff-an6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12S-

120923/2188 

Product: h12ssfr-an6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-H12S-

120923/2189 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1882 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: h12ssg-an6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12S-

120923/2190 

Product: h12ssg-anp6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12S-

120923/2191 

Product: h12ssl-c 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12S-

120923/2192 

Product: h12ssl-ct 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12S-

120923/2193 

Product: h12ssl-i 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12S-

120923/2194 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: h12ssl-nt 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12S-

120923/2195 

Product: h12sst-ps 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12S-

120923/2196 

Product: h12ssw-an6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-H12S-

120923/2197 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: h12ssw-in 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12S-

120923/2198 

Product: h12ssw-inl 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12S-

120923/2199 

Product: h12ssw-inr 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12S-

120923/2200 

Product: h12ssw-nt 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12S-

120923/2201 

Product: h12ssw-ntl 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12S-

120923/2202 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: h12ssw-ntr 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H12S-

120923/2203 

Product: h13dsg-o-cpu 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H13D-

120923/2204 

Product: h13dsg-o-cpu-d 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-H13D-

120923/2205 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: h13dsh 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H13D-

120923/2206 

Product: h13sae-mf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H13S-

120923/2207 

Product: h13srd-f 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H13S-

120923/2208 

Product: h13ssf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H13S-

120923/2209 

Product: h13ssh 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H13S-

120923/2210 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: h13ssl-n 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H13S-

120923/2211 

Product: h13ssl-nt 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H13S-

120923/2212 

Product: h13sst-g 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-H13S-

120923/2213 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: h13sst-gc 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H13S-

120923/2214 

Product: h13ssw 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-H13S-

120923/2215 

Product: x11dac 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2216 

Product: x11dai-n 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2217 

Product: x11ddw-l 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2218 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11ddw-nt 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2219 

Product: x11dgo-t 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2220 

Product: x11dgq 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X11D-

120923/2221 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x11dpff-sn 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2222 

Product: x11dpfr-s 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2223 

Product: x11dpfr-sn 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2224 

Product: x11dpg-ot-cpu 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2225 

Product: x11dpg-qt 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2226 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11dpg-sn 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2227 

Product: x11dph-i 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2228 

Product: x11dph-t 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X11D-

120923/2229 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x11dph-tq 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2230 

Product: x11dpi-n 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2231 

Product: x11dpi-nt 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2232 

Product: x11dpl-i 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2233 

Product: x11dps-re 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2234 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11dpt-b 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2235 

Product: x11dpt-bh 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2236 

Product: x11dpt-l 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X11D-

120923/2237 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x11dpt-ps 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2238 

Product: x11dpu 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2239 

Product: x11dpu-v 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2240 

Product: x11dpu-x 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2241 

Product: x11dpu-xll 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2242 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11dpu-ze\+ 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2243 

Product: x11dpu-z\+ 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2244 

Product: x11dpx-t 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X11D-

120923/2245 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1903 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x11dsc\+ 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2246 

Product: x11dsf-e 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2247 

Product: x11dsn-ts 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2248 

Product: x11dsn-tsq 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11D-

120923/2249 

Product: x11opi-cpu 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11O-

120923/2250 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11qph\+ 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11Q-

120923/2251 

Product: x11sae 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2252 

Product: x11sae_m 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X11S-

120923/2253 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x11sat 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2254 

Product: x11sba 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2255 

Product: x11sca 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2256 

Product: x11sca-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2257 

Product: x11sca-w 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2258 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11scd-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2259 

Product: x11sch-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2260 

Product: x11sch-ln4f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X11S-

120923/2261 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x11scl-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2262 

Product: x11scl-if 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2263 

Product: x11scl-ln4f 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2264 

Product: x11scm-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2265 

Product: x11scm-ln8f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2266 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11scw-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2267 

Product: x11sdd-18c-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2268 

Product: x11sdd-8c-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X11S-

120923/2269 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x11sds-12c 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2270 

Product: x11sds-16c 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2271 

Product: x11sds-8c 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2272 

Product: x11spa-t 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2273 

Product: x11spa-tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2274 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11spg-tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2275 

Product: x11sph-nctf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2276 

Product: x11sph-nctpf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X11S-

120923/2277 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x11spi-tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2278 

Product: x11spl-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2279 

Product: x11spm-f 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2280 

Product: x11spm-tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2281 

Product: x11spm-tpf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2282 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11spw-ctf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2283 

Product: x11spw-tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2284 

Product: x11sra 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X11S-

120923/2285 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x11sri-if 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2286 

Product: x11srl-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2287 

Product: x11srm 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2288 

Product: x11srm-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2289 

Product: x11srm-vf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2290 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11ssd-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2291 

Product: x11sse-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2292 

Product: x11ssh-ctf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X11S-

120923/2293 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x11ssh-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2294 

Product: x11ssh-gf-1585 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2295 

Product: x11ssh-gf-1585l 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2296 

Product: x11ssh-gtf-1585 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2297 

Product: x11ssh-gtf-1585l 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2298 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11ssh-ln4f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2299 

Product: x11ssh-tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2300 

Product: x11ssi-ln4f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X11S-

120923/2301 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x11ssl 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2302 

Product: x11ssl-cf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2303 

Product: x11ssl-f 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2304 

Product: x11ssl-nf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2305 

Product: x11ssm 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2306 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11ssm-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2307 

Product: x11ssn 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2308 

Product: x11ssq 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X11S-

120923/2309 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x11ssql 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2310 

Product: x11ssv 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2311 

Product: x11ssv-lvds 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2312 

Product: x11ssv-q 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2313 

Product: x11ssw-4tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2314 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11ssw-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2315 

Product: x11ssw-tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2316 

Product: x11ssz 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X11S-

120923/2317 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x11ssz-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2318 

Product: x11ssz-tln4f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X11S-

120923/2319 

Product: x12dai-n6 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2320 

Product: x12ddw-a6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2321 

Product: x12dgo-6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2322 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12dgq-r 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2323 

Product: x12dgu 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2324 

Product: x12dhm-6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X12D-

120923/2325 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x12dpd-a6m25 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2326 

Product: x12dpfr-an6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2327 

Product: x12dpg-ar 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2328 

Product: x12dpg-oa6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2329 

Product: x12dpg-oa6-gd2 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2330 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12dpg-qbt6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2331 

Product: x12dpg-qr 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2332 

Product: x12dpg-qt6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X12D-

120923/2333 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x12dpg-u6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2334 

Product: x12dpi-n6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2335 

Product: x12dpi-nt6 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2336 

Product: x12dpl-i6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2337 

Product: x12dpl-nt6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2338 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12dpt-b6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2339 

Product: x12dpt-pt46 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2340 

Product: x12dpt-pt6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X12D-

120923/2341 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x12dpu-6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2342 

Product: x12dsc-6 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12D-

120923/2343 

Product: x12qch\+ 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12Q-

120923/2344 

Product: x12sae 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2345 

Product: x12sae-5 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2346 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12sca-5f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2347 

Product: x12sca-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2348 

Product: x12scq 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X12S-

120923/2349 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x12scv-lvds 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2350 

Product: x12scv-w 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2351 

Product: x12scz-f 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1943 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2352 

Product: x12scz-qf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2353 

Product: x12scz-tln4f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2354 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12sdv-10c-sp6f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2355 

Product: x12sdv-10c-spt4f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2356 

Product: x12sdv-14c-spt8f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X12S-

120923/2357 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x12sdv-16c-spt8f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2358 

Product: x12sdv-20c-spt8f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2359 

Product: x12sdv-4c-sp6f 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2360 

Product: x12sdv-4c-spt4f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2361 

Product: x12sdv-4c-spt8f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2362 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12sdv-8c-sp6f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2363 

Product: x12sdv-8c-spt4f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2364 

Product: x12sdv-8c-spt8f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X12S-

120923/2365 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x12sdv-8ce-sp4f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2366 

Product: x12spa-tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2367 

Product: x12sped-f 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2368 

Product: x12spg-nf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2369 

Product: x12spi-tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2370 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1950 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12spl-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2371 

Product: x12spl-ln4f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2372 

Product: x12spm-ln4f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X12S-

120923/2373 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x12spm-ln6tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2374 

Product: x12spm-tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2375 

Product: x12spo-f 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2376 

Product: x12spo-ntf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2377 

Product: x12spt-g 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2378 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12spt-gc 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2379 

Product: x12spt-pt 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2380 

Product: x12spw-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X12S-

120923/2381 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x12spw-tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2382 

Product: x12spz-ln4f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2383 

Product: x12spz-spln6f 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2384 

Product: x12std-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2385 

Product: x12ste-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2386 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12sth-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2387 

Product: x12sth-ln4f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2388 

Product: x12sth-sys 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X12S-

120923/2389 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x12stl-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2390 

Product: x12stl-if 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2391 

Product: x12stn-c 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2392 

Product: x12stn-c-wohs 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2393 

Product: x12stn-e 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2394 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12stn-e-wohs 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2395 

Product: x12stn-h 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2396 

Product: x12stn-h-wohs 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X12S-

120923/2397 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x12stn-l 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2398 

Product: x12stn-l-wohs 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2399 

Product: x12stw-f 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2400 

Product: x12stw-tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X12S-

120923/2401 

Product: x13dai-t 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13D-

120923/2402 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x13ddw-a 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13D-

120923/2403 

Product: x13deg-oa 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13D-

120923/2404 

Product: x13deg-oad 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X13D-

120923/2405 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x13deg-pvc 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13D-

120923/2406 

Product: x13deg-qt 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13D-

120923/2407 

Product: x13dei 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13D-

120923/2408 

Product: x13dei-t 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13D-

120923/2409 

Product: x13dem 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13D-

120923/2410 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1965 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x13det-b 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13D-

120923/2411 

Product: x13dgu 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13D-

120923/2412 

Product: x13dsf-a 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X13D-

120923/2413 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x13qeh\+ 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13Q-

120923/2414 

Product: x13sae 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2415 

Product: x13sae-f 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2416 

Product: x13san-c 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2417 

Product: x13san-c-wohs 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2418 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x13san-e 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2419 

Product: x13san-e-wohs 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2420 

Product: x13san-h 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X13S-

120923/2421 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x13san-h-wohs 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2422 

Product: x13san-l 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2423 

Product: x13san-l-wohs 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2424 

Product: x13saq 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2425 

Product: x13sav-lvds 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2426 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x13sav-ps 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2427 

Product: x13saz-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2428 

Product: x13saz-q 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X13S-

120923/2429 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x13sedw-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2430 

Product: x13seed-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2431 

Product: x13seed-sf 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2432 

Product: x13sefr-a 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2433 

Product: x13sei-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2434 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x13sei-tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2435 

Product: x13sem-f 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2436 

Product: x13sem-tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X13S-

120923/2437 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: x13set-g 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2438 

Product: x13set-gc 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2439 

Product: x13sew-f 
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Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2440 

Product: x13sew-tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2441 

Product: x13sra-tf 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2442 
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SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x13srn-e 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2443 

Product: x13srn-e-wohs 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

H-SUP-X13S-

120923/2444 

Product: x13srn-h 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

https://ww

w.supermicr

o.com/en/su

pport/securi

H-SUP-X13S-

120923/2445 
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X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Vendor: Tenda 

Product: ac10v4 

Affected Version(s): - 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC10 v4 

US_AC10V4.0si_V16.

03.10.13_cn was 

discovered to 

contain a stack 

overflow via 

parameter 

macFilterType and 

parameter deviceList 

at url 

/goform/setMacFilte

rCfg. 

CVE ID : CVE-2023-

40901 

N/A 
H-TEN-AC10-

120923/2446 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC10 v4 

US_AC10V4.0si_V16.

03.10.13_cn was 

discovered to 

contain a stack 

overflow via 

parameter list and 

bindnum at 

/goform/SetIpMacBi

nd. 

CVE ID : CVE-2023-

40902 

N/A 
H-TEN-AC10-

120923/2447 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 
Tenda AC10 v4 

US_AC10V4.0si_V16.

03.10.13_cn was 

N/A 
H-TEN-AC10-

120923/2448 
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discovered to 

contain a stack 

overflow via 

parameter 

macFilterType and 

parameter deviceList 

at 

/goform/setMacFilte

rCfg. 

CVE ID : CVE-2023-

40904 

Product: ac15 

Affected Version(s): 1.0 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

Tenda AC15 

V1.0BR_V15.03.05.1

8_multi_TD01 was 

discovered to 

contain a buffer 

overflow via the 

function 

FUN_00010e34(). 

CVE ID : CVE-2023-

39673 

N/A 
H-TEN-AC15-

120923/2449 

Product: ac23 

Affected Version(s): - 

Out-of-

bounds 

Write 

25-Aug-2023 9.8 

Tenda AC23 

Vv16.03.07.45_cn is 

vulnerable to Buffer 

Overflow via 

sub_450A4C 

function. 

CVE ID : CVE-2023-

40799 

N/A 
H-TEN-AC23-

120923/2450 

Improper 

Input 

Validation 

25-Aug-2023 8.8 

In Tenda AC23 

v16.03.07.45_cn, the 

sub_4781A4 function 

does not validate the 

parameters entered 

by the user, resulting 

in a post-

authentication stack 

N/A 
H-TEN-AC23-

120923/2451 
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overflow 

vulnerability. 

CVE ID : CVE-2023-

40797 

Improper 

Input 

Validation 

25-Aug-2023 8.8 

In Tenda AC23 

v16.03.07.45_cn, the 

formSetIPv6status 

and 

formGetWanParamet

er functions do not 

authenticate user 

input parameters, 

resulting in a post-

authentication stack 

overflow 

vulnerability. 

CVE ID : CVE-2023-

40798 

N/A 
H-TEN-AC23-

120923/2452 

Improper 

Input 

Validation 

25-Aug-2023 8.8 

The 

compare_parentcont

rol_time function 

does not 

authenticate user 

input parameters, 

resulting in a post-

authentication stack 

overflow 

vulnerability in 

Tenda AC23 

v16.03.07.45_cn. 

CVE ID : CVE-2023-

40800 

N/A 
H-TEN-AC23-

120923/2453 

Improper 

Input 

Validation 

25-Aug-2023 8.8 

The sub_451784 

function does not 

validate the 

parameters entered 

by the user, resulting 

in a stack overflow 

vulnerability in 

Tenda AC23 

v16.03.07.45_cn 

N/A 
H-TEN-AC23-

120923/2454 
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CVE ID : CVE-2023-

40801 

Out-of-

bounds 

Write 

25-Aug-2023 6.5 

The 

get_parentControl_lis

t_Info function does 

not verify the 

parameters entered 

by the user, causing a 

post-authentication 

heap overflow 

vulnerability in 

Tenda AC23 

v16.03.07.45_cn 

CVE ID : CVE-2023-

40802 

N/A 
H-TEN-AC23-

120923/2455 

Product: ac5 

Affected Version(s): 1.0 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC9 V3.0 

V15.03.06.42_multi 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter list at url 

/goform/SetStaticRo

uteCfg. 

CVE ID : CVE-2023-

41553 

N/A 
H-TEN-AC5-

120923/2456 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

V1.0RTL_V15.03.06.2

8 were discovered to 

contain a stack 

overflow via 

parameter list at url 

N/A 
H-TEN-AC5-

120923/2457 
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/goform/SetIpMacBi

nd. 

CVE ID : CVE-2023-

41556 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44 and 

Tenda AC5 

V1.0RTL_V15.03.06.2

8 were discovered to 

contain a stack 

overflow via 

parameter entrys 

and mitInterface at 

url 

/goform/addressNat

. 

CVE ID : CVE-2023-

41557 

N/A 
H-TEN-AC5-

120923/2458 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

V1.0RTL_V15.03.06.2

8 were discovered to 

contain a stack 

overflow via 

parameter page at 

url 

/goform/NatStaticSe

tting. 

CVE ID : CVE-2023-

41559 

N/A 
H-TEN-AC5-

120923/2459 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC9 V3.0 

V15.03.06.42_multi 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter startIp 

N/A 
H-TEN-AC5-

120923/2460 
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and endIp at url 

/goform/SetPptpSer

verCfg. 

CVE ID : CVE-2023-

41561 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter time at 

url 

/goform/PowerSave

Set. 

CVE ID : CVE-2023-

41562 

N/A 
H-TEN-AC5-

120923/2461 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC9 V3.0 

V15.03.06.42_multi 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter mac at url 

/goform/GetParentC

ontrolInfo. 

CVE ID : CVE-2023-

41563 

N/A 
H-TEN-AC5-

120923/2462 

Product: ac6 

Affected Version(s): 1.0 

Buffer 

Copy 

without 

Checking 

Size of 

18-Aug-2023 9.8 

Tenda AC6 

_US_AC6V1.0BR_V15.

03.05.16 was 

discovered to 

contain a buffer 

N/A 
H-TEN-AC6-

120923/2463 
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Input 

('Classic 

Buffer 

Overflow') 

overflow via the 

function fgets. 

CVE ID : CVE-2023-

39670 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

30-Aug-2023 9.8 

Tenda AC6 

US_AC6V1.0BR_V15.

03.05.16_multi_TD01

.bin function 

'sub_ADD50' 

contains a command 

execution 

vulnerability. In the 

"formSetIptv" 

function, obtaining 

the "list" and 

"vlanId" fields, 

unfiltered passing 

these two fields as 

parameters to the 

"sub_ADD50" 

function to execute 

commands. 

CVE ID : CVE-2023-

40837 

N/A 
H-TEN-AC6-

120923/2464 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

30-Aug-2023 9.8 

Tenda AC6 

US_AC6V1.0BR_V15.

03.05.16_multi_TD01

.bin function 

'sub_3A1D0' 

contains a command 

execution 

vulnerability. 

CVE ID : CVE-2023-

40838 

N/A 
H-TEN-AC6-

120923/2465 

Out-of-

bounds 

Write 

28-Aug-2023 9.8 

Tenda AC6 

US_AC6V1.0BR_V15.

03.05.16_multi_TD01

.bin is vulnerable to 

Buffer Overflow via 

function sub_90998. 

N/A 
H-TEN-AC6-

120923/2466 
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CVE ID : CVE-2023-

40846 

Product: ac7 

Affected Version(s): 1.0 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44 and 

Tenda AC9 V3.0 

V15.03.06.42_multi 

were discovered to 

contain a stack 

overflow via 

parameter ssid at url 

/goform/fast_setting

_wifi_set. 

CVE ID : CVE-2023-

41552 

N/A 
H-TEN-AC7-

120923/2467 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44 was 

discovered to 

contain a stack 

overflow via 

parameter 

security_5g at url 

/goform/WifiBasicSe

t. 

CVE ID : CVE-2023-

41555 

N/A 
H-TEN-AC7-

120923/2468 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

V1.0RTL_V15.03.06.2

8 were discovered to 

contain a stack 

overflow via 

parameter list at url 

/goform/SetIpMacBi

nd. 

CVE ID : CVE-2023-

41556 

N/A 
H-TEN-AC7-

120923/2469 
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Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44 and 

Tenda AC5 

V1.0RTL_V15.03.06.2

8 were discovered to 

contain a stack 

overflow via 

parameter entrys 

and mitInterface at 

url 

/goform/addressNat

. 

CVE ID : CVE-2023-

41557 

N/A 
H-TEN-AC7-

120923/2470 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44 was 

discovered to 

contain a stack 

overflow via 

parameter timeZone 

at url 

/goform/SetSysTime

Cfg. 

CVE ID : CVE-2023-

41558 

N/A 
H-TEN-AC7-

120923/2471 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

V1.0RTL_V15.03.06.2

8 were discovered to 

contain a stack 

overflow via 

parameter page at 

url 

/goform/NatStaticSe

tting. 

CVE ID : CVE-2023-

41559 

N/A 
H-TEN-AC7-

120923/2472 
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Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter time at 

url 

/goform/PowerSave

Set. 

CVE ID : CVE-2023-

41562 

N/A 
H-TEN-AC7-

120923/2473 

Product: ac8v4 

Affected Version(s): - 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter 

firewallEn at 

/goform/SetFirewall

Cfg. 

CVE ID : CVE-2023-

40891 

N/A 
H-TEN-AC8V-

120923/2474 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter 

schedStartTime and 

schedEndTime at 

/goform/openSched

Wifi. 

N/A 
H-TEN-AC8V-

120923/2475 
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CVE ID : CVE-2023-

40892 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter time at 

/goform/PowerSave

Set. 

CVE ID : CVE-2023-

40893 

N/A 
H-TEN-AC8V-

120923/2476 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter list at 

/goform/SetStaticRo

uteCfg. 

CVE ID : CVE-2023-

40894 

N/A 
H-TEN-AC8V-

120923/2477 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter list at 

/goform/SetVirtualS

erverCfg. 

CVE ID : CVE-2023-

40895 

N/A 
H-TEN-AC8V-

120923/2478 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter list and 

N/A 
H-TEN-AC8V-

120923/2479 
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bindnum at 

/goform/SetIpMacBi

nd. 

CVE ID : CVE-2023-

40896 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter mac at 

/goform/GetParentC

ontrolInfo. 

CVE ID : CVE-2023-

40897 

N/A 
H-TEN-AC8V-

120923/2480 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter timeZone 

at 

/goform/SetSysTime

Cfg. 

CVE ID : CVE-2023-

40898 

N/A 
H-TEN-AC8V-

120923/2481 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter 

macFilterType and 

parameter deviceList 

at 

/goform/setMacFilte

rCfg. 

N/A 
H-TEN-AC8V-

120923/2482 
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CVE ID : CVE-2023-

40899 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter list at 

/goform/SetNetCont

rolList. 

CVE ID : CVE-2023-

40900 

N/A 
H-TEN-AC8V-

120923/2483 

Out-of-

bounds 

Write 

21-Aug-2023 7.5 

Tenda AC8V4 

V16.03.34.06 was 

discovered to 

contain a stack 

overflow via the list 

parameter in the 

save_virtualser_data 

function. 

CVE ID : CVE-2023-

39784 

N/A 
H-TEN-AC8V-

120923/2484 

Out-of-

bounds 

Write 

21-Aug-2023 7.5 

Tenda AC8V4 

V16.03.34.06 was 

discovered to 

contain a stack 

overflow via the list 

parameter in the 

set_qosMib_list 

function. 

CVE ID : CVE-2023-

39785 

N/A 
H-TEN-AC8V-

120923/2485 

Out-of-

bounds 

Write 

21-Aug-2023 7.5 

Tenda AC8V4 

V16.03.34.06 was 

discovered to 

contain a stack 

overflow via the time 

parameter in the 

sscanf function. 

N/A 
H-TEN-AC8V-

120923/2486 
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CVE ID : CVE-2023-

39786 

Product: ac9 

Affected Version(s): 3.0 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44 and 

Tenda AC9 V3.0 

V15.03.06.42_multi 

were discovered to 

contain a stack 

overflow via 

parameter ssid at url 

/goform/fast_setting

_wifi_set. 

CVE ID : CVE-2023-

41552 

N/A 
H-TEN-AC9-

120923/2487 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC9 V3.0 

V15.03.06.42_multi 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter list at url 

/goform/SetStaticRo

uteCfg. 

CVE ID : CVE-2023-

41553 

N/A 
H-TEN-AC9-

120923/2488 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC9 V3.0 

V15.03.06.42_multi 

was discovered to 

contain a stack 

overflow via 

parameter 

wpapsk_crypto at url 

/goform/WifiExtraS

et. 

CVE ID : CVE-2023-

41554 

N/A 
H-TEN-AC9-

120923/2489 
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Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

V1.0RTL_V15.03.06.2

8 were discovered to 

contain a stack 

overflow via 

parameter list at url 

/goform/SetIpMacBi

nd. 

CVE ID : CVE-2023-

41556 

N/A 
H-TEN-AC9-

120923/2490 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

V1.0RTL_V15.03.06.2

8 were discovered to 

contain a stack 

overflow via 

parameter page at 

url 

/goform/NatStaticSe

tting. 

CVE ID : CVE-2023-

41559 

N/A 
H-TEN-AC9-

120923/2491 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC9 V3.0 

V15.03.06.42_multi 

was discovered to 

contain a stack 

overflow via 

parameter 

firewallEn at url 

/goform/SetFirewall

Cfg. 

CVE ID : CVE-2023-

41560 

N/A 
H-TEN-AC9-

120923/2492 
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Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC9 V3.0 

V15.03.06.42_multi 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter startIp 

and endIp at url 

/goform/SetPptpSer

verCfg. 

CVE ID : CVE-2023-

41561 

N/A 
H-TEN-AC9-

120923/2493 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter time at 

url 

/goform/PowerSave

Set. 

CVE ID : CVE-2023-

41562 

N/A 
H-TEN-AC9-

120923/2494 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC9 V3.0 

V15.03.06.42_multi 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter mac at url 

/goform/GetParentC

ontrolInfo. 

N/A 
H-TEN-AC9-

120923/2495 
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CVE ID : CVE-2023-

41563 

Product: ax3 

Affected Version(s): - 

Out-of-

bounds 

Write 

25-Aug-2023 7.5 

Tenda AX3 

v16.03.12.11 has a 

stack buffer overflow 

vulnerability 

detected at function 

form_fast_setting_wif

i_set. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via the ssid 

parameter. 

CVE ID : CVE-2023-

40915 

N/A 
H-TEN-AX3-

120923/2496 

Product: wh450a 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

Tenda WH450 

v1.0.0.18 was 

discovered to 

contain a buffer 

overflow via the 

function fgets. 

CVE ID : CVE-2023-

39672 

N/A 
H-TEN-WH45-

120923/2497 

Vendor: totolink 

Product: ex1200l 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

18-Aug-2023 9.8 

A vulnerability, 

which was classified 

as critical, was found 

in TOTOLINK 

EX1200L 

EN_V9.3.5u.6146_B2

0201023. This 

affects the function 

N/A 
H-TOT-EX12-

120923/2498 
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('OS 

Command 

Injection') 

setDiagnosisCfg. The 

manipulation leads 

to os command 

injection. It is 

possible to initiate 

the attack remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. The identifier 

VDB-237513 was 

assigned to this 

vulnerability. NOTE: 

The vendor was 

contacted early 

about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4410 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 9.8 

A vulnerability has 

been found in 

TOTOLINK EX1200L 

EN_V9.3.5u.6146_B2

0201023 and 

classified as critical. 

This vulnerability 

affects the function 

setTracerouteCfg. 

The manipulation 

leads to os command 

injection. The attack 

can be initiated 

remotely. The exploit 

has been disclosed to 

the public and may 

be used. VDB-

237514 is the 

identifier assigned to 

this vulnerability. 

NOTE: The vendor 

was contacted early 

about this disclosure 

N/A 
H-TOT-EX12-

120923/2499 
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but did not respond 

in any way. 

CVE ID : CVE-2023-

4411 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 9.8 

A vulnerability was 

found in TOTOLINK 

EX1200L 

EN_V9.3.5u.6146_B2

0201023 and 

classified as critical. 

This issue affects the 

function setWanCfg. 

The manipulation 

leads to os command 

injection. The attack 

may be initiated 

remotely. The exploit 

has been disclosed to 

the public and may 

be used. The 

associated identifier 

of this vulnerability 

is VDB-237515. 

NOTE: The vendor 

was contacted early 

about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4412 

N/A 
H-TOT-EX12-

120923/2500 

Product: x5000r 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

21-Aug-2023 9.8 

TOTOLINK 

X5000R_V9.1.0cu.20

89_B20211224 and 

X5000R_V9.1.0cu.23

50_B20230313 were 

discovered to 

contain a remote 

code execution (RCE) 

vulnerability via the 

lang parameter in 

N/A 
H-TOT-X500-

120923/2501 
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the setLanguageCfg 

function. 

CVE ID : CVE-2023-

39617 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

21-Aug-2023 9.8 

TOTOLINK X5000R 

B20210419 was 

discovered to 

contain a remote 

code execution (RCE) 

vulnerability via the 

setTracerouteCfg 

interface. 

CVE ID : CVE-2023-

39618 

N/A 
H-TOT-X500-

120923/2502 

Vendor: Tp-link 

Product: tapo_l530e 

Affected Version(s): - 

N/A 22-Aug-2023 6.5 

An issue in TPLink 

Smart bulb Tapo 

series L530 v.1.0.0 

and Tapo Application 

v.2.8.14 allows a 

remote attacker to 

obtain sensitive 

information via the 

authentication code 

for the UDP message. 

CVE ID : CVE-2023-

38906 

N/A 
H-TP--TAPO-

120923/2503 

N/A 22-Aug-2023 6.5 

An issue in TPLink 

Smart bulb Tapo 

series L530 v.1.0.0 

and Tapo Application 

v.2.8.14 allows a 

remote attacker to 

obtain sensitive 

information via the 

TSKEP 

authentication 

function. 

N/A 
H-TP--TAPO-

120923/2504 
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CVE ID : CVE-2023-

38908 

N/A 22-Aug-2023 6.5 

An issue in TPLink 

Smart bulb Tapo 

series L530 v.1.0.0 

and Tapo Application 

v.2.8.14 allows a 

remote attacker to 

obtain sensitive 

information via the 

IV component in the 

AES128-CBC 

function. 

CVE ID : CVE-2023-

38909 

N/A 
H-TP--TAPO-

120923/2505 

Product: tl-wr1041n_v2 

Affected Version(s): - 

N/A 21-Aug-2023 7.5 

An issue in the 

component 

/userRpm/Network

CfgRpm of TP-Link 

TL-WR1041N V2 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted GET request. 

CVE ID : CVE-2023-

39748 

N/A 
H-TP--TL-W-

120923/2506 

Product: tl-wr841n_v8 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

21-Aug-2023 9.8 

TP-Link WR841N V8, 

TP-Link TL-WR940N 

V2, and TL-

WR941ND V5 were 

discovered to 

contain a buffer 

overflow via the 

radiusSecret 

parameter at 

/userRpm/WlanSecu

rityRpm. 

N/A 
H-TP--TL-W-

120923/2507 
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CVE ID : CVE-2023-

39747 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

21-Aug-2023 7.5 

TP-Link TL-WR940N 

V2, TP-Link TL-

WR941ND V5 and 

TP-Link TL-WR841N 

V8 were discovered 

to contain a buffer 

overflow via the 

component 

/userRpm/AccessCtr

lAccessRulesRpm. 

This vulnerability 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted GET request. 

CVE ID : CVE-2023-

39745 

N/A 
H-TP--TL-W-

120923/2508 

Product: tl-wr940n_v2 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

21-Aug-2023 9.8 

TP-Link WR841N V8, 

TP-Link TL-WR940N 

V2, and TL-

WR941ND V5 were 

discovered to 

contain a buffer 

overflow via the 

radiusSecret 

parameter at 

/userRpm/WlanSecu

rityRpm. 

CVE ID : CVE-2023-

39747 

N/A 
H-TP--TL-W-

120923/2509 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

21-Aug-2023 7.5 

TP-Link TL-WR940N 

V2, TP-Link TL-

WR941ND V5 and 

TP-Link TL-WR841N 

V8 were discovered 

to contain a buffer 

overflow via the 

component 

N/A 
H-TP--TL-W-

120923/2510 
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Buffer 

Overflow') 

/userRpm/AccessCtr

lAccessRulesRpm. 

This vulnerability 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted GET request. 

CVE ID : CVE-2023-

39745 

Product: tl-wr941nd_v5 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

21-Aug-2023 9.8 

TP-Link WR841N V8, 

TP-Link TL-WR940N 

V2, and TL-

WR941ND V5 were 

discovered to 

contain a buffer 

overflow via the 

radiusSecret 

parameter at 

/userRpm/WlanSecu

rityRpm. 

CVE ID : CVE-2023-

39747 

N/A 
H-TP--TL-W-

120923/2511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

21-Aug-2023 7.5 

TP-Link TL-WR940N 

V2, TP-Link TL-

WR941ND V5 and 

TP-Link TL-WR841N 

V8 were discovered 

to contain a buffer 

overflow via the 

component 

/userRpm/AccessCtr

lAccessRulesRpm. 

This vulnerability 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted GET request. 

CVE ID : CVE-2023-

39745 

N/A 
H-TP--TL-W-

120923/2512 
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Product: tl-wr941nd_v6 

Affected Version(s): - 

Out-of-

bounds 

Write 

21-Aug-2023 9.8 

TP-Link TL-

WR941ND V6 were 

discovered to 

contain a buffer 

overflow via the 

pSize parameter at 

/userRpm/PingIfram

eRpm. 

CVE ID : CVE-2023-

39751 

N/A 
H-TP--TL-W-

120923/2513 

Vendor: Trane 

Product: pivot 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

22-Aug-2023 6.8 

 

A command injection 

vulnerability exists 

in Trane XL824, 

XL850, XL1050, and 

Pivot thermostats 

allowing an attacker 

to execute arbitrary 

commands as root 

using a specially 

crafted filename. The 

vulnerability 

requires physical 

access to the device 

via a USB stick. 

 

 

CVE ID : CVE-2023-

4212 

N/A 
H-TRA-PIVO-

120923/2514 

Product: xl1050 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

22-Aug-2023 6.8 

 

A command injection 

vulnerability exists 

N/A 
H-TRA-XL10-

120923/2515 
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Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

in Trane XL824, 

XL850, XL1050, and 

Pivot thermostats 

allowing an attacker 

to execute arbitrary 

commands as root 

using a specially 

crafted filename. The 

vulnerability 

requires physical 

access to the device 

via a USB stick. 

 

 

CVE ID : CVE-2023-

4212 

Product: xl824 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

22-Aug-2023 6.8 

 

A command injection 

vulnerability exists 

in Trane XL824, 

XL850, XL1050, and 

Pivot thermostats 

allowing an attacker 

to execute arbitrary 

commands as root 

using a specially 

crafted filename. The 

vulnerability 

requires physical 

access to the device 

via a USB stick. 

 

 

CVE ID : CVE-2023-

4212 

N/A 
H-TRA-XL82-

120923/2516 

Product: xl850 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

22-Aug-2023 6.8 

 

?A command 

injection 

vulnerability exists 

in Trane XL824, 

XL850, XL1050, and 

Pivot thermostats 

allowing an attacker 

to execute arbitrary 

commands as root 

using a specially 

crafted filename. The 

vulnerability 

requires physical 

access to the device 

via a USB stick. 

 

 

CVE ID : CVE-2023-

4212 

N/A 
H-TRA-XL85-

120923/2517 

Vendor: ZTE 

Product: axon_30 

Affected Version(s): - 

Incorrect 

Authorizati

on 

17-Aug-2023 3.3 

There is a 

permission and 

access control 

vulnerability in some 

ZTE mobile phones. 

Due to improper 

access control, 

applications in 

mobile phone 

could monitor the 

touch event. 

CVE ID : CVE-2023-

25647 

https://supp

ort.zte.com.c

n/support/n

ews/Loopho

leInfoDetail.

aspx?newsId

=1032264 

H-ZTE-AXON-

120923/2518 

Product: axon_40_pro 

Affected Version(s): - 
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Incorrect 

Authorizati

on 

17-Aug-2023 3.3 

There is a 

permission and 

access control 

vulnerability in some 

ZTE mobile phones. 

Due to improper 

access control, 

applications in 

mobile phone 

could monitor the 

touch event. 

CVE ID : CVE-2023-

25647 

https://supp

ort.zte.com.c

n/support/n

ews/Loopho

leInfoDetail.

aspx?newsId

=1032264 

H-ZTE-AXON-

120923/2519 

Product: axon_40_ultra 

Affected Version(s): - 

Incorrect 

Authorizati

on 

17-Aug-2023 3.3 

There is a 

permission and 

access control 

vulnerability in some 

ZTE mobile phones. 

Due to improper 

access control, 

applications in 

mobile phone 

could monitor the 

touch event. 

CVE ID : CVE-2023-

25647 

https://supp

ort.zte.com.c

n/support/n

ews/Loopho

leInfoDetail.

aspx?newsId

=1032264 

H-ZTE-AXON-

120923/2520 

Product: mf286r 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

25-Aug-2023 8.8 

There is a command 

injection 

vulnerability in a 

mobile internet 

product of ZTE. Due 

to insufficient 

validation of 

SET_DEVICE_LED 

interface parameter, 

an authenticated 

attacker could use 

https://supp

ort.zte.com.c

n/support/n

ews/Loopho

leInfoDetail.

aspx?newsId

=1032544 

H-ZTE-MF28-

120923/2521 
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the vulnerability to 

execute arbitrary 

commands. 

CVE ID : CVE-2023-

25649 

Product: nubia_z50 

Affected Version(s): - 

Incorrect 

Authorizati

on 

17-Aug-2023 3.3 

There is a 

permission and 

access control 

vulnerability in some 

ZTE mobile phones. 

Due to improper 

access control, 

applications in 

mobile phone 

could monitor the 

touch event. 

CVE ID : CVE-2023-

25647 

https://supp

ort.zte.com.c

n/support/n

ews/Loopho

leInfoDetail.

aspx?newsId

=1032264 

H-ZTE-NUBI-

120923/2522 

Operating System 

Vendor: 3DS 

Product: 3dexperience 

Affected Version(s): r2021x 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

28-Aug-2023 8.8 

An OS Command 

Injection 

vulnerability exists 

in SIMULIA 

3DOrchestrate from 

Release 

3DEXPERIENCE 

R2021x through 

Release 

3DEXPERIENCE 

R2023x. A specially 

crafted HTTP 

request can lead to 

arbitrary command 

execution. 

https://ww

w.3ds.com/v

ulnerability/

advisories 

O-3DS-3DEX-

120923/2523 
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CVE ID : CVE-2023-

1997 

Affected Version(s): r2022x 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

28-Aug-2023 8.8 

An OS Command 

Injection 

vulnerability exists 

in SIMULIA 

3DOrchestrate from 

Release 

3DEXPERIENCE 

R2021x through 

Release 

3DEXPERIENCE 

R2023x. A specially 

crafted HTTP 

request can lead to 

arbitrary command 

execution. 

CVE ID : CVE-2023-

1997 

https://ww

w.3ds.com/v

ulnerability/

advisories 

O-3DS-3DEX-

120923/2524 

Affected Version(s): r2023x 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

28-Aug-2023 8.8 

An OS Command 

Injection 

vulnerability exists 

in SIMULIA 

3DOrchestrate from 

Release 

3DEXPERIENCE 

R2021x through 

Release 

3DEXPERIENCE 

R2023x. A specially 

crafted HTTP 

request can lead to 

arbitrary command 

execution. 

CVE ID : CVE-2023-

1997 

https://ww

w.3ds.com/v

ulnerability/

advisories 

O-3DS-3DEX-

120923/2525 

Vendor: Apple 

Product: macos 

Affected Version(s): - 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

19-Aug-2023 9.6 

DOM-based XSS in 

src/muya/lib/conte

ntState/pasteCtrl.js 

in MarkText 0.17.1 

and before on 

Windows, Linux and 

macOS allows 

arbitrary JavaScript 

code to run in the 

context of MarkText 

main window. This 

vulnerability can be 

exploited if a user 

copies text from a 

malicious webpage 

and paste it into 

MarkText. 

CVE ID : CVE-2023-

2318 

N/A 
O-APP-MACO-

120923/2526 

Improper 

Certificate 

Validation 

23-Aug-2023 7.5 

If the MongoDB 

Server running on 

Windows or macOS 

is configured to use 

TLS with a specific 

set of configuration 

options that are 

already known to 

work securely in 

other platforms (e.g. 

Linux), it is possible 

that client certificate 

validation may not 

be in effect, 

potentially allowing 

client to establish a 

TLS connection with 

the server that 

supplies any 

certificate. 

 

This issue affect all 

MongoDB Server 

v6.3 versions, 

https://jira.

mongodb.or

g/browse/S

ERVER-

77028, 

https://jira.

mongodb.or

g/browse/S

ERVER-

73662 

O-APP-MACO-

120923/2527 
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MongoDB Server 

v5.0 versions v5.0.0 

to v5.0.14 and all 

MongoDB Server 

v4.4 versions. 

 

 

CVE ID : CVE-2023-

1409 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

19-Aug-2023 7.1 

Improper path 

handling in Obsidian 

desktop before 1.2.8 

on Windows, Linux 

and macOS allows a 

crafted webpage to 

access local files and 

exfiltrate them to 

remote web servers 

via 

"app://local/<absolu

te-path>". This 

vulnerability can be 

exploited if a user 

opens a malicious 

markdown file in 

Obsidian, or copies 

text from a malicious 

webpage and paste it 

into Obsidian. 

CVE ID : CVE-2023-

2110 

N/A 
O-APP-MACO-

120923/2528 

Vendor: arraynetworks 

Product: arrayos_ag 

Affected Version(s): * Up to (excluding) 9.4.0.499 

N/A 25-Aug-2023 7.5 

Array AG OS before 

9.4.0.499 allows 

denial of service: 

remote attackers can 

cause system service 

processes to crash 

https://supp

ort.arraynet

works.net/p

rx/001/http

/supportpor

tal.arraynet

works.net/d

O-ARR-ARRA-

120923/2529 
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through abnormal 

HTTP operations. 

CVE ID : CVE-2023-

41121 

ocumentatio

n/FieldNotic

e/Array_Net

works_Secur

ity_Advisory

_for_Denial_o

f_Service_ID-

144162.pdf 

Vendor: Asustor 

Product: data_master 

Affected Version(s): From (including) 4.0.0.rib4 Up to (including) 4.0.6.ris1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

Improper 

neutralization of 

special elements 

used in a command 

('Command 

Injection') 

vulnerability in 

Printer service 

functionality in 

ASUSTOR Data 

Master (ADM) allows 

remote unauthorized 

users to execute 

arbitrary commands 

via unspecified 

vectors. Affected 

products and 

versions include: 

ADM 4.0.6.RIS1, 4.1.0 

and below as well as 

ADM 4.2.2.RI61 and 

below. 

 

CVE ID : CVE-2023-

2910 

https://ww

w.asustor.co

m/security/

security_advi

sory_detail?i

d=27 

O-ASU-DATA-

120923/2530 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

17-Aug-2023 8.8 

Printer service fails 

to adequately handle 

user input, allowing 

an remote 

unauthorized users 

to navigate beyond 

https://ww

w.asustor.co

m/security/

security_advi

O-ASU-DATA-

120923/2531 
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Directory 

('Path 

Traversal') 

the intended 

directory structure 

and create files. 

Affected products 

and versions include: 

ADM 4.0.6.RIS1, 4.1.0 

and below as well as 

ADM 4.2.2.RI61 and 

below. 

 

CVE ID : CVE-2023-

3697 

sory_detail?i

d=28 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 8.1 

Printer service fails 

to adequately handle 

user input, allowing 

an remote 

unauthorized users 

to navigate beyond 

the intended 

directory structure 

and delete files. 

Affected products 

and versions include: 

ADM 4.0.6.RIS1, 4.1.0 

and below as well as 

ADM 4.2.2.RI61 and 

below. 

 

CVE ID : CVE-2023-

3698 

https://ww

w.asustor.co

m/security/

security_advi

sory_detail?i

d=28 

O-ASU-DATA-

120923/2532 

Affected Version(s): From (including) 4.0.6.ris1 Up to (excluding) 4.2.2.ri61 

Files or 

Directories 

Accessible 

to External 

Parties 

22-Aug-2023 5.5 

An Arbitrary File 

Movement 

vulnerability was 

found in ASUSTOR 

Data Master (ADM) 

allows an attacker to 

exploit the file 

renaming feature to 

move files to 

unintended 

directories. Affected 

https://ww

w.asustor.co

m/security/

security_advi

sory_detail?i

d=30 

O-ASU-DATA-

120923/2533 
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products and 

versions include: 

ADM 4.0.6.RIS1, 4.1.0 

and below as well as 

ADM 4.2.2.RI61 and 

below. 

 

CVE ID : CVE-2023-

4475 

Affected Version(s): From (including) 4.0.6.ris1 Up to (excluding) 4.2.3.rk91 

N/A 22-Aug-2023 5.5 

An Improper 

Privilege 

Management 

vulnerability was 

found in ASUSTOR 

Data Master (ADM) 

allows an 

unprivileged local 

users to modify the 

storage devices 

configuration. 

Affected products 

and versions include: 

ADM 4.0.6.RIS1, 4.1.0 

and below as well as 

ADM 4.2.2.RI61 and 

below. 

 

CVE ID : CVE-2023-

3699 

https://ww

w.asustor.co

m/security/

security_advi

sory_detail?i

d=29 

O-ASU-DATA-

120923/2534 

Affected Version(s): From (including) 4.1.0.rhu2 Up to (excluding) 4.2.3.rk91 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

Improper 

neutralization of 

special elements 

used in a command 

('Command 

Injection') 

vulnerability in 

Printer service 

functionality in 

ASUSTOR Data 

https://ww

w.asustor.co

m/security/

security_advi

sory_detail?i

d=27 

O-ASU-DATA-

120923/2535 
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Master (ADM) allows 

remote unauthorized 

users to execute 

arbitrary commands 

via unspecified 

vectors. Affected 

products and 

versions include: 

ADM 4.0.6.RIS1, 4.1.0 

and below as well as 

ADM 4.2.2.RI61 and 

below. 

 

CVE ID : CVE-2023-

2910 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 8.8 

Printer service fails 

to adequately handle 

user input, allowing 

an remote 

unauthorized users 

to navigate beyond 

the intended 

directory structure 

and create files. 

Affected products 

and versions include: 

ADM 4.0.6.RIS1, 4.1.0 

and below as well as 

ADM 4.2.2.RI61 and 

below. 

 

CVE ID : CVE-2023-

3697 

https://ww

w.asustor.co

m/security/

security_advi

sory_detail?i

d=28 

O-ASU-DATA-

120923/2536 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 8.1 

Printer service fails 

to adequately handle 

user input, allowing 

an remote 

unauthorized users 

to navigate beyond 

the intended 

directory structure 

and delete files. 

https://ww

w.asustor.co

m/security/

security_advi

sory_detail?i

d=28 

O-ASU-DATA-

120923/2537 
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Affected products 

and versions include: 

ADM 4.0.6.RIS1, 4.1.0 

and below as well as 

ADM 4.2.2.RI61 and 

below. 

 

CVE ID : CVE-2023-

3698 

Vendor: bdcom 

Product: p3310d-2ac_firmware 

Affected Version(s): 10.1.0f 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

29-Aug-2023 6.1 

A cross-site scripting 

(XSS) vulnerability in 

the device web 

interface (Log Query 

page) of BDCOM OLT 

P3310D-2AC 10.1.0F 

Build 69083 allows 

attackers to execute 

arbitrary web scripts 

or HTML via a 

crafted payload 

injected into the 

username 

parameter. 

CVE ID : CVE-2023-

39678 

N/A 
O-BDC-P331-

120923/2538 

Vendor: cbc 

Product: dr-16f42a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-1-

120923/2539 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-1-

120923/2540 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2015 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-1-

120923/2541 

Product: dr-16f45at_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-1-

120923/2542 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-1-

120923/2543 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-1-

120923/2544 

Product: dr-16h_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-1-

120923/2545 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-1-

120923/2546 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-1-

120923/2547 

Product: dr-16m52-av_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-1-

120923/2548 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-1-

120923/2549 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-1-

120923/2550 

Product: dr-16m52_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-1-

120923/2551 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-1-

120923/2552 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-1-

120923/2553 

Product: dr-4fx1_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-4-

120923/2554 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-4-

120923/2555 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-4-

120923/2556 

Product: dr-4h_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-4-

120923/2557 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2026 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-4-

120923/2558 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-4-

120923/2559 

Product: dr-4m51-av_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-4-

120923/2560 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-4-

120923/2561 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-4-

120923/2562 

Product: dr-8f42a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-8-

120923/2563 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-8-

120923/2564 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2031 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-8-

120923/2565 

Product: dr-8f45at_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-8-

120923/2566 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-8-

120923/2567 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-8-

120923/2568 

Product: dr-8h_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-8-

120923/2569 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-8-

120923/2570 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-8-

120923/2571 

Product: dr-8m52-av_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-8-

120923/2572 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-8-

120923/2573 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DR-8-

120923/2574 

Product: drh8-4m41-a_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DRH8-

120923/2575 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DRH8-

120923/2576 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-DRH8-

120923/2577 

Product: nr-16f82-16p_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR-1-

120923/2578 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR-1-

120923/2579 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR-1-

120923/2580 

Product: nr-16f85-8pra_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR-1-

120923/2581 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR-1-

120923/2582 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR-1-

120923/2583 

Product: nr-16m_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR-1-

120923/2584 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR-1-

120923/2585 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR-1-

120923/2586 

Product: nr-4f_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR-4-

120923/2587 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR-4-

120923/2588 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR-4-

120923/2589 

Product: nr-8f_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR-8-

120923/2590 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR-8-

120923/2591 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR-8-

120923/2592 

Product: nr16h_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR16-

120923/2593 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR16-

120923/2594 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR16-

120923/2595 

Product: nr4h_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR4H-

120923/2596 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR4H-

120923/2597 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR4H-

120923/2598 

Product: nr8-4m71_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR8--

120923/2599 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR8--

120923/2600 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR8--

120923/2601 

Product: nr8-8m72_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR8--

120923/2602 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR8--

120923/2603 
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those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR8--

120923/2604 

Product: nr8h_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

23-Aug-2023 8.8 

Improper 

authentication 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR8H-

120923/2605 
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device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

38585 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

23-Aug-2023 8.8 

OS command 

injection 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR8H-

120923/2606 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2059 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

those products are 

not provided. 

CVE ID : CVE-2023-

40144 

N/A 23-Aug-2023 8.8 

Hidden functionality 

vulnerability in the 

CBC products allows 

a remote 

authenticated 

attacker to execute 

an arbitrary OS 

command on the 

device or alter its 

settings. As for the 

affected 

products/versions, 

see the detailed 

information 

provided by the 

vendor. Note that 

NR4H, NR8H, NR16H 

series and DR-16F, 

DR-8F, DR-4F, DR-

16H, DR-8H, DR-4H, 

DR-4M41 series are 

no longer supported, 

therefore updates for 

those products are 

not provided. 

CVE ID : CVE-2023-

40158 

https://ganz

security.com

/release/15

78/digimast

erpixelmaste

r-security-

notice 

O-CBC-NR8H-

120923/2607 

Vendor: Cisco 

Product: encs_5100_firmware 

Affected Version(s): From (including) 3.2 Up to (excluding) 3.2.15.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

16-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Integrated 

Management 

Controller (IMC) 

could allow an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

O-CIS-ENCS-

120923/2608 
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('Cross-site 

Scripting') 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface. 

 

 This vulnerability is 

due to insufficient 

validation of user 

input. An attacker 

could exploit this 

vulnerability by 

persuading a user of 

an affected interface 

to click a crafted link. 

A successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the browser of the 

targeted user or 

access sensitive, 

browser-based 

information. 

CVE ID : CVE-2023-

20228 

sa-cimc-xss-

UMYtYEtr 

Product: encs_5400_firmware 

Affected Version(s): From (including) 3.2 Up to (excluding) 3.2.15.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Integrated 

Management 

Controller (IMC) 

could allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cimc-xss-

UMYtYEtr 

O-CIS-ENCS-

120923/2609 
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attack against a user 

of the interface. 

 

 This vulnerability is 

due to insufficient 

validation of user 

input. An attacker 

could exploit this 

vulnerability by 

persuading a user of 

an affected interface 

to click a crafted link. 

A successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the browser of the 

targeted user or 

access sensitive, 

browser-based 

information. 

CVE ID : CVE-2023-

20228 

Product: ip_conference_phone_7832_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2610 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2611 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2612 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2613 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_C-

120923/2614 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_C-

120923/2615 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_C-

120923/2616 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_C-

120923/2617 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.1_msr2-1 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2618 
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Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2619 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2620 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2621 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2622 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2623 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2624 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2625 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2626 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2627 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2628 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2629 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2630 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2083 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2631 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2632 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2085 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2633 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2634 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2635 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_C-

120923/2636 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_C-

120923/2637 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_C-

120923/2638 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_C-

120923/2639 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.7sr2 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2640 
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Product: ip_conference_phone_8831_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2641 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2642 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2643 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2644 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2645 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2646 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2647 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2648 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2649 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2650 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2651 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2652 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2653 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2654 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2655 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2656 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_C-

120923/2657 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_C-

120923/2658 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_C-

120923/2659 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_C-

120923/2660 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1_msr3-3 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2661 
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Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2662 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2663 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2664 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2665 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2666 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2667 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2122 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2668 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2669 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2670 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2671 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2126 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_conference_phone_8832_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2672 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2673 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2128 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2674 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2675 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2130 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2676 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2677 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_C-

120923/2678 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_C-

120923/2679 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_C-

120923/2680 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2135 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.2 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_C-

120923/2681 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.2_msr1-1 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2682 
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Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2683 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2684 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2685 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2686 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2687 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2688 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2689 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2690 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2691 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2692 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2693 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2694 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2695 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2696 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2697 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2698 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2699 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2700 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_C-

120923/2701 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_C-

120923/2702 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2158 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Product: ip_phone_6821_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

O-CIS-IP_P-

120923/2703 
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and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 
16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

O-CIS-IP_P-

120923/2704 
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Forgery 

(CSRF) 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.0.0 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2705 
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Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2706 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2707 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2708 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2709 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2166 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2710 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2711 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2712 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2713 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2714 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2715 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2716 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2717 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2718 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2719 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2720 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2721 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2722 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/2723 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/2724 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2181 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/2725 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/2726 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2183 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.4 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2184 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2727 
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Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2728 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2729 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2730 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2731 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2732 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2733 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_6825_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2734 
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vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2735 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2193 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2736 
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interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2737 
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the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2738 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2739 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2740 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2741 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2742 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2743 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/2744 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/2745 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/2746 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.2.2 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/2747 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.2.3 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2748 
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Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2749 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2750 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2751 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2752 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2753 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2754 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2755 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2756 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2757 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2758 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2759 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2760 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2761 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2762 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2763 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2222 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2764 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_6841_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/2765 
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unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

O-CIS-IP_P-

120923/2766 
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Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

O-CIS-IP_P-

120923/2767 
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and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.0.1 

Cross-Site 

Request 
16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

O-CIS-IP_P-

120923/2768 
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Forgery 

(CSRF) 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.0.1_msr1-1 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2769 
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Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2770 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2230 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2771 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2772 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2773 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2774 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2775 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2776 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2777 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2778 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2779 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2780 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2781 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2782 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2783 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2784 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2785 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2786 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2246 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/2787 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2247 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/2788 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/2789 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.5 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/2790 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.6 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2791 
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Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2792 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2793 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2794 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2795 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_6851_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2796 
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follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2797 
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authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2798 
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vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2799 
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attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2800 
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interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2801 
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the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2802 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2803 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2804 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2805 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2806 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2807 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/2808 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/2809 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/2810 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/2811 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.2.4 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2812 
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Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2813 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2814 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2276 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2815 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2816 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2817 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2279 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2818 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2819 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2820 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2821 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2822 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2823 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2824 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2825 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2826 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_6861_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2827 
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(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2828 
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conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/2829 
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unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

O-CIS-IP_P-

120923/2830 
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Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

O-CIS-IP_P-

120923/2831 
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and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.0.2 

Cross-Site 

Request 
16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

O-CIS-IP_P-

120923/2832 
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Forgery 

(CSRF) 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.1 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2833 
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Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2834 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2835 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2836 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2837 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2838 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2839 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2840 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2841 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2842 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2843 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2844 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2845 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2846 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2847 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2848 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2849 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2850 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/2851 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/2852 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/2853 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/2854 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.7 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2855 
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Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2856 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2857 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_6871_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2858 
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factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2859 
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could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2860 
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follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2861 
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authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2862 
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vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2863 
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attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2864 
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interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2865 
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the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2866 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2867 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2868 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2869 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2870 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2871 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/2872 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/2873 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/2874 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/2875 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2339 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1_msr1-3 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2876 
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Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2877 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2878 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2879 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2880 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2881 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2346 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2882 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2883 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2884 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2885 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2886 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2887 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2888 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_7811_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2889 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2890 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2891 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2892 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/2893 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/2894 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/2895 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/2896 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.1_msr2-1 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2897 
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Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2898 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2899 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2900 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2901 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2902 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2903 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2369 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2904 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2905 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2906 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2907 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2908 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2909 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2910 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2911 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2912 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2913 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2914 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/2915 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/2916 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/2917 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/2918 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.7sr2 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2919 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2386 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Product: ip_phone_7821_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2920 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2921 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2922 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2389 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2923 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2924 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2925 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2926 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2927 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2928 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2929 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2930 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2931 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2932 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2933 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2934 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2935 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/2936 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/2937 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/2938 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/2939 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1_msr3-3 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2940 
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Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2941 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2942 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2943 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2944 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2945 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2946 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2947 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2948 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2949 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2950 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_7841_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2951 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2952 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2953 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2954 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2955 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2956 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/2957 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/2958 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/2959 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.2 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/2960 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.2_msr1-1 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2961 
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Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2962 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2963 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2964 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2965 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2966 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2967 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2436 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2968 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2969 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2970 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2971 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2972 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2973 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2974 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2975 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2976 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2977 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2978 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/2979 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/2980 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/2981 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Product: ip_phone_7861_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2982 
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Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2983 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2984 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2985 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2986 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2987 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2988 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2989 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2990 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2991 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2461 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2992 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2993 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2463 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2994 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2995 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2996 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2997 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2467 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2998 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/2999 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/3000 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/3001 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/3002 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.2 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/3003 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.3 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3004 
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Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3005 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3006 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3007 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2478 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3008 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3009 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3010 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3011 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3012 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_8800_key_expansion_module_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3013 
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interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3014 
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the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3015 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3016 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3017 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3018 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3019 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3020 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/3021 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/3022 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/3023 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/3024 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.2.1 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3025 
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Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3026 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3027 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3028 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3029 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3030 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3031 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3032 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3033 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3034 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3035 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3036 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3037 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3038 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3039 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3040 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3041 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3042 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/3043 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2515 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Product: ip_phone_8811_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

O-CIS-IP_P-

120923/3044 
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and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 
16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

O-CIS-IP_P-

120923/3045 
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Forgery 

(CSRF) 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.0.0 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3046 
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Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3047 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3048 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3049 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3050 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3051 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3052 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3053 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3054 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3055 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3056 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3057 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3058 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3059 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3060 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3061 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3062 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3063 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/3064 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/3065 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/3066 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/3067 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.4 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3068 
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Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3069 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3070 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3071 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3072 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3073 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3074 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_8841_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3075 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2549 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3076 
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attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3077 
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interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3078 
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the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3079 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3080 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3081 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3082 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3083 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3084 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/3085 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/3086 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/3087 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.2.2 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/3088 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.2.3 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3089 
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Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3090 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3091 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3092 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3093 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3094 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3095 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3096 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3097 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3098 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3099 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3100 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3101 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3102 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3103 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3104 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3105 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_8845_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/3106 
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unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

O-CIS-IP_P-

120923/3107 
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Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

O-CIS-IP_P-

120923/3108 
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and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.0.1 

Cross-Site 

Request 
16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

O-CIS-IP_P-

120923/3109 
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Forgery 

(CSRF) 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.0.1_msr1-1 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3110 
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Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3111 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3112 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3113 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3114 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3115 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3116 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3117 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3118 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3119 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3120 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3121 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3122 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3123 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3124 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3125 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3126 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3127 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/3128 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/3129 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/3130 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.5 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/3131 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.6 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3132 
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Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3133 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3134 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3135 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3136 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_8851_key_expansion_module_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3137 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2614 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3138 
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authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3139 
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vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3140 
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attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3141 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2618 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3142 
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the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3143 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3144 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3145 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3146 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3147 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3148 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/3149 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/3150 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/3151 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/3152 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.2.4 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3153 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2631 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3154 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3155 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3156 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3157 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3158 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3159 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3160 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3161 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3162 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3163 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3164 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3165 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3166 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3167 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_8851_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3168 
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(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3169 
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conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/3170 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2648 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

O-CIS-IP_P-

120923/3171 
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Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

O-CIS-IP_P-

120923/3172 
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and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.0.2 

Cross-Site 

Request 
16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

O-CIS-IP_P-

120923/3173 
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Forgery 

(CSRF) 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.1 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3174 
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Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3175 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3176 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3177 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3178 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3179 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3180 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3181 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3182 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3183 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3184 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3185 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3186 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3187 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3188 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3189 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3190 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3191 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/3192 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/3193 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/3194 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/3195 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.7 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3196 
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Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3197 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3198 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_8861_key_expansion_module_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3199 
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factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3200 
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could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3201 
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follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3202 
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authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3203 
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vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3204 
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attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3205 
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interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3206 
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the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3207 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3208 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3209 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3210 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3211 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3212 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/3213 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/3214 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/3215 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/3216 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1_msr1-3 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3217 
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Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3218 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3219 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3220 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3221 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3222 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3223 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3224 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3225 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3226 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3227 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3228 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3229 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: ip_phone_8861_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3230 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3231 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3232 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3233 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/3234 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/3235 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/3236 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/3237 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.1.1_msr2-1 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3238 
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Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3239 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3240 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3241 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2723 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3242 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2724 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3243 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3244 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3245 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3246 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3247 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3248 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3249 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.1_msr3-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3250 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3251 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3252 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3253 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3254 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3255 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/3256 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/3257 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/3258 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/3259 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.7sr2 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3260 
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Product: ip_phone_8865_with_multiplatform_firmware 

Affected Version(s): 11-3-1mppsr4upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3261 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11-3-1msr2upg 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3262 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3263 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3264 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3265 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.0.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3266 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3267 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3268 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.1_msr2-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3269 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3270 
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CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3271 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.1.2_msr3-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3272 
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 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3273 
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interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3274 
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a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3275 
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request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.3_msr1-1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3276 
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remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.2.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

O-CIS-IP_P-

120923/3277 
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allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-IP_P-

120923/3278 
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Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1_msr1-3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

O-CIS-IP_P-

120923/3279 
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Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1_msr2-6 

Cross-Site 

Request 
16-Aug-2023 6.5 A vulnerability in the 

web-based 

https://sec.c

loudapps.cis

O-CIS-IP_P-

120923/3280 
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Forgery 

(CSRF) 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

Affected Version(s): 11.3.1_msr3-3 
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Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3281 
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Affected Version(s): 11.3.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3282 
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CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3283 
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of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.3_msr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3284 
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affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3285 
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attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.5 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3286 
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A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3287 
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the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.6sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3288 
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persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3289 
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exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr1 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3290 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Affected Version(s): 11.3.7sr2 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-IP_P-

120923/3291 
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management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Product: nx-os 

Affected Version(s): 10.1\\(1\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3292 
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SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 10.1\\(2\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3293 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2777 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 10.1\\(2t\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3294 
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download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 10.2\\(1\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

O-CIS-NX-O-

120923/3295 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2779 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

Affected Version(s): 10.2\\(1q\\) 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2780 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3296 
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address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 10.2\\(2\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3297 
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the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 10.2\\(3\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3298 
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attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 10.2\\(3t\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3299 
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authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 10.2\\(4\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3300 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 10.2\\(5\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3301 
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 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 10.3\\(1\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3302 
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overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 10.3\\(2\\) 

Improper 

Input 

Validation 

23-Aug-2023 6.5 

A vulnerability in the 

Intermediate 

System-to-

Intermediate System 

(IS-IS) protocol of 

Cisco NX-OS 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-NX-O-

120923/3303 
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Software for the 

Cisco Nexus 3000 

Series Switches and 

Cisco Nexus 9000 

Series Switches in 

standalone NX-OS 

mode could allow an 

unauthenticated, 

adjacent attacker to 

cause the IS-IS 

process to 

unexpectedly restart, 

which could cause an 

affected device to 

reload. 

 

 This vulnerability is 

due to insufficient 

input validation 

when parsing an 

ingress IS-IS packet. 

An attacker could 

exploit this 

vulnerability by 

sending a crafted IS-

IS packet to an 

affected device. A 

successful exploit 

could allow the 

attacker to cause a 

denial of service 

(DoS) condition due 

to the unexpected 

restart of the IS-IS 

process, which could 

cause the affected 

device to reload. 

Note: The IS-IS 

protocol is a routing 

protocol. To exploit 

this vulnerability, an 

attacker must be 

visory/cisco-

sa-nxos-

n3_9k-isis-

dos-

FTCXB4Vb 
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Layer 2 adjacent to 

the affected device. 

CVE ID : CVE-2023-

20169 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3304 
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the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 9.2\\(1\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3305 
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attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 9.2\\(2\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3306 
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authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 9.2\\(2t\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3307 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 9.2\\(2v\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3308 
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 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 9.2\\(3\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3309 
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overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 9.2\\(4\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-NX-O-

120923/3310 
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in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

Affected Version(s): 9.3\\(1\\) 
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N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3311 
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address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 9.3\\(10\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3312 
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the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 9.3\\(11\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3313 
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attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 9.3\\(2\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3314 
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authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 9.3\\(3\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3315 
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affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 9.3\\(4\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3316 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2803 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 9.3\\(5\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3317 
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overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 9.3\\(6\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

O-CIS-NX-O-

120923/3318 
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in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

Affected Version(s): 9.3\\(7\\) 
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N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3319 
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address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 9.3\\(7a\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3320 
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the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 9.3\\(8\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3321 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2809 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Affected Version(s): 9.3\\(9\\) 

N/A 23-Aug-2023 5.4 

A vulnerability in the 

SFTP server 

implementation for 

Cisco Nexus 3000 

Series Switches and 

9000 Series Switches 

in standalone NX-OS 

mode could allow an 

authenticated, 

remote attacker to 

download or 

overwrite files from 

the underlying 

operating system of 

an affected device.  

 

 This vulnerability is 

due to a logic error 

when verifying the 

user role when an 

SFTP connection is 

opened to an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

connecting and 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-nxos-sftp-

xVAp5Hfd 

O-CIS-NX-O-

120923/3322 
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authenticating via 

SFTP as a valid, non-

administrator user. A 

successful exploit 

could allow the 

attacker to read or 

overwrite files from 

the underlying 

operating system 

with the privileges of 

the authenticated 

user. 

 

   There are 

workarounds that 

address this 

vulnerability. 

CVE ID : CVE-2023-

20115 

Product: ucs-e1120d-m3_firmware 

Affected Version(s): * Up to (excluding) 3.2.15.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Integrated 

Management 

Controller (IMC) 

could allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface. 

 

 This vulnerability is 

due to insufficient 

validation of user 

input. An attacker 

could exploit this 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cimc-xss-

UMYtYEtr 

O-CIS-UCS--

120923/3323 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2811 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

vulnerability by 

persuading a user of 

an affected interface 

to click a crafted link. 

A successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the browser of the 

targeted user or 

access sensitive, 

browser-based 

information. 

CVE ID : CVE-2023-

20228 

Product: ucs_c220_m5_rack_server_firmware 

Affected Version(s): From (including) 4.2 Up to (excluding) 4.3.2.230207 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Integrated 

Management 

Controller (IMC) 

could allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface. 

 

 This vulnerability is 

due to insufficient 

validation of user 

input. An attacker 

could exploit this 

vulnerability by 

persuading a user of 

an affected interface 

to click a crafted link. 

A successful exploit 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cimc-xss-

UMYtYEtr 

O-CIS-UCS_-

120923/3324 
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could allow the 

attacker to execute 

arbitrary script code 

in the browser of the 

targeted user or 

access sensitive, 

browser-based 

information. 

CVE ID : CVE-2023-

20228 

Product: ucs_e160s_m3_firmware 

Affected Version(s): * Up to (excluding) 3.2.15.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Integrated 

Management 

Controller (IMC) 

could allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface. 

 

 This vulnerability is 

due to insufficient 

validation of user 

input. An attacker 

could exploit this 

vulnerability by 

persuading a user of 

an affected interface 

to click a crafted link. 

A successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the browser of the 

targeted user or 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cimc-xss-

UMYtYEtr 

O-CIS-UCS_-

120923/3325 
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access sensitive, 

browser-based 

information. 

CVE ID : CVE-2023-

20228 

Product: ucs_e180d_m3_firmware 

Affected Version(s): * Up to (excluding) 3.2.15.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-Aug-2023 6.1 

A vulnerability in the 

web-based 

management 

interface of Cisco 

Integrated 

Management 

Controller (IMC) 

could allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

scripting (XSS) 

attack against a user 

of the interface. 

 

 This vulnerability is 

due to insufficient 

validation of user 

input. An attacker 

could exploit this 

vulnerability by 

persuading a user of 

an affected interface 

to click a crafted link. 

A successful exploit 

could allow the 

attacker to execute 

arbitrary script code 

in the browser of the 

targeted user or 

access sensitive, 

browser-based 

information. 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-cimc-xss-

UMYtYEtr 

O-CIS-UCS_-

120923/3326 
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CVE ID : CVE-2023-

20228 

Product: video_phone_8875_firmware 

Affected Version(s): * Up to (excluding) 2.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-Aug-2023 6.5 

A vulnerability in the 

web-based 

management 

interface of Cisco IP 

Phone 6800, 7800, 

and 8800 Series with 

Multiplatform 

Firmware could 

allow an 

unauthenticated, 

remote attacker to 

conduct a cross-site 

request forgery 

(CSRF) attack against 

a user of the web-

based management 

interface of an 

affected system. 

 

 This vulnerability is 

due to insufficient 

CSRF protections for 

the web-based 

management 

interface of an 

affected device. An 

attacker could 

exploit this 

vulnerability by 

persuading an 

authenticated user of 

the interface to 

follow a crafted link. 

A successful exploit 

could allow the 

attacker to perform a 

factory reset of the 

affected device, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-ipphone-

csrf-

HOCmXW2c 

O-CIS-VIDE-

120923/3327 
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resulting in a Denial 

of Service (DoS) 

condition. 

CVE ID : CVE-2023-

20221 

Vendor: cpplusworld 

Product: cp-uvr-0401l1-4kh_firmware 

Affected Version(s): * Up to (excluding) 4.000.00at008.0.0.r20230302 

Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to change 

system time of the 

targeted device. 

 

CVE ID : CVE-2023-

3704 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0240 

O-CPP-CP-U-

120923/3328 

Product: cp-uvr-0401l1b-4kh_firmware 

Affected Version(s): * Up to (excluding) 4.000.00at008.0.0.r20230302 

Improper 

Input 

Validation 

24-Aug-2023 5.3 
The vulnerability 

exists in CP-Plus DVR 

due to an improper 

https://ww

w.cert-

in.org.in/s2c

O-CPP-CP-U-

120923/3329 
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input validation 

within the web-

based management 

interface of the 

affected products. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to change 

system time of the 

targeted device. 

 

CVE ID : CVE-2023-

3704 

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0240 

Product: cp-uvr-0801f1-hc_firmware 

Affected Version(s): * Up to (excluding) 4.000.00at008.0.0.r20230302 

Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0240 

O-CPP-CP-U-

120923/3330 
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requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to change 

system time of the 

targeted device. 

 

CVE ID : CVE-2023-

3704 

Product: cp-uvr-0801k1-h_firmware 

Affected Version(s): * Up to (excluding) 4.000.00at008.0.0.r20230302 

Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to change 

system time of the 

targeted device. 

 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0240 

O-CPP-CP-U-

120923/3331 
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CVE ID : CVE-2023-

3704 

Product: cp-uvr-0801k1b-h_firmware 

Affected Version(s): * Up to (excluding) 4.000.00at008.0.0.r20230302 

Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to change 

system time of the 

targeted device. 

 

CVE ID : CVE-2023-

3704 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0240 

O-CPP-CP-U-

120923/3332 

Product: cp-uvr-0808k1-h_firmware 

Affected Version(s): * Up to (excluding) 4.000.00at008.0.0.r20230302 

Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

O-CPP-CP-U-

120923/3333 
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unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to change 

system time of the 

targeted device. 

 

CVE ID : CVE-2023-

3704 

IVN-2023-

0240 

Product: cp-uvr-1601e1-hc_firmware 

Affected Version(s): * Up to (excluding) 4.000.00at008.0.0.r20230302 

Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0240 

O-CPP-CP-U-

120923/3334 
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allow the remote 

attacker to change 

system time of the 

targeted device. 

 

CVE ID : CVE-2023-

3704 

Product: cp-uvr-1601e1-h_firmware 

Affected Version(s): * Up to (excluding) 4.000.00at008.0.0.r20230302 

Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to change 

system time of the 

targeted device. 

 

CVE ID : CVE-2023-

3704 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0240 

O-CPP-CP-U-

120923/3335 

Product: cp-uvr-1601e2-h_firmware 

Affected Version(s): * Up to (excluding) 4.000.00at008.0.0.r20230302 
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Improper 

Input 

Validation 

24-Aug-2023 5.3 

The vulnerability 

exists in CP-Plus DVR 

due to an improper 

input validation 

within the web-

based management 

interface of the 

affected products. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to change 

system time of the 

targeted device. 

 

CVE ID : CVE-2023-

3704 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0240 

O-CPP-CP-U-

120923/3336 

Product: cp-vnr-3104_firmware 

Affected Version(s): * Up to (excluding) b3223p22c02424 

N/A 24-Aug-2023 7.5 

The vulnerability 

exists in CP-Plus NVR 

due to an improper 

input handling at the 

web-based 

management 

interface of the 

affected product. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0239 

O-CPP-CP-V-

120923/3337 
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crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to obtain 

sensitive information 

on the targeted 

device. 

 

CVE ID : CVE-2023-

3705 

Product: cp-vnr-3108_firmware 

Affected Version(s): * Up to (excluding) b3223p22c02424 

N/A 24-Aug-2023 7.5 

The vulnerability 

exists in CP-Plus NVR 

due to an improper 

input handling at the 

web-based 

management 

interface of the 

affected product. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to obtain 

sensitive information 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0239 

O-CPP-CP-V-

120923/3338 
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on the targeted 

device. 

 

CVE ID : CVE-2023-

3705 

Product: cp-vnr-3208_firmware 

Affected Version(s): * Up to (excluding) b3223p22c02424 

N/A 24-Aug-2023 7.5 

The vulnerability 

exists in CP-Plus NVR 

due to an improper 

input handling at the 

web-based 

management 

interface of the 

affected product. An 

unauthenticated 

remote attacker 

could exploit this 

vulnerability by 

sending specially 

crafted HTTP 

requests to the 

vulnerable device. 

 

Successful 

exploitation of this 

vulnerability could 

allow the remote 

attacker to obtain 

sensitive information 

on the targeted 

device. 

 

CVE ID : CVE-2023-

3705 

https://ww

w.cert-

in.org.in/s2c

MainServlet?

pageid=PUB

VLNOTES01

&VLCODE=C

IVN-2023-

0239 

O-CPP-CP-V-

120923/3339 

Vendor: danfoss 

Product: ak-sm_800a_firmware 

Affected Version(s): * Up to (including) 3.3 
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N/A 21-Aug-2023 9.8 

Due to improper 

input validation, a 

remote attacker 

could execute 

arbitrary commands 

on the target system. 

CVE ID : CVE-2023-

25915 

N/A 
O-DAN-AK-S-

120923/3340 

Improper 

Authentica

tion 

21-Aug-2023 7.5 

Because of an 

authentication flaw 

an attacker would be 

capable of 

generating a web 

report that discloses 

sensitive information 

such as internal IP 

addresses, 

usernames, store 

names and other 

sensitive 

information. 

CVE ID : CVE-2023-

25913 

N/A 
O-DAN-AK-S-

120923/3341 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

21-Aug-2023 7.5 

Due to improper 

restriction, attackers 

could retrieve and 

read system files of 

the underlying 

server through the 

XML interface. 

CVE ID : CVE-2023-

25914 

N/A 
O-DAN-AK-S-

120923/3342 

Vendor: Debian 

Product: debian_linux 

Affected Version(s): 10.0 

N/A 20-Aug-2023 7.5 

In Qt before 5.15.15, 

6.x before 6.2.9, and 

6.3.x through 6.5.x 

before 6.5.2, there 

can be an application 

crash in 

https://code

review.qt-

project.org/c

/qt/qtbase/

+/455027 

O-DEB-DEBI-

120923/3343 
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QXmlStreamReader 

via a crafted XML 

string that triggers a 

situation in which a 

prefix is greater than 

a length. 

CVE ID : CVE-2023-

37369 

Vendor: Dell 

Product: alienware_m15_r7_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-ALIE-

120923/3344 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

O-DEL-ALIE-

120923/3345 
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the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

dell-client-

bios 

Product: alienware_m16_firmware 

Affected Version(s): * Up to (excluding) 1.10.1 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-ALIE-

120923/3346 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-ALIE-

120923/3347 
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vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

Product: alienware_m18_firmware 

Affected Version(s): * Up to (excluding) 1.10.1 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-ALIE-

120923/3348 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2828 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-ALIE-

120923/3349 

Product: chengming_3900_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-CHEN-

120923/3350 
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CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-CHEN-

120923/3351 

Product: chengming_3901_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-CHEN-

120923/3352 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-CHEN-

120923/3353 

Product: chengming_3910_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-CHEN-

120923/3354 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-CHEN-

120923/3355 

Product: chengming_3911_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-CHEN-

120923/3356 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-CHEN-

120923/3357 

Product: chengming_3980_firmware 

Affected Version(s): * Up to (excluding) 2.32.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

O-DEL-CHEN-

120923/3358 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: chengming_3990_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-CHEN-

120923/3359 

Product: chengming_3991_firmware 
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Affected Version(s): * Up to (excluding) 1.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-CHEN-

120923/3360 

Product: edge_gateway_3000_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-EDGE-

120923/3361 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: edge_gateway_5000_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-EDGE-

120923/3362 

Product: embedded_box_pc_3000_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

O-DEL-EMBE-

120923/3363 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Product: embedded_box_pc_5000_firmware 

Affected Version(s): * Up to (excluding) 1.20.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-EMBE-

120923/3364 

Product: g15_5520_firmware 
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Affected Version(s): * Up to (excluding) 1.18.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-G15_-

120923/3365 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-G15_-

120923/3366 
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CVE ID : CVE-2023-

32453 

Product: g16_7620_firmware 

Affected Version(s): * Up to (excluding) 1.18.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-G16_-

120923/3367 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-G16_-

120923/3368 
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CVE ID : CVE-2023-

32453 

Product: g3_3500_firmware 

Affected Version(s): * Up to (excluding) 1.26.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-G3_3-

120923/3369 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-G3_3-

120923/3370 
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variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: g5_15_5500_firmware 

Affected Version(s): * Up to (excluding) 1.26.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-G5_1-

120923/3371 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-G5_1-

120923/3372 
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this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: g5_15_5590_firmware 

Affected Version(s): * Up to (excluding) 1.26.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-G5_1-

120923/3373 

Product: g7_15_7500_firmware 

Affected Version(s): * Up to (excluding) 1.26.0 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-G7_1-

120923/3374 
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(TOCTOU) 

Race 

Condition 

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-G7_1-

120923/3375 

Product: g7_15_7590_firmware 

Affected Version(s): * Up to (excluding) 1.26.0 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-G7_1-

120923/3376 

Product: g7_17_7700_firmware 

Affected Version(s): * Up to (excluding) 1.26.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-G7_1-

120923/3377 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-G7_1-

120923/3378 

Product: g7_17_7790_firmware 

Affected Version(s): * Up to (excluding) 1.26.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-G7_1-

120923/3379 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: inspiron_14_5410_firmware 

Affected Version(s): * Up to (excluding) 2.20.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3380 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

O-DEL-INSP-

120923/3381 
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the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

dell-client-

bios 

Product: inspiron_14_5418_firmware 

Affected Version(s): * Up to (excluding) 2.20.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3382 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-INSP-

120923/3383 
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vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

Product: inspiron_15_3511_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3384 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3385 

Product: inspiron_15_5510_firmware 

Affected Version(s): * Up to (excluding) 2.20.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3386 
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CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3387 

Product: inspiron_15_5518_firmware 

Affected Version(s): * Up to (excluding) 2.20.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3388 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3389 

Product: inspiron_24_5420_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.4.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3390 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3391 

Product: inspiron_24_5421_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.4.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-INSP-

120923/3392 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3393 

Product: inspiron_27_7720_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.4.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

O-DEL-INSP-

120923/3394 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3395 

Product: inspiron_3020_desktop_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-INSP-

120923/3396 
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(TOCTOU) 

Race 

Condition 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3397 

Product: inspiron_3020_small_desktop_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3398 

Affected Version(s): * Up to (including) 1.6.0 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3399 
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CVE ID : CVE-2023-

32453 

Product: inspiron_3470_firmware 

Affected Version(s): * Up to (excluding) 2.32.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3400 

Product: inspiron_3480_firmware 

Affected Version(s): * Up to (excluding) 1.25.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3401 
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timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: inspiron_3481_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3402 

Product: inspiron_3493_firmware 

Affected Version(s): * Up to (excluding) 1.27.0 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-INSP-

120923/3403 
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(TOCTOU) 

Race 

Condition 

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3404 

Product: inspiron_3511_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3405 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3406 
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Product: inspiron_3580_firmware 

Affected Version(s): * Up to (excluding) 1.25.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3407 

Product: inspiron_3581_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3408 
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gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: inspiron_3583_firmware 

Affected Version(s): * Up to (excluding) 1.25.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3409 

Product: inspiron_3584_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

O-DEL-INSP-

120923/3410 
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Race 

Condition 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: inspiron_3593_firmware 

Affected Version(s): * Up to (excluding) 1.27.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3411 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3412 

Product: inspiron_3670_firmware 

Affected Version(s): * Up to (excluding) 2.32.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3413 
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CVE ID : CVE-2023-

28075 

Product: inspiron_3780_firmware 

Affected Version(s): * Up to (excluding) 1.25.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3414 

Product: inspiron_3781_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-INSP-

120923/3415 
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using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: inspiron_3793_firmware 

Affected Version(s): * Up to (excluding) 1.27.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3416 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

O-DEL-INSP-

120923/3417 
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malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

17/dsa-

2023-190-

dell-client-

bios 

Product: inspiron_3880_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3418 

Product: inspiron_3881_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3419 

Product: inspiron_3891_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3420 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3421 

Product: inspiron_3910_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3422 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3423 

Product: inspiron_5400_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-INSP-

120923/3424 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: inspiron_5401_aio_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3425 

Product: inspiron_5410_firmware 

Affected Version(s): * Up to (excluding) 2.20.0 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3426 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3427 
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Product: inspiron_5490_aio_firmware 

Affected Version(s): * Up to (excluding) 1.22.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3428 

Product: inspiron_5491_aio_firmware 

Affected Version(s): * Up to (excluding) 1.22.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3429 
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gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: inspiron_5493_firmware 

Affected Version(s): * Up to (excluding) 1.27.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3430 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3431 
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this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: inspiron_5593_firmware 

Affected Version(s): * Up to (excluding) 1.27.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3432 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

O-DEL-INSP-

120923/3433 
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physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

2023-190-

dell-client-

bios 

Product: inspiron_7300_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3434 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

https://ww

w.dell.com/s

upport/kbdo

O-DEL-INSP-

120923/3435 
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authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

Product: inspiron_7490_firmware 

Affected Version(s): * Up to (excluding) 1.22.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3436 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3437 

Product: inspiron_7500_2-in-1_black_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3438 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2878 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3439 

Product: inspiron_7500_firmware 

Affected Version(s): * Up to (excluding) 1.24.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3440 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3441 

Product: inspiron_7501_firmware 

Affected Version(s): * Up to (excluding) 1.24.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3442 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3443 

Product: inspiron_7510_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-INSP-

120923/3444 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3445 

Product: inspiron_7590_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

O-DEL-INSP-

120923/3446 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: inspiron_7591_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3447 

Product: inspiron_7610_firmware 
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Affected Version(s): * Up to (excluding) 1.17.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3448 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-INSP-

120923/3449 
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CVE ID : CVE-2023-

32453 

Product: inspiron_7700_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3450 

Product: inspiron_7790_firmware 

Affected Version(s): * Up to (excluding) 1.22.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-INSP-

120923/3451 
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timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_3120_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3452 

Product: latitude_3140_firmware 

Affected Version(s): * Up to (excluding) 1.8.0 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-LATI-

120923/3453 
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(TOCTOU) 

Race 

Condition 

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3454 

Product: latitude_3180_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3455 

Product: latitude_3189_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3456 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2888 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_3190_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.28.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3457 

Product: latitude_3190_firmware 

Affected Version(s): * Up to (excluding) 1.28.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

O-DEL-LATI-

120923/3458 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Product: latitude_3301_firmware 

Affected Version(s): * Up to (excluding) 1.27.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3459 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3460 

Product: latitude_3310_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.20.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3461 
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CVE ID : CVE-2023-

28075 

Product: latitude_3310_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3462 

Product: latitude_3320_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-LATI-

120923/3463 
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using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3464 

Product: latitude_3330_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

O-DEL-LATI-

120923/3465 
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the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3466 

Product: latitude_3340_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

O-DEL-LATI-

120923/3467 
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Race 

Condition 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3468 

Product: latitude_3400_firmware 

Affected Version(s): * Up to (excluding) 1.29.0 

Time-of-

check 
16-Aug-2023 6.3  https://ww

w.dell.com/s

O-DEL-LATI-

120923/3469 
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Time-of-

use 

(TOCTOU) 

Race 

Condition 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3470 

Product: latitude_3430_firmware 
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Affected Version(s): * Up to (excluding) 1.12.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3471 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3472 
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CVE ID : CVE-2023-

32453 

Product: latitude_3440_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3473 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3474 
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CVE ID : CVE-2023-

32453 

Product: latitude_3500_firmware 

Affected Version(s): * Up to (excluding) 1.29.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3475 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3476 
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variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: latitude_3530_firmware 

Affected Version(s): * Up to (excluding) 1.12.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3477 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3478 
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this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: latitude_3540_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3479 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

O-DEL-LATI-

120923/3480 
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physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

2023-190-

dell-client-

bios 

Product: latitude_5280_firmware 

Affected Version(s): * Up to (excluding) 1.31.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3481 

Product: latitude_5285_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3482 

Product: latitude_5288_firmware 

Affected Version(s): * Up to (excluding) 1.31.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3483 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_5290_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.28.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3484 

Product: latitude_5300_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.27.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

O-DEL-LATI-

120923/3485 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Product: latitude_5300_firmware 

Affected Version(s): * Up to (excluding) 1.27.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3486 

Product: latitude_5310_2-in-1_firmware 
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Affected Version(s): * Up to (excluding) 1.20.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3487 

Product: latitude_5310_firmware 

Affected Version(s): * Up to (excluding) 1.20.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3488 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_5400_firmware 

Affected Version(s): * Up to (excluding) 1.25.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3489 

Product: latitude_5411_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

O-DEL-LATI-

120923/3490 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Product: latitude_5420_firmware 

Affected Version(s): * Up to (excluding) 1.30.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3491 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3492 

Product: latitude_5420_rugged_firmware 

Affected Version(s): * Up to (excluding) 1.26.1 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3493 
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CVE ID : CVE-2023-

28075 

Product: latitude_5424_rugged_firmware 

Affected Version(s): * Up to (excluding) 1.26.1 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3494 

Product: latitude_5430_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-LATI-

120923/3495 
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using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3496 

Product: latitude_5431_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

O-DEL-LATI-

120923/3497 
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the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3498 

Product: latitude_5480_firmware 

Affected Version(s): * Up to (excluding) 1.31.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

O-DEL-LATI-

120923/3499 
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Race 

Condition 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: latitude_5488_firmware 

Affected Version(s): * Up to (excluding) 1.31.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3500 
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CVE ID : CVE-2023-

28075 

Product: latitude_5500_firmware 

Affected Version(s): * Up to (excluding) 1.25.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3501 

Product: latitude_5511_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3502 
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timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_5580_firmware 

Affected Version(s): * Up to (excluding) 1.31.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3503 

Product: latitude_7200_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-LATI-

120923/3504 
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(TOCTOU) 

Race 

Condition 

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: latitude_7210_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3505 
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CVE ID : CVE-2023-

28075 

Product: latitude_7230_rugged_extreme_tablet_firmware 

Affected Version(s): * Up to (excluding) 1.8.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3506 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3507 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2917 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

CVE ID : CVE-2023-

32453 

Product: latitude_7280_firmware 

Affected Version(s): * Up to (excluding) 1.32.1 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3508 

Product: latitude_7285_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-LATI-

120923/3509 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: latitude_7290_firmware 

Affected Version(s): * Up to (excluding) 1.33.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3510 

Product: latitude_7300_firmware 

Affected Version(s): * Up to (excluding) 1.26.0 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3511 

Product: latitude_7310_firmware 

Affected Version(s): * Up to (excluding) 1.24.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3512 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_7320_firmware 

Affected Version(s): * Up to (excluding) 1.28.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3513 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3514 
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order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: latitude_7380_firmware 

Affected Version(s): * Up to (excluding) 1.32.1 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3515 

Product: latitude_7390_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.31.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

O-DEL-LATI-

120923/3516 
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Race 

Condition 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: latitude_7390_firmware 

Affected Version(s): * Up to (excluding) 1.33.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3517 
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CVE ID : CVE-2023-

28075 

Product: latitude_7400_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.22.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3518 

Product: latitude_7400_firmware 

Affected Version(s): * Up to (excluding) 1.26.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3519 
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timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_7410_firmware 

Affected Version(s): * Up to (excluding) 1.24.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3520 

Product: latitude_7420_firmware 

Affected Version(s): * Up to (excluding) 1.28.0 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-LATI-

120923/3521 
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(TOCTOU) 

Race 

Condition 

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3522 

Product: latitude_7424_rugged_extreme_firmware 

Affected Version(s): * Up to (excluding) 1.26.1 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3523 

Product: latitude_7480_firmware 

Affected Version(s): * Up to (excluding) 1.32.1 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3524 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_7490_firmware 

Affected Version(s): * Up to (excluding) 1.33.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3525 

Product: latitude_7520_firmware 

Affected Version(s): * Up to (excluding) 1.28.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

O-DEL-LATI-

120923/3526 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3527 

Product: latitude_9330_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-LATI-

120923/3528 
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(TOCTOU) 

Race 

Condition 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3529 

Product: latitude_9410_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3530 

Product: latitude_9510_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3531 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: latitude_9520_firmware 

Affected Version(s): * Up to (excluding) 1.24.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3532 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3533 
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order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: latitude_rugged_5430_firmware 

Affected Version(s): * Up to (excluding) 1.20.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3534 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

O-DEL-LATI-

120923/3535 
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the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

dell-client-

bios 

Product: latitude_rugged_7220ex_firmware 

Affected Version(s): * Up to (excluding) 1.30.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3536 

Product: latitude_rugged_7220_firmware 

Affected Version(s): * Up to (excluding) 1.30.0 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3537 

Product: latitude_rugged_7330_firmware 

Affected Version(s): * Up to (excluding) 1.20.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-LATI-

120923/3538 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-LATI-

120923/3539 

Product: optiplex_3000_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3540 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2936 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-OPTI-

120923/3541 

Product: optiplex_3000_thin_client_firmware 

Affected Version(s): * Up to (excluding) 1.11.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-OPTI-

120923/3542 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-OPTI-

120923/3543 

Product: optiplex_3050_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.27.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

O-DEL-OPTI-

120923/3544 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: optiplex_3090_firmware 

Affected Version(s): * Up to (excluding) 2.14.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3545 

Product: optiplex_3280_all-in-one_firmware 
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Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3546 

Product: optiplex_5000_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3547 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-OPTI-

120923/3548 

Product: optiplex_5090_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3549 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-OPTI-

120923/3550 

Product: optiplex_5250_firmware 

Affected Version(s): * Up to (excluding) 1.27.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-OPTI-

120923/3551 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: optiplex_5260_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.28.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3552 

Product: optiplex_5270_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.24.0 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3553 

Product: optiplex_5400_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.1.30 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3554 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-OPTI-

120923/3555 

Product: optiplex_5480_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.24.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3556 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: optiplex_5490_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3557 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

O-DEL-OPTI-

120923/3558 
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the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

dell-client-

bios 

Product: optiplex_7000_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3559 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-OPTI-

120923/3560 
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vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

Product: optiplex_7060_firmware 

Affected Version(s): * Up to (excluding) 1.26.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3561 

Product: optiplex_7070_firmware 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2948 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): * Up to (excluding) 1.22.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3562 

Product: optiplex_7070_ultra_firmware 

Affected Version(s): * Up to (excluding) 1.20.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3563 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: optiplex_7080_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3564 

Product: optiplex_7090_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

O-DEL-OPTI-

120923/3565 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-OPTI-

120923/3566 

Product: optiplex_7400_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.1.30 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-OPTI-

120923/3567 
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(TOCTOU) 

Race 

Condition 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-OPTI-

120923/3568 

Product: optiplex_7410_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3569 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-OPTI-

120923/3570 
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Product: optiplex_7450_firmware 

Affected Version(s): * Up to (excluding) 1.27.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3571 

Product: optiplex_7460_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.28.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3572 
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gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: optiplex_7470_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.24.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3573 

Product: optiplex_7480_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.24.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

O-DEL-OPTI-

120923/3574 
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Race 

Condition 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: optiplex_7490_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3575 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-OPTI-

120923/3576 

Product: optiplex_7760_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.28.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3577 
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CVE ID : CVE-2023-

28075 

Product: optiplex_7770_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.24.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3578 

Product: optiplex_7780_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.24.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-OPTI-

120923/3579 
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using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: optiplex_micro_plus_7010_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3580 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

O-DEL-OPTI-

120923/3581 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2959 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

17/dsa-

2023-190-

dell-client-

bios 

Product: optiplex_small_form_factor_plus_7010_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3582 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-OPTI-

120923/3583 

Product: optiplex_tower_plus_7010_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3584 
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CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-OPTI-

120923/3585 

Product: optiplex_xe4_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-OPTI-

120923/3586 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-OPTI-

120923/3587 

Product: precision_3240_compact_firmware 

Affected Version(s): * Up to (excluding) 1.20.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3588 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: precision_3260_compact_firmware 

Affected Version(s): * Up to (excluding) 2.7.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3589 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

O-DEL-PREC-

120923/3590 
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the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

dell-client-

bios 

Product: precision_3260_xe_compact_firmware 

Affected Version(s): * Up to (excluding) 2.7.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3591 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-PREC-

120923/3592 
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vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

Product: precision_3450_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3593 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-PREC-

120923/3594 

Product: precision_3460_small_form_factor_firmware 

Affected Version(s): * Up to (excluding) 2.7.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3595 
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CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-PREC-

120923/3596 

Product: precision_3460_xe_small_form_factor_firmware 

Affected Version(s): * Up to (excluding) 2.7.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3597 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-PREC-

120923/3598 

Product: precision_3470_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3599 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-PREC-

120923/3600 

Product: precision_3520_firmware 

Affected Version(s): * Up to (excluding) 1.31.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-PREC-

120923/3601 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: precision_3540_firmware 

Affected Version(s): * Up to (excluding) 1.25.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3602 

Product: precision_3551_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3603 

Product: precision_3630_tower_firmware 

Affected Version(s): * Up to (excluding) 2.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3604 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: precision_3640_tower_firmware 

Affected Version(s): * Up to (excluding) 1.24.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3605 

Product: precision_3650_tower_firmware 

Affected Version(s): * Up to (excluding) 1.24.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

O-DEL-PREC-

120923/3606 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-PREC-

120923/3607 

Product: precision_3660_firmware 

Affected Version(s): * Up to (excluding) 2.7.0 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-PREC-

120923/3608 
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(TOCTOU) 

Race 

Condition 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-PREC-

120923/3609 

Product: precision_3930_rack_firmware 

Affected Version(s): * Up to (excluding) 2.26.0 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3610 

Product: precision_5470_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3611 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-PREC-

120923/3612 

Product: precision_5520_firmware 

Affected Version(s): * Up to (excluding) 1.33.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3613 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: precision_5530_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.26.8 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3614 

Product: precision_5530_firmware 

Affected Version(s): * Up to (excluding) 1.32.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

O-DEL-PREC-

120923/3615 
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Race 

Condition 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: precision_5540_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3616 
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CVE ID : CVE-2023-

28075 

Product: precision_5570_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3617 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-PREC-

120923/3618 
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CVE ID : CVE-2023-

32453 

Product: precision_5680_firmware 

Affected Version(s): * Up to (excluding) 1.4.1 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3619 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-PREC-

120923/3620 
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variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: precision_5720_aio_firmware 

Affected Version(s): * Up to (excluding) 2.20.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3621 

Product: precision_5820_tower_firmware 

Affected Version(s): * Up to (excluding) 2.31.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

O-DEL-PREC-

120923/3622 
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Race 

Condition 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: precision_5860_tower_firmware 

Affected Version(s): * Up to (excluding) 1.0.10 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3623 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-PREC-

120923/3624 

Product: precision_7520_firmware 

Affected Version(s): * Up to (excluding) 1.31.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3625 
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CVE ID : CVE-2023-

28075 

Product: precision_7540_firmware 

Affected Version(s): * Up to (excluding) 1.27.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3626 

Product: precision_7550_firmware 

Affected Version(s): * Up to (excluding) 1.24.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-PREC-

120923/3627 
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using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: precision_7720_firmware 

Affected Version(s): * Up to (excluding) 1.31.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3628 

Product: precision_7740_firmware 

Affected Version(s): * Up to (excluding) 1.27.0 

Time-of-

check 

Time-of-

16-Aug-2023 6.3  
https://ww

w.dell.com/s

upport/kbdo

O-DEL-PREC-

120923/3629 
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use 

(TOCTOU) 

Race 

Condition 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: precision_7750_firmware 

Affected Version(s): * Up to (excluding) 1.24.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3630 
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CVE ID : CVE-2023-

28075 

Product: precision_7820_tower_firmware 

Affected Version(s): * Up to (excluding) 2.35.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3631 

Product: precision_7920_tower_firmware 

Affected Version(s): * Up to (excluding) 2.35.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-PREC-

120923/3632 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: precision_7960_tower_firmware 

Affected Version(s): * Up to (excluding) 1.0.9 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-PREC-

120923/3633 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-PREC-

120923/3634 
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vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

Product: vostro_3020_sff_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3635 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-VOST-

120923/3636 

Product: vostro_3020_t_firmware 

Affected Version(s): * Up to (excluding) 1.6.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3637 
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CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-VOST-

120923/3638 

Product: vostro_3070_firmware 

Affected Version(s): * Up to (excluding) 2.32.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3639 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: vostro_3470_firmware 

Affected Version(s): * Up to (excluding) 2.32.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3640 

Product: vostro_3480_firmware 

Affected Version(s): * Up to (excluding) 1.25.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

O-DEL-VOST-

120923/3641 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

update-for-

a-dell-client-

bios-

vulnerability 

Product: vostro_3481_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3642 

Product: vostro_3510_firmware 
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Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3643 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-VOST-

120923/3644 
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CVE ID : CVE-2023-

32453 

Product: vostro_3580_firmware 

Affected Version(s): * Up to (excluding) 1.25.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3645 

Product: vostro_3581_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3646 
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timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Product: vostro_3583_firmware 

Affected Version(s): * Up to (excluding) 1.25.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3647 

Product: vostro_3584_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-VOST-

120923/3648 
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(TOCTOU) 

Race 

Condition 

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: vostro_3670_firmware 

Affected Version(s): * Up to (excluding) 2.32.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3649 
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CVE ID : CVE-2023-

28075 

Product: vostro_3681_firmware 

Affected Version(s): * Up to (excluding) 2.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3650 

Product: vostro_3690_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3651 
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timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-VOST-

120923/3652 

Product: vostro_3710_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

O-DEL-VOST-

120923/3653 
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potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-VOST-

120923/3654 

Product: vostro_3881_firmware 

Affected Version(s): * Up to (excluding) 2.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

O-DEL-VOST-

120923/3655 
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Race 

Condition 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Product: vostro_3888_firmware 

Affected Version(s): * Up to (excluding) 2.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3656 
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Product: vostro_3890_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3657 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-VOST-

120923/3658 
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CVE ID : CVE-2023-

32453 

Product: vostro_3910_firmware 

Affected Version(s): * Up to (excluding) 1.15.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3659 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-VOST-

120923/3660 
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knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: vostro_5410_firmware 

Affected Version(s): * Up to (excluding) 2.20.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3661 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-VOST-

120923/3662 
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order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

Product: vostro_5491_firmware 

Affected Version(s): * Up to (excluding) 1.27.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3663 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

O-DEL-VOST-

120923/3664 
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the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

dell-client-

bios 

Product: vostro_5510_firmware 

Affected Version(s): * Up to (excluding) 2.20.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3665 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-VOST-

120923/3666 
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vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

Product: vostro_5591_firmware 

Affected Version(s): * Up to (excluding) 1.27.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3667 
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Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-VOST-

120923/3668 

Product: vostro_5890_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3669 
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CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-VOST-

120923/3670 

Product: vostro_7500_firmware 

Affected Version(s): * Up to (excluding) 1.24.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3671 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-VOST-

120923/3672 

Product: vostro_7510_firmware 

Affected Version(s): * Up to (excluding) 1.17.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-VOST-

120923/3673 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-VOST-

120923/3674 

Product: vostro_7590_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-VOST-

120923/3675 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3012 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: wyse_5470_all-in-one_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-WYSE-

120923/3676 

Product: wyse_5470_firmware 

Affected Version(s): * Up to (excluding) 1.20.0 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-WYSE-

120923/3677 

Product: xps_13_7390_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.26.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-XPS_-

120923/3678 
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execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-XPS_-

120923/3679 

Product: xps_13_7390_firmware 

Affected Version(s): * Up to (excluding) 1.21.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-XPS_-

120923/3680 
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transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-XPS_-

120923/3681 

Product: xps_13_9300_firmware 

Affected Version(s): * Up to (excluding) 1.19.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-XPS_-

120923/3682 
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this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-XPS_-

120923/3683 

Product: xps_13_9305_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

O-DEL-XPS_-

120923/3684 
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physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-XPS_-

120923/3685 

Product: xps_13_9310_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 2.19.0 

Time-of-

check 

Time-of-

use 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

https://ww

w.dell.com/s

upport/kbdo

c/en-

O-DEL-XPS_-

120923/3686 
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(TOCTOU) 

Race 

Condition 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-XPS_-

120923/3687 

Product: xps_13_9310_firmware 

Affected Version(s): * Up to (excluding) 3.17.0 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-XPS_-

120923/3688 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-XPS_-

120923/3689 
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Product: xps_13_9315_firmware 

Affected Version(s): * Up to (excluding) 1.13.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-XPS_-

120923/3690 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

17/dsa-

2023-190-

dell-client-

bios 

O-DEL-XPS_-

120923/3691 
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CVE ID : CVE-2023-

32453 

Product: xps_13_9380_firmware 

Affected Version(s): * Up to (excluding) 1.25.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-XPS_-

120923/3692 

Product: xps_15_7590_firmware 

Affected Version(s): * Up to (excluding) 1.23.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

O-DEL-XPS_-

120923/3693 
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using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

bios-

vulnerability 

Product: xps_15_9520_firmware 

Affected Version(s): * Up to (excluding) 1.16.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-XPS_-

120923/3694 

Improper 

Authentica

tion 

16-Aug-2023 3.9 

 

Dell BIOS contains an 

improper 

authentication 

vulnerability. A 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002152

O-DEL-XPS_-

120923/3695 
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malicious user with 

physical access to 

the system may 

potentially exploit 

this vulnerability in 

order to modify a 

security-critical UEFI 

variable without 

knowledge of the 

BIOS administrator. 

 

 

CVE ID : CVE-2023-

32453 

17/dsa-

2023-190-

dell-client-

bios 

Product: xps_15_9575_2-in-1_firmware 

Affected Version(s): * Up to (excluding) 1.28.0 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

16-Aug-2023 6.3 

 

Dell BIOS contain a 

Time-of-check Time-

of-use vulnerability 

in BIOS. A local 

authenticated 

malicious user with 

physical access to 

the system could 

potentially exploit 

this vulnerability by 

using a specifically 

timed DMA 

transaction during 

an SMI in order to 

gain arbitrary code 

execution on the 

system. 

 

 

CVE ID : CVE-2023-

28075 

https://ww

w.dell.com/s

upport/kbdo

c/en-

us/0002128

17/dsa-

2023-152-

security-

update-for-

a-dell-client-

bios-

vulnerability 

O-DEL-XPS_-

120923/3696 

Vendor: Dlink 

Product: dap-2660_firmware 
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Affected Version(s): 1.13 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

21-Aug-2023 9.8 

D-Link DAP-2660 

v1.13 was 

discovered to 

contain a buffer 

overflow via the 

component 

/adv_resource. This 

vulnerability is 

exploited via a 

crafted GET request. 

CVE ID : CVE-2023-

39749 

https://ww

w.dlink.com/

en/security-

bulletin/ 

O-DLI-DAP--

120923/3697 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

21-Aug-2023 9.8 

D-Link DAP-2660 

v1.13 was 

discovered to 

contain a buffer 

overflow via the 

f_ipv6_enable 

parameter at 

/bsc_ipv6. This 

vulnerability is 

exploited via a 

crafted POST 

request. 

CVE ID : CVE-2023-

39750 

https://ww

w.dlink.com/

en/security-

bulletin/ 

O-DLI-DAP--

120923/3698 

Product: dar-8000-10_firmware 

Affected Version(s): * Up to (including) 2023-08-09 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

25-Aug-2023 9.8 

A vulnerability was 

found in D-Link DAR-

8000-10 up to 

20230809. It has 

been classified as 

critical. This affects 

an unknown part of 

the file 

/app/sys1.php. The 

manipulation of the 

argument cmd with 

the input id leads to 

os command 

N/A 
O-DLI-DAR--

120923/3699 
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injection. It is 

possible to initiate 

the attack remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. The associated 

identifier of this 

vulnerability is VDB-

238047. NOTE: The 

vendor was 

contacted early 

about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4542 

Product: dir-842_firmware 

Affected Version(s): 1.05b02 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

D-Link DIR-842 

fw_revA_1-

02_eu_multi_201510

08 was discovered to 

contain multiple 

buffer overflows in 

the fgets function via 

the acStack_120 and 

acStack_220 

parameters. 

CVE ID : CVE-2023-

39666 

https://ww

w.dlink.com/

en/security-

bulletin/, 

https://supp

ort.dlink.co

m/ 

O-DLI-DIR--

120923/3700 

Product: dir-868l_firmware 

Affected Version(s): 1.12_eu_multi_20170316 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

18-Aug-2023 9.8 

** UNSUPPORTED 

WHEN ASSIGNED ** 

D-Link DIR-868L 

fw_revA_1-

12_eu_multi_201703

16 was discovered to 

contain a buffer 

overflow via the 

N/A 
O-DLI-DIR--

120923/3701 
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Buffer 

Overflow') 

acStack_50 

parameter. 

CVE ID : CVE-2023-

39665 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

** UNSUPPORTED 

WHEN ASSIGNED ** 

D-Link DIR-868L 

fw_revA_1-

12_eu_multi_201703

16 was discovered to 

contain a buffer 

overflow via the 

param_2 parameter 

in the FUN_0000acb4 

function. 

CVE ID : CVE-2023-

39667 

N/A 
O-DLI-DIR--

120923/3702 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

** UNSUPPORTED 

WHEN ASSIGNED ** 

D-Link DIR-868L 

fw_revA_1-

12_eu_multi_201703

16 was discovered to 

contain a buffer 

overflow via the 

param_2 parameter 

in the inet_ntoa() 

function. 

CVE ID : CVE-2023-

39668 

N/A 
O-DLI-DIR--

120923/3703 

Product: dir-880l_a1_firmware 

Affected Version(s): 107wwb08 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

D-Link DIR-880 

A1_FW107WWb08 

was discovered to 

contain a buffer 

overflow via the 

function 

FUN_0001be68. 

CVE ID : CVE-2023-

39671 

https://ww

w.dlink.com/

en/security-

bulletin/ 

O-DLI-DIR--

120923/3704 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3027 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

D-Link DIR-880 

A1_FW107WWb08 

was discovered to 

contain a buffer 

overflow via the 

function fgets. 

CVE ID : CVE-2023-

39674 

https://ww

w.dlink.com/

en/security-

bulletin/ 

O-DLI-DIR--

120923/3705 

NULL 

Pointer 

Dereferenc

e 

18-Aug-2023 7.5 

D-Link DIR-880 

A1_FW107WWb08 

was discovered to 

contain a NULL 

pointer dereference 

in the function 

FUN_00010824. 

CVE ID : CVE-2023-

39669 

https://ww

w.dlink.com/

en/security-

bulletin/ 

O-DLI-DIR--

120923/3706 

Vendor: Draytek 

Product: vigor2620_firmware 

Affected Version(s): * Up to (excluding) 3.9.8.4 

N/A 21-Aug-2023 9.8 

user_login.cgi on 

Draytek Vigor2620 

devices before 

3.9.8.4 (and on all 

versions of 

Vigor2925 devices) 

allows attackers to 

send a crafted 

payload to modify 

the content of the 

code segment, insert 

shellcode, and 

execute arbitrary 

code. 

CVE ID : CVE-2023-

31447 

N/A 
O-DRA-VIGO-

120923/3707 

Product: vigor2625_firmware 

Affected Version(s): * 
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N/A 21-Aug-2023 9.8 

user_login.cgi on 

Draytek Vigor2620 

devices before 

3.9.8.4 (and on all 

versions of 

Vigor2925 devices) 

allows attackers to 

send a crafted 

payload to modify 

the content of the 

code segment, insert 

shellcode, and 

execute arbitrary 

code. 

CVE ID : CVE-2023-

31447 

N/A 
O-DRA-VIGO-

120923/3708 

Vendor: elecom 

Product: lan-w300n\/dr_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in 

LOGITEC wireless 

LAN routers allows 

an unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. Affected 

products and 

versions are as 

follows: LAN-

W300N/DR all 

versions, LAN-

WH300N/DR all 

versions, LAN-

W300N/P all 

versions, LAN-

WH450N/GP all 

versions, LAN-

WH300AN/DGP all 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-LAN--

120923/3709 
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versions, LAN-

WH300N/DGP all 

versions, and LAN-

WH300ANDGPE all 

versions. 

CVE ID : CVE-2023-

35991 

Product: lan-w300n\/pr5_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in LAN-

W300N/RS all 

versions, and LAN-

W300N/PR5 all 

versions allows an 

unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. 

CVE ID : CVE-2023-

32626 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-LAN--

120923/3710 

Product: lan-w300n\/p_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in 

LOGITEC wireless 

LAN routers allows 

an unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. Affected 

products and 

versions are as 

follows: LAN-

W300N/DR all 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-LAN--

120923/3711 
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versions, LAN-

WH300N/DR all 

versions, LAN-

W300N/P all 

versions, LAN-

WH450N/GP all 

versions, LAN-

WH300AN/DGP all 

versions, LAN-

WH300N/DGP all 

versions, and LAN-

WH300ANDGPE all 

versions. 

CVE ID : CVE-2023-

35991 

Product: lan-w300n\/rs_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in LAN-

W300N/RS all 

versions, and LAN-

W300N/PR5 all 

versions allows an 

unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. 

CVE ID : CVE-2023-

32626 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-LAN--

120923/3712 

Product: lan-w451ngr_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 8.8 

LAN-W451NGR all 

versions provided by 

LOGITEC 

CORPORATION 

contains an 

improper access 

control vulnerability, 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-LAN--

120923/3713 
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which allows an 

unauthenticated 

attacker to log in to 

telnet service. 

CVE ID : CVE-2023-

38132 

Product: lan-wh300andgpe_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in 

LOGITEC wireless 

LAN routers allows 

an unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. Affected 

products and 

versions are as 

follows: LAN-

W300N/DR all 

versions, LAN-

WH300N/DR all 

versions, LAN-

W300N/P all 

versions, LAN-

WH450N/GP all 

versions, LAN-

WH300AN/DGP all 

versions, LAN-

WH300N/DGP all 

versions, and LAN-

WH300ANDGPE all 

versions. 

CVE ID : CVE-2023-

35991 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-LAN--

120923/3714 

Product: lan-wh300an\/dgp_firmware 

Affected Version(s): * 
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N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in 

LOGITEC wireless 

LAN routers allows 

an unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. Affected 

products and 

versions are as 

follows: LAN-

W300N/DR all 

versions, LAN-

WH300N/DR all 

versions, LAN-

W300N/P all 

versions, LAN-

WH450N/GP all 

versions, LAN-

WH300AN/DGP all 

versions, LAN-

WH300N/DGP all 

versions, and LAN-

WH300ANDGPE all 

versions. 

CVE ID : CVE-2023-

35991 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-LAN--

120923/3715 

Product: lan-wh300n\/dgp_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in 

LOGITEC wireless 

LAN routers allows 

an unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. Affected 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-LAN--

120923/3716 
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products and 

versions are as 

follows: LAN-

W300N/DR all 

versions, LAN-

WH300N/DR all 

versions, LAN-

W300N/P all 

versions, LAN-

WH450N/GP all 

versions, LAN-

WH300AN/DGP all 

versions, LAN-

WH300N/DGP all 

versions, and LAN-

WH300ANDGPE all 

versions. 

CVE ID : CVE-2023-

35991 

Product: lan-wh300n\/dr_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in 

LOGITEC wireless 

LAN routers allows 

an unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. Affected 

products and 

versions are as 

follows: LAN-

W300N/DR all 

versions, LAN-

WH300N/DR all 

versions, LAN-

W300N/P all 

versions, LAN-

WH450N/GP all 

versions, LAN-

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-LAN--

120923/3717 
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WH300AN/DGP all 

versions, LAN-

WH300N/DGP all 

versions, and LAN-

WH300ANDGPE all 

versions. 

CVE ID : CVE-2023-

35991 

Product: lan-wh300n\/re_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 8 

Hidden functionality 

vulnerability in LAN-

WH300N/RE all 

versions provided by 

LOGITEC 

CORPORATION 

allows an 

authenticated user to 

execute arbitrary OS 

commands on a 

certain management 

console. 

CVE ID : CVE-2023-

38576 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-LAN--

120923/3718 

Product: lan-wh450n\/gp_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 9.8 

Hidden functionality 

vulnerability in 

LOGITEC wireless 

LAN routers allows 

an unauthenticated 

attacker to log in to 

the product's certain 

management console 

and execute 

arbitrary OS 

commands. Affected 

products and 

versions are as 

follows: LAN-

W300N/DR all 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-LAN--

120923/3719 
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versions, LAN-

WH300N/DR all 

versions, LAN-

W300N/P all 

versions, LAN-

WH450N/GP all 

versions, LAN-

WH300AN/DGP all 

versions, LAN-

WH300N/DGP all 

versions, and LAN-

WH300ANDGPE all 

versions. 

CVE ID : CVE-2023-

35991 

Product: wab-s300_firmware 

Affected Version(s): * 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

WAB-S600-PS all 

versions, and WAB-

S300 all versions 

allows an 

authenticated user to 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

CVE ID : CVE-2023-

40072 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WAB--

120923/3720 

Product: wab-s600-ps_firmware 

Affected Version(s): * 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

WAB-S600-PS all 

versions, and WAB-

S300 all versions 

allows an 

authenticated user to 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WAB--

120923/3721 
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('OS 

Command 

Injection') 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

CVE ID : CVE-2023-

40072 

Product: wrc-1167ghbk2_firmware 

Affected Version(s): * 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 9.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an attacker who can 

access the product to 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: WRC-

F1167ACF all 

versions, WRC-

1750GHBK all 

versions, WRC-

1167GHBK2 all 

versions, WRC-

1750GHBK2-I all 

versions, and WRC-

1750GHBK-E all 

versions. 

CVE ID : CVE-2023-

40069 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3722 

Product: wrc-1467ghbk-a_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 8.8 

Hidden functionality 

vulnerability in LAN-

WH300N/RE all 

versions provided by 

LOGITEC 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3723 
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CORPORATION 

allows an 

unauthenticated 

attacker to execute 

arbitrary code by 

sending a specially 

crafted file to the 

product's certain 

management 

console. 

CVE ID : CVE-2023-

39445 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an authenticated 

user to execute an 

arbitrary OS 

command by sending 

a specially crafted 

request. Affected 

products and 

versions are as 

follows: WRC-

600GHBK-A all 

versions, WRC-

1467GHBK-A all 

versions, WRC-

1900GHBK-A all 

versions, WRC-

733FEBK2-A all 

versions, WRC-

F1167ACF2 all 

versions, WRC-

1467GHBK-S all 

versions, and WRC-

1900GHBK-S all 

versions. 

CVE ID : CVE-2023-

39455 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3724 
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Product: wrc-1467ghbk-s_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 8.8 

Hidden functionality 

vulnerability in LAN-

WH300N/RE all 

versions provided by 

LOGITEC 

CORPORATION 

allows an 

unauthenticated 

attacker to execute 

arbitrary code by 

sending a specially 

crafted file to the 

product's certain 

management 

console. 

CVE ID : CVE-2023-

39445 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3725 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an authenticated 

user to execute an 

arbitrary OS 

command by sending 

a specially crafted 

request. Affected 

products and 

versions are as 

follows: WRC-

600GHBK-A all 

versions, WRC-

1467GHBK-A all 

versions, WRC-

1900GHBK-A all 

versions, WRC-

733FEBK2-A all 

versions, WRC-

F1167ACF2 all 

versions, WRC-

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3726 
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1467GHBK-S all 

versions, and WRC-

1900GHBK-S all 

versions. 

CVE ID : CVE-2023-

39455 

Product: wrc-1750ghbk-e_firmware 

Affected Version(s): * 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 9.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an attacker who can 

access the product to 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: WRC-

F1167ACF all 

versions, WRC-

1750GHBK all 

versions, WRC-

1167GHBK2 all 

versions, WRC-

1750GHBK2-I all 

versions, and WRC-

1750GHBK-E all 

versions. 

CVE ID : CVE-2023-

40069 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3727 

Product: wrc-1750ghbk2-i_firmware 

Affected Version(s): * 

Improper 

Neutralizat

ion of 

Special 

Elements 

18-Aug-2023 9.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3728 
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used in an 

OS 

Command 

('OS 

Command 

Injection') 

an attacker who can 

access the product to 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: WRC-

F1167ACF all 

versions, WRC-

1750GHBK all 

versions, WRC-

1167GHBK2 all 

versions, WRC-

1750GHBK2-I all 

versions, and WRC-

1750GHBK-E all 

versions. 

CVE ID : CVE-2023-

40069 

Product: wrc-1750ghbk_firmware 

Affected Version(s): * 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 9.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an attacker who can 

access the product to 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: WRC-

F1167ACF all 

versions, WRC-

1750GHBK all 

versions, WRC-

1167GHBK2 all 

versions, WRC-

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3729 
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1750GHBK2-I all 

versions, and WRC-

1750GHBK-E all 

versions. 

CVE ID : CVE-2023-

40069 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

WRC-F1167ACF all 

versions, and WRC-

1750GHBK all 

versions allows an 

attacker who can 

access the product to 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

CVE ID : CVE-2023-

39944 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3730 

Product: wrc-1900ghbk-a_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 8.8 

Hidden functionality 

vulnerability in LAN-

WH300N/RE all 

versions provided by 

LOGITEC 

CORPORATION 

allows an 

unauthenticated 

attacker to execute 

arbitrary code by 

sending a specially 

crafted file to the 

product's certain 

management 

console. 

CVE ID : CVE-2023-

39445 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3731 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an authenticated 

user to execute an 

arbitrary OS 

command by sending 

a specially crafted 

request. Affected 

products and 

versions are as 

follows: WRC-

600GHBK-A all 

versions, WRC-

1467GHBK-A all 

versions, WRC-

1900GHBK-A all 

versions, WRC-

733FEBK2-A all 

versions, WRC-

F1167ACF2 all 

versions, WRC-

1467GHBK-S all 

versions, and WRC-

1900GHBK-S all 

versions. 

CVE ID : CVE-2023-

39455 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3732 

Product: wrc-1900ghbk-s_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 8.8 

Hidden functionality 

vulnerability in LAN-

WH300N/RE all 

versions provided by 

LOGITEC 

CORPORATION 

allows an 

unauthenticated 

attacker to execute 

arbitrary code by 

sending a specially 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3733 
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crafted file to the 

product's certain 

management 

console. 

CVE ID : CVE-2023-

39445 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an authenticated 

user to execute an 

arbitrary OS 

command by sending 

a specially crafted 

request. Affected 

products and 

versions are as 

follows: WRC-

600GHBK-A all 

versions, WRC-

1467GHBK-A all 

versions, WRC-

1900GHBK-A all 

versions, WRC-

733FEBK2-A all 

versions, WRC-

F1167ACF2 all 

versions, WRC-

1467GHBK-S all 

versions, and WRC-

1900GHBK-S all 

versions. 

CVE ID : CVE-2023-

39455 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3734 

Product: wrc-600ghbk-a_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 8.8 

Hidden functionality 

vulnerability in LAN-

WH300N/RE all 

versions provided by 

https://ww

w.elecom.co.

jp/news/sec

O-ELE-WRC--

120923/3735 
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LOGITEC 

CORPORATION 

allows an 

unauthenticated 

attacker to execute 

arbitrary code by 

sending a specially 

crafted file to the 

product's certain 

management 

console. 

CVE ID : CVE-2023-

39445 

urity/20230

810-01/ 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an authenticated 

user to execute an 

arbitrary OS 

command by sending 

a specially crafted 

request. Affected 

products and 

versions are as 

follows: WRC-

600GHBK-A all 

versions, WRC-

1467GHBK-A all 

versions, WRC-

1900GHBK-A all 

versions, WRC-

733FEBK2-A all 

versions, WRC-

F1167ACF2 all 

versions, WRC-

1467GHBK-S all 

versions, and WRC-

1900GHBK-S all 

versions. 

CVE ID : CVE-2023-

39455 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3736 
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Product: wrc-733febk2-a_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 8.8 

Hidden functionality 

vulnerability in LAN-

WH300N/RE all 

versions provided by 

LOGITEC 

CORPORATION 

allows an 

unauthenticated 

attacker to execute 

arbitrary code by 

sending a specially 

crafted file to the 

product's certain 

management 

console. 

CVE ID : CVE-2023-

39445 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3737 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an authenticated 

user to execute an 

arbitrary OS 

command by sending 

a specially crafted 

request. Affected 

products and 

versions are as 

follows: WRC-

600GHBK-A all 

versions, WRC-

1467GHBK-A all 

versions, WRC-

1900GHBK-A all 

versions, WRC-

733FEBK2-A all 

versions, WRC-

F1167ACF2 all 

versions, WRC-

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3738 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3046 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

1467GHBK-S all 

versions, and WRC-

1900GHBK-S all 

versions. 

CVE ID : CVE-2023-

39455 

Product: wrc-f1167acf2_firmware 

Affected Version(s): * 

N/A 18-Aug-2023 8.8 

Hidden functionality 

vulnerability in LAN-

WH300N/RE all 

versions provided by 

LOGITEC 

CORPORATION 

allows an 

unauthenticated 

attacker to execute 

arbitrary code by 

sending a specially 

crafted file to the 

product's certain 

management 

console. 

CVE ID : CVE-2023-

39445 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3739 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an authenticated 

user to execute an 

arbitrary OS 

command by sending 

a specially crafted 

request. Affected 

products and 

versions are as 

follows: WRC-

600GHBK-A all 

versions, WRC-

1467GHBK-A all 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3740 
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versions, WRC-

1900GHBK-A all 

versions, WRC-

733FEBK2-A all 

versions, WRC-

F1167ACF2 all 

versions, WRC-

1467GHBK-S all 

versions, and WRC-

1900GHBK-S all 

versions. 

CVE ID : CVE-2023-

39455 

Product: wrc-f1167acf_firmware 

Affected Version(s): * 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 9.8 

OS command 

injection 

vulnerability in 

ELECOM wireless 

LAN routers allows 

an attacker who can 

access the product to 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

Affected products 

and versions are as 

follows: WRC-

F1167ACF all 

versions, WRC-

1750GHBK all 

versions, WRC-

1167GHBK2 all 

versions, WRC-

1750GHBK2-I all 

versions, and WRC-

1750GHBK-E all 

versions. 

CVE ID : CVE-2023-

40069 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3741 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 8.8 

OS command 

injection 

vulnerability in 

WRC-F1167ACF all 

versions, and WRC-

1750GHBK all 

versions allows an 

attacker who can 

access the product to 

execute an arbitrary 

OS command by 

sending a specially 

crafted request. 

CVE ID : CVE-2023-

39944 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

810-01/ 

O-ELE-WRC--

120923/3742 

Product: wrc-x1800gs-b_firmware 

Affected Version(s): * Up to (including) 1.13 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

Buffer overflow 

vulnerability in 

WRC-X1800GS-B 

v1.13 and earlier, 

WRC-X1800GSA-B 

v1.13 and earlier, 

and WRC-

X1800GSH-B v1.13 

and earlier allows an 

unauthenticated 

attacker to execute 

arbitrary code. 

CVE ID : CVE-2023-

39454 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

711-01/ 

O-ELE-WRC--

120923/3743 

Product: wrc-x1800gsa-b_firmware 

Affected Version(s): * Up to (including) 1.13 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

18-Aug-2023 9.8 

Buffer overflow 

vulnerability in 

WRC-X1800GS-B 

v1.13 and earlier, 

WRC-X1800GSA-B 

v1.13 and earlier, 

and WRC-

X1800GSH-B v1.13 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

711-01/ 

O-ELE-WRC--

120923/3744 
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Buffer 

Overflow') 

and earlier allows an 

unauthenticated 

attacker to execute 

arbitrary code. 

CVE ID : CVE-2023-

39454 

Product: wrc-x1800gsh-b_firmware 

Affected Version(s): * Up to (including) 1.13 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

Buffer overflow 

vulnerability in 

WRC-X1800GS-B 

v1.13 and earlier, 

WRC-X1800GSA-B 

v1.13 and earlier, 

and WRC-

X1800GSH-B v1.13 

and earlier allows an 

unauthenticated 

attacker to execute 

arbitrary code. 

CVE ID : CVE-2023-

39454 

https://ww

w.elecom.co.

jp/news/sec

urity/20230

711-01/ 

O-ELE-WRC--

120923/3745 

Vendor: Fedoraproject 

Product: fedora 

Affected Version(s): 37 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

O-FED-FEDO-

120923/3746 
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the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

Affected Version(s): 38 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

O-FED-FEDO-

120923/3747 
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com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

16-Aug-2023 7.5 

A vulnerability in the 

filesystem image 

parser for 

Hierarchical File 

System Plus (HFS+) 

of ClamAV could 

allow an 

unauthenticated, 

remote attacker to 

cause a denial of 

service (DoS) 

condition on an 

affected device. 

 

 This vulnerability is 

due to an incorrect 

check for completion 

when a file is 

decompressed, 

https://sec.c

loudapps.cis

co.com/secu

rity/center/

content/Cisc

oSecurityAd

visory/cisco-

sa-clamav-

rNwNEEee 

O-FED-FEDO-

120923/3748 
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which may result in a 

loop condition that 

could cause the 

affected software to 

stop responding. An 

attacker could 

exploit this 

vulnerability by 

submitting a crafted 

HFS+ filesystem 

image to be scanned 

by ClamAV on an 

affected device. A 

successful exploit 

could allow the 

attacker to cause the 

ClamAV scanning 

process to stop 

responding, resulting 

in a DoS condition on 

the affected software 

and consuming 

available system 

resources. 

 

 For a description of 

this vulnerability, see 

the ClamAV blog . 

CVE ID : CVE-2023-

20197 

Vendor: Fortinet 

Product: fortios 

Affected Version(s): From (including) 6.2.0 Up to (excluding) 7.0.4 

Out-of-

bounds 

Write 

17-Aug-2023 6.7 

A stack-based buffer 

overflow 

vulnerability [CWE-

121] in Fortinet 

FortiOS before 7.0.3 

allows a privileged 

attacker to execute 

arbitrary code via 

specially crafted CLI 

https://forti

guard.com/p

sirt/FG-IR-

23-149 

O-FOR-FORT-

120923/3749 
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commands, provided 

the attacker were 

able to evade FortiOS 

stack protections. 

CVE ID : CVE-2023-

29182 

Vendor: helmholz 

Product: rex_200_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
O-HEL-REX_-

120923/3750 

Product: rex_250_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

N/A 
O-HEL-REX_-

120923/3751 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Vendor: HP 

Product: hp-ux 

Affected Version(s): - 

Observable 

Discrepanc

y 

22-Aug-2023 7.5 

 

IBM GSKit-Crypto 

could allow a remote 

attacker to obtain 

sensitive 

information, caused 

by a timing-based 

side channel in the 

RSA Decryption 

implementation. By 

sending an overly 

large number of trial 

messages for 

decryption, an 

attacker could 

exploit this 

vulnerability to 

https://ww

w.ibm.com/s

upport/page

s/node/702

2413, 

https://ww

w.ibm.com/s

upport/page

s/node/702

2414, 

https://ww

w.ibm.com/s

upport/page

s/node/701

0369, 

https://exch

ange.xforce.i

O-HP-HP-U-

120923/3752 
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obtain sensitive 

information. IBM X-

Force ID: 257132. 

 

 

CVE ID : CVE-2023-

33850 

bmcloud.co

m/vulnerabi

lities/25713

2 

Vendor: IBM 

Product: aix 

Affected Version(s): - 

Observable 

Discrepanc

y 

22-Aug-2023 7.5 

 

IBM GSKit-Crypto 

could allow a remote 

attacker to obtain 

sensitive 

information, caused 

by a timing-based 

side channel in the 

RSA Decryption 

implementation. By 

sending an overly 

large number of trial 

messages for 

decryption, an 

attacker could 

exploit this 

vulnerability to 

obtain sensitive 

information. IBM X-

Force ID: 257132. 

 

 

CVE ID : CVE-2023-

33850 

https://ww

w.ibm.com/s

upport/page

s/node/702

2413, 

https://ww

w.ibm.com/s

upport/page

s/node/702

2414, 

https://ww

w.ibm.com/s

upport/page

s/node/701

0369, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25713

2 

O-IBM-AIX-

120923/3753 

Affected Version(s): 7.2 

N/A 24-Aug-2023 5.5 

IBM AIX 7.2, 7.3, 

VIOS 3.1's OpenSSH 

implementation 

could allow a non-

privileged local user 

https://ww

w.ibm.com/s

upport/page

s/node/702

8420, 

O-IBM-AIX-

120923/3754 
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to access files 

outside of those 

allowed due to 

improper access 

controls.  IBM X-

Force ID:  263476. 

CVE ID : CVE-2023-

40371 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26347

6 

Affected Version(s): 7.3 

N/A 24-Aug-2023 5.5 

IBM AIX 7.2, 7.3, 

VIOS 3.1's OpenSSH 

implementation 

could allow a non-

privileged local user 

to access files 

outside of those 

allowed due to 

improper access 

controls.  IBM X-

Force ID:  263476. 

CVE ID : CVE-2023-

40371 

https://ww

w.ibm.com/s

upport/page

s/node/702

8420, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26347

6 

O-IBM-AIX-

120923/3755 

Vendor: icewhale 

Product: casaos 

Affected Version(s): * Up to (excluding) 0.4.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

24-Aug-2023 8.8 

CasaOS is an open-

source personal 

cloud system. Prior 

to version 0.4.4, if an 

authenticated user 

using CasaOS is able 

to successfully 

connect to a 

controlled SMB 

server, they are able 

to execute arbitrary 

commands. Version 

0.4.4 contains a 

patch for the issue. 

CVE ID : CVE-2023-

37469 

https://githu

b.com/IceW

haleTech/Ca

saOS/commi

t/af440eac5

563644854ff

33f72041e5

2d3fd1f47c 

O-ICE-CASA-

120923/3756 
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Vendor: Infoblox 

Product: nios 

Affected Version(s): * Up to (including) 8.5.2 

N/A 25-Aug-2023 8.8 

Infoblox NIOS 

through 8.5.1 has a 

faulty component 

that accepts 

malicious input 

without sanitization, 

resulting in shell 

access. 

CVE ID : CVE-2023-

37249 

https://com

munity.infob

lox.com/t5/t

rending-kb-

articles/nios

-is-

vulnerable-

to-cve-2023-

37249/ba-

p/32190 

O-INF-NIOS-

120923/3757 

Vendor: jaycar 

Product: la5570_firmware 

Affected Version(s): 1.0.19_t53 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

25-Aug-2023 7.5 

An issue was 

discovered in 

TechView LA-5570 

Wireless Gateway 

1.0.19_T53, allows 

attackers to gain 

sensitive information 

via 

/config/system.conf. 

CVE ID : CVE-2023-

34723 

N/A 
O-JAY-LA55-

120923/3758 

Incorrect 

Authorizati

on 

28-Aug-2023 6.8 

An issue was 

discovered in 

TECHView LA5570 

Wireless Gateway 

1.0.19_T53, allows 

physical attackers to 

gain escalated 

privileges via the 

UART interface. 

CVE ID : CVE-2023-

34724 

N/A 
O-JAY-LA55-

120923/3759 

Exposure 

of 
28-Aug-2023 6.8 An issue was 

discovered in 
N/A 

O-JAY-LA55-

120923/3760 
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Resource 

to Wrong 

Sphere 

TechView LA-5570 

Wireless Gateway 

1.0.19_T53, allows 

physical attackers to 

gain escalated 

privileges via a telnet 

connection. 

CVE ID : CVE-2023-

34725 

Vendor: Juniper 

Product: junos 

Affected Version(s): * Up to (excluding) 20.4 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3761 
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Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3762 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3763 
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allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3764 
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authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3066 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Affected Version(s): 20.4 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3765 
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on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3766 
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and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  
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prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3767 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 
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  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica
17-Aug-2023 5.3 A Missing 

Authentication for 

https://supp

ortportal.jun

O-JUN-JUNO-

120923/3768 
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tion for 

Critical 

Function 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  
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prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Affected Version(s): 21.1 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3769 
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Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3770 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3771 
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allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3772 
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authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Affected Version(s): 21.2 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3773 
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on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3774 
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and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  
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prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3775 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 
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  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica
17-Aug-2023 5.3 A Missing 

Authentication for 

https://supp

ortportal.jun

O-JUN-JUNO-

120923/3776 
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tion for 

Critical 

Function 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  
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prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Affected Version(s): 21.3 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3777 
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Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3778 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3779 
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allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3780 
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authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3100 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Affected Version(s): 21.4 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3781 
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on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3782 
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and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  
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prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3783 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 
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  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica
17-Aug-2023 5.3 A Missing 

Authentication for 

https://supp

ortportal.jun

O-JUN-JUNO-

120923/3784 
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tion for 

Critical 

Function 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  
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prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Affected Version(s): 22.1 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3785 
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Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3111 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3786 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3787 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3114 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3788 
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authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Affected Version(s): 22.2 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3789 
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on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3790 
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and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  
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prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3791 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 
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  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica
17-Aug-2023 5.3 A Missing 

Authentication for 

https://supp

ortportal.jun

O-JUN-JUNO-

120923/3792 
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tion for 

Critical 

Function 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  
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prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Affected Version(s): 22.3 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3793 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3127 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  
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prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3794 
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This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 
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CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3795 
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allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 
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  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3796 
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authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Affected Version(s): 22.4 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3797 
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on EX Series allows 

an unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify  

 

certain PHP 

environments 

variables leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S9; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  
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21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to 22.3R3-S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S2, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36844 

PHP 

External 

Variable 

Modificatio

n 

17-Aug-2023 5.3 

A PHP External 

Variable 

Modification 

vulnerability in J-

Web of Juniper 

Networks Junos OS 

on EX Series  

 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3798 
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and SRX Series  

 

allows an 

unauthenticated, 

network-based 

attacker to control 

certain, important 

environments 

variables. 

 

Utilizing a crafted 

request an attacker 

is able to modify a 

certain PHP 

environment 

variable leading to 

partial loss of 

integrity, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S4; 

  *  22.2 versions  
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prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3-

S1; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3; 

  *  23.2 versions 

prior to 23.2R1-S1, 

23.2R2. 

 

 

 

 

 

CVE ID : CVE-2023-

36845 

Missing 

Authentica

tion for 

Critical 

Function 

17-Aug-2023 5.3 

A Missing 

Authentication for 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on SRX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

https://supp

ortportal.jun

iper.net/JSA

72300 

O-JUN-JUNO-

120923/3799 
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With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on SRX 

Series: 

 

 

 

  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3140 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

  *  21.4 versions  

 

prior to  

 

21.4R3-S5; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S2; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  

 

prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36846 

Missing 

Authentica
17-Aug-2023 5.3 A Missing 

Authentication for 

https://supp

ortportal.jun

O-JUN-JUNO-

120923/3800 
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tion for 

Critical 

Function 

Critical Function 

vulnerability in 

Juniper Networks 

Junos OS on EX 

Series allows an 

unauthenticated, 

network-based 

attacker to cause 

limited impact to the 

file system integrity. 

 

 

 

 

 

With a specific 

request that doesn't 

require 

authentication an 

attacker is able to 

upload arbitrary files 

via J-Web, leading to 

a loss of  

 

integrity 

 

for a certain  

 

part of the file 

system, which may 

allow chaining to 

other vulnerabilities. 

 

 

This issue affects 

Juniper Networks 

Junos OS on EX 

Series: 

iper.net/JSA

72300 
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  *  All versions prior 

to 20.4R3-S8; 

  *  21.2 versions 

prior to 21.2R3-S6; 

  *  21.3 versions  

 

prior to  

 

 21.3R3-S5; 

  *  21.4 versions  

 

prior to  

 

21.4R3-S4; 

  *  22.1 versions  

 

prior to  

 

22.1R3-S3; 

  *  22.2 versions  

 

prior to  

 

22.2R3-S1; 

  *  22.3 versions  

 

prior to  

 

22.3R2-S2, 22.3R3; 

  *  22.4 versions  
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prior to  

 

22.4R2-S1, 22.4R3. 

 

 

 

 

 

CVE ID : CVE-2023-

36847 

Vendor: juplink 

Product: rx4-1500_firmware 

Affected Version(s): From (including) 1.0.2 Up to (including) 1.0.5 

Out-of-

bounds 

Write 

23-Aug-2023 8.8 

A stack-based buffer 

overflow exists in 

Juplink RX4-1500, a 

WiFi router, in 

versions 1.0.2 

through 1.0.5. An 

authenticated 

attacker can exploit 

this vulnerability to 

achieve code 

execution as root. 

 

 

CVE ID : CVE-2023-

41028 

N/A 
O-JUP-RX4--

120923/3801 

Vendor: Lenovo 

Product: 13w_yoga_firmware 

Affected Version(s): * Up to (excluding) jacn38ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-13W_-

120923/3802 
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Buffer 

Overflow') 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

Product: 13w_yoga_gen_2_firmware 

Affected Version(s): * Up to (excluding) kbcn20ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-13W_-

120923/3803 

Product: flex_5-14alc05_firmware 

Affected Version(s): * Up to (excluding) gjcn32ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-FLEX-

120923/3804 

Product: flex_5-14are05_firmware 
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Affected Version(s): * Up to (excluding) eecn43ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-FLEX-

120923/3805 

Product: flex_5-14iil05_firmware 

Affected Version(s): * Up to (excluding) eccn45ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-FLEX-

120923/3806 

Product: flex_5-14itl05_firmware 

Affected Version(s): * Up to (excluding) fxcn44ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-FLEX-

120923/3807 
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Buffer 

Overflow') 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

Product: flex_5-15alc05_firmware 

Affected Version(s): * Up to (excluding) gjcn32ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-FLEX-

120923/3808 

Product: flex_5-15iil05_firmware 

Affected Version(s): * Up to (excluding) eccn45ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-FLEX-

120923/3809 

Product: flex_5-15itl05_firmware 

Affected Version(s): * Up to (excluding) fxcn44ww 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-FLEX-

120923/3810 

Product: flex_7_14iru8_firmware 

Affected Version(s): * Up to (excluding) l6cn20ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-FLEX-

120923/3811 

Product: ideapad_1-11ada05_firmware 

Affected Version(s): * Up to (excluding) fqcn29ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-IDEA-

120923/3812 
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access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

Product: ideapad_1-11igl05_firmware 

Affected Version(s): * Up to (excluding) dwcn28ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-IDEA-

120923/3813 

Product: ideapad_1-14ada05_firmware 

Affected Version(s): * Up to (excluding) fqcn29ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-IDEA-

120923/3814 

Product: ideapad_1-14igl05_firmware 

Affected Version(s): * Up to (excluding) dwcn28ww 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-IDEA-

120923/3815 

Product: ideapad_flex_5_14abr8_firmware 

Affected Version(s): * Up to (excluding) l7cn17ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-IDEA-

120923/3816 

Product: ideapad_flex_5_14alc7_firmware 

Affected Version(s): * Up to (excluding) jccn35ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-IDEA-

120923/3817 
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access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

Product: ideapad_flex_5_14iau7_firmware 

Affected Version(s): * Up to (excluding) j7cn44ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-IDEA-

120923/3818 

Product: ideapad_flex_5_14iru8_firmware 

Affected Version(s): * Up to (excluding) l6cn20ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-IDEA-

120923/3819 

Product: ideapad_flex_5_16abr8_firmware 

Affected Version(s): * Up to (excluding) l7cn17ww 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-IDEA-

120923/3820 

Product: ideapad_flex_5_16alc7_firmware 

Affected Version(s): * Up to (excluding) jccn35ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-IDEA-

120923/3821 

Product: ideapad_flex_5_16iau7_firmware 

Affected Version(s): * Up to (excluding) j7cn44ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-IDEA-

120923/3822 
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access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

Product: ideapad_flex_5_16iru8_firmware 

Affected Version(s): * Up to (excluding) l6cn20ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-IDEA-

120923/3823 

Product: k14_type_21cu_firmware 

Affected Version(s): * Up to (excluding) 1.12 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-K14_-

120923/3824 

Product: k14_type_21cv_firmware 

Affected Version(s): * Up to (excluding) 1.12 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-K14_-

120923/3825 

Product: legion_5-15ach6a_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3826 

Product: legion_5-15ach6h_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3827 
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execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

Product: legion_5-15ach6_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3828 

Product: legion_5-15ith6h_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3829 

Product: legion_5-15ith6_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

O-LEN-LEGI-

120923/3830 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

ty/LEN-

134879 

Product: legion_5-17ach6h_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3831 

Product: legion_5-17ach6_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3832 

Product: legion_5-17ith6h_firmware 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3833 

Product: legion_5-17ith6_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3834 

Product: legion_5_15arh7h_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3835 
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execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

Product: legion_5_15arh7_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3836 

Product: legion_5_15iah7h_firmware 

Affected Version(s): * Up to (excluding) j2cn51ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3837 

Product: legion_5_15iah7_firmware 

Affected Version(s): * Up to (excluding) j2cn51ww 

Buffer 

Copy 

without 

Checking 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

O-LEN-LEGI-

120923/3838 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

ty/LEN-

134879 

Product: legion_5_pro-16ach6h_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3839 

Product: legion_5_pro-16ach6_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3840 

Product: legion_5_pro-16ith6h_firmware 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3841 

Product: legion_5_pro-16ith6_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3842 

Product: legion_5_pro_16arh7h_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3843 
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execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

Product: legion_5_pro_16arh7_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3844 

Product: legion_5_pro_16iah7h_firmware 

Affected Version(s): * Up to (excluding) j2cn51ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3845 

Product: legion_5_pro_16iah7_firmware 

Affected Version(s): * Up to (excluding) j2cn51ww 

Buffer 

Copy 

without 

Checking 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

O-LEN-LEGI-

120923/3846 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

ty/LEN-

134879 

Product: legion_7-16achg6_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3847 

Product: legion_7-16arha7_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3848 

Product: legion_7-16ithg6_firmware 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3849 

Product: legion_pro_5_16irx8_firmware 

Affected Version(s): * Up to (excluding) kwcn37ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3850 

Product: legion_pro_7_16irx8h_firmware 

Affected Version(s): * Up to (excluding) kwcn37ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3851 
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execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

Product: legion_pro_7_16irx8_firmware 

Affected Version(s): * Up to (excluding) kwcn37ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3852 

Product: legion_s7_16arha7_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-LEGI-

120923/3853 

Product: thinkbook_13s_g2_are_firmware 

Affected Version(s): * Up to (excluding) fvcn28ww 

Buffer 

Copy 

without 

Checking 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

O-LEN-THIN-

120923/3854 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3164 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

ty/LEN-

134879 

Product: thinkbook_13s_g2_itl_firmware 

Affected Version(s): * Up to (excluding) f9cn57ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3855 

Product: thinkbook_13s_g3_acn_firmware 

Affected Version(s): * Up to (excluding) gmcn35ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3856 
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CVE ID : CVE-2023-

4028 

Product: thinkbook_13s_g4_iap_firmware 

Affected Version(s): * Up to (excluding) hwcn49ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3857 

Product: thinkbook_13x_g2_iap_firmware 

Affected Version(s): * Up to (excluding) hxcn54ww 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3858 

Product: thinkbook_14s_g2_itl_firmware 

Affected Version(s): * Up to (excluding) f9cn57ww 

Buffer 

Copy 

without 

Checking 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

O-LEN-THIN-

120923/3859 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

ty/LEN-

134879 

Product: thinkbook_15p_g2_ith_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3860 

Product: thinkbook_16p_g3_arh_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the SetupUtility 

driver in some 

Lenovo Notebook 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

34419 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3861 
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Product: thinkpad_e14_gen_3_firmware 

Affected Version(s): * Up to (excluding) 1.15 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3862 

Product: thinkpad_e15_gen_3_firmware 

Affected Version(s): * Up to (excluding) 1.15 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3863 

Product: thinkpad_l13_gen_2_firmware 

Affected Version(s): * Up to (excluding) 1.30 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3864 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3168 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Overflow') 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

Product: thinkpad_l13_gen_3_firmware 

Affected Version(s): * Up to (excluding) 1.19 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3865 

Product: thinkpad_l13_gen_4_firmware 

Affected Version(s): * Up to (excluding) 1.10 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3866 

Product: thinkpad_l13_yoga_gen_2_firmware 
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Affected Version(s): * Up to (excluding) 1.30 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3867 

Product: thinkpad_l13_yoga_gen_3_firmware 

Affected Version(s): * Up to (excluding) 1.19 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3868 

Product: thinkpad_l13_yoga_gen_4_firmware 

Affected Version(s): * Up to (excluding) 1.10 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3869 
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Buffer 

Overflow') 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

Product: thinkpad_l14_gen_2_firmware 

Affected Version(s): * Up to (excluding) 1.28 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3870 

Product: thinkpad_l14_gen_3_firmware 

Affected Version(s): * Up to (excluding) 1.23 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3871 

Product: thinkpad_l14_gen_4_firmware 

Affected Version(s): * Up to (excluding) 1.06 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3872 

Product: thinkpad_l15_gen_2_firmware 

Affected Version(s): * Up to (excluding) 1.28 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3873 

Product: thinkpad_l15_gen_3_firmware 

Affected Version(s): * Up to (excluding) 1.23 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3874 
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elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

Product: thinkpad_l15_gen_4_firmware 

Affected Version(s): * Up to (excluding) 1.06 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3875 

Product: thinkpad_p14s_gen_2_firmware 

Affected Version(s): - 

Not Failing 

Securely 

('Failing 

Open') 

17-Aug-2023 7.8 

A vulnerability was 

reported in BIOS for 

ThinkPad P14s Gen 

2, P15s Gen 2, T14 

Gen 2, and T15 Gen 2 

that could cause the 

system to recover to 

insecure settings if 

the BIOS becomes 

corrupt. 

CVE ID : CVE-2023-

4030 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3876 

Affected Version(s): * Up to (excluding) 1.34 

Buffer 

Copy 

without 

Checking 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

O-LEN-THIN-

120923/3877 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

ty/LEN-

134879 

Product: thinkpad_p15s_gen_2_firmware 

Affected Version(s): - 

Not Failing 

Securely 

('Failing 

Open') 

17-Aug-2023 7.8 

A vulnerability was 

reported in BIOS for 

ThinkPad P14s Gen 

2, P15s Gen 2, T14 

Gen 2, and T15 Gen 2 

that could cause the 

system to recover to 

insecure settings if 

the BIOS becomes 

corrupt. 

CVE ID : CVE-2023-

4030 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3878 

Product: thinkpad_s2_gen_6_firmware 

Affected Version(s): * Up to (excluding) 1.30 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3879 
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Product: thinkpad_s2_gen_7_firmware 

Affected Version(s): * Up to (excluding) 1.19 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3880 

Product: thinkpad_s2_gen_8_firmware 

Affected Version(s): * Up to (excluding) 1.10 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3881 

Product: thinkpad_s2_yoga_gen_6_firmware 

Affected Version(s): * Up to (excluding) 1.30 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3882 
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Buffer 

Overflow') 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

Product: thinkpad_s2_yoga_gen_7_firmware 

Affected Version(s): * Up to (excluding) 1.19 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3883 

Product: thinkpad_s2_yoga_gen_8_firmware 

Affected Version(s): * Up to (excluding) 1.10 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3884 

Product: thinkpad_t14s_gen_2_firmware 
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Affected Version(s): * Up to (excluding) 1.37 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3885 

Product: thinkpad_t14_gen_2_firmware 

Affected Version(s): - 

Not Failing 

Securely 

('Failing 

Open') 

17-Aug-2023 7.8 

A vulnerability was 

reported in BIOS for 

ThinkPad P14s Gen 

2, P15s Gen 2, T14 

Gen 2, and T15 Gen 2 

that could cause the 

system to recover to 

insecure settings if 

the BIOS becomes 

corrupt. 

CVE ID : CVE-2023-

4030 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3886 

Affected Version(s): * Up to (excluding) 1.34 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3887 
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execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

Product: thinkpad_t15_gen_2_firmware 

Affected Version(s): - 

Not Failing 

Securely 

('Failing 

Open') 

17-Aug-2023 7.8 

A vulnerability was 

reported in BIOS for 

ThinkPad P14s Gen 

2, P15s Gen 2, T14 

Gen 2, and T15 Gen 2 

that could cause the 

system to recover to 

insecure settings if 

the BIOS becomes 

corrupt. 

CVE ID : CVE-2023-

4030 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3888 

Product: thinkpad_x13_gen_2_firmware 

Affected Version(s): * Up to (excluding) 1.37 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

BoardUpdateAcpiDx

e driver in some 

Lenovo ThinkPad 

products which may 

allow an attacker 

with local access and 

elevated privileges to 

execute arbitrary 

code. 

CVE ID : CVE-2023-

4029 

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

ty/LEN-

134879 

O-LEN-THIN-

120923/3889 

Product: yoga_9-15imh5_firmware 

Affected Version(s): * Up to (excluding) epcn32ww 

Buffer 

Copy 

without 

Checking 

17-Aug-2023 6.7 

A buffer overflow 

has been identified 

in the 

SystemUserMasterH

https://supp

ort.lenovo.co

m/us/en/pr

oduct_securi

O-LEN-YOGA-

120923/3890 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

ddPwdDxe driver in 

some Lenovo 

Notebook products 

which may allow an 

attacker with local 

access and elevated 

privileges to execute 

arbitrary code. 

CVE ID : CVE-2023-

4028 

ty/LEN-

134879 

Vendor: Linux 

Product: linux_kernel 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

19-Aug-2023 9.6 

DOM-based XSS in 

updater/update.html 

in Typora before 

1.6.7 on Windows 

and Linux allows a 

crafted markdown 

file to run arbitrary 

JavaScript code in 

the context of Typora 

main window via 

loading 

typora://app/typem

ark/updater/update.

html in <embed> tag. 

This vulnerability 

can be exploited if a 

user opens a 

malicious markdown 

file in Typora, or 

copies text from a 

malicious webpage 

and paste it into 

Typora. 

CVE ID : CVE-2023-

2317 

https://supp

ort.typora.io

/What's-

New-1.6/ 

O-LIN-LINU-

120923/3891 

Improper 

Neutralizat

ion of 

Input 

19-Aug-2023 9.6 

DOM-based XSS in 

src/muya/lib/conte

ntState/pasteCtrl.js 

in MarkText 0.17.1 

N/A 
O-LIN-LINU-

120923/3892 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

and before on 

Windows, Linux and 

macOS allows 

arbitrary JavaScript 

code to run in the 

context of MarkText 

main window. This 

vulnerability can be 

exploited if a user 

copies text from a 

malicious webpage 

and paste it into 

MarkText. 

CVE ID : CVE-2023-

2318 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

16-Aug-2023 8.8 

IBM Security 

Guardium 10.6, 11.3, 

11.4, and 11.5 could 

allow a remote 

authenticated 

attacker to execute 

arbitrary commands 

on the system by 

sending a specially 

crafted request.  IBM 

X-Force ID:  258824. 

CVE ID : CVE-2023-

35893 

https://ww

w.ibm.com/s

upport/page

s/node/702

7853, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25882

4 

O-LIN-LINU-

120923/3893 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

31-Aug-2023 7.5 

IBM Security Verify 

Information Queue 

10.0.4 and 10.0.5 

could allow a remote 

attacker to obtain 

sensitive information 

that could aid in 

further attacks 

against the system.  

IBM X-Force ID:  

256015. 

CVE ID : CVE-2023-

33835 

https://ww

w.ibm.com/s

upport/page

s/node/702

9584 

O-LIN-LINU-

120923/3894 
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Observable 

Discrepanc

y 

22-Aug-2023 7.5 

 

IBM GSKit-Crypto 

could allow a remote 

attacker to obtain 

sensitive 

information, caused 

by a timing-based 

side channel in the 

RSA Decryption 

implementation. By 

sending an overly 

large number of trial 

messages for 

decryption, an 

attacker could 

exploit this 

vulnerability to 

obtain sensitive 

information. IBM X-

Force ID: 257132. 

 

 

CVE ID : CVE-2023-

33850 

https://ww

w.ibm.com/s

upport/page

s/node/702

2413, 

https://ww

w.ibm.com/s

upport/page

s/node/702

2414, 

https://ww

w.ibm.com/s

upport/page

s/node/701

0369, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25713

2 

O-LIN-LINU-

120923/3895 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

19-Aug-2023 7.4 

Improper path 

handling in Typora 

before 1.6.7 on 

Windows and Linux 

allows a crafted 

webpage to access 

local files and 

exfiltrate them to 

remote web servers 

via 

"typora://app/<abso

lute-path>".  

 

This vulnerability 

can be exploited if a 

user opens a 

malicious markdown 

file in Typora, or 

https://supp

ort.typora.io

/What's-

New-1.6/ 

O-LIN-LINU-

120923/3896 
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copies text from a 

malicious webpage 

and paste it into 

Typora. 

 

 

 

 

 

 

CVE ID : CVE-2023-

2316 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

19-Aug-2023 7.1 

Improper path 

handling in Obsidian 

desktop before 1.2.8 

on Windows, Linux 

and macOS allows a 

crafted webpage to 

access local files and 

exfiltrate them to 

remote web servers 

via 

"app://local/<absolu

te-path>". This 

vulnerability can be 

exploited if a user 

opens a malicious 

markdown file in 

Obsidian, or copies 

text from a malicious 

webpage and paste it 

into Obsidian. 

CVE ID : CVE-2023-

2110 

N/A 
O-LIN-LINU-

120923/3897 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

19-Aug-2023 6.5 

Improper path 

handling in Typora 

before 1.7.0-dev on 

Windows and Linux 

allows a crafted 

webpage to access 

local files and 

N/A 
O-LIN-LINU-

120923/3898 
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('Path 

Traversal') 

exfiltrate them to 

remote web servers 

via 

"typora://app/type

mark/". This 

vulnerability can be 

exploited if a user 

opens a malicious 

markdown file in 

Typora, or copies 

text from a malicious 

webpage and paste it 

into Typora. 

CVE ID : CVE-2023-

2971 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

31-Aug-2023 5.3 

IBM Security Verify 

Information Queue 

10.0.4 and 10.0.5 

could allow a remote 

attacker to obtain 

sensitive information 

that could aid in 

further attacks 

against the system.  

IBM X-force ID:  

256014. 

CVE ID : CVE-2023-

33834 

https://ww

w.ibm.com/s

upport/page

s/node/702

9584 

O-LIN-LINU-

120923/3899 

Missing 

Encryption 

of Sensitive 

Data 

31-Aug-2023 3.3 

IBM Security Verify 

Information Queue 

10.0.4 and 10.0.5 

stores sensitive 

information in plain 

clear text which can 

be read by a local 

user.  IBM X-Force 

ID:  256013. 

CVE ID : CVE-2023-

33833 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25601

3, 

https://ww

w.ibm.com/s

upport/page

s/node/702

9584 

O-LIN-LINU-

120923/3900 

Affected Version(s): * Up to (excluding) 5.18 
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Use After 

Free 
16-Aug-2023 7.1 

A use-after-free flaw 

was found in 

vmxnet3_rq_alloc_rx_

buf in 

drivers/net/vmxnet

3/vmxnet3_drv.c in 

VMware's vmxnet3 

ethernet NIC driver 

in the Linux Kernel. 

This issue could 

allow a local attacker 

to crash the system 

due to a double-free 

while cleaning up 

vmxnet3_rq_cleanup

_all, which could also 

lead to a kernel 

information leak 

problem. 

CVE ID : CVE-2023-

4387 

https://githu

b.com/torval

ds/linux/co

mmit/9e7fef

9521e73ca8

afd7da9e58c

14654b02df

ad8 

O-LIN-LINU-

120923/3901 

NULL 

Pointer 

Dereferenc

e 

21-Aug-2023 5.5 

A NULL pointer 

dereference flaw was 

found in 

vmxnet3_rq_cleanup 

in 

drivers/net/vmxnet

3/vmxnet3_drv.c in 

the networking sub-

component in 

vmxnet3 in the Linux 

Kernel. This issue 

may allow a local 

attacker with normal 

user privilege to 

cause a denial of 

service due to a 

missing sanity check 

during cleanup. 

CVE ID : CVE-2023-

4459 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2219

268, 

https://githu

b.com/torval

ds/linux/co

mmit/edf41

0cb74dc612f

d47ef5be31

9c5a0bcd6e

6ccd 

O-LIN-LINU-

120923/3902 

Affected Version(s): * Up to (excluding) 6.0 
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Use After 

Free 
17-Aug-2023 6 

A use-after-free flaw 

was found in 

btrfs_get_dev_args_fr

om_path in 

fs/btrfs/volumes.c in 

btrfs file-system in 

the Linux Kernel. 

This flaw allows a 

local attacker with 

special privileges to 

cause a system crash 

or leak internal 

kernel information 

CVE ID : CVE-2023-

4394 

https://patc

hwork.kerne

l.org/project

/linux-

btrfs/patch/

2022081515

1606.34791

83-1-

r33s3n6@g

mail.com/, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2219

263 

O-LIN-LINU-

120923/3903 

Affected Version(s): * Up to (excluding) 6.5 

Use After 

Free 
29-Aug-2023 6.3 

A use-after-free flaw 

was found in 

mm/mempolicy.c in 

the memory 

management 

subsystem in the 

Linux Kernel. This 

issue is caused by a 

race between 

mbind() and VMA-

locked page fault, 

and may allow a local 

attacker to crash the 

system or lead to a 

kernel information 

leak. 

CVE ID : CVE-2023-

4611 

https://ww

w.spinics.net

/lists/stable-

commits/ms

g310136.ht

ml, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2227

244 

O-LIN-LINU-

120923/3904 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

28-Aug-2023 5.5 

A memory leak flaw 

was found in 

nft_set_catchall_flush 

in 

net/netfilter/nf_tabl

es_api.c in the Linux 

Kernel. This issue 

may allow a local 

https://patc

hwork.ozlab

s.org/project

/netfilter-

devel/patch/

2023081211

0526.49808-

1-

O-LIN-LINU-

120923/3905 
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attacker to cause a 

double-deactivations 

of catchall elements, 

which results in a 

memory leak. 

CVE ID : CVE-2023-

4569 

fw@strlen.d

e/ 

Affected Version(s): * Up to (including) 5.18 

Use After 

Free 
16-Aug-2023 7.1 

A flaw was found in 

btrfs_get_root_ref in 

fs/btrfs/disk-io.c in 

the btrfs filesystem 

in the Linux Kernel 

due to a double 

decrement of the 

reference count. This 

issue may allow a 

local attacker with 

user privilege to 

crash the system or 

may lead to leaked 

internal kernel 

information. 

CVE ID : CVE-2023-

4389 

https://patc

hwork.kerne

l.org/project

/linux-

btrfs/patch/

2022032413

4454.15192-

1-

baijiaju1990

@gmail.com

/ 

O-LIN-LINU-

120923/3906 

Affected Version(s): * Up to (including) 5.18.19 

NULL 

Pointer 

Dereferenc

e 

16-Aug-2023 5.5 

A NULL pointer 

dereference flaw was 

found in dbFree in 

fs/jfs/jfs_dmap.c in 

the journaling file 

system (JFS) in the 

Linux Kernel. This 

issue may allow a 

local attacker to 

crash the system due 

to a missing sanity 

check. 

CVE ID : CVE-2023-

4385 

https://githu

b.com/torval

ds/linux/co

mmit/0d483

7fdb796f993

69cf7691d3

3de1b856bc

af1f 

O-LIN-LINU-

120923/3907 

Affected Version(s): 5.18 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3186 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Use After 

Free 
16-Aug-2023 7.1 

A flaw was found in 

btrfs_get_root_ref in 

fs/btrfs/disk-io.c in 

the btrfs filesystem 

in the Linux Kernel 

due to a double 

decrement of the 

reference count. This 

issue may allow a 

local attacker with 

user privilege to 

crash the system or 

may lead to leaked 

internal kernel 

information. 

CVE ID : CVE-2023-

4389 

https://patc

hwork.kerne

l.org/project

/linux-

btrfs/patch/

2022032413

4454.15192-

1-

baijiaju1990

@gmail.com

/ 

O-LIN-LINU-

120923/3908 

Affected Version(s): 6.0 

Use After 

Free 
17-Aug-2023 6 

A use-after-free flaw 

was found in 

btrfs_get_dev_args_fr

om_path in 

fs/btrfs/volumes.c in 

btrfs file-system in 

the Linux Kernel. 

This flaw allows a 

local attacker with 

special privileges to 

cause a system crash 

or leak internal 

kernel information 

CVE ID : CVE-2023-

4394 

https://patc

hwork.kerne

l.org/project

/linux-

btrfs/patch/

2022081515

1606.34791

83-1-

r33s3n6@g

mail.com/, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2219

263 

O-LIN-LINU-

120923/3909 

Affected Version(s): 6.5 

Use After 

Free 
29-Aug-2023 6.3 

A use-after-free flaw 

was found in 

mm/mempolicy.c in 

the memory 

management 

subsystem in the 

Linux Kernel. This 

issue is caused by a 

https://ww

w.spinics.net

/lists/stable-

commits/ms

g310136.ht

ml, 

https://bugz

illa.redhat.co

O-LIN-LINU-

120923/3910 
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race between 

mbind() and VMA-

locked page fault, 

and may allow a local 

attacker to crash the 

system or lead to a 

kernel information 

leak. 

CVE ID : CVE-2023-

4611 

m/show_bug

.cgi?id=2227

244 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

28-Aug-2023 5.5 

A memory leak flaw 

was found in 

nft_set_catchall_flush 

in 

net/netfilter/nf_tabl

es_api.c in the Linux 

Kernel. This issue 

may allow a local 

attacker to cause a 

double-deactivations 

of catchall elements, 

which results in a 

memory leak. 

CVE ID : CVE-2023-

4569 

https://patc

hwork.ozlab

s.org/project

/netfilter-

devel/patch/

2023081211

0526.49808-

1-

fw@strlen.d

e/ 

O-LIN-LINU-

120923/3911 

Vendor: Microsoft 

Product: windows 

Affected Version(s): - 

Improper 

Privilege 

Manageme

nt 

22-Aug-2023 9.8 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7.1 and 

23.0.0 through 23.0.1 

is vulnerable to 

incorrect privilege 

assignment when 

importing users from 

an LDAP directory.  

IBM X-Force ID:  

262481. 

 

https://ww

w.ibm.com/s

upport/page

s/node/702

8227, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26248

1 

O-MIC-WIND-

120923/3912 
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CVE ID : CVE-2023-

38734 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

19-Aug-2023 9.6 

DOM-based XSS in 

updater/update.html 

in Typora before 

1.6.7 on Windows 

and Linux allows a 

crafted markdown 

file to run arbitrary 

JavaScript code in 

the context of Typora 

main window via 

loading 

typora://app/typem

ark/updater/update.

html in <embed> tag. 

This vulnerability 

can be exploited if a 

user opens a 

malicious markdown 

file in Typora, or 

copies text from a 

malicious webpage 

and paste it into 

Typora. 

CVE ID : CVE-2023-

2317 

https://supp

ort.typora.io

/What's-

New-1.6/ 

O-MIC-WIND-

120923/3913 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

19-Aug-2023 9.6 

DOM-based XSS in 

src/muya/lib/conte

ntState/pasteCtrl.js 

in MarkText 0.17.1 

and before on 

Windows, Linux and 

macOS allows 

arbitrary JavaScript 

code to run in the 

context of MarkText 

main window. This 

vulnerability can be 

exploited if a user 

copies text from a 

malicious webpage 

N/A 
O-MIC-WIND-

120923/3914 
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and paste it into 

MarkText. 

CVE ID : CVE-2023-

2318 

Uncontroll

ed Search 

Path 

Element 

30-Aug-2023 8.8 

In Splunk Enterprise 

versions earlier than 

8.2.12, 9.0.6, and 

9.1.1, a dynamic link 

library (DLL) that 

ships with Splunk 

Enterprise 

references an 

insecure path for the 

OPENSSLDIR build 

definition. An 

attacker can abuse 

this reference and 

subsequently install 

malicious code to 

achieve privilege 

escalation on the 

Windows machine. 

CVE ID : CVE-2023-

40596 

https://advi

sory.splunk.c

om/advisori

es/SVD-

2023-0805 

O-MIC-WIND-

120923/3915 

Improper 

Neutralizat

ion of 

Escape, 

Meta, or 

Control 

Sequences 

23-Aug-2023 8.6 

shescape is simple 

shell escape library 

for JavaScript. This 

may impact users 

that use Shescape on 

Windows in a 

threaded context. 

The vulnerability can 

result in Shescape 

escaping (or 

quoting) for the 

wrong shell, thus 

allowing attackers to 

bypass protections 

depending on the 

combination of 

expected and used 

shell. This bug has 

https://githu

b.com/ericco

rnelissen/sh

escape/pull/

1142, 

https://githu

b.com/ericco

rnelissen/sh

escape/secu

rity/advisori

es/GHSA-

j55r-787p-

m549, 

https://githu

b.com/ericco

rnelissen/sh

escape/com

mit/0b976d

ab645abf45f

O-MIC-WIND-

120923/3916 
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been patched in 

version 1.7.4. 

CVE ID : CVE-2023-

40185 

fd85e74a8c6

e51ee2f42d6

3 

Improper 

Certificate 

Validation 

23-Aug-2023 7.5 

If the MongoDB 

Server running on 

Windows or macOS 

is configured to use 

TLS with a specific 

set of configuration 

options that are 

already known to 

work securely in 

other platforms (e.g. 

Linux), it is possible 

that client certificate 

validation may not 

be in effect, 

potentially allowing 

client to establish a 

TLS connection with 

the server that 

supplies any 

certificate. 

 

This issue affect all 

MongoDB Server 

v6.3 versions, 

MongoDB Server 

v5.0 versions v5.0.0 

to v5.0.14 and all 

MongoDB Server 

v4.4 versions. 

 

 

CVE ID : CVE-2023-

1409 

https://jira.

mongodb.or

g/browse/S

ERVER-

77028, 

https://jira.

mongodb.or

g/browse/S

ERVER-

73662 

O-MIC-WIND-

120923/3917 

Observable 

Discrepanc

y 

22-Aug-2023 7.5 

 

IBM GSKit-Crypto 

could allow a remote 

attacker to obtain 

https://ww

w.ibm.com/s

upport/page

s/node/702

O-MIC-WIND-

120923/3918 
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sensitive 

information, caused 

by a timing-based 

side channel in the 

RSA Decryption 

implementation. By 

sending an overly 

large number of trial 

messages for 

decryption, an 

attacker could 

exploit this 

vulnerability to 

obtain sensitive 

information. IBM X-

Force ID: 257132. 

 

 

CVE ID : CVE-2023-

33850 

2413, 

https://ww

w.ibm.com/s

upport/page

s/node/702

2414, 

https://ww

w.ibm.com/s

upport/page

s/node/701

0369, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/25713

2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

22-Aug-2023 7.5 

Directory Traversal 

vulnerability in 

FileMage Gateway 

Windows 

Deployments 

v.1.10.8 and before 

allows a remote 

attacker to obtain 

sensitive information 

via a crafted request 

to the /mgmt/ 

component. 

CVE ID : CVE-2023-

39026 

N/A 
O-MIC-WIND-

120923/3919 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

19-Aug-2023 7.4 

Improper path 

handling in Typora 

before 1.6.7 on 

Windows and Linux 

allows a crafted 

webpage to access 

local files and 

exfiltrate them to 

https://supp

ort.typora.io

/What's-

New-1.6/ 

O-MIC-WIND-

120923/3920 
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('Path 

Traversal') 

remote web servers 

via 

"typora://app/<abso

lute-path>".  

 

This vulnerability 

can be exploited if a 

user opens a 

malicious markdown 

file in Typora, or 

copies text from a 

malicious webpage 

and paste it into 

Typora. 

 

 

 

 

 

 

CVE ID : CVE-2023-

2316 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

19-Aug-2023 7.1 

Improper path 

handling in Obsidian 

desktop before 1.2.8 

on Windows, Linux 

and macOS allows a 

crafted webpage to 

access local files and 

exfiltrate them to 

remote web servers 

via 

"app://local/<absolu

te-path>". This 

vulnerability can be 

exploited if a user 

opens a malicious 

markdown file in 

Obsidian, or copies 

text from a malicious 

N/A 
O-MIC-WIND-

120923/3921 
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webpage and paste it 

into Obsidian. 

CVE ID : CVE-2023-

2110 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

19-Aug-2023 6.5 

Improper path 

handling in Typora 

before 1.7.0-dev on 

Windows and Linux 

allows a crafted 

webpage to access 

local files and 

exfiltrate them to 

remote web servers 

via 

"typora://app/type

mark/". This 

vulnerability can be 

exploited if a user 

opens a malicious 

markdown file in 

Typora, or copies 

text from a malicious 

webpage and paste it 

into Typora. 

CVE ID : CVE-2023-

2971 

N/A 
O-MIC-WIND-

120923/3922 

N/A 21-Aug-2023 6.5 

Improper access 

controls in the entry 

duplication 

component in 

Devolutions Remote 

Desktop Manager 

2023.2.19 and 

earlier versions on 

Windows allows an 

authenticated user, 

under specific 

circumstances, to 

inadvertently share 

their personal vault 

entry with shared 

vaults via an 

incorrect vault in the 

https://devo

lutions.net/s

ecurity/advi

sories/DEVO

-2023-0015 

O-MIC-WIND-

120923/3923 
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duplication write 

process. 

CVE ID : CVE-2023-

4417 

Incorrect 

Default 

Permission

s 

16-Aug-2023 5.5 

Improper log 

permissions in 

SafeNet 

Authentication 

Service Version 3.4.0 

on Windows allows 

an authenticated 

attacker to cause a 

denial of service via 

local privilege 

escalation. 

 

CVE ID : CVE-2023-

2737 

https://supp

ortportal.tha

lesgroup.co

m/csm?id=k

b_article_vie

w&sys_kb_id

=08f460ba4

7bba550c0e

42e61e36d4

32f&syspar

m_article=K

B0027485 

O-MIC-WIND-

120923/3924 

N/A 22-Aug-2023 5.3 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7.1 

runtime is 

vulnerable to 

information 

disclosure of script 

content if the remote 

REST request 

computer policy is 

enabled.  IBM X-

Force ID:  263470. 

 

 

CVE ID : CVE-2023-

40370 

https://ww

w.ibm.com/s

upport/page

s/node/702

8218, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26347

0 

O-MIC-WIND-

120923/3925 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

22-Aug-2023 4.3 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7 

server could allow an 

https://ww

w.ibm.com/s

upport/page

s/node/702

8221, 

https://exch

O-MIC-WIND-

120923/3926 
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authenticated user to 

view sensitive 

information from 

application logs. IBM 

X-Force ID: 262289. 

 

 

CVE ID : CVE-2023-

38732 

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26228

9 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

22-Aug-2023 4.3 

 

IBM Robotic Process 

Automation 21.0.0 

through 21.0.7.1 and 

23.0.0 through 23.0.1 

server could allow an 

authenticated user to 

view sensitive 

information from 

installation logs.  

IBM X-Force Id:  

262293. 

 

 

CVE ID : CVE-2023-

38733 

https://ww

w.ibm.com/s

upport/page

s/node/702

8223, 

https://exch

ange.xforce.i

bmcloud.co

m/vulnerabi

lities/26229

3 

O-MIC-WIND-

120923/3927 

Vendor: Motorola 

Product: ebts_base_radio_firmware 

Affected Version(s): r05.x2.57 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

29-Aug-2023 8.8 

Motorola 

EBTS/MBTS Base 

Radio fails to check 

firmware 

authenticity. The 

Motorola MBTS Base 

Radio lacks 

cryptographic 

signature validation 

for firmware update 

packages, allowing 

an authenticated 

N/A 
O-MOT-EBTS-

120923/3928 
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attacker to gain 

arbitrary code 

execution, extract 

secret key material, 

and/or leave a 

persistent implant 

on the device. 

CVE ID : CVE-2023-

23773 

Product: ebts_site_controller_firmware 

Affected Version(s): - 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

29-Aug-2023 8.4 

Motorola 

EBTS/MBTS Site 

Controller drops to 

debug prompt on 

unhandled 

exception. The 

Motorola MBTS Site 

Controller exposes a 

debug prompt on the 

device's serial port in 

case of an unhandled 

exception. This 

allows an attacker 

with physical access 

that is able to trigger 

such an exception to 

extract secret key 

material and/or gain 

arbitrary code 

execution on the 

device. 

CVE ID : CVE-2023-

23774 

N/A 
O-MOT-EBTS-

120923/3929 

Product: mbts_base_radio_firmware 

Affected Version(s): r05.x2.57 

Improper 

Verificatio

n of 

Cryptograp

29-Aug-2023 8.8 

Motorola 

EBTS/MBTS Base 

Radio fails to check 

firmware 

authenticity. The 

N/A 
O-MOT-MBTS-

120923/3930 
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hic 

Signature 

Motorola MBTS Base 

Radio lacks 

cryptographic 

signature validation 

for firmware update 

packages, allowing 

an authenticated 

attacker to gain 

arbitrary code 

execution, extract 

secret key material, 

and/or leave a 

persistent implant 

on the device. 

CVE ID : CVE-2023-

23773 

Use of 

Hard-

coded 

Credentials 

29-Aug-2023 8.4 

Motorola MBTS Base 

Radio accepts hard-

coded backdoor 

password. The 

Motorola MBTS Base 

Radio Man Machine 

Interface (MMI), 

allowing for service 

technicians to 

diagnose and 

configure the device, 

accepts a hard-coded 

backdoor password 

that cannot be 

changed or disabled. 

CVE ID : CVE-2023-

23771 

N/A 
O-MOT-MBTS-

120923/3931 

Product: mbts_site_controller_firmware 

Affected Version(s): - 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

29-Aug-2023 8.4 

Motorola 

EBTS/MBTS Site 

Controller drops to 

debug prompt on 

unhandled 

exception. The 

Motorola MBTS Site 

N/A 
O-MOT-MBTS-

120923/3932 
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Controller exposes a 

debug prompt on the 

device's serial port in 

case of an unhandled 

exception. This 

allows an attacker 

with physical access 

that is able to trigger 

such an exception to 

extract secret key 

material and/or gain 

arbitrary code 

execution on the 

device. 

CVE ID : CVE-2023-

23774 

Affected Version(s): r05.32.58 

Use of 

Hard-

coded 

Credentials 

29-Aug-2023 9.8 

Motorola MBTS Site 

Controller accepts 

hard-coded 

backdoor password. 

The Motorola MBTS 

Site Controller Man 

Machine Interface 

(MMI), allowing for 

service technicians 

to diagnose and 

configure the device, 

accepts a hard-coded 

backdoor password 

that cannot be 

changed or disabled. 

CVE ID : CVE-2023-

23770 

N/A 
O-MOT-MBTS-

120923/3933 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

29-Aug-2023 8.8 

Motorola MBTS Site 

Controller fails to 

check firmware 

update authenticity. 

The Motorola MBTS 

Site Controller lacks 

cryptographic 

signature validation 

N/A 
O-MOT-MBTS-

120923/3934 
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for firmware update 

packages, allowing 

an authenticated 

attacker to gain 

arbitrary code 

execution, extract 

secret key material, 

and/or leave a 

persistent implant 

on the device. 

CVE ID : CVE-2023-

23772 

Vendor: Moxa 

Product: iologik_e4200_firmware 

Affected Version(s): * Up to (including) 1.6 

Incorrect 

Authorizati

on 

24-Aug-2023 6.5 

A vulnerability has 

been identified in the 

ioLogik 4000 Series 

(ioLogik E4200) 

firmware versions 

v1.6 and prior, which 

can be exploited by 

malicious actors to 

potentially gain 

unauthorized access 

to the product. This 

could lead to security 

breaches, data theft, 

and unauthorized 

manipulation of 

sensitive 

information. The 

vulnerability is 

attributed to the 

presence of an 

unauthorized 

service, which could 

potentially enable 

unauthorized access 

to the. device. 

 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230310-

iologik-

4000-series-

multiple-

web-server-

vulnerabiliti

es-and-

improper-

access-

control-

vulnerability 

O-MOX-IOLO-

120923/3935 
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CVE ID : CVE-2023-

4227 

Exposure 

of 

Resource 

to Wrong 

Sphere 

24-Aug-2023 5.3 

A vulnerability has 

been identified in 

ioLogik 4000 Series 

(ioLogik E4200) 

firmware versions 

v1.6 and prior, which 

has the potential to 

facilitate the 

collection of 

information on 

ioLogik 4000 Series 

devices. This 

vulnerability may 

enable attackers to 

gather information 

for the purpose of 

assessing 

vulnerabilities and 

potential attack 

vectors. 

CVE ID : CVE-2023-

4230 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230310-

iologik-

4000-series-

multiple-

web-server-

vulnerabiliti

es-and-

improper-

access-

control-

vulnerability 

O-MOX-IOLO-

120923/3936 

Improper 

Restriction 

of 

Rendered 

UI Layers 

or Frames 

24-Aug-2023 4.7 

A vulnerability has 

been identified in 

ioLogik 4000 Series 

(ioLogik E4200) 

firmware versions 

v1.6 and prior, 

potentially exposing 

users to security 

risks. This 

vulnerability may 

allow attackers to 

trick users into 

interacting with 

malicious content, 

leading to 

unintended actions 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230310-

iologik-

4000-series-

multiple-

web-server-

vulnerabiliti

es-and-

improper-

access-

O-MOX-IOLO-

120923/3937 
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or unauthorized data 

disclosures. 

CVE ID : CVE-2023-

4229 

control-

vulnerability 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

24-Aug-2023 4.3 

A vulnerability has 

been identified in 

ioLogik 4000 Series 

(ioLogik E4200) 

firmware versions 

v1.6 and prior, 

where the session 

cookies attribute is 

not set properly in 

the affected 

application. The 

vulnerability may 

lead to security risks, 

potentially exposing 

user session data to 

unauthorized access 

and manipulation. 

 

 

CVE ID : CVE-2023-

4228 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230310-

iologik-

4000-series-

multiple-

web-server-

vulnerabiliti

es-and-

improper-

access-

control-

vulnerability 

O-MOX-IOLO-

120923/3938 

Product: nport_iaw5000a-i\/o_firmware 

Affected Version(s): * Up to (including) 2.2 

Use of 

Hard-

coded 

Credentials 

16-Aug-2023 9.8 

NPort IAW5000A-

I/O Series firmware 

version v2.2 and 

prior is affected by a 

hardcoded credential 

vulnerabilitywhich 

poses a potential risk 

to the security and 

integrity of the 

affected device. This 

vulnerability is 

attributed to the 

presence of a 

hardcoded key, 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230304-

nport-

iaw5000a-i-

o-series-

hardcoded-

credential-

vulnerability 

O-MOX-NPOR-

120923/3939 
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which could 

potentially facilitate 

firmware 

manipulation. 

 

 

CVE ID : CVE-2023-

4204 

Product: tn-4900_firmware 

Affected Version(s): * Up to (including) 1.2.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 9.8 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command injection 

vulnerability. This 

vulnerability stems 

from inadequate 

input validation in 

the certificate 

management 

function, which 

could potentially 

allow malicious 

users to execute 

remote code on 

affected devices. 

 

 

CVE ID : CVE-2023-

33238 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

O-MOX-TN-4-

120923/3940 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 9.8 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

O-MOX-TN-4-

120923/3941 
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('Comman

d 

Injection') 

command injection 

vulnerability. This 

vulnerability stems 

from insufficient 

input validation in 

the key-generation 

function, which 

could potentially 

allow malicious 

users to execute 

remote code on 

affected devices. 

 

 

CVE ID : CVE-2023-

33239 

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 9.8 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command-injection 

vulnerability. This 

vulnerability stems 

from insufficient 

input validation in 

the certificate-

generation function, 

which could 

potentially allow 

malicious users to 

execute remote code 

on affected devices.  

CVE ID : CVE-2023-

34214 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

O-MOX-TN-4-

120923/3942 

Improper 

Limitation 

of a 

Pathname 

to a 

17-Aug-2023 8.1 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

https://ww

w.moxa.com

/en/support

/product-

support/sec

O-MOX-TN-4-

120923/3943 
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Restricted 

Directory 

('Path 

Traversal') 

v3.3 and prior are 

vulnerable to the 

command-injection 

vulnerability. This 

vulnerability derives 

from insufficient 

input validation in 

the key-delete 

function, which 

could potentially 

allow malicious 

users to delete 

arbitrary files.  

CVE ID : CVE-2023-

34216 

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 8.1 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command-injection 

vulnerability. This 

vulnerability stems 

from insufficient 

input validation in 

the certificate-delete 

function, which 

could potentially 

allow malicious 

users to delete 

arbitrary files.  

CVE ID : CVE-2023-

34217 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

O-MOX-TN-4-

120923/3944 

Product: tn-5900_firmware 

Affected Version(s): * Up to (including) 3.3 

Improper 

Neutralizat

ion of 

Special 

Elements 

17-Aug-2023 9.8 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

https://ww

w.moxa.com

/en/support

/product-

support/sec

O-MOX-TN-5-

120923/3945 
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used in a 

Command 

('Comman

d 

Injection') 

v3.3 and prior are 

vulnerable to the 

command injection 

vulnerability. This 

vulnerability stems 

from inadequate 

input validation in 

the certificate 

management 

function, which 

could potentially 

allow malicious 

users to execute 

remote code on 

affected devices. 

 

 

CVE ID : CVE-2023-

33238 

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 9.8 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command injection 

vulnerability. This 

vulnerability stems 

from insufficient 

input validation in 

the key-generation 

function, which 

could potentially 

allow malicious 

users to execute 

remote code on 

affected devices. 

 

 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

O-MOX-TN-5-

120923/3946 
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CVE ID : CVE-2023-

33239 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 9.8 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to 

command-injection 

vulnerability. This 

vulnerability stems 

from insufficient 

input validation and 

improper 

authentication in the 

key-generation 

function, which 

could potentially 

allow malicious 

users to execute 

remote code on 

affected devices.  

 

CVE ID : CVE-2023-

34213 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

O-MOX-TN-5-

120923/3947 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 9.8 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command-injection 

vulnerability. This 

vulnerability stems 

from insufficient 

input validation in 

the certificate-

generation function, 

which could 

potentially allow 

malicious users to 

execute remote code 

on affected devices.  

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

O-MOX-TN-5-

120923/3948 
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CVE ID : CVE-2023-

34214 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 9.8 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command-injection 

vulnerability. This 

vulnerability stems 

from insufficient 

input validation and 

improper 

authentication in the 

certification-

generation function, 

which could 

potentially allow 

malicious users to 

execute remote code 

on affected devices.  

 

CVE ID : CVE-2023-

34215 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

O-MOX-TN-5-

120923/3949 

Improper 

Authentica

tion 

17-Aug-2023 8.8 

TN-5900 Series 

firmware version 

v3.3 and prior is 

vulnerable to 

improper-

authentication 

vulnerability. This 

vulnerability arises 

from inadequate 

authentication 

measures 

implemented in the 

web API handler, 

allowing low-

privileged APIs to 

execute restricted 

actions that only 

high-privileged APIs 

are allowed This 

presents a potential 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

O-MOX-TN-5-

120923/3950 
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risk of unauthorized 

exploitation by 

malicious actors.  

 

CVE ID : CVE-2023-

33237 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 8.1 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command-injection 

vulnerability. This 

vulnerability derives 

from insufficient 

input validation in 

the key-delete 

function, which 

could potentially 

allow malicious 

users to delete 

arbitrary files.  

CVE ID : CVE-2023-

34216 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

O-MOX-TN-5-

120923/3951 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

17-Aug-2023 8.1 

TN-4900 Series 

firmware versions 

v1.2.4 and prior and 

TN-5900 Series 

firmware versions 

v3.3 and prior are 

vulnerable to the 

command-injection 

vulnerability. This 

vulnerability stems 

from insufficient 

input validation in 

the certificate-delete 

function, which 

could potentially 

allow malicious 

https://ww

w.moxa.com

/en/support

/product-

support/sec

urity-

advisory/mp

sa-230402-

tn-5900-

and-tn-

4900-series-

web-server-

multiple-

vulnerabiliti

es 

O-MOX-TN-5-

120923/3952 
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users to delete 

arbitrary files.  

CVE ID : CVE-2023-

34217 

Vendor: myspotcam 

Product: fhd_2_firmware 

Affected Version(s): * Up to (excluding) 1.0039 

Use of 

Hard-

coded 

Credentials 

28-Aug-2023 9.8 

 

SpotCam Co., Ltd. 

SpotCam FHD 2’s 

hidden Telnet 

function has a 

vulnerability of using 

hard-coded Telnet 

credentials. An 

remote 

unauthenticated 

attacker can exploit 

this vulnerability to 

access the system to 

perform arbitrary 

system operations or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38024 

N/A 
O-MYS-FHD_-

120923/3953 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

28-Aug-2023 9.8 

 

SpotCam Co., Ltd. 

SpotCam FHD 2’s 

hidden Telnet 

function has a 

vulnerability of OS 

command injection. 

An remote 

unauthenticated 

attacker can exploit 

this vulnerability to 

execute command 

injection attack to 

N/A 
O-MYS-FHD_-

120923/3954 
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arbitrary system 

commands or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38025 

Use of 

Hard-

coded 

Credentials 

28-Aug-2023 9.8 

 

SpotCam Co., Ltd. 

SpotCam FHD 2 has a 

vulnerability of using 

hard-coded uBoot 

credentials. An 

remote attacker can 

exploit this 

vulnerability to 

access the system to 

perform arbitrary 

system operations or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38026 

N/A 
O-MYS-FHD_-

120923/3955 

Product: sense_firmware 

Affected Version(s): * Up to (excluding) 2.2046 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

28-Aug-2023 9.8 

 

SpotCam Co., Ltd. 

SpotCam Sense’s 

hidden Telnet 

function has a 

vulnerability of OS 

command injection. 

An remote 

unauthenticated 

attacker can exploit 

this vulnerability to 

execute command 

injection attack to 

perform arbitrary 

N/A 
O-MYS-SENS-

120923/3956 
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system commands or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38027 

Vendor: opto22 

Product: snap_pac_s1_firmware 

Affected Version(s): r10.3b 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

24-Aug-2023 9.8 

There is no limit on 

the number of login 

attempts in the web 

server for the SNAP 

PAC S1 Firmware 

version R10.3b. This 

could allow for a 

brute-force attack on 

the built-in web 

server login. 

CVE ID : CVE-2023-

40706 

N/A 
O-OPT-SNAP-

120923/3957 

Weak 

Password 

Requireme

nts 

24-Aug-2023 7.5 

There are no 

requirements for 

setting a complex 

password in the 

built-in web server 

of the SNAP PAC S1 

Firmware version 

R10.3b, which could 

allow for a successful 

brute force attack if 

users don't set up 

complex credentials. 

CVE ID : CVE-2023-

40707 

N/A 
O-OPT-SNAP-

120923/3958 

Uncontroll

ed 

Resource 

Consumpti

on 

24-Aug-2023 7.5 

An adversary could 

crash the entire 

device by sending a 

large quantity of 

ICMP requests if the 

N/A 
O-OPT-SNAP-

120923/3959 
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controller has the 

built-in web server 

enabled but does not 

have the built-in web 

server completely 

set up and 

configured for 

the SNAP PAC S1 

Firmware version 

R10.3b 

CVE ID : CVE-2023-

40709 

Uncontroll

ed 

Resource 

Consumpti

on 

24-Aug-2023 7.5 

An adversary could 

cause a continuous 

restart loop to the 

entire device by 

sending a large 

quantity of HTTP 

GET requests if the 

controller has the 

built-in web server 

enabled but does not 

have the built-in web 

server completely 

set up and 

configured for 

the SNAP PAC S1 

Firmware version 

R10.3b 

 

CVE ID : CVE-2023-

40710 

N/A 
O-OPT-SNAP-

120923/3960 

N/A 24-Aug-2023 5.3 

The File Transfer 

Protocol (FTP) port 

is open by default in 

the SNAP PAC S1 

Firmware version 

R10.3b. This could 

allow an adversary 

to access some 

device files. 

N/A 
O-OPT-SNAP-

120923/3961 
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CVE ID : CVE-2023-

40708 

Vendor: patton 

Product: smartnode_sn200_firmware 

Affected Version(s): * Up to (including) 3.21.2-23021 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

28-Aug-2023 9.8 

SmartNode SN200 

(aka SN200) 3.21.2-

23021 allows 

unauthenticated OS 

Command Injection. 

CVE ID : CVE-2023-

41109 

N/A 
O-PAT-SMAR-

120923/3962 

Vendor: phicomm 

Product: k2_firmware 

Affected Version(s): 22.6.529.216 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

25-Aug-2023 7.8 

Phicomm k2 

v22.6.529.216 is 

vulnerable to 

command injection. 

CVE ID : CVE-2023-

40796 

N/A 
O-PHI-K2_F-

120923/3963 

Vendor: pica8 

Product: picos 

Affected Version(s): 4.3.3.2 

Improper 

Validation 

of Integrity 

Check 

Value 

29-Aug-2023 7.5 

FRRouting FRR 7.5.1 

through 9.0 and 

Pica8 PICOS 4.3.3.2 

allow a remote 

attacker to cause a 

denial of service via 

a crafted BGP update 

with a corrupted 

N/A 
O-PIC-PICO-

120923/3964 
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attribute 23 (Tunnel 

Encapsulation). 

CVE ID : CVE-2023-

38802 

Vendor: Qnap 

Product: qts 

Affected Version(s): From (including) 4.5.4 Up to (excluding) 4.5.4.2467 

Inadequate 

Encryption 

Strength 

24-Aug-2023 8.8 

An inadequate 

encryption strength 

vulnerability has 

been reported to 

affect QNAP 

operating systems. If 

exploited, the 

vulnerability 

possibly allows local 

network clients to 

decrypt the data 

using brute force 

attacks via 

unspecified vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 build 

20230609 and later 

QTS 5.1.0.2444 build 

20230629 and later 

QTS 4.5.4.2467 build 

20230718 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

 

https://ww

w.qnap.com/

en/security-

advisory/qsa

-23-60 

O-QNA-QTS-

120923/3965 
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CVE ID : CVE-2023-

34971 

Affected Version(s): From (including) 5.0.1 Up to (excluding) 5.0.1.2425 

Inadequate 

Encryption 

Strength 

24-Aug-2023 8.8 

An inadequate 

encryption strength 

vulnerability has 

been reported to 

affect QNAP 

operating systems. If 

exploited, the 

vulnerability 

possibly allows local 

network clients to 

decrypt the data 

using brute force 

attacks via 

unspecified vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 build 

20230609 and later 

QTS 5.1.0.2444 build 

20230629 and later 

QTS 4.5.4.2467 build 

20230718 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

 

CVE ID : CVE-2023-

34971 

https://ww

w.qnap.com/

en/security-

advisory/qsa

-23-60 

O-QNA-QTS-

120923/3966 

Cleartext 

Transmissi

on of 

24-Aug-2023 6.5 
A cleartext 

transmission of 

sensitive information 

https://ww

w.qnap.com/

en/security-

O-QNA-QTS-

120923/3967 
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Sensitive 

Informatio

n 

vulnerability has 

been reported to 

affect QNAP 

operating systems. If 

exploited, the 

vulnerability 

possibly allows local 

network clients to 

read the contents of 

unexpected sensitive 

data via unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 build 

20230609 and later 

QTS 5.1.0.2444 build 

20230629 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

 

CVE ID : CVE-2023-

34972 

advisory/qsa

-23-58 

Insufficient 

Entropy 
24-Aug-2023 5.3 

An insufficient 

entropy vulnerability 

has been reported to 

affect QNAP 

operating systems. If 

exploited, the 

vulnerability 

possibly allows 

remote users to 

predict secret via 

unspecified vectors. 

 

We have already 

fixed the 

https://ww

w.qnap.com/

en/security-

advisory/qsa

-23-59 

O-QNA-QTS-

120923/3968 
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vulnerability in the 

following versions: 

QTS 5.0.1.2425 build 

20230609 and later 

QTS 5.1.0.2444 build 

20230629 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

 

CVE ID : CVE-2023-

34973 

Affected Version(s): From (including) 5.1.0 Up to (excluding) 5.1.0.2444 

Inadequate 

Encryption 

Strength 

24-Aug-2023 8.8 

An inadequate 

encryption strength 

vulnerability has 

been reported to 

affect QNAP 

operating systems. If 

exploited, the 

vulnerability 

possibly allows local 

network clients to 

decrypt the data 

using brute force 

attacks via 

unspecified vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 build 

20230609 and later 

QTS 5.1.0.2444 build 

20230629 and later 

QTS 4.5.4.2467 build 

20230718 and later 

https://ww

w.qnap.com/

en/security-

advisory/qsa

-23-60 

O-QNA-QTS-

120923/3969 
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QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

 

CVE ID : CVE-2023-

34971 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

24-Aug-2023 6.5 

A cleartext 

transmission of 

sensitive information 

vulnerability has 

been reported to 

affect QNAP 

operating systems. If 

exploited, the 

vulnerability 

possibly allows local 

network clients to 

read the contents of 

unexpected sensitive 

data via unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 build 

20230609 and later 

QTS 5.1.0.2444 build 

20230629 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

 

CVE ID : CVE-2023-

34972 

https://ww

w.qnap.com/

en/security-

advisory/qsa

-23-58 

O-QNA-QTS-

120923/3970 
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Insufficient 

Entropy 
24-Aug-2023 5.3 

An insufficient 

entropy vulnerability 

has been reported to 

affect QNAP 

operating systems. If 

exploited, the 

vulnerability 

possibly allows 

remote users to 

predict secret via 

unspecified vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 build 

20230609 and later 

QTS 5.1.0.2444 build 

20230629 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

 

CVE ID : CVE-2023-

34973 

https://ww

w.qnap.com/

en/security-

advisory/qsa

-23-59 

O-QNA-QTS-

120923/3971 

Product: quts_hero 

Affected Version(s): From (including) h4.5.4 Up to (excluding) h4.5.4.2476 

Inadequate 

Encryption 

Strength 

24-Aug-2023 8.8 

An inadequate 

encryption strength 

vulnerability has 

been reported to 

affect QNAP 

operating systems. If 

exploited, the 

vulnerability 

possibly allows local 

network clients to 

decrypt the data 

using brute force 

https://ww

w.qnap.com/

en/security-

advisory/qsa

-23-60 

O-QNA-QUTS-

120923/3972 
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attacks via 

unspecified vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 build 

20230609 and later 

QTS 5.1.0.2444 build 

20230629 and later 

QTS 4.5.4.2467 build 

20230718 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

 

CVE ID : CVE-2023-

34971 

Affected Version(s): From (including) h5.1.0 Up to (excluding) h5.1.0.2424 

Inadequate 

Encryption 

Strength 

24-Aug-2023 8.8 

An inadequate 

encryption strength 

vulnerability has 

been reported to 

affect QNAP 

operating systems. If 

exploited, the 

vulnerability 

possibly allows local 

network clients to 

decrypt the data 

using brute force 

attacks via 

unspecified vectors. 

 

We have already 

fixed the 

https://ww

w.qnap.com/

en/security-

advisory/qsa

-23-60 

O-QNA-QUTS-

120923/3973 
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vulnerability in the 

following versions: 

QTS 5.0.1.2425 build 

20230609 and later 

QTS 5.1.0.2444 build 

20230629 and later 

QTS 4.5.4.2467 build 

20230718 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

QuTS hero 

h4.5.4.2476 build 

20230728 and later 

 

CVE ID : CVE-2023-

34971 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

24-Aug-2023 6.5 

A cleartext 

transmission of 

sensitive information 

vulnerability has 

been reported to 

affect QNAP 

operating systems. If 

exploited, the 

vulnerability 

possibly allows local 

network clients to 

read the contents of 

unexpected sensitive 

data via unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 build 

20230609 and later 

https://ww

w.qnap.com/

en/security-

advisory/qsa

-23-58 

O-QNA-QUTS-

120923/3974 
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QTS 5.1.0.2444 build 

20230629 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

 

CVE ID : CVE-2023-

34972 

Insufficient 

Entropy 
24-Aug-2023 5.3 

An insufficient 

entropy vulnerability 

has been reported to 

affect QNAP 

operating systems. If 

exploited, the 

vulnerability 

possibly allows 

remote users to 

predict secret via 

unspecified vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.0.1.2425 build 

20230609 and later 

QTS 5.1.0.2444 build 

20230629 and later 

QuTS hero 

h5.1.0.2424 build 

20230609 and later 

 

CVE ID : CVE-2023-

34973 

https://ww

w.qnap.com/

en/security-

advisory/qsa

-23-59 

O-QNA-QUTS-

120923/3975 

Vendor: rakuten 

Product: wifi_pocket_firmware 

Affected Version(s): - 
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Improper 

Authentica

tion 

23-Aug-2023 5.4 

** UNSUPPPORTED 

WHEN ASSIGNED ** 

Improper 

authentication 

vulnerability in 

Rakuten WiFi Pocket 

all versions allows a 

network-adjacent 

attacker to log in to 

the product's 

Management Screen. 

As a result, sensitive 

information may be 

obtained and/or the 

settings may be 

changed. 

CVE ID : CVE-2023-

40282 

https://netw

ork.mobile.r

akuten.co.jp/

product/inte

rnet/rakuten

-wifi-

pocket/supp

ort/ 

O-RAK-WIFI-

120923/3976 

Vendor: Redhat 

Product: enterprise_linux 

Affected Version(s): 6.0 

Use After 

Free 
16-Aug-2023 7.1 

A use-after-free flaw 

was found in 

vmxnet3_rq_alloc_rx_

buf in 

drivers/net/vmxnet

3/vmxnet3_drv.c in 

VMware's vmxnet3 

ethernet NIC driver 

in the Linux Kernel. 

This issue could 

allow a local attacker 

to crash the system 

due to a double-free 

while cleaning up 

vmxnet3_rq_cleanup

_all, which could also 

lead to a kernel 

information leak 

problem. 

CVE ID : CVE-2023-

4387 

https://githu

b.com/torval

ds/linux/co

mmit/9e7fef

9521e73ca8

afd7da9e58c

14654b02df

ad8 

O-RED-ENTE-

120923/3977 
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Affected Version(s): 7.0 

Use After 

Free 
16-Aug-2023 7.1 

A use-after-free flaw 

was found in 

vmxnet3_rq_alloc_rx_

buf in 

drivers/net/vmxnet

3/vmxnet3_drv.c in 

VMware's vmxnet3 

ethernet NIC driver 

in the Linux Kernel. 

This issue could 

allow a local attacker 

to crash the system 

due to a double-free 

while cleaning up 

vmxnet3_rq_cleanup

_all, which could also 

lead to a kernel 

information leak 

problem. 

CVE ID : CVE-2023-

4387 

https://githu

b.com/torval

ds/linux/co

mmit/9e7fef

9521e73ca8

afd7da9e58c

14654b02df

ad8 

O-RED-ENTE-

120923/3978 

Affected Version(s): 8.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

O-RED-ENTE-

120923/3979 
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privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

Use After 

Free 
16-Aug-2023 7.1 

A use-after-free flaw 

was found in 

vmxnet3_rq_alloc_rx_

buf in 

drivers/net/vmxnet

3/vmxnet3_drv.c in 

VMware's vmxnet3 

ethernet NIC driver 

in the Linux Kernel. 

This issue could 

allow a local attacker 

to crash the system 

due to a double-free 

while cleaning up 

vmxnet3_rq_cleanup

_all, which could also 

lead to a kernel 

information leak 

problem. 

CVE ID : CVE-2023-

4387 

https://githu

b.com/torval

ds/linux/co

mmit/9e7fef

9521e73ca8

afd7da9e58c

14654b02df

ad8 

O-RED-ENTE-

120923/3980 
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Out-of-

bounds 

Write 

23-Aug-2023 5.5 

A flaw was found in 

ghostscript. The fix 

for CVE-2020-16305 

in ghostscript was 

not included in 

RHSA-2021:1852-06 

advisory as it was 

claimed to be. This 

issue only affects the 

ghostscript package 

as shipped with Red 

Hat Enterprise Linux 

8. 

CVE ID : CVE-2023-

4042 

N/A 
O-RED-ENTE-

120923/3981 

NULL 

Pointer 

Dereferenc

e 

21-Aug-2023 5.5 

A NULL pointer 

dereference flaw was 

found in 

vmxnet3_rq_cleanup 

in 

drivers/net/vmxnet

3/vmxnet3_drv.c in 

the networking sub-

component in 

vmxnet3 in the Linux 

Kernel. This issue 

may allow a local 

attacker with normal 

user privilege to 

cause a denial of 

service due to a 

missing sanity check 

during cleanup. 

CVE ID : CVE-2023-

4459 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2219

268, 

https://githu

b.com/torval

ds/linux/co

mmit/edf41

0cb74dc612f

d47ef5be31

9c5a0bcd6e

6ccd 

O-RED-ENTE-

120923/3982 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

28-Aug-2023 5.5 

A memory leak flaw 

was found in 

nft_set_catchall_flush 

in 

net/netfilter/nf_tabl

es_api.c in the Linux 

Kernel. This issue 

may allow a local 

https://patc

hwork.ozlab

s.org/project

/netfilter-

devel/patch/

2023081211

0526.49808-

1-

O-RED-ENTE-

120923/3983 
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attacker to cause a 

double-deactivations 

of catchall elements, 

which results in a 

memory leak. 

CVE ID : CVE-2023-

4569 

fw@strlen.d

e/ 

Affected Version(s): 9.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/3984 
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abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Use After 

Free 
16-Aug-2023 7.1 

A use-after-free flaw 

was found in 

vmxnet3_rq_alloc_rx_

buf in 

drivers/net/vmxnet

3/vmxnet3_drv.c in 

VMware's vmxnet3 

ethernet NIC driver 

in the Linux Kernel. 

This issue could 

allow a local attacker 

to crash the system 

due to a double-free 

while cleaning up 

vmxnet3_rq_cleanup

_all, which could also 

lead to a kernel 

information leak 

problem. 

CVE ID : CVE-2023-

4387 

https://githu

b.com/torval

ds/linux/co

mmit/9e7fef

9521e73ca8

afd7da9e58c

14654b02df

ad8 

O-RED-ENTE-

120923/3985 

NULL 

Pointer 

Dereferenc

e 

21-Aug-2023 5.5 

A NULL pointer 

dereference flaw was 

found in 

vmxnet3_rq_cleanup 

in 

drivers/net/vmxnet

3/vmxnet3_drv.c in 

the networking sub-

component in 

vmxnet3 in the Linux 

Kernel. This issue 

may allow a local 

attacker with normal 

user privilege to 

cause a denial of 

service due to a 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2219

268, 

https://githu

b.com/torval

ds/linux/co

mmit/edf41

0cb74dc612f

d47ef5be31

9c5a0bcd6e

6ccd 

O-RED-ENTE-

120923/3986 
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missing sanity check 

during cleanup. 

CVE ID : CVE-2023-

4459 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

28-Aug-2023 5.5 

A memory leak flaw 

was found in 

nft_set_catchall_flush 

in 

net/netfilter/nf_tabl

es_api.c in the Linux 

Kernel. This issue 

may allow a local 

attacker to cause a 

double-deactivations 

of catchall elements, 

which results in a 

memory leak. 

CVE ID : CVE-2023-

4569 

https://patc

hwork.ozlab

s.org/project

/netfilter-

devel/patch/

2023081211

0526.49808-

1-

fw@strlen.d

e/ 

O-RED-ENTE-

120923/3987 

Product: enterprise_linux_desktop 

Affected Version(s): 7.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

O-RED-ENTE-

120923/3988 
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could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

ss.redhat.co

m/errata/R

HSA-

2023:4708 

Product: enterprise_linux_eus 

Affected Version(s): 9.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

O-RED-ENTE-

120923/3989 
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could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

ss.redhat.co

m/errata/R

HSA-

2023:4708 

Affected Version(s): 8.6 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

O-RED-ENTE-

120923/3990 
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the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

m/errata/R

HSA-

2023:4708 

Affected Version(s): 8.8 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

O-RED-ENTE-

120923/3991 
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registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

HSA-

2023:4708 

Affected Version(s): 9.2 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

O-RED-ENTE-

120923/3992 
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unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

HSA-

2023:4708 

Product: enterprise_linux_for_arm_64 

Affected Version(s): 8.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

O-RED-ENTE-

120923/3993 
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unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

HSA-

2023:4708 

Affected Version(s): 9.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/3994 
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system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 9.2 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/3995 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3237 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Product: enterprise_linux_for_arm_64_eus 

Affected Version(s): 9.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/3996 
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changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.6 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/3997 
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entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.8 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/3998 
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flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 9.2 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/3999 
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attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Product: enterprise_linux_for_ibm_z_systems 

Affected Version(s): 7.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4000 
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attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4001 
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arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 9.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4002 
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configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 9.2 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4003 
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directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Product: enterprise_linux_for_ibm_z_systems_eus 

Affected Version(s): 9.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4004 
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directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.6 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4005 
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/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.8 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4006 
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f, which can be 

abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 9.2 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4007 
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abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Product: enterprise_linux_for_power_big_endian 

Affected Version(s): 7.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4008 
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abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Product: enterprise_linux_for_power_little_endian 

Affected Version(s): 7.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4009 
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abused to cause a 

local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4010 
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local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 9.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4011 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Product: enterprise_linux_for_power_little_endian_eus 

Affected Version(s): 9.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4012 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.8 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4013 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 9.2 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4014 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Product: enterprise_linux_for_scientific_computing 

Affected Version(s): 7.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4015 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Product: enterprise_linux_server 

Affected Version(s): 7.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4016 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Product: enterprise_linux_server_aus 

Affected Version(s): 8.6 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4017 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 9.2 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4018 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.2 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4019 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.4 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4020 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Product: 

enterprise_linux_server_for_power_little_endian_update_services_for_sap_solutions 

Affected Version(s): 9.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4021 
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local privilege 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.6 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4022 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.8 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4023 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3265 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 9.2 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4024 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3266 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.2 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4025 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.4 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4026 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.1 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4027 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Product: enterprise_linux_server_tus 

Affected Version(s): 8.6 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4028 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.8 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4029 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.2 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4030 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3272 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 8.4 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4031 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Product: enterprise_linux_server_update_services_for_sap_solutions 

Affected Version(s): 9.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4032 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Affected Version(s): 9.2 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4033 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Product: enterprise_linux_workstation 

Affected Version(s): 7.0 

Incorrect 

Authorizati

on 

23-Aug-2023 7.8 

A vulnerability was 

found in 

subscription-

manager that allows 

local privilege 

escalation due to 

inadequate 

authorization. The D-

Bus interface 

com.redhat.RHSM1 

exposes a significant 

number of methods 

to all users that 

could change the 

state of the 

registration. By using 

the 

com.redhat.RHSM1.C

onfig.SetAll() 

method, a low-

privileged local user 

could tamper with 

the state of the 

registration, by 

unregistering the 

system or by 

changing the current 

entitlements. This 

flaw allows an 

attacker to set 

arbitrary 

configuration 

directives for 

/etc/rhsm/rhsm.con

f, which can be 

abused to cause a 

local privilege 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4705, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4706, 

https://bugz

illa.redhat.co

m/show_bug

.cgi?id=2225

407, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4707, 

https://acce

ss.redhat.co

m/errata/R

HSA-

2023:4708 

O-RED-ENTE-

120923/4034 
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escalation to an 

unconfined root. 

CVE ID : CVE-2023-

3899 

Vendor: redlion 

Product: mbnet.rokey_rkh_210_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
O-RED-MBNE-

120923/4035 

Product: mbnet.rokey_rkh_216_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

N/A 
O-RED-MBNE-

120923/4036 
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Generation 

('Cross-site 

Scripting') 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Product: mbnet.rokey_rkh_235_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

N/A 
O-RED-MBNE-

120923/4037 
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attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Product: mbnet.rokey_rkh_259_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
O-RED-MBNE-

120923/4038 

Product: mbnet_mdh_811_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

N/A 
O-RED-MBNE-

120923/4039 
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Web Page 

Generation 

('Cross-site 

Scripting') 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Product: mbnet_mdh_816_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

N/A 
O-RED-MBNE-

120923/4040 
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attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Product: mbnet_mdh_831_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
O-RED-MBNE-

120923/4041 

Product: mbnet_mdh_835_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

N/A 
O-RED-MBNE-

120923/4042 
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Web Page 

Generation 

('Cross-site 

Scripting') 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Product: mbnet_mdh_841_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

N/A 
O-RED-MBNE-

120923/4043 
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attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Product: mbnet_mdh_850_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
O-RED-MBNE-

120923/4044 

Product: mbnet_mdh_855_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

N/A 
O-RED-MBNE-

120923/4045 
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Web Page 

Generation 

('Cross-site 

Scripting') 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Product: mbnet_mdh_858_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

N/A 
O-RED-MBNE-

120923/4046 
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attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Product: mbnet_mdh_859_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

N/A 
O-RED-MBNE-

120923/4047 

Product: mbnet_mdh_871_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

N/A 
O-RED-MBNE-

120923/4048 
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Web Page 

Generation 

('Cross-site 

Scripting') 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Product: mbnet_mdh_876_firmware 

Affected Version(s): * Up to (excluding) 7.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-Aug-2023 5.4 

A vulnerability in 

Red Lion Europe 

mbNET/mbNET.roke

y and Helmholz REX 

200 and REX 250 

devices with 

firmware lower 7.3.2 

allows an 

authenticated 

remote attacker to 

store an arbitrary 

JavaScript payload 

on the diagnosis 

page of the device. 

That page is loaded 

immediately after 

login in to the device 

and runs the stored 

payload, allowing the 

N/A 
O-RED-MBNE-

120923/4049 
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attacker to read and 

write browser data 

and reduce system 

performance. 

CVE ID : CVE-2023-

34412 

Vendor: ruijie 

Product: rg-eap101_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-E-

120923/4050 

Product: rg-eap101_v2_firmware 
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Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-E-

120923/4051 

Product: rg-eap102\(f\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

N/A 
O-RUI-RG-E-

120923/4052 
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d 

Injection') 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eap102_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

N/A 
O-RUI-RG-E-

120923/4053 
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and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eap102_v2_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
O-RUI-RG-E-

120923/4054 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eap162\(g\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-E-

120923/4055 

Product: rg-eap201_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

O-RUI-RG-E-

120923/4056 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eap202_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
O-RUI-RG-E-

120923/4057 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eap212\(f\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
O-RUI-RG-E-

120923/4058 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eap212\(g\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-E-

120923/4059 
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Product: rg-eap262\(g\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-E-

120923/4060 

Product: rg-eap602_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
O-RUI-RG-E-

120923/4061 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eap662\(g\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
O-RUI-RG-E-

120923/4062 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3296 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eg105g-e_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
O-RUI-RG-E-

120923/4063 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eg105g-pe_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-E-

120923/4064 

Product: rg-eg105g_v2_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

O-RUI-RG-E-

120923/4065 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eg210g-e_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
O-RUI-RG-E-

120923/4066 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eg210g-pe_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
O-RUI-RG-E-

120923/4067 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-eg210g-p_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-E-

120923/4068 
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Product: rg-ew1200g_pro_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-E-

120923/4069 

Product: rg-ew1200r_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
O-RUI-RG-E-

120923/4070 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-ew1200_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
O-RUI-RG-E-

120923/4071 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-ew1300g_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
O-RUI-RG-E-

120923/4072 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-ew1800gx_pro_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-E-

120923/4073 

Product: rg-ew3000gx_pro_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

O-RUI-RG-E-

120923/4074 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-ew300r_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
O-RUI-RG-E-

120923/4075 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-ew300_pro_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
O-RUI-RG-E-

120923/4076 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-ew3200gx_pro_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-E-

120923/4077 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3308 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Product: rg-nb3200-24gt4xs_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-N-

120923/4078 

Product: rg-nbc256_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
O-RUI-RG-N-

120923/4079 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbc512_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
O-RUI-RG-N-

120923/4080 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs1850gc_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
O-RUI-RG-N-

120923/4081 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs1850gc_v2_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-N-

120923/4082 

Product: rg-nbs2000_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

O-RUI-RG-N-

120923/4083 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs2009g-p_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
O-RUI-RG-N-

120923/4084 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs200_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
O-RUI-RG-N-

120923/4085 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3314 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs2026g-p_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-N-

120923/4086 
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Product: rg-nbs2026g_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-N-

120923/4087 

Product: rg-nbs226f_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
O-RUI-RG-N-

120923/4088 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs228f_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
O-RUI-RG-N-

120923/4089 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs252f_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
O-RUI-RG-N-

120923/4090 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs3100-24gt4sfp-p_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-N-

120923/4091 

Product: rg-nbs3100-24gt4sfp-p_v2_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

O-RUI-RG-N-

120923/4092 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs3100-24gt4sfp_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
O-RUI-RG-N-

120923/4093 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs3100-48gt4sfp_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
O-RUI-RG-N-

120923/4094 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs3100-8gt2sfp-p_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-N-

120923/4095 
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Product: rg-nbs3100-8gt2sfp_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-N-

120923/4096 

Product: rg-nbs3200-24gt4xs-p_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
O-RUI-RG-N-

120923/4097 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3323 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs3200-24sfp\/8gt4xs_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
O-RUI-RG-N-

120923/4098 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs3200-48gt4xs-p_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
O-RUI-RG-N-

120923/4099 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs3200-48gt4xs_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-N-

120923/4100 

Product: rg-nbs5100-24gt4sfp_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

O-RUI-RG-N-

120923/4101 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5100-48gt4sfp_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
O-RUI-RG-N-

120923/4102 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5200-24gt4x_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
O-RUI-RG-N-

120923/4103 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5200-24sfp\/8gt4xs_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-N-

120923/4104 
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Product: rg-nbs5200-48gt4xs_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-N-

120923/4105 

Product: rg-nbs5300-48mg6xs_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
O-RUI-RG-N-

120923/4106 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5528xg_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
O-RUI-RG-N-

120923/4107 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5552xg_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
O-RUI-RG-N-

120923/4108 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5552xg_v2.0_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-N-

120923/4109 

Product: rg-nbs5628xg_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

O-RUI-RG-N-

120923/4110 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5652xg_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
O-RUI-RG-N-

120923/4111 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5710-24gt4sfp-e-p_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
O-RUI-RG-N-

120923/4112 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5710-24gt4sfp-e_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-N-

120923/4113 
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Product: rg-nbs5710-48gt4sfp-e_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-N-

120923/4114 

Product: rg-nbs5750-28gt4xs-e_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
O-RUI-RG-N-

120923/4115 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5750v2-24gt4xs-e_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
O-RUI-RG-N-

120923/4116 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5750v2-24sfp4xs-e_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
O-RUI-RG-N-

120923/4117 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs5750v2-48gt4xs-e_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-N-

120923/4118 

Product: rg-nbs5816xs_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

O-RUI-RG-N-

120923/4119 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs6002_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
O-RUI-RG-N-

120923/4120 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs6100-20xs4vs2qxs-s_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
O-RUI-RG-N-

120923/4121 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-nbs7003_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-N-

120923/4122 
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Product: rg-nbs7006_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-N-

120923/4123 

Product: rg-rap100_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
O-RUI-RG-R-

120923/4124 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap1200\(e\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
O-RUI-RG-R-

120923/4125 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap1200\(f\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
O-RUI-RG-R-

120923/4126 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap120v2_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-R-

120923/4127 

Product: rg-rap120_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

O-RUI-RG-R-

120923/4128 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap1260\(g\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
O-RUI-RG-R-

120923/4129 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap2200\(e\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
O-RUI-RG-R-

120923/4130 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap2200\(f\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-R-

120923/4131 
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Product: rg-rap2200\(g\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-R-

120923/4132 

Product: rg-rap2260\(e\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
O-RUI-RG-R-

120923/4133 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap2260\(g\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
O-RUI-RG-R-

120923/4134 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap6260\(g\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
O-RUI-RG-R-

120923/4135 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap6261\(cd\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-R-

120923/4136 

Product: rg-rap6261\(e\)_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat
17-Aug-2023 8.8 A command injection 

vulnerability in RG-
N/A 

O-RUI-RG-R-

120923/4137 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap630cd_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

N/A 
O-RUI-RG-R-

120923/4138 
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routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-rap630ioda_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

N/A 
O-RUI-RG-R-

120923/4139 
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attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-s1930-24gt4sfp_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-S-

120923/4140 
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Product: rg-s1930-24t4sfp-p_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-S-

120923/4141 

Product: rg-s1930-24t4sfp_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

N/A 
O-RUI-RG-S-

120923/4142 
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('Comman

d 

Injection') 

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-s1930-8gt2sfp-p_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

N/A 
O-RUI-RG-S-

120923/4143 
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v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-s1930-8gt2sfp_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

N/A 
O-RUI-RG-S-

120923/4144 
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bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

Product: rg-s1930-8t2sfp-p_firmware 

Affected Version(s): 3.0\\(1\\)b11p219 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-Aug-2023 8.8 

A command injection 

vulnerability in RG-

EW series home 

routers and 

repeaters 

v.EW_3.0(1)B11P21

9, RG-NBS and RG-

S1930 series 

switches 

v.SWITCH_3.0(1)B11

P219, RG-EG series 

business VPN 

routers 

v.EG_3.0(1)B11P219, 

EAP and RAP series 

wireless access 

points 

v.AP_3.0(1)B11P219, 

and NBC series 

wireless controllers 

v.AC_3.0(1)B11P219 

allows an authorized 

attacker to execute 

arbitrary commands 

on remote devices by 

sending a POST 

request to /cgi-

bin/luci/api/cmd via 

the remoteIp field. 

CVE ID : CVE-2023-

38902 

N/A 
O-RUI-RG-S-

120923/4145 

Vendor: ruijienetworks 

Product: rg-ew1200g_firmware 

Affected Version(s): 07161417_r483 
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Improper 

Authentica

tion 

18-Aug-2023 8.8 

A vulnerability was 

found in Ruijie RG-

EW1200G 07161417 

r483. It has been 

rated as critical. 

Affected by this issue 

is some unknown 

functionality of the 

file /api/sys/login. 

The manipulation 

leads to improper 

authentication. The 

attack may be 

launched remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. VDB-237518 is 

the identifier 

assigned to this 

vulnerability. NOTE: 

The vendor was 

contacted early 

about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4415 

N/A 
O-RUI-RG-E-

120923/4146 

Vendor: saho 

Product: adm-100fp_firmware 

Affected Version(s): q20100602 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

28-Aug-2023 9.8 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP has 

insufficient filtering 

for special characters 

and file type within 

their file uploading 

function. A 

unauthenticate 

remote attacker 

N/A 
O-SAH-ADM--

120923/4147 
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authenticated can 

upload and execute 

arbitrary files to 

perform arbitrary 

system commands or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38029 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 9.1 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have 

insufficient 

authentication. An 

unauthenticated 

remote attacker can 

exploit this 

vulnerability to 

bypass 

authentication to 

read system 

information and 

operate user's data,  

but can’t control 

system or disrupt 

service. 

 

 

CVE ID : CVE-2023-

38028 

N/A 
O-SAH-ADM--

120923/4148 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 7.5 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have a 

vulnerability of 

missing 

authentication for 

critical functions. An 

unauthenticated 

N/A 
O-SAH-ADM--

120923/4149 
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remote attacker can 

execute system 

commands in partial 

website URLs to read 

sensitive device 

information without 

permissions. 

 

 

CVE ID : CVE-2023-

38030 

Affected Version(s): t17041702 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

28-Aug-2023 9.8 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP has 

insufficient filtering 

for special characters 

and file type within 

their file uploading 

function. A 

unauthenticate 

remote attacker 

authenticated can 

upload and execute 

arbitrary files to 

perform arbitrary 

system commands or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38029 

N/A 
O-SAH-ADM--

120923/4150 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 9.1 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have 

insufficient 

authentication. An 

unauthenticated 

N/A 
O-SAH-ADM--

120923/4151 
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remote attacker can 

exploit this 

vulnerability to 

bypass 

authentication to 

read system 

information and 

operate user's data,  

but can’t control 

system or disrupt 

service. 

 

 

CVE ID : CVE-2023-

38028 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 7.5 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have a 

vulnerability of 

missing 

authentication for 

critical functions. An 

unauthenticated 

remote attacker can 

execute system 

commands in partial 

website URLs to read 

sensitive device 

information without 

permissions. 

 

 

CVE ID : CVE-2023-

38030 

N/A 
O-SAH-ADM--

120923/4152 

Affected Version(s): t18051803 

Unrestricte

d Upload of 

File with 

28-Aug-2023 9.8 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP has 

N/A 
O-SAH-ADM--

120923/4153 
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Dangerous 

Type 

insufficient filtering 

for special characters 

and file type within 

their file uploading 

function. A 

unauthenticate 

remote attacker 

authenticated can 

upload and execute 

arbitrary files to 

perform arbitrary 

system commands or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38029 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 9.1 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have 

insufficient 

authentication. An 

unauthenticated 

remote attacker can 

exploit this 

vulnerability to 

bypass 

authentication to 

read system 

information and 

operate user's data,  

but can’t control 

system or disrupt 

service. 

 

 

CVE ID : CVE-2023-

38028 

N/A 
O-SAH-ADM--

120923/4154 

Missing 

Authentica
28-Aug-2023 7.5  N/A 

O-SAH-ADM--

120923/4155 
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tion for 

Critical 

Function 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have a 

vulnerability of 

missing 

authentication for 

critical functions. An 

unauthenticated 

remote attacker can 

execute system 

commands in partial 

website URLs to read 

sensitive device 

information without 

permissions. 

 

 

CVE ID : CVE-2023-

38030 

Affected Version(s): t190 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

28-Aug-2023 9.8 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP has 

insufficient filtering 

for special characters 

and file type within 

their file uploading 

function. A 

unauthenticate 

remote attacker 

authenticated can 

upload and execute 

arbitrary files to 

perform arbitrary 

system commands or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38029 

N/A 
O-SAH-ADM--

120923/4156 
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Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 9.1 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have 

insufficient 

authentication. An 

unauthenticated 

remote attacker can 

exploit this 

vulnerability to 

bypass 

authentication to 

read system 

information and 

operate user's data,  

but can’t control 

system or disrupt 

service. 

 

 

CVE ID : CVE-2023-

38028 

N/A 
O-SAH-ADM--

120923/4157 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 7.5 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have a 

vulnerability of 

missing 

authentication for 

critical functions. An 

unauthenticated 

remote attacker can 

execute system 

commands in partial 

website URLs to read 

sensitive device 

information without 

permissions. 

 

 

N/A 
O-SAH-ADM--

120923/4158 
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CVE ID : CVE-2023-

38030 

Product: adm-100_firmware 

Affected Version(s): q20100602 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

28-Aug-2023 9.8 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP has 

insufficient filtering 

for special characters 

and file type within 

their file uploading 

function. A 

unauthenticate 

remote attacker 

authenticated can 

upload and execute 

arbitrary files to 

perform arbitrary 

system commands or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38029 

N/A 
O-SAH-ADM--

120923/4159 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 9.1 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have 

insufficient 

authentication. An 

unauthenticated 

remote attacker can 

exploit this 

vulnerability to 

bypass 

authentication to 

read system 

information and 

operate user's data,  

but can’t control 

N/A 
O-SAH-ADM--

120923/4160 
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system or disrupt 

service. 

 

 

CVE ID : CVE-2023-

38028 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 7.5 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have a 

vulnerability of 

missing 

authentication for 

critical functions. An 

unauthenticated 

remote attacker can 

execute system 

commands in partial 

website URLs to read 

sensitive device 

information without 

permissions. 

 

 

CVE ID : CVE-2023-

38030 

N/A 
O-SAH-ADM--

120923/4161 

Affected Version(s): t17041702 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

28-Aug-2023 9.8 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP has 

insufficient filtering 

for special characters 

and file type within 

their file uploading 

function. A 

unauthenticate 

remote attacker 

authenticated can 

upload and execute 

N/A 
O-SAH-ADM--

120923/4162 
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arbitrary files to 

perform arbitrary 

system commands or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38029 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 9.1 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have 

insufficient 

authentication. An 

unauthenticated 

remote attacker can 

exploit this 

vulnerability to 

bypass 

authentication to 

read system 

information and 

operate user's data,  

but can’t control 

system or disrupt 

service. 

 

 

CVE ID : CVE-2023-

38028 

N/A 
O-SAH-ADM--

120923/4163 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 7.5 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have a 

vulnerability of 

missing 

authentication for 

critical functions. An 

unauthenticated 

remote attacker can 

execute system 

N/A 
O-SAH-ADM--

120923/4164 
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commands in partial 

website URLs to read 

sensitive device 

information without 

permissions. 

 

 

CVE ID : CVE-2023-

38030 

Affected Version(s): t18051803 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

28-Aug-2023 9.8 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP has 

insufficient filtering 

for special characters 

and file type within 

their file uploading 

function. A 

unauthenticate 

remote attacker 

authenticated can 

upload and execute 

arbitrary files to 

perform arbitrary 

system commands or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38029 

N/A 
O-SAH-ADM--

120923/4165 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 9.1 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have 

insufficient 

authentication. An 

unauthenticated 

remote attacker can 

exploit this 

N/A 
O-SAH-ADM--

120923/4166 
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vulnerability to 

bypass 

authentication to 

read system 

information and 

operate user's data,  

but can’t control 

system or disrupt 

service. 

 

 

CVE ID : CVE-2023-

38028 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 7.5 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have a 

vulnerability of 

missing 

authentication for 

critical functions. An 

unauthenticated 

remote attacker can 

execute system 

commands in partial 

website URLs to read 

sensitive device 

information without 

permissions. 

 

 

CVE ID : CVE-2023-

38030 

N/A 
O-SAH-ADM--

120923/4167 

Affected Version(s): t190 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

28-Aug-2023 9.8 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP has 

insufficient filtering 

for special characters 

N/A 
O-SAH-ADM--

120923/4168 
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and file type within 

their file uploading 

function. A 

unauthenticate 

remote attacker 

authenticated can 

upload and execute 

arbitrary files to 

perform arbitrary 

system commands or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38029 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 9.1 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have 

insufficient 

authentication. An 

unauthenticated 

remote attacker can 

exploit this 

vulnerability to 

bypass 

authentication to 

read system 

information and 

operate user's data,  

but can’t control 

system or disrupt 

service. 

 

 

CVE ID : CVE-2023-

38028 

N/A 
O-SAH-ADM--

120923/4169 

Missing 

Authentica

tion for 

28-Aug-2023 7.5 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have a 

N/A 
O-SAH-ADM--

120923/4170 
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Critical 

Function 

vulnerability of 

missing 

authentication for 

critical functions. An 

unauthenticated 

remote attacker can 

execute system 

commands in partial 

website URLs to read 

sensitive device 

information without 

permissions. 

 

 

CVE ID : CVE-2023-

38030 

Affected Version(s): 0.0.4.0 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

28-Aug-2023 9.8 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP has 

insufficient filtering 

for special characters 

and file type within 

their file uploading 

function. A 

unauthenticate 

remote attacker 

authenticated can 

upload and execute 

arbitrary files to 

perform arbitrary 

system commands or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38029 

N/A 
O-SAH-ADM--

120923/4171 

Missing 

Authentica

tion for 

28-Aug-2023 9.1  N/A 
O-SAH-ADM--

120923/4172 
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Critical 

Function 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have 

insufficient 

authentication. An 

unauthenticated 

remote attacker can 

exploit this 

vulnerability to 

bypass 

authentication to 

read system 

information and 

operate user's data,  

but can’t control 

system or disrupt 

service. 

 

 

CVE ID : CVE-2023-

38028 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 7.5 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have a 

vulnerability of 

missing 

authentication for 

critical functions. An 

unauthenticated 

remote attacker can 

execute system 

commands in partial 

website URLs to read 

sensitive device 

information without 

permissions. 

 

 

CVE ID : CVE-2023-

38030 

N/A 
O-SAH-ADM--

120923/4173 
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Affected Version(s): 0.0.4.3 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

28-Aug-2023 9.8 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP has 

insufficient filtering 

for special characters 

and file type within 

their file uploading 

function. A 

unauthenticate 

remote attacker 

authenticated can 

upload and execute 

arbitrary files to 

perform arbitrary 

system commands or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38029 

N/A 
O-SAH-ADM--

120923/4174 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 9.1 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have 

insufficient 

authentication. An 

unauthenticated 

remote attacker can 

exploit this 

vulnerability to 

bypass 

authentication to 

read system 

information and 

operate user's data,  

but can’t control 

system or disrupt 

service. 

 

N/A 
O-SAH-ADM--

120923/4175 
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CVE ID : CVE-2023-

38028 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 7.5 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have a 

vulnerability of 

missing 

authentication for 

critical functions. An 

unauthenticated 

remote attacker can 

execute system 

commands in partial 

website URLs to read 

sensitive device 

information without 

permissions. 

 

 

CVE ID : CVE-2023-

38030 

N/A 
O-SAH-ADM--

120923/4176 

Affected Version(s): 0.0.4.6 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

28-Aug-2023 9.8 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP has 

insufficient filtering 

for special characters 

and file type within 

their file uploading 

function. A 

unauthenticate 

remote attacker 

authenticated can 

upload and execute 

arbitrary files to 

perform arbitrary 

system commands or 

disrupt service. 

N/A 
O-SAH-ADM--

120923/4177 
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CVE ID : CVE-2023-

38029 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 9.1 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have 

insufficient 

authentication. An 

unauthenticated 

remote attacker can 

exploit this 

vulnerability to 

bypass 

authentication to 

read system 

information and 

operate user's data,  

but can’t control 

system or disrupt 

service. 

 

 

CVE ID : CVE-2023-

38028 

N/A 
O-SAH-ADM--

120923/4178 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 7.5 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have a 

vulnerability of 

missing 

authentication for 

critical functions. An 

unauthenticated 

remote attacker can 

execute system 

commands in partial 

website URLs to read 

sensitive device 

N/A 
O-SAH-ADM--

120923/4179 
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information without 

permissions. 

 

 

CVE ID : CVE-2023-

38030 

Affected Version(s): 0.0.4.8 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

28-Aug-2023 9.8 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP has 

insufficient filtering 

for special characters 

and file type within 

their file uploading 

function. A 

unauthenticate 

remote attacker 

authenticated can 

upload and execute 

arbitrary files to 

perform arbitrary 

system commands or 

disrupt service. 

 

 

CVE ID : CVE-2023-

38029 

N/A 
O-SAH-ADM--

120923/4180 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 9.1 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have 

insufficient 

authentication. An 

unauthenticated 

remote attacker can 

exploit this 

vulnerability to 

bypass 

authentication to 

N/A 
O-SAH-ADM--

120923/4181 
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read system 

information and 

operate user's data,  

but can’t control 

system or disrupt 

service. 

 

 

CVE ID : CVE-2023-

38028 

Missing 

Authentica

tion for 

Critical 

Function 

28-Aug-2023 7.5 

 

Saho’s attendance 

devices ADM100 and 

ADM-100FP have a 

vulnerability of 

missing 

authentication for 

critical functions. An 

unauthenticated 

remote attacker can 

execute system 

commands in partial 

website URLs to read 

sensitive device 

information without 

permissions. 

 

 

CVE ID : CVE-2023-

38030 

N/A 
O-SAH-ADM--

120923/4182 

Vendor: Samsung 

Product: exynos_1080_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

O-SAM-EXYN-

120923/4183 
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Buffer 

Overflow') 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

security-

updates/ 

Product: exynos_1280_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

O-SAM-EXYN-

120923/4184 

Product: exynos_1330_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

O-SAM-EXYN-

120923/4185 
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Buffer 

Overflow') 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

security-

updates/ 

Product: exynos_1380_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

O-SAM-EXYN-

120923/4186 

Product: exynos_2100_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

O-SAM-EXYN-

120923/4187 
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1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

Product: exynos_2200_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

O-SAM-EXYN-

120923/4188 

Product: exynos_850_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

O-SAM-EXYN-

120923/4189 
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W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

Product: exynos_9110_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

O-SAM-EXYN-

120923/4190 

Product: exynos_9610_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

O-SAM-EXYN-

120923/4191 
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handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

Product: exynos_980_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

O-SAM-EXYN-

120923/4192 

Product: exynos_9810_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

O-SAM-EXYN-

120923/4193 
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length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

Product: exynos_9820_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

O-SAM-EXYN-

120923/4194 

Product: exynos_w920_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

28-Aug-2023 7.5 

An issue was 

discovered in 

Samsung Exynos 

Mobile Processor 

and Wearable 

Processor 9810, 

9610, 9820, 980, 

850, 1080, 2100, 

2200, 1280, 1380, 

1330, 9110, and 

W920. Improper 

handling of PPP 

length parameter 

https://semi

conductor.sa

msung.com/

support/qua

lity-

support/pro

duct-

security-

updates/ 

O-SAM-EXYN-

120923/4195 
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inconsistency can 

cause an infinite 

loop. 

CVE ID : CVE-2023-

36481 

Vendor: sick 

Product: lms500_firmware 

Affected Version(s): * 

Use of 

Hard-

coded 

Credentials 

24-Aug-2023 8.8 

The LMS5xx uses 

hard-coded 

credentials, which 

potentially allow 

low-skilled 

unauthorized remote 

attackers to 

reconfigure settings 

and /or disrupt the 

functionality of the 

device. 

CVE ID : CVE-2023-

4419 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

O-SIC-LMS5-

120923/4196 

Use of 

Password 

Hash With 

Insufficient 

Computati

onal Effort 

24-Aug-2023 7.5 

The LMS5xx uses 

weak hash 

generation methods, 

resulting in the 

creation of insecure 

hashs. If an attacker 

manages to retrieve 

the hash, it could 

lead to collision 

attacks and the 

potential retrieval of 

the password. 

CVE ID : CVE-2023-

31412 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

O-SIC-LMS5-

120923/4197 

Uncontroll

ed 

Resource 

Consumpti

on 

24-Aug-2023 7.5 

A remote 

unprivileged 

attacker can sent 

multiple packages to 

the LMS5xx to 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

O-SIC-LMS5-

120923/4198 
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disrupt its 

availability through a 

TCP SYN-based 

denial-of-service 

(DDoS) attack.  

By exploiting this 

vulnerability, an 

attacker can flood 

the targeted LMS5xx 

with a high volume 

of TCP SYN requests, 

overwhelming its 

resources and 

causing it to become 

unresponsive or 

unavailable for 

legitimate users. 

CVE ID : CVE-2023-

4418 

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

Missing 

Encryption 

of Sensitive 

Data 

24-Aug-2023 7.4 

A remote 

unprivileged 

attacker can 

intercept the 

communication via 

e.g. Man-In-The-

Middle, due to the 

absence of Transport 

Layer Security (TLS) 

in the SICK LMS5xx. 

This lack of 

encryption in the 

communication 

channel can lead to 

the unauthorized 

disclosure of 

sensitive 

information. The 

attacker can exploit 

this weakness to 

eavesdrop on the 

communication 

between the LMS5xx 

and the Client, and 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

O-SIC-LMS5-

120923/4199 
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potentially 

manipulate the data 

being transmitted. 

CVE ID : CVE-2023-

4420 

Product: lms511_firmware 

Affected Version(s): * 

Use of 

Hard-

coded 

Credentials 

24-Aug-2023 8.8 

The LMS5xx uses 

hard-coded 

credentials, which 

potentially allow 

low-skilled 

unauthorized remote 

attackers to 

reconfigure settings 

and /or disrupt the 

functionality of the 

device. 

CVE ID : CVE-2023-

4419 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

O-SIC-LMS5-

120923/4200 

Use of 

Password 

Hash With 

Insufficient 

Computati

onal Effort 

24-Aug-2023 7.5 

The LMS5xx uses 

weak hash 

generation methods, 

resulting in the 

creation of insecure 

hashs. If an attacker 

manages to retrieve 

the hash, it could 

lead to collision 

attacks and the 

potential retrieval of 

the password. 

CVE ID : CVE-2023-

31412 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

O-SIC-LMS5-

120923/4201 

Uncontroll

ed 

Resource 

Consumpti

on 

24-Aug-2023 7.5 

A remote 

unprivileged 

attacker can sent 

multiple packages to 

the LMS5xx to 

disrupt its 

availability through a 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

O-SIC-LMS5-

120923/4202 
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TCP SYN-based 

denial-of-service 

(DDoS) attack.  

By exploiting this 

vulnerability, an 

attacker can flood 

the targeted LMS5xx 

with a high volume 

of TCP SYN requests, 

overwhelming its 

resources and 

causing it to become 

unresponsive or 

unavailable for 

legitimate users. 

CVE ID : CVE-2023-

4418 

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

Missing 

Encryption 

of Sensitive 

Data 

24-Aug-2023 7.4 

A remote 

unprivileged 

attacker can 

intercept the 

communication via 

e.g. Man-In-The-

Middle, due to the 

absence of Transport 

Layer Security (TLS) 

in the SICK LMS5xx. 

This lack of 

encryption in the 

communication 

channel can lead to 

the unauthorized 

disclosure of 

sensitive 

information. The 

attacker can exploit 

this weakness to 

eavesdrop on the 

communication 

between the LMS5xx 

and the Client, and 

potentially 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

O-SIC-LMS5-

120923/4203 
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manipulate the data 

being transmitted. 

CVE ID : CVE-2023-

4420 

Product: lms531_firmware 

Affected Version(s): * 

Use of 

Hard-

coded 

Credentials 

24-Aug-2023 8.8 

The LMS5xx uses 

hard-coded 

credentials, which 

potentially allow 

low-skilled 

unauthorized remote 

attackers to 

reconfigure settings 

and /or disrupt the 

functionality of the 

device. 

CVE ID : CVE-2023-

4419 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

O-SIC-LMS5-

120923/4204 

Use of 

Password 

Hash With 

Insufficient 

Computati

onal Effort 

24-Aug-2023 7.5 

The LMS5xx uses 

weak hash 

generation methods, 

resulting in the 

creation of insecure 

hashs. If an attacker 

manages to retrieve 

the hash, it could 

lead to collision 

attacks and the 

potential retrieval of 

the password. 

CVE ID : CVE-2023-

31412 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

O-SIC-LMS5-

120923/4205 

Uncontroll

ed 

Resource 

Consumpti

on 

24-Aug-2023 7.5 

A remote 

unprivileged 

attacker can sent 

multiple packages to 

the LMS5xx to 

disrupt its 

availability through a 

TCP SYN-based 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

O-SIC-LMS5-

120923/4206 
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denial-of-service 

(DDoS) attack.  

By exploiting this 

vulnerability, an 

attacker can flood 

the targeted LMS5xx 

with a high volume 

of TCP SYN requests, 

overwhelming its 

resources and 

causing it to become 

unresponsive or 

unavailable for 

legitimate users. 

CVE ID : CVE-2023-

4418 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

Missing 

Encryption 

of Sensitive 

Data 

24-Aug-2023 7.4 

A remote 

unprivileged 

attacker can 

intercept the 

communication via 

e.g. Man-In-The-

Middle, due to the 

absence of Transport 

Layer Security (TLS) 

in the SICK LMS5xx. 

This lack of 

encryption in the 

communication 

channel can lead to 

the unauthorized 

disclosure of 

sensitive 

information. The 

attacker can exploit 

this weakness to 

eavesdrop on the 

communication 

between the LMS5xx 

and the Client, and 

potentially 

manipulate the data 

being transmitted. 

https://sick.

com/psirt, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.json, 

https://sick.

com/.well-

known/csaf/

white/2023/

sca-2023-

0007.pdf 

O-SIC-LMS5-

120923/4207 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3393 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2023-

4420 

Vendor: Supermicro 

Product: h11dsi-nt_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H11D-

120923/4208 

Product: h11dsi_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H11D-

120923/4209 

Product: h11dst-b_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

https://ww

w.supermicr

o.com/en/su

pport/securi

O-SUP-H11D-

120923/4210 
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allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

ty_BIOS_Aug

_2023 

Product: h11dsu-in_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H11D-

120923/4211 

Product: h12dgo-6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12D-

120923/4212 

Product: h12dgq-nt6_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12D-

120923/4213 

Product: h12dsg-o-cpu_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12D-

120923/4214 

Product: h12dsg-q-cpu6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12D-

120923/4215 
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CVE ID : CVE-2023-

34853 

Product: h12dsi-n6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12D-

120923/4216 

Product: h12dsi-nt6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12D-

120923/4217 

Product: h12dst-b_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12D-

120923/4218 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: h12dsu-inr_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12D-

120923/4219 

Product: h12dsu-in_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12D-

120923/4220 

Product: h12ssff-an6_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12S-

120923/4221 

Product: h12ssfr-an6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12S-

120923/4222 

Product: h12ssg-an6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12S-

120923/4223 
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CVE ID : CVE-2023-

34853 

Product: h12ssg-anp6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12S-

120923/4224 

Product: h12ssl-ct_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12S-

120923/4225 

Product: h12ssl-c_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12S-

120923/4226 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: h12ssl-i_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12S-

120923/4227 

Product: h12ssl-nt_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12S-

120923/4228 

Product: h12sst-ps_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12S-

120923/4229 

Product: h12ssw-an6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12S-

120923/4230 

Product: h12ssw-inl_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12S-

120923/4231 
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CVE ID : CVE-2023-

34853 

Product: h12ssw-inr_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12S-

120923/4232 

Product: h12ssw-in_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12S-

120923/4233 

Product: h12ssw-ntl_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12S-

120923/4234 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: h12ssw-ntr_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12S-

120923/4235 

Product: h12ssw-nt_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H12S-

120923/4236 

Product: h13dsg-o-cpu-d_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H13D-

120923/4237 

Product: h13dsg-o-cpu_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H13D-

120923/4238 

Product: h13dsh_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H13D-

120923/4239 
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CVE ID : CVE-2023-

34853 

Product: h13sae-mf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H13S-

120923/4240 

Product: h13srd-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H13S-

120923/4241 

Product: h13ssf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H13S-

120923/4242 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: h13ssh_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H13S-

120923/4243 

Product: h13ssl-nt_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H13S-

120923/4244 

Product: h13ssl-n_firmware 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3407 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H13S-

120923/4245 

Product: h13sst-gc_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H13S-

120923/4246 

Product: h13sst-g_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H13S-

120923/4247 
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CVE ID : CVE-2023-

34853 

Product: h13ssw_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-H13S-

120923/4248 

Product: x11dac_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4249 

Product: x11dai-n_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4250 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11ddw-l_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4251 

Product: x11ddw-nt_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4252 

Product: x11dgo-t_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4253 

Product: x11dgq_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4254 

Product: x11dpff-sn_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4255 
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CVE ID : CVE-2023-

34853 

Product: x11dpfr-sn_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4256 

Product: x11dpfr-s_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4257 

Product: x11dpg-ot-cpu_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4258 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11dpg-qt_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4259 

Product: x11dpg-sn_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4260 

Product: x11dph-i_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4261 

Product: x11dph-tq_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4262 

Product: x11dph-t_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4263 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3414 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2023-

34853 

Product: x11dpi-nt_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4264 

Product: x11dpi-n_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4265 

Product: x11dpl-i_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4266 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11dps-re_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4267 

Product: x11dpt-bh_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4268 

Product: x11dpt-b_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4269 

Product: x11dpt-l_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4270 

Product: x11dpt-ps_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4271 
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CVE ID : CVE-2023-

34853 

Product: x11dpu-v_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4272 

Product: x11dpu-xll_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4273 

Product: x11dpu-x_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4274 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11dpu-ze\+_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4275 

Product: x11dpu-z\+_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4276 

Product: x11dpu_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4277 

Product: x11dpx-t_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4278 

Product: x11dsc\+_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4279 
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CVE ID : CVE-2023-

34853 

Product: x11dsf-e_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4280 

Product: x11dsn-tsq_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4281 

Product: x11dsn-ts_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11D-

120923/4282 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11opi-cpu_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11O-

120923/4283 

Product: x11qph\+_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11Q-

120923/4284 

Product: x11sae_firmware 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3422 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4285 

Product: x11sae_m_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4286 

Product: x11sat_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4287 
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CVE ID : CVE-2023-

34853 

Product: x11sba_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4288 

Product: x11sca-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4289 

Product: x11sca-w_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4290 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11sca_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4291 

Product: x11scd-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4292 

Product: x11sch-f_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4293 

Product: x11sch-ln4f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4294 

Product: x11scl-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4295 
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CVE ID : CVE-2023-

34853 

Product: x11scl-if_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4296 

Product: x11scl-ln4f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4297 

Product: x11scm-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4298 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11scm-ln8f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4299 

Product: x11scw-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4300 

Product: x11sdd-18c-f_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4301 

Product: x11sdd-8c-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4302 

Product: x11sds-12c_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4303 
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CVE ID : CVE-2023-

34853 

Product: x11sds-16c_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4304 

Product: x11sds-8c_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4305 

Product: x11spa-tf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4306 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11spa-t_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4307 

Product: x11spg-tf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4308 

Product: x11sph-nctf_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

120923/4309 

Product: x11sph-nctpf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4310 

Product: x11spi-tf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4311 
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CVE ID : CVE-2023-

34853 

Product: x11spl-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4312 

Product: x11spm-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4313 

Product: x11spm-tf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4314 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11spm-tpf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4315 

Product: x11spw-ctf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4316 

Product: x11spw-tf_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4317 

Product: x11sra_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4318 

Product: x11sri-if_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4319 
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CVE ID : CVE-2023-

34853 

Product: x11srl-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4320 

Product: x11srm-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4321 

Product: x11srm-vf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4322 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11srm_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4323 

Product: x11ssd-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4324 

Product: x11sse-f_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4325 

Product: x11ssh-ctf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4326 

Product: x11ssh-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4327 
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CVE ID : CVE-2023-

34853 

Product: x11ssh-gf-1585l_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4328 

Product: x11ssh-gf-1585_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4329 

Product: x11ssh-gtf-1585l_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4330 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11ssh-gtf-1585_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4331 

Product: x11ssh-ln4f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4332 

Product: x11ssh-tf_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4333 

Product: x11ssi-ln4f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4334 

Product: x11ssl-cf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4335 
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CVE ID : CVE-2023-

34853 

Product: x11ssl-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4336 

Product: x11ssl-nf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4337 

Product: x11ssl_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4338 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11ssm-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4339 

Product: x11ssm_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4340 

Product: x11ssn_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4341 

Product: x11ssql_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4342 

Product: x11ssq_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4343 
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CVE ID : CVE-2023-

34853 

Product: x11ssv-lvds_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4344 

Product: x11ssv-q_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4345 

Product: x11ssv_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4346 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x11ssw-4tf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4347 

Product: x11ssw-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4348 

Product: x11ssw-tf_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4349 

Product: x11ssz-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4350 

Product: x11ssz-tln4f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4351 
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CVE ID : CVE-2023-

34853 

Product: x11ssz_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X11S-

130923/4352 

Product: x12dai-n6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4353 

Product: x12ddw-a6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4354 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12dgo-6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4355 

Product: x12dgq-r_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4356 

Product: x12dgu_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4357 

Product: x12dhm-6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4358 

Product: x12dpd-a6m25_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4359 
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CVE ID : CVE-2023-

34853 

Product: x12dpfr-an6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4360 

Product: x12dpg-ar_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4361 

Product: x12dpg-oa6-gd2_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4362 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12dpg-oa6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4363 

Product: x12dpg-qbt6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4364 

Product: x12dpg-qr_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4365 

Product: x12dpg-qt6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4366 

Product: x12dpg-u6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4367 
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CVE ID : CVE-2023-

34853 

Product: x12dpi-n6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4368 

Product: x12dpi-nt6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4369 

Product: x12dpl-i6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4370 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3454 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12dpl-nt6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4371 

Product: x12dpt-b6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4372 

Product: x12dpt-pt46_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4373 

Product: x12dpt-pt6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4374 

Product: x12dpu-6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4375 
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CVE ID : CVE-2023-

34853 

Product: x12dsc-6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12D-

130923/4376 

Product: x12qch\+_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12Q-

130923/4377 

Product: x12sae-5_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4378 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12sae_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4379 

Product: x12sca-5f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4380 

Product: x12sca-f_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4381 

Product: x12scq_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4382 

Product: x12scv-lvds_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4383 
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CVE ID : CVE-2023-

34853 

Product: x12scv-w_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4384 

Product: x12scz-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4385 

Product: x12scz-qf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4386 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3460 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12scz-tln4f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4387 

Product: x12sdv-10c-sp6f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4388 

Product: x12sdv-10c-spt4f_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4389 

Product: x12sdv-14c-spt8f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4390 

Product: x12sdv-16c-spt8f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4391 
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CVE ID : CVE-2023-

34853 

Product: x12sdv-20c-spt8f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4392 

Product: x12sdv-4c-sp6f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4393 

Product: x12sdv-4c-spt4f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4394 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3463 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12sdv-4c-spt8f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4395 

Product: x12sdv-8c-sp6f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4396 

Product: x12sdv-8c-spt4f_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4397 

Product: x12sdv-8c-spt8f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4398 

Product: x12sdv-8ce-sp4f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4399 
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CVE ID : CVE-2023-

34853 

Product: x12spa-tf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4400 

Product: x12sped-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4401 

Product: x12spg-nf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4402 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12spi-tf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4403 

Product: x12spl-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4404 

Product: x12spl-ln4f_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4405 

Product: x12spm-ln4f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4406 

Product: x12spm-ln6tf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4407 
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CVE ID : CVE-2023-

34853 

Product: x12spm-tf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4408 

Product: x12spo-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4409 

Product: x12spo-ntf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4410 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12spt-gc_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4411 

Product: x12spt-g_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4412 

Product: x12spt-pt_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4413 

Product: x12spw-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4414 

Product: x12spw-tf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4415 
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CVE ID : CVE-2023-

34853 

Product: x12spz-ln4f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4416 

Product: x12spz-spln6f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4417 

Product: x12std-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4418 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12ste-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4419 

Product: x12sth-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4420 

Product: x12sth-ln4f_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4421 

Product: x12sth-sys_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4422 

Product: x12stl-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4423 
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CVE ID : CVE-2023-

34853 

Product: x12stl-if_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4424 

Product: x12stn-c-wohs_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4425 

Product: x12stn-c_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4426 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x12stn-e-wohs_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4427 

Product: x12stn-e_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4428 

Product: x12stn-h-wohs_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4429 

Product: x12stn-h_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4430 

Product: x12stn-l-wohs_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4431 
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CVE ID : CVE-2023-

34853 

Product: x12stn-l_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4432 

Product: x12stw-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4433 

Product: x12stw-tf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X12S-

130923/4434 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x13dai-t_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13D-

130923/4435 

Product: x13ddw-a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13D-

130923/4436 

Product: x13deg-oad_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13D-

130923/4437 

Product: x13deg-oa_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13D-

130923/4438 

Product: x13deg-pvc_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13D-

130923/4439 
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CVE ID : CVE-2023-

34853 

Product: x13deg-qt_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13D-

130923/4440 

Product: x13dei-t_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13D-

130923/4441 

Product: x13dei_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13D-

130923/4442 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x13dem_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13D-

130923/4443 

Product: x13det-b_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13D-

130923/4444 

Product: x13dgu_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13D-

130923/4445 

Product: x13dsf-a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13D-

130923/4446 

Product: x13qeh\+_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13Q-

130923/4447 
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CVE ID : CVE-2023-

34853 

Product: x13sae-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4448 

Product: x13sae_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4449 

Product: x13san-c-wohs_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4450 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x13san-c_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4451 

Product: x13san-e-wohs_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4452 

Product: x13san-e_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4453 

Product: x13san-h-wohs_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4454 

Product: x13san-h_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4455 
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CVE ID : CVE-2023-

34853 

Product: x13san-l-wohs_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4456 

Product: x13san-l_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4457 

Product: x13saq_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4458 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x13sav-lvds_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4459 

Product: x13sav-ps_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4460 

Product: x13saz-f_firmware 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3488 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4461 

Product: x13saz-q_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4462 

Product: x13sedw-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4463 
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CVE ID : CVE-2023-

34853 

Product: x13seed-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4464 

Product: x13seed-sf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4465 

Product: x13sefr-a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4466 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x13sei-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4467 

Product: x13sei-tf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4468 

Product: x13sem-f_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4469 

Product: x13sem-tf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4470 

Product: x13set-gc_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4471 
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CVE ID : CVE-2023-

34853 

Product: x13set-g_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4472 

Product: x13sew-f_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4473 

Product: x13sew-tf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4474 
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attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

Product: x13sra-tf_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4475 

Product: x13srn-e-wohs_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4476 

Product: x13srn-e_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4477 

Product: x13srn-h_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

22-Aug-2023 7.8 

Buffer Overflow 

vulnerability in 

Supermicro 

motherboard 

X12DPG-QR 1.4b 

allows local 

attackers to hijack 

control flow via 

manipulation of 

SmcSecurityEraseSet

upVar variable. 

CVE ID : CVE-2023-

34853 

https://ww

w.supermicr

o.com/en/su

pport/securi

ty_BIOS_Aug

_2023 

O-SUP-X13S-

130923/4478 

Vendor: Tenda 

Product: ac10v4_firmware 

Affected Version(s): 16.03.10.13 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC10 v4 

US_AC10V4.0si_V16.

03.10.13_cn was 

discovered to 

contain a stack 

overflow via 

parameter 

macFilterType and 

parameter deviceList 

at url 

N/A 
O-TEN-AC10-

130923/4479 
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/goform/setMacFilte

rCfg. 

CVE ID : CVE-2023-

40901 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC10 v4 

US_AC10V4.0si_V16.

03.10.13_cn was 

discovered to 

contain a stack 

overflow via 

parameter list and 

bindnum at 

/goform/SetIpMacBi

nd. 

CVE ID : CVE-2023-

40902 

N/A 
O-TEN-AC10-

130923/4480 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC10 v4 

US_AC10V4.0si_V16.

03.10.13_cn was 

discovered to 

contain a stack 

overflow via 

parameter 

macFilterType and 

parameter deviceList 

at 

/goform/setMacFilte

rCfg. 

CVE ID : CVE-2023-

40904 

N/A 
O-TEN-AC10-

130923/4481 

Product: ac15_firmware 

Affected Version(s): 15.03.05.18 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

Tenda AC15 

V1.0BR_V15.03.05.1

8_multi_TD01 was 

discovered to 

contain a buffer 

overflow via the 

function 

FUN_00010e34(). 

N/A 
O-TEN-AC15-

130923/4482 
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CVE ID : CVE-2023-

39673 

Product: ac23_firmware 

Affected Version(s): 16.03.07.45_cn 

Out-of-

bounds 

Write 

25-Aug-2023 9.8 

Tenda AC23 

Vv16.03.07.45_cn is 

vulnerable to Buffer 

Overflow via 

sub_450A4C 

function. 

CVE ID : CVE-2023-

40799 

N/A 
O-TEN-AC23-

130923/4483 

Improper 

Input 

Validation 

25-Aug-2023 8.8 

In Tenda AC23 

v16.03.07.45_cn, the 

sub_4781A4 function 

does not validate the 

parameters entered 

by the user, resulting 

in a post-

authentication stack 

overflow 

vulnerability. 

CVE ID : CVE-2023-

40797 

N/A 
O-TEN-AC23-

130923/4484 

Improper 

Input 

Validation 

25-Aug-2023 8.8 

In Tenda AC23 

v16.03.07.45_cn, the 

formSetIPv6status 

and 

formGetWanParamet

er functions do not 

authenticate user 

input parameters, 

resulting in a post-

authentication stack 

overflow 

vulnerability. 

CVE ID : CVE-2023-

40798 

N/A 
O-TEN-AC23-

130923/4485 

Improper 

Input 

Validation 

25-Aug-2023 8.8 
The 

compare_parentcont

rol_time function 

N/A 
O-TEN-AC23-

130923/4486 
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does not 

authenticate user 

input parameters, 

resulting in a post-

authentication stack 

overflow 

vulnerability in 

Tenda AC23 

v16.03.07.45_cn. 

CVE ID : CVE-2023-

40800 

Improper 

Input 

Validation 

25-Aug-2023 8.8 

The sub_451784 

function does not 

validate the 

parameters entered 

by the user, resulting 

in a stack overflow 

vulnerability in 

Tenda AC23 

v16.03.07.45_cn 

CVE ID : CVE-2023-

40801 

N/A 
O-TEN-AC23-

130923/4487 

Out-of-

bounds 

Write 

25-Aug-2023 6.5 

The 

get_parentControl_lis

t_Info function does 

not verify the 

parameters entered 

by the user, causing a 

post-authentication 

heap overflow 

vulnerability in 

Tenda AC23 

v16.03.07.45_cn 

CVE ID : CVE-2023-

40802 

N/A 
O-TEN-AC23-

130923/4488 

Product: ac5_firmware 

Affected Version(s): 15.03.06.28 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC9 V3.0 

V15.03.06.42_multi 

and Tenda AC5 

US_AC5V1.0RTL_V15

N/A 
O-TEN-AC5_-

130923/4489 
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.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter list at url 

/goform/SetStaticRo

uteCfg. 

CVE ID : CVE-2023-

41553 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

V1.0RTL_V15.03.06.2

8 were discovered to 

contain a stack 

overflow via 

parameter list at url 

/goform/SetIpMacBi

nd. 

CVE ID : CVE-2023-

41556 

N/A 
O-TEN-AC5_-

130923/4490 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44 and 

Tenda AC5 

V1.0RTL_V15.03.06.2

8 were discovered to 

contain a stack 

overflow via 

parameter entrys 

and mitInterface at 

url 

/goform/addressNat

. 

CVE ID : CVE-2023-

41557 

N/A 
O-TEN-AC5_-

130923/4491 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

N/A 
O-TEN-AC5_-

130923/4492 
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V1.0RTL_V15.03.06.2

8 were discovered to 

contain a stack 

overflow via 

parameter page at 

url 

/goform/NatStaticSe

tting. 

CVE ID : CVE-2023-

41559 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC9 V3.0 

V15.03.06.42_multi 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter startIp 

and endIp at url 

/goform/SetPptpSer

verCfg. 

CVE ID : CVE-2023-

41561 

N/A 
O-TEN-AC5_-

130923/4493 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter time at 

url 

/goform/PowerSave

Set. 

CVE ID : CVE-2023-

41562 

N/A 
O-TEN-AC5_-

130923/4494 
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Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC9 V3.0 

V15.03.06.42_multi 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter mac at url 

/goform/GetParentC

ontrolInfo. 

CVE ID : CVE-2023-

41563 

N/A 
O-TEN-AC5_-

130923/4495 

Product: ac6_firmware 

Affected Version(s): 15.03.05.16 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-Aug-2023 9.8 

Tenda AC6 

_US_AC6V1.0BR_V15.

03.05.16 was 

discovered to 

contain a buffer 

overflow via the 

function fgets. 

CVE ID : CVE-2023-

39670 

N/A 
O-TEN-AC6_-

130923/4496 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

30-Aug-2023 9.8 

Tenda AC6 

US_AC6V1.0BR_V15.

03.05.16_multi_TD01

.bin function 

'sub_ADD50' 

contains a command 

execution 

vulnerability. In the 

"formSetIptv" 

function, obtaining 

the "list" and 

"vlanId" fields, 

unfiltered passing 

these two fields as 

parameters to the 

"sub_ADD50" 

function to execute 

commands. 

N/A 
O-TEN-AC6_-

130923/4497 
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CVE ID : CVE-2023-

40837 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

30-Aug-2023 9.8 

Tenda AC6 

US_AC6V1.0BR_V15.

03.05.16_multi_TD01

.bin function 

'sub_3A1D0' 

contains a command 

execution 

vulnerability. 

CVE ID : CVE-2023-

40838 

N/A 
O-TEN-AC6_-

130923/4498 

Out-of-

bounds 

Write 

28-Aug-2023 9.8 

Tenda AC6 

US_AC6V1.0BR_V15.

03.05.16_multi_TD01

.bin is vulnerable to 

Buffer Overflow via 

function sub_90998. 

CVE ID : CVE-2023-

40846 

N/A 
O-TEN-AC6_-

130923/4499 

Product: ac7_firmware 

Affected Version(s): 15.03.06.44 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44 and 

Tenda AC9 V3.0 

V15.03.06.42_multi 

were discovered to 

contain a stack 

overflow via 

parameter ssid at url 

/goform/fast_setting

_wifi_set. 

CVE ID : CVE-2023-

41552 

N/A 
O-TEN-AC7_-

130923/4500 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44 was 

discovered to 

contain a stack 

overflow via 

parameter 

N/A 
O-TEN-AC7_-

130923/4501 
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security_5g at url 

/goform/WifiBasicSe

t. 

CVE ID : CVE-2023-

41555 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

V1.0RTL_V15.03.06.2

8 were discovered to 

contain a stack 

overflow via 

parameter list at url 

/goform/SetIpMacBi

nd. 

CVE ID : CVE-2023-

41556 

N/A 
O-TEN-AC7_-

130923/4502 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44 and 

Tenda AC5 

V1.0RTL_V15.03.06.2

8 were discovered to 

contain a stack 

overflow via 

parameter entrys 

and mitInterface at 

url 

/goform/addressNat

. 

CVE ID : CVE-2023-

41557 

N/A 
O-TEN-AC7_-

130923/4503 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44 was 

discovered to 

contain a stack 

overflow via 

parameter timeZone 

at url 

/goform/SetSysTime

Cfg. 

N/A 
O-TEN-AC7_-

130923/4504 
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CVE ID : CVE-2023-

41558 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

V1.0RTL_V15.03.06.2

8 were discovered to 

contain a stack 

overflow via 

parameter page at 

url 

/goform/NatStaticSe

tting. 

CVE ID : CVE-2023-

41559 

N/A 
O-TEN-AC7_-

130923/4505 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter time at 

url 

/goform/PowerSave

Set. 

CVE ID : CVE-2023-

41562 

N/A 
O-TEN-AC7_-

130923/4506 

Product: ac8v4_firmware 

Affected Version(s): 16.03.34.06 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter 

N/A 
O-TEN-AC8V-

130923/4507 
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firewallEn at 

/goform/SetFirewall

Cfg. 

CVE ID : CVE-2023-

40891 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter 

schedStartTime and 

schedEndTime at 

/goform/openSched

Wifi. 

CVE ID : CVE-2023-

40892 

N/A 
O-TEN-AC8V-

130923/4508 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter time at 

/goform/PowerSave

Set. 

CVE ID : CVE-2023-

40893 

N/A 
O-TEN-AC8V-

130923/4509 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter list at 

/goform/SetStaticRo

uteCfg. 

CVE ID : CVE-2023-

40894 

N/A 
O-TEN-AC8V-

130923/4510 
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Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter list at 

/goform/SetVirtualS

erverCfg. 

CVE ID : CVE-2023-

40895 

N/A 
O-TEN-AC8V-

130923/4511 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter list and 

bindnum at 

/goform/SetIpMacBi

nd. 

CVE ID : CVE-2023-

40896 

N/A 
O-TEN-AC8V-

130923/4512 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter mac at 

/goform/GetParentC

ontrolInfo. 

CVE ID : CVE-2023-

40897 

N/A 
O-TEN-AC8V-

130923/4513 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter timeZone 

at 

N/A 
O-TEN-AC8V-

130923/4514 
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/goform/SetSysTime

Cfg. 

CVE ID : CVE-2023-

40898 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter 

macFilterType and 

parameter deviceList 

at 

/goform/setMacFilte

rCfg. 

CVE ID : CVE-2023-

40899 

N/A 
O-TEN-AC8V-

130923/4515 

Out-of-

bounds 

Write 

24-Aug-2023 9.8 

Tenda AC8 v4 

US_AC8V4.0si_V16.0

3.34.06_cn was 

discovered to 

contain a stack 

overflow via 

parameter list at 

/goform/SetNetCont

rolList. 

CVE ID : CVE-2023-

40900 

N/A 
O-TEN-AC8V-

130923/4516 

Out-of-

bounds 

Write 

21-Aug-2023 7.5 

Tenda AC8V4 

V16.03.34.06 was 

discovered to 

contain a stack 

overflow via the list 

parameter in the 

save_virtualser_data 

function. 

CVE ID : CVE-2023-

39784 

N/A 
O-TEN-AC8V-

130923/4517 
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Out-of-

bounds 

Write 

21-Aug-2023 7.5 

Tenda AC8V4 

V16.03.34.06 was 

discovered to 

contain a stack 

overflow via the list 

parameter in the 

set_qosMib_list 

function. 

CVE ID : CVE-2023-

39785 

N/A 
O-TEN-AC8V-

130923/4518 

Out-of-

bounds 

Write 

21-Aug-2023 7.5 

Tenda AC8V4 

V16.03.34.06 was 

discovered to 

contain a stack 

overflow via the time 

parameter in the 

sscanf function. 

CVE ID : CVE-2023-

39786 

N/A 
O-TEN-AC8V-

130923/4519 

Product: ac9_firmware 

Affected Version(s): 15.03.06.42_multi 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

V1.0RTL_V15.03.06.2

8 were discovered to 

contain a stack 

overflow via 

parameter page at 

url 

/goform/NatStaticSe

tting. 

CVE ID : CVE-2023-

41559 

N/A 
O-TEN-AC9_-

130923/4520 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC9 V3.0 

V15.03.06.42_multi 

was discovered to 

contain a stack 

overflow via 

N/A 
O-TEN-AC9_-

130923/4521 
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parameter 

firewallEn at url 

/goform/SetFirewall

Cfg. 

CVE ID : CVE-2023-

41560 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC9 V3.0 

V15.03.06.42_multi 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter startIp 

and endIp at url 

/goform/SetPptpSer

verCfg. 

CVE ID : CVE-2023-

41561 

N/A 
O-TEN-AC9_-

130923/4522 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter time at 

url 

/goform/PowerSave

Set. 

CVE ID : CVE-2023-

41562 

N/A 
O-TEN-AC9_-

130923/4523 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC9 V3.0 

V15.03.06.42_multi 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

N/A 
O-TEN-AC9_-

130923/4524 
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contain a stack 

overflow via 

parameter mac at url 

/goform/GetParentC

ontrolInfo. 

CVE ID : CVE-2023-

41563 

Affected Version(s): 5.03.06.42_multi 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44 and 

Tenda AC9 V3.0 

V15.03.06.42_multi 

were discovered to 

contain a stack 

overflow via 

parameter ssid at url 

/goform/fast_setting

_wifi_set. 

CVE ID : CVE-2023-

41552 

N/A 
O-TEN-AC9_-

130923/4525 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC9 V3.0 

V15.03.06.42_multi 

and Tenda AC5 

US_AC5V1.0RTL_V15

.03.06.28 were 

discovered to 

contain a stack 

overflow via 

parameter list at url 

/goform/SetStaticRo

uteCfg. 

CVE ID : CVE-2023-

41553 

N/A 
O-TEN-AC9_-

130923/4526 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC9 V3.0 

V15.03.06.42_multi 

was discovered to 

contain a stack 

overflow via 

parameter 

wpapsk_crypto at url 

N/A 
O-TEN-AC9_-

130923/4527 
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/goform/WifiExtraS

et. 

CVE ID : CVE-2023-

41554 

Out-of-

bounds 

Write 

30-Aug-2023 9.8 

Tenda AC7 V1.0 

V15.03.06.44, Tenda 

AC9 V3.0 

V15.03.06.42_multi, 

and Tenda AC5 

V1.0RTL_V15.03.06.2

8 were discovered to 

contain a stack 

overflow via 

parameter list at url 

/goform/SetIpMacBi

nd. 

CVE ID : CVE-2023-

41556 

N/A 
O-TEN-AC9_-

130923/4528 

Product: ax3_firmware 

Affected Version(s): 16.03.12.11 

Out-of-

bounds 

Write 

25-Aug-2023 7.5 

Tenda AX3 

v16.03.12.11 has a 

stack buffer overflow 

vulnerability 

detected at function 

form_fast_setting_wif

i_set. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via the ssid 

parameter. 

CVE ID : CVE-2023-

40915 

N/A 
O-TEN-AX3_-

130923/4529 

Product: wh450a_firmware 

Affected Version(s): 1.0.0.18 

Buffer 

Copy 

without 

Checking 

Size of 

18-Aug-2023 9.8 

Tenda WH450 

v1.0.0.18 was 

discovered to 

contain a buffer 

N/A 
O-TEN-WH45-

130923/4530 
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Input 

('Classic 

Buffer 

Overflow') 

overflow via the 

function fgets. 

CVE ID : CVE-2023-

39672 

Vendor: totolink 

Product: ex1200l_firmware 

Affected Version(s): 9.3.5u.6146_b20201023 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 9.8 

A vulnerability, 

which was classified 

as critical, was found 

in TOTOLINK 

EX1200L 

EN_V9.3.5u.6146_B2

0201023. This 

affects the function 

setDiagnosisCfg. The 

manipulation leads 

to os command 

injection. It is 

possible to initiate 

the attack remotely. 

The exploit has been 

disclosed to the 

public and may be 

used. The identifier 

VDB-237513 was 

assigned to this 

vulnerability. NOTE: 

The vendor was 

contacted early 

about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4410 

N/A 
O-TOT-EX12-

130923/4531 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

18-Aug-2023 9.8 

A vulnerability has 

been found in 

TOTOLINK EX1200L 

EN_V9.3.5u.6146_B2

0201023 and 

classified as critical. 

This vulnerability 

N/A 
O-TOT-EX12-

130923/4532 
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Command 

('OS 

Command 

Injection') 

affects the function 

setTracerouteCfg. 

The manipulation 

leads to os command 

injection. The attack 

can be initiated 

remotely. The exploit 

has been disclosed to 

the public and may 

be used. VDB-

237514 is the 

identifier assigned to 

this vulnerability. 

NOTE: The vendor 

was contacted early 

about this disclosure 

but did not respond 

in any way. 

CVE ID : CVE-2023-

4411 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-Aug-2023 9.8 

A vulnerability was 

found in TOTOLINK 

EX1200L 

EN_V9.3.5u.6146_B2

0201023 and 

classified as critical. 

This issue affects the 

function setWanCfg. 

The manipulation 

leads to os command 

injection. The attack 

may be initiated 

remotely. The exploit 

has been disclosed to 

the public and may 

be used. The 

associated identifier 

of this vulnerability 

is VDB-237515. 

NOTE: The vendor 

was contacted early 

about this disclosure 

N/A 
O-TOT-EX12-

130923/4533 
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but did not respond 

in any way. 

CVE ID : CVE-2023-

4412 

Product: x5000r_firmware 

Affected Version(s): 9.1.0cu.2089_b20211224 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

21-Aug-2023 9.8 

TOTOLINK 

X5000R_V9.1.0cu.20

89_B20211224 and 

X5000R_V9.1.0cu.23

50_B20230313 were 

discovered to 

contain a remote 

code execution (RCE) 

vulnerability via the 

lang parameter in 

the setLanguageCfg 

function. 

CVE ID : CVE-2023-

39617 

N/A 
O-TOT-X500-

130923/4534 

Affected Version(s): 9.1.0cu.2350_b20230313 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

21-Aug-2023 9.8 

TOTOLINK 

X5000R_V9.1.0cu.20

89_B20211224 and 

X5000R_V9.1.0cu.23

50_B20230313 were 

discovered to 

contain a remote 

code execution (RCE) 

vulnerability via the 

lang parameter in 

the setLanguageCfg 

function. 

CVE ID : CVE-2023-

39617 

N/A 
O-TOT-X500-

130923/4535 

Affected Version(s): b20210419 

Improper 

Neutralizat

ion of 

Special 

Elements 

21-Aug-2023 9.8 

TOTOLINK X5000R 

B20210419 was 

discovered to 

contain a remote 

code execution (RCE) 

N/A 
O-TOT-X500-

130923/4536 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3514 of 3521 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

used in a 

Command 

('Comman

d 

Injection') 

vulnerability via the 

setTracerouteCfg 

interface. 

CVE ID : CVE-2023-

39618 

Vendor: Tp-link 

Product: tapo_l530e_firmware 

Affected Version(s): 1.0.0 

N/A 22-Aug-2023 6.5 

An issue in TPLink 

Smart bulb Tapo 

series L530 v.1.0.0 

and Tapo Application 

v.2.8.14 allows a 

remote attacker to 

obtain sensitive 

information via the 

authentication code 

for the UDP message. 

CVE ID : CVE-2023-

38906 

N/A 
O-TP--TAPO-

130923/4537 

N/A 22-Aug-2023 6.5 

An issue in TPLink 

Smart bulb Tapo 

series L530 v.1.0.0 

and Tapo Application 

v.2.8.14 allows a 

remote attacker to 

obtain sensitive 

information via the 

TSKEP 

authentication 

function. 

CVE ID : CVE-2023-

38908 

N/A 
O-TP--TAPO-

130923/4538 

N/A 22-Aug-2023 6.5 

An issue in TPLink 

Smart bulb Tapo 

series L530 v.1.0.0 

and Tapo Application 

v.2.8.14 allows a 

remote attacker to 

obtain sensitive 

information via the 

N/A 
O-TP--TAPO-

130923/4539 
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IV component in the 

AES128-CBC 

function. 

CVE ID : CVE-2023-

38909 

Product: tl-wr1041n_v2_firmware 

Affected Version(s): - 

N/A 21-Aug-2023 7.5 

An issue in the 

component 

/userRpm/Network

CfgRpm of TP-Link 

TL-WR1041N V2 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted GET request. 

CVE ID : CVE-2023-

39748 

N/A 
O-TP--TL-W-

130923/4540 

Product: tl-wr841n_v8_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

21-Aug-2023 9.8 

TP-Link WR841N V8, 

TP-Link TL-WR940N 

V2, and TL-

WR941ND V5 were 

discovered to 

contain a buffer 

overflow via the 

radiusSecret 

parameter at 

/userRpm/WlanSecu

rityRpm. 

CVE ID : CVE-2023-

39747 

N/A 
O-TP--TL-W-

130923/4541 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

21-Aug-2023 7.5 

TP-Link TL-WR940N 

V2, TP-Link TL-

WR941ND V5 and 

TP-Link TL-WR841N 

V8 were discovered 

to contain a buffer 

overflow via the 

component 

N/A 
O-TP--TL-W-

130923/4542 
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Buffer 

Overflow') 

/userRpm/AccessCtr

lAccessRulesRpm. 

This vulnerability 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted GET request. 

CVE ID : CVE-2023-

39745 

Product: tl-wr940n_v2_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

21-Aug-2023 9.8 

TP-Link WR841N V8, 

TP-Link TL-WR940N 

V2, and TL-

WR941ND V5 were 

discovered to 

contain a buffer 

overflow via the 

radiusSecret 

parameter at 

/userRpm/WlanSecu

rityRpm. 

CVE ID : CVE-2023-

39747 

N/A 
O-TP--TL-W-

130923/4543 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

21-Aug-2023 7.5 

TP-Link TL-WR940N 

V2, TP-Link TL-

WR941ND V5 and 

TP-Link TL-WR841N 

V8 were discovered 

to contain a buffer 

overflow via the 

component 

/userRpm/AccessCtr

lAccessRulesRpm. 

This vulnerability 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted GET request. 

CVE ID : CVE-2023-

39745 

N/A 
O-TP--TL-W-

130923/4544 
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Product: tl-wr941nd_v5_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

21-Aug-2023 9.8 

TP-Link WR841N V8, 

TP-Link TL-WR940N 

V2, and TL-

WR941ND V5 were 

discovered to 

contain a buffer 

overflow via the 

radiusSecret 

parameter at 

/userRpm/WlanSecu

rityRpm. 

CVE ID : CVE-2023-

39747 

N/A 
O-TP--TL-W-

130923/4545 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

21-Aug-2023 7.5 

TP-Link TL-WR940N 

V2, TP-Link TL-

WR941ND V5 and 

TP-Link TL-WR841N 

V8 were discovered 

to contain a buffer 

overflow via the 

component 

/userRpm/AccessCtr

lAccessRulesRpm. 

This vulnerability 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted GET request. 

CVE ID : CVE-2023-

39745 

N/A 
O-TP--TL-W-

130923/4546 

Product: tl-wr941nd_v6_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

21-Aug-2023 9.8 

TP-Link TL-

WR941ND V6 were 

discovered to 

contain a buffer 

overflow via the 

pSize parameter at 

N/A 
O-TP--TL-W-

130923/4547 
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/userRpm/PingIfram

eRpm. 

CVE ID : CVE-2023-

39751 

Vendor: Trane 

Product: pivot_firmware 

Affected Version(s): * Up to (including) 1.8 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

22-Aug-2023 6.8 

A command injection 

vulnerability exists 

in Trane XL824, 

XL850, XL1050, and 

Pivot thermostats 

allowing an attacker 

to execute arbitrary 

commands as root 

using a specially 

crafted filename. The 

vulnerability 

requires physical 

access to the device 

via a USB stick. 

CVE ID : CVE-2023-

4212 

N/A 
O-TRA-PIVO-

130923/4548 

Product: xl1050_firmware 

Affected Version(s): * Up to (including) 5.9.8 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

22-Aug-2023 6.8 

A command injection 

vulnerability exists 

in Trane XL824, 

XL850, XL1050, and 

Pivot thermostats 

allowing an attacker 

to execute arbitrary 

commands as root 

using a specially 

crafted filename. The 

vulnerability 

requires physical 

access to the device 

via a USB stick. 

N/A 
O-TRA-XL10-

130923/4549 
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CVE ID : CVE-2023-

4212 

Product: xl824_firmware 

Affected Version(s): * Up to (including) 5.9.8 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

22-Aug-2023 6.8 

A command injection 

vulnerability exists 

in Trane XL824, 

XL850, XL1050, and 

Pivot thermostats 

allowing an attacker 

to execute arbitrary 

commands as root 

using a specially 

crafted filename. The 

vulnerability 

requires physical 

access to the device 

via a USB stick. 

CVE ID : CVE-2023-

4212 

N/A 
O-TRA-XL82-

130923/4550 

Product: xl850_firmware 

Affected Version(s): * Up to (including) 5.9.8 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

22-Aug-2023 6.8 

A command injection 

vulnerability exists 

in Trane XL824, 

XL850, XL1050, and 

Pivot thermostats 

allowing an attacker 

to execute arbitrary 

commands as root 

using a specially 

crafted filename. The 

vulnerability 

requires physical 

access to the device 

via a USB stick. 

CVE ID : CVE-2023-

4212 

N/A 
O-TRA-XL85-

130923/4551 

Vendor: ZTE 

Product: axon_30_firmware 
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Affected Version(s): * Up to (excluding) 3.0.0b06 

Incorrect 

Authorizati

on 

17-Aug-2023 3.3 

There is a 

permission and 

access control 

vulnerability in some 

ZTE mobile phones. 

Due to improper 

access control, 

applications in 

mobile phone 

could monitor the 

touch event. 

CVE ID : CVE-2023-

25647 

https://supp

ort.zte.com.c

n/support/n

ews/Loopho

leInfoDetail.

aspx?newsId

=1032264 

O-ZTE-AXON-

130923/4552 

Product: axon_40_pro_firmware 

Affected Version(s): * Up to (excluding) 1.0.0b16 

Incorrect 

Authorizati

on 

17-Aug-2023 3.3 

There is a 

permission and 

access control 

vulnerability in some 

ZTE mobile phones. 

Due to improper 

access control, 

applications in 

mobile phone 

could monitor the 

touch event. 

CVE ID : CVE-2023-

25647 

https://supp

ort.zte.com.c

n/support/n

ews/Loopho

leInfoDetail.

aspx?newsId

=1032264 

O-ZTE-AXON-

130923/4553 

Product: axon_40_ultra_firmware 

Affected Version(s): * Up to (excluding) 2.0.0b17 

Incorrect 

Authorizati

on 

17-Aug-2023 3.3 

There is a 

permission and 

access control 

vulnerability in some 

ZTE mobile phones. 

Due to improper 

access control, 

applications in 

mobile phone 

https://supp

ort.zte.com.c

n/support/n

ews/Loopho

leInfoDetail.

aspx?newsId

=1032264 

O-ZTE-AXON-

130923/4554 
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could monitor the 

touch event. 

CVE ID : CVE-2023-

25647 

Product: mf286r_firmware 

Affected Version(s): cr_lvwrgbmf286rv1.0.0b04 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

25-Aug-2023 8.8 

 

There is a command 

injection 

vulnerability in a 

mobile internet 

product of ZTE. Due 

to insufficient 

validation of 

SET_DEVICE_LED 

interface parameter, 

an authenticated 

attacker could use 

the vulnerability to 

execute arbitrary 

commands. 

 

CVE ID : CVE-2023-

25649 

https://supp

ort.zte.com.c

n/support/n

ews/Loopho

leInfoDetail.

aspx?newsId

=1032544 

O-ZTE-MF28-

130923/4555 

Product: nubia_z50_firmware 

Affected Version(s): * Up to (excluding) 1.0.0b19mr 

Incorrect 

Authorizati

on 

17-Aug-2023 3.3 

There is a 

permission and 

access control 

vulnerability in some 

ZTE mobile phones. 

Due to improper 

access control, 

applications in 

mobile phone 

could monitor the 

touch event. 

CVE ID : CVE-2023-

25647 

https://supp

ort.zte.com.c

n/support/n

ews/Loopho

leInfoDetail.

aspx?newsId

=1032264 

O-ZTE-NUBI-

130923/4556 

 


