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Dear Readers,

Collaboration among Government, Industry, Academia a nd
Cybersecurity Researchers is an important facet of working
towards achieving success in  protecti on of Critical Information

Infrastructure (Cll). As part of the multi -stakeholder approach,

1 Message from NCI IPC Desk NCIIPC had initiated t h eResponsible Vulnerability Disclosure

2 News Snippets - National Progr amb ( Ré&v&dge cyHlero research community to

9 News Snippets - identify the vulnerabilities related to Indian critical assets and

International report them to NCIIPC . This hasbheen aresounding success.

5 Trends Considering the overwhelming response , NCIIPC organised a

8 Malware Bytes one -day RVDP Convention on 2 nd July 2019 at New Delhi. The
. event focuse d on acknowledging the  contributions of the RVDP

10 Learning resear cdné rreabhing out to others to join hands in

15 Guest Article protecting national ClI

18 Vulnerabilty Wateh We have introduc ed a &Guest Arti cle dsection from this edition of

22 Security App NCIIPC Newsletter where we invite articles from various experts

23 NCIIPC Initiatives and NCIIPC stakeholders to share their experience, views and

27 Mobile Security expertise in protectin g the CII.

29 Upcoming Events 8 Global United States has announced a new approach f or identification

30 Upcoming Events - India of Critical Infrastructure based on c ritical functions . This isa

paradigm shift from the current sector specific approach. They

We have introduced a

60Guest
from this edition of
NCIIPC Newsletter

Artic

have also directed their agencies to reduce the time to patch

critical vulnerabilities from 30 to 15 days , in view of the exploits
being released very rapidly on discover y of new vulnerabilit ies.
The European Union has prepared a protocol to counter cross

border cyber -attacks. Cybersecurity officials from 30 countries

where we invite
articles from various
experts and NCIIPC
stakeholders

met at Prague, Czech Republic on 2nd May 2019 to draw a
blueprint for security of next generation mobile networks, which is
anongoing global concern.

Comments, suggestions and feedback are solicited from the
readers to enhance the content of subsequent issues. You may
like to write to us at newsletter@nciipc.gov.in



PAGE 2 NCIPC NEWSLETTEF

News Snippets - National

Indian IT Firms attacked by an Advanced Phishing Campaign

Source: https://tech.economictimes.indiatimes.com/,
https://krebsonsecurity.com/

Indian IT firmWipro Ltd. confirmed that its IT systems were
attacked and it has hired a forensic firm, after cybersecurity
website KrebsOnSecurity reported about the attacks. The site
reported that it was an intrusion from an assumed state -
sponsored attacker for few months .0 We detected a
abnormal activity in a few employee acc ounts on our network
due to an advanced phishing campaign. Upon learning of the
incident, we promptly began an investigation, identified the
affected users and took remedial steps to contain and mitigate
any potenti al i mpact, 6 Wi proET.OtW:
are leveraging our industry -leading cyber security practices and
collaborating with our partner ecosystem to collect and monitor
advanced threat intelligence for enhancing security posture. We

have also retained a well -respected, independent fo  rensic firm
to assist us in the investigation. We continue to monitor our
enterprise and infrastructure at
the Wipro statement added. The offenders responsible for
launching phishing campaigns that netted dozens of employe es
and more than 100 computer systems at Wipro also appear ed to
have targeted a number of other companies . The clues
suggest ed this was the work of a fairly experienced crime group

that is focused on perpetrating gift card fraud.

A screen shot of th e Wipro phishing site
securemail.wipro.com.internal
message[.Japp. Image: urlscan.io

News Snippets - International

Several US Airlines Flights affected due to Aerodata Outage
Source: https://www.bleepingcomputer.com/

Several U.S. airlines including So uthwest Airlines, American
Airlines, Delta Air Lines, United Airlines, Alaska Airlines, and
JetBlue experienced issues with their computing systems on 1st
April 2019 leading to flight cancellations and delay because of

the IT issues faced by the third -party contractor
Aerodata's flight planning weight and balance program.

Image Source: https://www.express.co.uk/

Aerodata offers aircraft performance data, weight and Ae rodata offers
balance data, and load planning services to the airline industry. aircraft performance
Al so, Aer oDat ads -bervergpplicatiahesahe last | i data, weight and
application used by pilots before the aircraft entry door is balance data, and
closed prior to take -off. As a result, just five minutes of system load planning services

downtime can result in hundreds of delayed flights and
consequent loss of revenue.

to the airline industry.
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DHSdirect s Agencies to Rapidly Remediate Vulnerabilities
Binding Opetational Directive1g-02 Source: https://cyber.dhs.gov, https://federalnewsnetwork.com

Vulnerability Remediation Requirements for tntemet-Accessivle Systems - The - US Department of Homeland Security (DHS) directed
' federal agencies to rapidly remediate vulnerabilities that
otherwise could allow malicious actors to compromise federal
networks through exploitable, externally  -facing systems. DHS
issued a new Binding Operational Directive (BOD) setting the

Recent reports from new deadlines for vulnerabilities identified through cyber
government and hygiene scanning. The 2015 requirement to fix critical system
industry partners vulnerabilities in 30 days is now cut to half, and agencies must
indicate that the fix oOohigho vul ner ahlsol BODisarss tracking 3

vulnerabilities from the point of initial detection , rather than the

average time
between discovery
and exploitation of
vulnerability i s
decreasing a
adversaries are more
skilled, persistent, and
able to exploit known

date of first report to agencies . Recent reports from
government and industry partners indicate that the average

time between discovery and exploitation of vulnerability is
decreasing as todayds adversaries
and able to exploit known vulnerabilities. DHS wants agencies

to inform them of any remediation constraints, what interim
steps they are taking to overcome those constraints and
estimated completio n date to address the cyber problem. DHS
vulnerabilities. says they will hold agencies accountable, in part, through the
Federal Cyber Exposure Scorecard.

Baltimore Government hit by another Ransomware Attack
Source: https://www.fifthdomain.com/ , https://www.nextgov.com/

Balti morefs government had to sh
servers after its network was hit by a ransomware virus. Hackers
reportedly used an NSA tool called EternalBlue to freeze

t housands of t he Bal ti more gov
attack was first reported by Baltimore's Department of Public
Works, when the department's official Twitter account
announced that its email access was cut off, and it reported

phones and other systems were affected soon afterward. In

SERAS

Image Source: Sean Pavone/Getty Images

City's Office of response to this, the city's Office of Information Technology
Information team shut down nearly all of the city's non -emergency systems
Technology team shut to prevent the further spread o
down nearly all of the the city's email and IP -based phones were among the systems
city's non -emergency affected. Further, Baltimore has no insurance to cover the cost
systems to prevent the of a cyber -attack. The problems came just over a year since
further spread of the another ransomware attack hit Baltimore's 911 dispatch system,
attack . prompting 17 -hour shutdown of automated emergency
dispatching.

EU Prepared Protocol to counter Cross Border Cyber Attacks
Source: https://www.europol.europa.eu

In order to prepare for major cross -border cyber -attacks, an EU
Law Enforcement Emergency Response Protocol has been
adopted by the Council of the European Union.
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The Protocol gives a central
Cybercrime Centre (EC3) and is part of the EU Blueprint for . 2 ‘
Coordinated Response  to large -scale cross-border : /\ IS et B D
Cybersecurity incidents and crises. It serves as a tool to support ‘\V"“““/ ) 3
the EU law enforcement authorities in providing immediate e Lol gy
response to major cross -border cyber -attacks through rapid e el ot
assessment, the se cure and timely sharing of critical information Coordination

and effective coordination of the international aspects of their e ey
investigations. The protocol is a multi -stakeholder process and Ansiial i Notification
entails total of seven possible core stages from the early s

Action Plan 5

detection and the th reat classification to the closure of the
Emergency Response Protocol. As the EU Agency for law
enforcement cooperation, Europol is mandated to support the
Member Statesd® endeavours to eff
disrupt and deter large -scale cyber in cidents of a suspected
criminal nature.

Microsoft takes control of 99 Websites used for Cyberattacks

Source: https://blogs.microsoft.com

Mi crosoftds Digital Crimes Unit
threat group called Phosphorus 0 also known as APT 35,
Charming Kitten, and Ajax Security Team . Microsoft used court
order to take control of 99 websites that were being used to
conduct cyberattacks and redirected its traffic from infected
devices to its Digit alhoGrpihme udrdi
usually designed to gain access to the computer systems of
businesses and government agencies and steal sensitive
information. Phosphorus typically attempts to compromise the
personal accounts of individuals through a technique known as

Attack methods

spear -phishing, usin g social engineering to entice someone to employ the use of
click on a link, sometimes sent through fake social media websites that
accounts that appear to belong to friendly contacts. The link incorporate the names
contains malicious software that enables Phosphorus to access of well -known brands,
computer systems. Phosphorus als o uses a technique whereby it like Microsoft, to
sends people an email t hat ma k appear authentic

security risk to their accounts, prompting them to enter their
credentials into a web form that enables the group to capture
their passwords and gain access to their sys tems. Both attack

methods employ the use of websites that incorporate the
names of well -known brands, like Microsoft, to appear
authentic.

Dark Web Marketplaces - Wall Street and Silkkitie taken down

Source: https://www.europol.europa.eu

In a simultaneou s global operation, two dark web
marketplaces - the Wall Street Market and the Silkkitie  were
taken down.
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This operation was supported by Europol. The online

P e e marketplace Wall Street market was the world's second largest
= dark web market, enabling the trade of drugs, stolen data, fake
Die Plattform und der kriminelle Inhalt wurden beschlagnahmt documents and malicious software etc . The illegal platform was

durch das Bundeskriminatamt . . . .
m Akirag da Ganeralsaatamwaltchat Frankfrt am Main exclusively accessible via the Tor network in the Darknet. For
im Rahmen eive nterationat Koorceverten Operation,
. , payment, the users of the online marketplace used the crypto
The platform and the criminal content have been seized . . K
by the Federal Criminal Poice Offce (BKA) currencies Bitcoin and Monero. Another marketplace, the

on behalf of Attorney General's Office in Frankfurt am Main
In the course of an international coordinated Law enforcement operation.

Silkkitie (known as the Valhalla Marketplace) has been
O8® - e p— fj ks A operating on the Tor network since 2013. For several ye ars,
—— narcotics and other illicit goods have been sold via this
o marketplace. Europol has established a dedicated Dark Web
Team to work together with EU partners and law enforcement
across the globe to reduce the size of this underground illegal
economy. The team aims to enhance joint technical and

investigative actions, organise training and capacity -building
initiatives, together with prevention and awareness -raising
campaigns 9 a 360° strategy against criminality on the dark
web.

Trends

The Five Most Dangerous New Attack Techniques
Source: https://www.eweek.com/

Attackers are constantly changing tactics as they aim to gain
an upper hand on defenders and un -suspecting victims.
Following are the most dangerous new attack techniques as

‘RSAC
Onfey . .
erence2019 discussed by SANS researchers in RSA conference 2019.

The Five
HETOUS New AN G DNS Manipulation: ~ Attackers are making use of stolen
’! ‘ M aga credentials in order to log into domain registry systems and
< change information. To help limit the risk of DNS manipulation,
‘ organizations must use multi -factor authentication and deploy
DNSsec to improve the authenticity of DNS records.

Most Dan

Domain Fronting: Domain Fronting is a technique used by
attackers, to obscure where the attacker is located, where the
command and control is coming from and where the bad guy

is exfiltrating trading data to. To help limit the risk of domain
fronting, enterprises should not blindly trust traffic going to and
from their cloud providers.

The hackers are able
to get access to a
user's information via a

number of different
mechanisms. which Targeted Individual Attacks : The hackers are able to collect a

user's information via a number of  different mechanisms, which
enables the hackers to get access to user accounts. To limit the
risk users must review their cloud settings to see what is publicly
available and take steps to limit the availability of personal
information.

enables the hackers to
get access to user
accounts.

DNS Information L eakage: With DNS information an attacker
can gain insight into where traffic is headed. That same
capability however is useful for defenders to understand how
attack traffic is coming in and where it is headed.
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The challenge of DNS information leakage can be solved by
encrypting the DNS traffic, with DNS over HTTPS, though this
approach also makes it more difficult for defenders to spot evil
stuff on the network.

Hardware Flaws in BMC: Baseboard Management Controller
(BMC) is an integral part of many modern IT systems providing a
way to monitor and manage firmware and hardware. These
systems can som etimes have vulnerabilities that attackers can
potentially exploit. To reduce the risk of hardware management
system vulnerabilities users, remove un -needed management
utilities and monitor access to the management consoles that
are needed.

DARPA isbuilding an Open Source, Secure Voting System

Source: https://www.vice.com/, https://www.fifthdomain.com

The United States Defence Advanced Research Projects = A I

Agency (DARPA) is working on to build a secure voting system ’ﬁfgted Py

that will be impermeable to hacking. The first-of -its-kind system .. c > (\\zb

will be designed by a firm called Galois, with experience in N %‘0/
designing secure and verifiable systems. The system will use fully =t

open source voting software and will be built on secure open oied \ - e ';E
source hardware, made from secure designs and techniques {// %‘
developed as part of a special program at DARPA. The voting . !
system will also be designed to create fully verifiable and oF A_/-/‘ o(&
transparent results so that vote . g SN m ¢
the machines and election officials delivered correct results. Image Source: https:/blogs.microsoft.com

DARPA will design two basic voting machine types. The first will

be a ballot -marking device that uses a touch  -screen for voters

t o make their selections. That
Instead it will print out a paper ballot marked with the v oter
choices, so voters can review them before depositing them into

an optical -scan machine that tabulates the votes. The optical -

After the election, the

cryptographic value s
for all ballots will be
published on a web

site, where voters can

scan system will print a receipt with a cryptographic verify that their ballot
representation of the voterds c and votes are among
cryptog raphic values for all ballots will be published on a web them .

site, where voters can verify that their ballot and votes are

among them.

CISA marks list of Critical Functions making shift from Cl Sectors

Cybersecurity and Infrastructure Security Agency
National Risk Management Center

Source: https://www.dhs.gov/

The United States Cybersecu rity and Infrastructure Security
Agency (CISA) engaged in a far  -reaching effort to identify and

NATIONAL CRITICAL FUNCTIONS
AN EVOLVED LENS FOR CRITICAL INFRASTRUCTURE SECURITY AND

validate a set of National Critical Functions. National Critical RESILIENCE

Functions are defined as the functions of government and the for-cotning et n parnren it he Scir Cooranoting Count, o SLTT Govermert
Coordinating Council, and associated Sector Specific Agencies, as well as other partners to identify and

private sector so vital that their disruption, corruption, or el setoftlesonal G Functens

dysfunction would have a debilitating effect on national
security, national economic, public health or safety, or any
combination thereof.
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The National Critical Functions construct provides a risk
management approach that focuses on better understanding

the functions that an entity enables or to which it contributes,
rather than focusing on a static sector  -specific or asset world
view. This more holistic approach is better at capturing cross -
cutting risks and associated dependencies that may have
cascading impact within and across sectors. It also allows for a
new way to view criticality, which is linked to the specific parts

of an entit y that contribute to critical functions. By viewing risk
through a functional lens, it can ultimately add resilience and
harden systems across the critical infrastructure ecosystem in a
more targeted, prioritized  and strategic manner, CISA said in a
notifi cation.

It also allows for a new
way to view criticality,
which is linked to the
specific parts of an
entity that contribute
to critical functio ns.

Countries draw a Blueprint for safety of 5G Mobile Networks
Source: https://www.fifthdomain.com/

Cybersecurity officials from dozens of countries drew up a
blueprint to counter threats and ensure the safety of next
generation mobile networks that their nations are set to start

deploying. Officials hammered out a set of non -binding

proposals published at the end of a two -day meeting

organized by the Czech government to discuss the security of
Czech Republic's Prime Minister Andrej new 5G networks. Officials called for a cooperative appro ach
Babis holds a speech at The Prague 5G to security, saying that they didn't want to target specific
Security Conference in Prague, Czech countries or companies. The document said "security and risk

Republic, May 2, 2019. (Petr David S
P v ( assessment of vendors and network technologies” should be

Josek/AP) ] . )
taken into account, as well as "the overall risk of influence on a
Officials called for a supplier by a third country,” especially its "model of
cooperative governance." "Security and risk assessments of vendors and
approach to security, network technologies should take into account rule of law," it
saying that they didn't said. At the meeting in Prague, the cybersecurity officials came

mainly from countri es that are strategic allies, including
European Union member states, the United States and its Asia -
Pacific allies including Australia, Japan and South Korea and

want to target specific
countries or

companies. ) . .
Singapore. NATO and European Union officials also
participated . However , China and Russia wer e not present.
123456 is the most used Password followed by 123456789
3 Source: https://www.bbc.com/
Millions Using 1?3456 as The United Kingdom's National Cyber Security Centre (NCSC)
' Password’r: _Segu"ty Study ‘ analysed public databases of breached accounts to see which
inas.

words, phrases and strings people use d. Top of the list was
123456, appearing in more than 23 million passwords. The
b second -most popular string, 123456789, was not much harder to

~ crack, while others in the top five included "qwerty", "password"

and 1111111. The most common hame to be used in passwords

was Ashley, followed by Michael, Daniel, Jessica and Charlie.

E8C Nems
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When it comes to Premier League fo  otball teams in guessable
passwords, Liverpool is the first choice followed by  Chelsea.

The NCSC said people

Blink-182 topped the charts of music acts. The NCSC study also should string three
quizzed people about their security habits and fears. It found random but
that 42% expected to lose money to online fraud and only 15% memorable words
said they felt confident that they knew enough to protect together to use as a
themselves online. The NCSC said people should string three strong password.
random but memorable words together to use as a strong

password.

Malware Bytes

Project TajMahal: A Highly Sophistica ted Spying Framework
Source: https://securelist.com/project  -tajmahal/90240/

Kaspersky Lab discovered a technically sophisticated spying

framework named O0Taj Mahal d capat I(ASI)EIQSI(YE
from printer queue, backup list of Apple mobile devices, taking

screenshots , stealing written CD images, files previously seen on

removable devices once they are again available, browser

cookies etc. It has been in use for at least since 2013 and the So far Kaspersky have
first confirmed samples were seen on August 2014. At first, detected a single
6Tokmodul e of Taj Mahal framewor k

victim & a diplomatic
entity fro m a country
in Central Asia. A likely
hypothesis is that there
are other victims that
havenot been
yet.

machine followed by the 6Yokohan
for backup purposes. It consists of up to 80 malicious modules
stored in its encrypted Virtual File system. It includes backdoors,
loaders, orc hestrators, C2 communicators, audio recorders, key
loggers, screen and webcam grabbers, documents and
cryptography key stealers, and its own file indexer for the
victimds machine. I f deleted fro
values, it will reappear a fter reboot with a new name and start -
up type. TajMahal APT sampled is detected as
HEUR:Trojan.Multi.Chaperone.gen by Kaspersky Lab. So far
Kaspersky have detected a single victim 8 a diplomatic entity
from a country in Central Asia. A likely hypothesis is that there
are other victims that h a v e begn found yet.

LightNeuron targeting Government and Diplomatic Entities
Source: https://www.welivesecurity.com/

According to ESET researchers, a sophisticated backdoor,
dubbed O6Light Neur ond h mresoftoExahanget ¢
mail servers since at least 2014. This is work of the espionage
group Turla, also known as Snake. Three victim organizations
such as Brazil, Ministry of Foreign Affairs of Eastern Europe and
Regional Diplomatic Organization of Middle East were found
during the recent Turla campaign. Its activity aligns with a
typical 9 -to-5 workday in UTC+3 time zone and corresponds to

) ] An email generated by LightNeuron to
holidays around the Eastern Orthodox Christmas. send command output
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LightNeuron uses a persistence technique never before seen
called Transport agent whic h in the mail server operates at

same level of trust as security products such as spam filter. It is
Its operators mainly able to read and modify any email going through the mail
focus on high -profile server, compose and send new emails and block any email.
targets such as LightNeuron uses steganography to hide it s command inside a
PDF document or a JPG image embedded within an email. Its

governments and
diplomatic entities in
Europe, Central Asia
and the Middle East.

operators mainly focus on high -profile targets such as
governments and diplomatic entities in Europe, Central Asia
and the Middle East. They are known for having breached
major or ganizations such as the US Department of Defence in
2008 and the Swiss defence company RUAG in 2014. More
recently, several European countries including France and the
Czech Republic went publ ic t o
against their governments. LightN  euron is hard to detect at the
network level because it does not use standard HTTP(S)
communications.

A New C ampaign Targeting Australian Hnancial Institutions

Source: https://blog.talosintelligence.com/

Cisco Talos came across a new Android -based campai gn
targeting A ustralian financial institutions . It i's knowl
sttt malware. The primary focus of th is malware is stealing
credentials, users contact list, collecting phone numbers
associated names, and files and photos on the device. The
information collected can be used to perform more complex
social engineering attacks. SMS is the primary infection vector

of this malware which further receives instructions from C2 to
spread. Usually, this message targets four or five people at a
time. The body conta ins a message and URL. Again, the
concept is that new victims are more likely to install the
malware if the SMS comes from someone they know. When a
victim tries to access the URL in the SMS body, the C2 will check

if the mobile device meets the criteria t o receive the malware
The same infrastructure has been used to deploy similar

[‘{;\! AHAPOiiA 60T 8 apeHay - Gustuff
Rl roop st

campaigns using different versions of the malware. It binds a
Gustuff malware being advertised in the large number of permissions in its manifest file and also has
Exploit.in forum as a botnet forre nt . . . ~
various protections placed both in the C2 and malware 6s co

The code is obfuscated and also packed. The malware also
checks for Android SafetyNet and prevents detection by
checking for emulators to prevent analysis in sandboxes. It also
protects itself by checking for existing anti  -virus software
installed on the mobile phone.

APT40: Suspected Chinese Cyber Espionage Group
Source: https://www.infosecurity  -magazine.com/

FireEye researchers have discovered APT40 which is  suspected
to be a Chinese state -sponsored group sup
efforts to improve it s navy, and Belt and Road initiative.
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APT40 was also previously ascribed to the TEMP.Periscope and
TEMP.Jumper groups. The group has targeted naval research
institutes to acquire advanced technology to support the
development of Chinese naval capabilities. FireEye also
claimed that the gr oup uses domains registered in China with

FireEye researchers
have discovered
APT40 which is
suspected to be a

logins configured in Mandarin. Fi reEye cl ai med v Chinese state -
confidenced that t hsponsgredp saping ithe sponsored group
targets are consistent with Chi supporting Chi na
around China Standard Time, and C&C domains were efforts to improve its
registered in China with logins configured in Mandarin. APT40 navy, and Belt and

often weaponised vulnerabilities within days of public Road initiative.
disclosure.

Learning

Colorado created a new Model to deal with Cyberattack

Source: https://statescoop.com/

Colorado Department of Transportation (CDOT) was affected

by the Samsam ransomware in Feb ruary 2018. This incident
affected nearly 2,000 computers, servers and network devices.

In total, the ransomware infected 1,274 laptops, 427 desktops,
339 servers, 158 databases, 154 software applications and all
voice -over -IP phones used by CDOT at 200 lo cations across the
entire state . IT workers struggled to get a complete picture of

the affected systems after discovering the state did not It handled it like a
maintain an offline version of its network map. Colorado natural disaster. A
created a new model for state and local governments to deal state -wide emergency
with this cyberattack. It handled it like a natural disaster. A was declared by
state -wide emergency was declared by Colorado Government Colorado Government
after the initial infection was detected. It created a unified after the initial
command structure. The first task after this attack was to infection was
establish recovery priorities startin detected.

operations. Other priorities included protecting traffic
operations by keeping those systems separated from the
infected portion of CDOT3s net wi
priorities were based on consensu s. Despite all these up and
downs, disaster management approach proved effective.
About 80 percent of CDOTO6s syst.
month of the initial attack.

Cyber Hygiene Automation

Sh. Rahul Bhatnagar, NCIIPC

Automation applied to the cyber -hygiene framework of
enterprises information infrastructure can help proactively and
reactively against the volatile threat landscape. In vogue,
cyberattacks have become heavily programmed.
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If enterprises/organizations try to defend against these
bombardments manually, the fight becomes man versus
machine, with highly unfavourable odds for the organization.
For the prevention against these cybernetic attacks, it is
essential to retaliate by incorporating automation into
cybersecurity efforts. Automation reduces the volume of
threats, and allows for faster prevention of old and latest
unknown threats. Automation should also be viewed as a tool
that can, and should, be used to better predict behaviours and
execute protections faster. If implemented appropriately and
with the right tools, automation can aide in the prevention of
successful cyberattacks. The following are four ways
automation should be used:

Count/Correlating Assets/Data: For protecting the
organi sationos informati on assé¢
unauthorised access, disclosure, damage or interruption to IT

related services, enterprises must be aware of the ir assets/data
that is connected to and running on network. Enterprise
networks are constantly changing as infrastructure is updated
and new servers and services are deployed. Enterprise smust be

If
enterprises/organizatio

ns try to defend aware of all Internet -connected devices. Anything online is a
against these potential attack vector. Good cybersecurity hygiene tracks
bombardments existing assets and any changes must be noticed.

manually, the fight
becomes man versus
machine, with highly
unfavourable odds  for
the organization. For
the prevention against

Configuration: Many attacks occur due to human error in
misconfigured servers. The configuration of the system sh  ould
ensure that only authorised users are allowed to operate
Enterprises should automate configuration, deployment, and
compliance with security in mind.

these cybernetic Control: Automation must be done with security in mind. The
attacks, it is essential necessary activies to be carried out for operation and
to retaliate by maintenance of systems or service s and actions to be taken in
incorporating the event of failure s shall be designed and developed to
automation into ensure the Confidentiality, Integrity and Availability of specific
cybersecurity efforts . application s.

Patch:  Automation patching will acquire, test and install
multiple pat ches (code changes) on existing applications and
software tools on a compute r, thereby enabling systems to stay
updated on existing patches and determining which patches

are the appropriate ones. This will help enterprises from
unauthorised changes to the ir IT infrastructure .

Cyber Hygiene Automation will help the enterprises, once a
threat has been identified . Protection mechanism s need to be
created and distributed faster than the attack spread ing
throughout the enterprise networks, endpoints or cloud.

References

[1] https://www.paloaltonetworks.com/cyberpedia/4 -ways -
cybersecurity -automation -should -be -used
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Cyber Security in Industrial Internet of Thing
Sectoral Coordinator (Power and Energy), NCIIPC

The Industrial Internet of Things (IloT) refers to interconnected
sensors, instruments, and other devices networked together
with computer industrial applications, including Big Data and Communications
Machine Learning. This connectivity allows for data collection,
exch ange, and analysis, which facilitat  es improve d productivity
and efficiency as well as other economic benefits. IloT goes

Industrial Smart TechnologieS

beyond the normal consumer devices and internetworking of Products

physical devices usually associated with [0T. What makes it
distinct is the i ntersection of Information Technology (IT) and
Operational Technology (OT). The convergence of IT and OT Networks
provides industries with greater system integration in terms of
automation and optimization, as well as better visibility of the
supply chain and logis tics. Monitoring and control of physical
infrastructures in industrial operations, such as in agriculture,
healthcare, manufacturing, transportation, and utilities, are
made easier through the use of smart sensors and actuators as
well as remote access and  control.

Many security
problems associated
with 1loT system, such

as exposed ports,

Challenges in  Adopting 10T : Adoption of 1loT can revolutionize inadequate
how industries operate, but there is the challenge of having authentication
strategies in place to boost digital transformation efforts while practices, and
maintaining security amid increased connectivity. OT is being

obsolete applications,
contribute to the
emergence of risks.

integrated into the Internet; organizations are seeing the
introduction of more intelligent and automated machines at

work, which in turn invites a slew of new challenges that would
require understanding of the I1o

Risks to lloTSystems: Many security problems associated with [l0T
system, such as exposed ports, inadequate authentication

practices, and obsolete applications , contribute to the
emergence of risks. Insecure IloT systems can lead to
operational disruption and monetary | 0ss. More connected

environments indicate more security risks, such as:

A Software vulnerabilities that can be exploited to attack

systems.

A Publicly searchable Internet -connected devices and
systems.

A Malicious activities like hacking, targeted attacks, and d ata
breaches.

A System manipulation that can cause operational disruption
(e.g., product recalls) or sabotage processes (e.g.,
production line stoppage).

A System malfunction that can result in damage of devices
and physical facilities or injury to operators o r people nearby.
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A OT systems held for extortion, as compromised through the IT
environment.

Recommendation for Securing lloT Systems: For lloT systems,
security by design and embedded security approach is more
effective. A centralized S ecurity Operation Centre (SOC) allows
industries and enterprises to oversee the significant num ber of
alerts which they may encounter and to enable quick
response. Adopters of the IloT could put emphasis on having a
dedicated team for tackling security in an OT environment,
given that itds a specialized a
protection p urposely built into the different layers (the device,

the network and the cloud) of IloT implementations would
enable industries and enterprises to securely conduct their
operations. The device layer usually comprises the lloT devices

and applications that are brought in from different

Ado pters of the IloT manufacturers and service providers. lloT adopters should be

could put emphasis on able to know how their manufacturers and service providers

having a dedicated transmit and store data. On the network area, there is the
team for tackling gateway, which gathers data from devices. This is the part
security in an OT where organizations should have next -generation Intrusion

environment, given Prevention Systems (IPS) in order for them to monitor and detect

t hat it ds a potential attacks. Finally, the cloud is where providers should
area. have security implementations that run server  -based prot ection

to mitigate the risk of hackers taking advantage of servers and
stored data. Securing lloT systems therefore requires connected
threat defence , end to end protection from the gateway to the
end point, which are able to provide:

A Regular monitoring an d detection in case of malware
infection.

A Better threat visibility and early detection of anomalies.

A Proactive prevention of threats and attacks between IT and
oT.

A Secure data transfer.

A A next-generation IPS to prevent attacks from exploiting
vulnerabilit ies.

A Server and application protection across the data centre
and the cloud.
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